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ABSTRACT Blockchain technology is vital in strengthening the security of private information, partic-
ularly in the healthcare sector. Its features, such as confidentiality, decentralization, security and privacy,
address challenges traditional healthcare systems face, such as phishing, denial of service and identity theft
attacks. In this regard, our research paper presents a security solution specifically tailored for healthcare
applications. This solution integrates decentralized identity management (DIDs) for identity verification,
employs the advanced ChaCha20-Poly1305 encryption algorithm to ensure data confidentiality, and utilizes
a token-based mechanism for immutable record keeping. Furthermore, it incorporates a pure proof of stake
(PPoS) consensus mechanism to enhance system security while optimizing efficiency. This comprehensive
and scalable system showcases improvements in cost effectiveness, time efficiency of an average of 6,5
seconds and overall data protection compared to traditional approaches used in healthcare data security.
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I. INTRODUCTION
The healthcare field is critical, particularly regarding the
security and privacy of patient data. In this context, med-
ical records are more than documents; they contain health
information that plays a crucial role in patient care. It is vital
to protect this data to maintain confidentiality and ensure
the effectiveness of medical treatments and healthcare ser-
vices. However, ensuring a balance between safeguarding this
information and providing authorized personnel access can
be difficult, especially considering the rising occurrence of
data breaches and cyber threats. Traditional medical records
systems, which play a vital role in healthcare management,
encounter significant challenges, especially in cost and secu-
rity. Similarly, storing records incurs expenses related to
space requirements, maintenance and ensuring their phys-
ical protection. This leads to inefficiencies in retrieving
and managing data as an increased risk of damage or loss.
Likewise, handling medical records manually increases the
chance of human error mistakes, such as incorrect data
entry, misinterpreting handwriting, or mishandling informa-
tion, which have severe consequences for patient treatment
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and diagnosis. These errors place safety at risk and expose
healthcare providers to potential legal and reputational
issues.

Moving from the classic medical records management,
the digitization of healthcare systems marked a significant
milestone in the evolution of modern medicine and has fun-
damentally transformed the management and accessibility
of electronic health records (EHRs). This shift from tradi-
tional paper-based documents to digital platforms has been
instrumental in enhancing the efficiency of healthcare deliv-
ery [1], facilitating rapid access to patient information, and
enabling the broader utilization of data for research and pub-
lic health initiatives. However, this digital transformation is
accompanied by substantial challenges, particularly in data
security, privacy, and efficient management. While digitiza-
tion offers numerous benefits, it exposes healthcare data to
cyber threats [2], [3]. The security of EHRs is a complex
issue that encompasses protecting sensitive patient informa-
tion from unauthorized access and breaches and maintaining
data integrity. As cyber threats evolve in sophistication,
from ransomware and phishing to more advanced tactics [4],
healthcare systems face increasing risks. This situation is
further complicated by the need to uphold rigorous privacy
standards in healthcare, where the confidentiality of patient
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records is not just a technological requirement but also a
regulatory and ethical imperative.

Furthermore, the introduction of digitized records adds
another layer of complexity. Healthcare providers often rely
on security methods and algorithms that effectively safeguard
patient information but need help with the demands for speed
and efficiency. While these traditional security measures
ensure data integrity, they are often slow and unmanageable,
causing quick access and information sharing bottlenecks,
such as emergencies or real-time decision-making for patient
care.

Additionally, the efficiency of managing these digitized
records remains a significant concern. Despite their advance-
ments, many existing electronic health records systems
require more scalability and flexibility. Scalability is essen-
tial to accommodate the growing volume of data and the
expanding network of users. At the same time, flexibility is
crucial for adapting to dynamic healthcare practices, techno-
logical changes, and regulatory demands. The current rigidity
of many EHR systems leads to inefficiencies such as data
silos, redundant processes, and slow information retrieval,
adversely affecting patient care and operational productivity.
Moreover, electronic health records systems often need to be
able to retrieve and process data due to their reliance on stor-
age. These delays occur, especially when there are requests
for access at the time.Moreover, integrating data sources, like
laboratories, pharmacies, and other healthcare providers, can
worsen these latency issues. As a result, it affects the effi-
ciency of accessing data and interferes with the timely update
and retrieval of patient records, thus impacting healthcare ser-
vices’ overall responsiveness and effectiveness. Furthermore,
healthcare providers frequently utilize systems to manage
records, which can cause a lack of standardized protocols
for exchanging data [5]. These interoperability issues require
improvement in sharing information across various health-
care platforms, potentially resulting in treatment delays and
obstacles in delivering coordinated care.

The existing literature underscores these gaps, revealing a
critical need for EHR frameworks that are robust, scalable,
and adaptable to the complexities of the digital healthcare
environment [6]. The traditional models must comprehen-
sively address the intertwined challenges of securing sensitive
health information, ensuring privacy, and maintaining oper-
ational efficiency. Conversely, integrating blockchain tech-
nology presents an appealing solution to these challenges
in managing medical records [7], [8], [9]. Its decentralized
structure reduces the risk of data breaches since there is
no central point of failure. The inherent immutability of
blockchain ensures that once a record is added, it cannot
be modified, thus guaranteeing data integrity. This aspect is
particularly significant in healthcare, where record accuracy
is essential. Additionally, blockchain enables interoperabil-
ity by establishing an unalterable and transparent system
for recording information that all authorized stakeholders in
the healthcare network can access. This results in enhanced
patient care coordination [8] and efficient data handling.

To tackle these issues, this study seeks to investigate the
following research questions:
• How can blockchain technology be used efficiently to
safeguard the privacy and accuracy of EHRs from unau-
thorized access?

• What effects do integrating decentralized identity man-
agement (DIDs) and advanced encryption algorithms
such as ChaCha20-Poly1305 and a token-based access
control system have on the security and integrity of
EHRs?

• How does implementing a PPoS consensus mechanism
improve the effectiveness and security of EHR systems?

Keeping this in mind, this paper presents a novel, multi-
layered security framework for EHRs to address the critical
data protection, privacy, and efficiency gaps within health-
care information systems. Keeping this in mind, we propose
a framework that integrates several advanced technolo-
gies, each contributing uniquely to a comprehensive and
user-centric EHR system.

The main contributions of this paper are:
1) Improving Identity Management: Our solution intro-

duces a Decentralized Identity Management (DID)
system that empowers users to control their identities
without depending on central authorities. Blockchain
enables participants to create, manage, and share their
identities securely. By storing identity information on
the blockchain, our DID system significantly boosts
resilience against cyber-attacks and improves data
integrity.

2) Enhancing Data Security with ChaCha20-Poly1305:
We employ the advanced ChaCha20-Poly1305 algo-
rithm, optimizing the balance between strong encryption
and high performance, ensuring the integrity and confi-
dentiality of health records.

3) Integration of Algorand Blockchain and PPoS con-
sensus: Our approach utilizes Algorand’s blockchain
technology and PPoS consensus mechanism, enhancing
the traceability and security of health records while
reducing costs and latency. This marks a significant
advancement in data management.

4) Simplifying Access with Token-Based Control: Our
system introduces a token-based access control mecha-
nism, reducing administrative overhead and enhancing
security by restricting access to sensitive health data
to authorized personnel only. This is achieved through
generated tokens that undergo validation and are associ-
ated with specific user roles and permissions, ensuring
a secure and efficient access management process.

The rest of the paper is organized as follows: Section II delves
into the problem statement. Then, we highlight some rele-
vant studies in Section III. Section IV provides information
on the background of the proposition, including blockchain,
DIDs, token-based access and ChaCha20-Poly1305. After-
wards, section V highlights the key steps followed to achieve
the solution. Moving forward to Section VI, we present our
proposed solution in detail. In Section VII, we discuss the
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results and aspects of implementation. SectionVIII concludes
with a summary and some future works.

II. CHALLENGES IN TRADITIONAL METHODS
MANAGEMENT
The following section provides an overview of three key
areas: the challenges associated with conventional medi-
cal records systems, the issues inherent in electronic health
records, and the significance of integrating blockchain tech-
nology into electronic health records.

Traditional paper-based medical records face enormous
challenges in healthcare management due to their reliance
on non-digital methods. The physical constraints of paper
records, such as the requirement for storage space, suscep-
tibility to damage and limited access for one user at a time,
contribute to increased expenses, inefficiencies and the poten-
tial for data inaccuracies.

FIGURE 1. Challenges of traditional medical records.

These challenges (FIGURE 1) often lead to poor patient
care as vital information is slowly updated and exchanged
between healthcare providers, emphasizing the need for a
cohesive system.

Adopting electronic health records has revolutionized
healthcare operations by simplifying datamanagement. How-
ever, transitioning to electronic records comes with risks,
particularly regarding data security. The surge in data
breaches during the COVID-19 pandemic highlights vul-
nerabilities in EHR systems exacerbated by challenges in
interoperability that delay smooth information sharing among
healthcare networks while adding administrative complexi-
ties for healthcare professionals.

While incorporating cloud computing into record systems
improves accessibility, it raises substantial security concerns
(FIGURE 2). Storing information on cloud platforms makes
it susceptible to cyber threats, complicates compliance with
data protection regulations, and raises concerns about data
ownership and system reliability.

To address these security challenges, blockchain tech-
nology emerges as a solution for fortifying EHR systems.
The decentralized aspect addresses the vulnerability prob-
lem, significantly decreasing the chance of cyberattacks.
Blockchain guarantees that records remain unchanged and
traceable, which is essential for ensuring the precision and

FIGURE 2. Cybersecurity threats to cloud-based EHR systems.

dependability of data. Through smart contracts, blockchain
allows for the secure handling of access permissions, ensur-
ing that data access follows regulations and is managed.
It also improves the trustworthiness and confidentiality of
healthcare information within various systems.

III. RELATED WORKS
In the same context, numerous studies have recently explored
integrating blockchain and relevant technologies into EHR
security, reflecting a growing recognition of its potential
benefits. These research efforts highlight how blockchain and
advanced approaches can address the inherent vulnerabilities
in traditional EHR systems. This section highlights the main
contributions made regarding EHRs and healthcare security.

A. SECURITY SOLUTIONS DESIGNED FOR ELECTRONIC
HEALTH RECORDS AND HEALTHCARE
Many studies have explored advanced technologies to
enhance healthcare security across various domains. This
section summarizes fundamental studies and findings con-
tributing to this regard. In [10], the authors proposed a novel
certificateless Provable Data Possession scheme for securely
managing electronic health records on cloud servers. This
scheme addresses the challenge of ensuring correct stor-
age and integrity of EHRs by distributing multiple copies
across various cloud servers, enhancing data recoverabil-
ity. It introduces a new data structure, the Map-Version
Marker Table, for dynamic operations and traceability at the
block level, enabling authorized doctors to access histori-
cal EHRs. The paper asserts the scheme’s security based
on the computational Diffie-Hellman problem’s intractabil-
ity and demonstrates its practicality for cloud-based EHR
applications.

In [11], the authors address security challenges in health-
care IoT, particularly for cloud-based EHRs. They propose
a system providing fine-grained access control and dynamic
user groups, enhancing scalability and functionality. The sys-
tem includes an efficient revocation mechanism, ensuring
forward and backward secrecy and revocable storage to pre-
vent unauthorized data access. This solution is secure against
real-world threats, addressing the critical need for robust
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TABLE 1. Relative works made regarding EHRs and healthcare security.
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TABLE 1. (Continued.) Relative works made regarding EHRs and healthcare security.

privacy protection in healthcare data management. Also, [12],
the authors proposed a secure system for managing electronic
health records (EHRs) in the cloud. It employs a hybrid
cryptographic approach combining the Improved Key Gen-
eration Scheme of RSA and Blowfish algorithms for data
encryption. Additionally, it integrates steganography-based
access control for secure key sharing. The system enhances
EHR security and ensures efficient retrieval.

Moreover, to ensure data security, the authors [13]
designed a Privacy-Preserving Federated Learning Scheme
with Homomorphic Encryption to tackle the privacy and
security concerns surrounding healthcare data. The approach
combines encryption on the client side to ensure the con-
fidentiality of shared training models and Access Control
technology to verify user identities and their trustworthi-
ness. An acknowledgement mechanism was employed on the
server side to handle users efficiently, reducing communica-
tion overhead and addressing user dropout during training.
This dual strategy effectively strengthens privacy protection
and optimizes the federated learning process in healthcare
applications. Furthermore, [14], the authors developed a
mechanism named BtRaI, which combines technology and
trusted reputation assessment to improve security in health-
care services. Themain goal of BtRaI is to enhance healthcare
services, such as accurate timemonitoring and remote disease
diagnosis. It accomplishes this by providing a comprehensive
reputation assessment system that encourages participation in
the consensus process, thus discouraging malicious behavior.
Some key features of BtRaI include incorporating factors for
a multidimensional reputation assessment, a PBFT algorithm
for improved efficiency in blockchain consensus and a
token-based reward and punishment system.

B. BLOCKCHAIN-BASED SOLUTIONS
In this section, we present the relevant studies done in
the context of EHRs and Healthcare incorporating the
adoption of blockchain-based solutions. Table 1 summa-
rizes studies investigating the uses, advantages, obstacles
and innovative approaches to integrating blockchain into
healthcare information systems. Each study outlined in the
table presents a viewpoint or strategy for leveraging a
blockchain-based approach to enhance the security, effec-
tiveness and patient-centeredness of EHRs platforms. The
topics covered include frameworks, architectural suggestions,
and practical trials and implementations. These studies com-
monly explore how blockchain can establish an unchangeable
record for health data, maintain data accuracy, facilitate the
sharing of patient information among authorized parties and
empower patients to have more control over their health
data.

This section explored research and studies on improving
the security of electronic health records and healthcare sys-
tems. These efforts have contributed to overcoming obstacles
and establishing a solid foundation for more secure and
efficient healthcare data management. Despite these advance-
ments, challenges still need to be addressed in EHR security.
Concerns like scalability, transaction speed, and cost remain
at the forefront of discussions. Additionally, with the evolving
era of cyber threats, it becomes imperative to implement
layers of security to protect sensitive healthcare information
effectively.

Advances in ledger technology have brought about
new options, such as LedgerDB and VeDB, representing
cutting-edge developments stemming from blockchain sys-
tems. These innovative technologies address the performance
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constraints often encountered in classical blockchain systems
that manage healthcare data.

In this regard, LedgerDB offers an optimized solution for
settings that require transaction processing and dynamic data
access [31]. In healthcare, this means access to records and
efficient updating and querying of health information, which
is especially crucial in urgent medical scenarios. Moreover,
LedgerDB maintains blockchains’ security and privacy fea-
tures while emphasizing scalability and speed, making it
well-suited for health systems dealing with data volumes and
transaction needs.

Further, VeDB signifies an advancement in ledger
databases by providing performance and audit capabil-
ities [32]. By leveraging frameworks like Merkle trees
and incorporating software and hardware elements, VeDB
enables more efficient data processing and validation. This
is important in healthcare settings where prompt and reliable
data management is vital. Adopting VeDB could enhance
health record systems’ effectiveness and regulatory compli-
ance, aligning with progressions in healthcare information
technology.

The integration of LedgerDB and VeDB can significantly
enhance efficiency within health record systems by offering
blockchain features with enhanced performance standards.

Implementing these technologies enables the handling
and organization of data while prioritizing the safety and
reliability of information in the healthcare sector. Nev-
ertheless, integrating these advancements into healthcare
systems demands a meticulous strategy. Evaluating their
implementation should consider aspects such as adhering
to regulations, sustainability and compatibility with exist-
ing healthcare IT infrastructures. Despite the improvements
anticipated from these ledger databases, their novelty requires
testing in healthcare environments to grasp their benefits and
limitations.

Recognizing these challenges, the next section of this paper
will focus on our proposed solution. This solution addresses
these issues and aims to enhance the effectiveness and secu-
rity of EHR systems within the rapidly changing digital
healthcare environment.

IV. BACKGROUND
The following section presents the proposition’s pillar con-
stituents. These include blockchain technology, decentralized
identifiers, encryption, and token-based access control.

A. BLOCKCHAIN TECHNOLOGY
A blockchain, described as a decentralized ledger that
runs across several computers, constantly grows by adding
data blocks that are securely linked via encryption. Each
block contains the preceding block’s cryptographic hash,
a timestamp, and transaction data. Its distributed, public
nature ensures that recorded transactions cannot be modi-
fied retrospectively without affecting the following blocks
and achieving network consensus. Bitcoin was the first
blockchain application, which has subsequently grown in

popularity. Researchers in healthcare use blockchain, partic-
ularly Ethereum, to address health-related issues [33] [34],
demonstrating the technology’s versatility beyond its initial
financial context.

The Algorand blockchain is a decentralized system oper-
ating across a computer network. Its primary purpose is to
record transactions in a tamper-proof way. Like other well-
known blockchains, Algorand grows by adding blocks of
securely linked data using cryptographic principles. Each
block on the Algorand blockchain contains a hash of the
block, a timestamp, and transaction data.

What sets Algorand apart is its consensus mechanism,
which aims to be more efficient and scalable compared to
blockchain systems like Bitcoin and Ethereum. It utilizes a
Pure Proof of Stake (PPoS) protocol where block validators
are selected randomly and discreetly from users who hold
its native cryptocurrency called Algo. This approach aims to
reduce energy consumption and computational requirements
often associated with Proof of Work (PoW) systems used by
blockchains like Bitcoin. In Algorand’s Pure Proof of Stake
consensus, a user’s influence in determining a new block
is proportional to their token holdings, commonly known
as their stake. The possibility of a user being selected to
propose or vote on blocks and the impact of such sugges-
tions and votes is directly proportional to the quantity of
their stake. Table 2 provides an analysis and comparison of
consensus methods that form the backbone of blockchain
networks. It assesses each method using metrics that impact
how blockchain systems function: decentralization, scalabil-
ity, security and energy efficiency. These metrics highlight
the equilibrium that blockchain networks aim to maintain
between being broadcasted and democratic (decentraliza-
tion), able to handle increasing transaction volumes and
users (scalability), resilient against attacks and unauthorized
changes (security), and environmentally sustainable in their
energy usage (energy efficiency).

The pure proof of stake mechanism is a multi-step pro-
cess that includes a random selection of proposing nodes
and committees for voting, many rounds of voting to ensure
robustness, and integrating a new block into the blockchain.
This approach ensures that the network achieves agreement
without the extensive computational work required by tradi-
tional Proof of Work systems, and it is intended to be more
scalable and cost-effective. FIGURE 3 describes the process
of PPoS in Algorand. It consists of four key steps:

1. Block Proposal: In the first step, a cryptographic ran-
dom selection mechanism selects node candidates to
propose the new block. This operation is done via a Ver-
ifiable Random Function (VRF), ensuring the process is
random and fair.

2. Soft Vote: Nodes selected in the first step propose a
block. Among these, the account with the lowest hash
value is chosen to suggest the next block. A committee
of verifiers, also selected randomly via VRF, then per-
forms what is known as a ‘‘Soft Vote’’ to agree on this
new block.
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TABLE 2. Comparative table of consensus mechanisms.

FIGURE 3. Algorand pure proof of stake consensus mechanism.

3. Certify Vote: Following the Soft Vote, the committee
of verifiers performs another round of voting to certify
the block. This step is crucial as it adds another layer of
confirmation that the proposed block is valid.

4. Block Integration to the existing Chain: In this final
step, once the block has been certified, it is added to
the existing blockchain. This step is represented by the
new block linking with the chain of previous blocks,
indicating that the block has been accepted and its
transactions are confirmed.

B. DECENTRALIZED IDENTIFIERS (DIDs)
The concept of centralized identifiers, which includes emails,
usernames, and passwords, has been the standard approach
for accessing websites, apps, and services for many years.
However, this model is increasingly problematic due to

several inherent issues. Table 3 highlights the difficulties
associated with centralized identifiers. These include security
risks stemming from having storage points that are suscep-
tible to attacks, concerns about privacy when personal data
is shared with service providers, the risk of system-wide
disruption due to a single point of failure control issues arising
from policies dependent on authority figures inefficien-
cies in user experience resulting from managing numerous
passwords, limitations in interoperability, across different
platforms and challenges related to scalability that require
significant resources to accommodate increasing numbers of
users and data.

Given the outlined limitations and risks permanent in
centralized identification systems, the emerging paradigm
of decentralized identifiers offers a promising alternative.
It addresses these challenges by empowering users with
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FIGURE 4. Decentralized identifier management on blockchain technology.

TABLE 3. Challenges associated with centralized identifiers.

greater control, security, and flexibility in managing their dig-
ital identities. Delving into their foundational principles and
functionalities is essential to understanding the significance
of decentralized identifiers.

Decentralized Identifiers, commonly known as DIDs, are
unique identifiers within a decentralized database system.
These identifiers are designed to function on blockchain
technology, facilitating the identification and verifying of
individuals or entities. Unlike traditional identifiers, DIDs
utilize cryptographic techniques, including digital signatures,

to ensure the validation of the subjects they represent. The
role of DIDs extends beyond mere verification of authentic-
ity; they play a crucial part in upholding the integrity of the
identity owners or subjects on the blockchain network.

FIGURE 4 illustrates the step-by-step flow of how DIDs
work on the blockchain. It begins with storing DIDs on the
ledger, starting from the genesis block and progressing to
the final block. These DIDs are then linked to DID docu-
ments containing keys, digital signatures, biometric data and
URLs/endpoints for identity verification. A DID Resolver
interacts with the blockchain to fetch a document. The DIDs
adhere to a structure depicted in the middle, which assigns
an identifier to each DID. This process is exemplified by
showcasing two types of DIDs being utilized to access rel-
evant documents: one for personal employment and another
for professional credentials.
• Key generation: The critical generation process
involves using prime number generation and modular
arithmetic. To illustrate, RSA keys are created by care-
fully selecting two sizable prime numbers, p and q, and
calculating their product n = p×q, used as the modulus
for public and private keys.
• Data signature: The concept of a digital signature
involves utilizing hash functions and exponentiation.
In this process, a hash of the information is taken, and
then using the private key d, the signature s is generated
by raising the hash to the power of d modulo n (for
RSA): s = hashd mod n.
• Verification: Verifiers perform the inverse operation by
using the signer’s public key to raise the signature to the
power of the public exponent e modulo n to verify.

C. ENCRYPTION MECHANISM
The relevance of encryption expands when it comes to sen-
sitive information, such as patient medical data, for which
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FIGURE 5. ChaCha20-Poly1305 algorithm workflow in medical use case.

strong security is critical. In this case, various encryp-
tion mechanisms are implemented to provide protection
and privacy, with the ChaCha20-Poly1305, designed by
Daniel J. Bernstein [14], [15], being one of them. ChaCha20-
Poly1305 is considered an excellent encryption algorithm
for safeguarding health records, especially compared to
other encryption methods. Its key advantage lies in its
ability to provide security while maintaining speed, which
is crucial in healthcare environments where quick access
to data is as important as keeping it confidential. Unlike
algorithms such as AES (Advanced Encryption Stan-
dard) or DES (Data Encryption Standard), which can be
resource-intensive and slower with large datasets, ChaCha20-
Poly1305 operates with impressive efficiency. This makes
it well-suited for encrypting the extensive and continuously
growing health records. Furthermore, its resilience against
attacks ensures the integrity and privacy of sensitive patient
information.

Table 4 compares encryption algorithms, such as DES,
RSA, AES and ChaCha20-Poly1305. Each algorithm’s
unique characteristics make it suitable for specific uses and
settings. For instance, though necessary, DES is now deemed
insecure due to its key length. RSA, a public key cryptogra-
phy system, is commonly used for data transmission but is
not typically employed for large-scale data encryption due
to its computational complexity. On the other hand, AES
is a widely accepted symmetric encryption standard known
for its efficiency and security features. It performs well in
hardware setups supporting AES New Instructions (AES
NI), greatly enhancing encryption and decryption speeds.
ChaCha20-Poly1305 combines the ChaCha20 stream cipher
with the Poly1305 message authentication code to provide
security and excellent performance in environments lacking
specialized cryptographic hardware.

When deciding which encryption algorithm to use for a
healthcare system for Electronic Health Records, various
factors need to be considered, such as security, performance

and compatibility with existing systems. AES is well known
for its security measures and fast processing speed in systems
with AES-NI capabilities. These capabilities allow the system
to execute AES instructions directly on the CPU, enhancing
performance and efficiency. This aspectmakesAES an option
for environments with hardware support like this, offering a
quick and secure encryption solution. However, some may
not support AES-NI in the case of EHR systems, which
involve a range of devices and systems.

On the other hand, ChaCha20-Poly1305 emerges as a
versatile choice. It provides security measures to AES and
does not rely on specialized hardware for high performance.
This is particularly useful in healthcare settings where data
needs to be accessed or shared across devices and platforms,
from servers to mobile devices, without AES-NI support.
Moreover, ChaCha20-Poly1305 is known for its resistance to
analysis, making it a reliable option for safeguarding sensitive
health data. Under specific circumstances, its design is less
vulnerable to attacks impacting block ciphers such as AES.
Hence, we adopted ChaCha20-Poly1305 for our approach
because of its flexibility, security features and excellent per-
formance on various platforms. This combination makes it
ideal for the changing landscape of EHR systems, guaran-
teeing that confidential health information remains safe and
available whenever necessary, regardless of the hardware
used.

FIGURE 5 illustrates the general process of the ChaCha20-
Poly1305 algorithm as applied in a medical use case scenario.
This figure shows how data encryption is used in health-
care, with a doctor securing data using the ChaCha20 cipher.
A unique key is created for each encryption by combin-
ing a nonce and a counter. The data, which is information,
is then mixed with a key through an XOR operation. Fol-
lowing this, the ChaCha20 algorithm encrypts the data, and
the Poly1305 algorithm includes a tag for verification. The
result is a document with a tag that ensures the integrity and
authenticity of the data. This encrypted information pertains
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TABLE 4. Comparative table of encryption algorithms.

to healthcare-related items such as MRI images, blood tests
and X-rays.

The ChaCha20-Poly1305 algorithm combines the
ChaCha20 encryption technique with the Poly1305 mes-
sage authentication code (MAC) to ensure secrecy and
data integrity. The following steps describe the algorithm’s
workflow.

Step 1: Key and Nonce generation:
• A 256-bit unique key K is produced for the encryption
procedure. This key must be kept secret.

• A 96-bit nonce N (a number that is only used once) is
also created. The nonce assures that the same plaintext
is not encrypted to the same ciphertext twice, which
increases the encryption’s security.

Step 2: ChaCha20 encryption
• Chacha20 is a stream cipher. It produces a keystream
using the key and nonce.

• The plaintext denoted P is merged with the keystream
KS generated by ChaCha20 via the XOR function. This
implies that each bit of the plaintext is XORed with the
matching bit of the keystream to generate the encrypted
text.

• The ciphertext C is computed as C = P ⊕KS, which ⊕
denotes the XOR operation.

Step 3: Poly1305 authentication
• Poly1305 creates an authentication tag that functions as
a MAC.

• Poly1305 employs a 256-bit one-time key OTK created
from the ChaCha20 key K and nonce N. This ensures
that the MAC is unique for each communication.

• It computes an authentication tag denoted T as MAC
over the ciphertext C and any associated authenticated
data denoted AAD, such that T = POLY1305(C||AAD,
OTK).

Step 4: Output Combination
• The encryption operation produces ciphertext C con-
catenated with the Poly1305 tag T, represented as C||T.
This tag ensures the discovery of any ciphertext or asso-
ciated data alterations.
• When decrypting, the recipient generates the keystream
with the same key and nonce before decrypting the
ciphertext using the XOR technique.

• After decrypting the message using the same associated
authenticated data, the recipient uses Poly1305 to vali-
date the tag. If verification fails, it indicates tampering
has occurred with the data.

D. TOKENS-BASED ACCESS CONTROL
Token-based access control is a security method that regu-
lates user access to resources in a system. Unlike traditional
access control methods that depend on fixed credentials,
token-based access employs created encoded tokens con-
taining information about the user’s identity, permissions,
and session status. In healthcare, incorporating blockchain
technology through the use of tokens brings forth prospects
for managing and accessing healthcare services. One notable
application is the utilization of tokens to securely access
records, empowering patients with control over who can
view their health information. Additionally, these tokens can
facilitate transactions for services, ensuring enhanced trace-
ability and transparency. In instances, tokens may serve as
a means to incentivize behaviors or enable participation in
medical research, thereby transforming the consumption and
administration of healthcare services.

The process starts with user authentication, where users
provide their credentials (username and password). After
authentication, the system generates an access token. This
token undergoes digital encryption to maintain its integrity
and confidentiality. It then includes details about the user’s
identity, roles, permissions and other attributes essential for
resource access. In terms the token generation process can be
represented as follows:

Step 1: User authentication:
Confirming users’ identities is crucial in a healthcare

environment for safeguarding patient data. Whether it is
healthcare professionals such as doctors, nurses, adminis-
trative staff, or patients, verifying their identity is essential
to accessing health records. The user authentication phase
involves users providing their credentials, which are then
validated to verify their identity.
• User credentials:

Healthcare professionals typically use a username and pass-
word provided by their institution for authentication. Patients
may need to give details like an email address and a private
password for identification.

Formally represented as: U = {username,password}
• Authentication function:

The system validates these credentials against its database.
The user is considered legitimate if a match exists and can
proceed further. This process resembles a digital check-in at
a hospital or clinic to ensure authorized individuals can view
information.

Mathematically expressed as: Auth(U)→ {True, False}
Algorithm 1 represents the process used to verify the

identity of a user attempting to enter the system, ensur-
ing the security and integrity of healthcare information.
The algorithm verifies the user’s credentials; if they are
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Algorithm 1 AuthenticateUser
Input: username,password.

Output:Authenticated token or authenticated failure mes-
sage.
1. If isValidCredentials(username, password)

Then
2. user← getUserDetails(username)

token← generateToken(user)
Return token

3. Else
Return ‘‘Failed Authentication’’

4. End if

Algorithm 2 GenerateToken
Input: User.

Output: Encrypted and signed token.
tokenAttributes← {

’UserID’: user.ID,
’Roles’: user.roles,
’Expiry’: currentTime + tokenValidityDuration

}
token← encryptAndSign(tokenAttributes, secretKey)
Return token

valid, it returns a token; otherwise, it indicates a failed
authentication.

Step 2: Token Creation (if Authentication is True):
Once the user’s identity is confirmed, the system generates

a token acting as a temporary pass for accessing patient
records. This step consists of the following:

• Token attributes:
The token contains information such as the User ID (which
could be an employee ID for a healthcare provider or a patient
ID), their Roles (such as doctor, nurse, or patient), Expiry
(the time when this token expires), and Metadata (which
may include the department, specialization, or patient blood
group).

Token attributes formally represented as: Tattrs = {UserID,
Roles, Expiry, Metadata}

• Function for Generating Tokens:
The system encrypts this data into a token using a secret key.
It is similar to securing a patient’s record in an envelope that
can only be opened by those with the right key. This process
is summarized as: TokenGen(Tattrs, K)→ Token; where K is
the secret key used for encryption.

Algorithm 2’s primary function is to generate a token for
a user, which is essential for controlling access within the
system.

Step 3: Token Validation:
Whenever a user needs to access EHRs, the system must

validate the token to ensure it is still valid and provide
the authorization, which is obtained by the token validation
function.

Algorithm 3 ValidateToken
Input: Token
Output: Token attributes or validation

failure message
tokenAttributes← decryptAndVerify(token,
secretKey)
If tokenAttributes AND isNotEx-
pired(tokenAttributes[‘Expiry’]) Then

Return tokenAttributes
Else

Return ‘‘Invalid or Expired Token’’
End if

Algorithm 4 AccessResource
Input: Token, resource
Output: Access Permission status

tokenAttributes← ValidateToken(token)
If tokenAttributes AND
userHasAccess(tokenAttributes[‘UserID’],
resource) Then

Return ‘‘Access granted’’
Else

Return ‘‘Access Denied’’
End if

• Token Validation Function:
With each access attempt, the system reviews the token by
decrypting it using the key and verifying its content and
expiration date. This process resembles an authentication
method confirming whether the user can view the requested
patient data. In healthcare, this verification process is defined
as Validate(Token, K)→ {True, False, Tattrs}.

Algorithm 3 highlights the process for verifying a user
token’s validity each time they try to access resources or
perform actions, granting permissions accordingly.

Once the token validation is complete, the user (whether
a healthcare professional or patient) is granted access as
outlined in Algorithm 4, which details the process. It deter-
mines whether users should be given access to requested
resources based on their token’s validity and permissions.
If the token is authenticated and the user is authorized, the
algorithm responds with ‘‘Access granted,’’ allowing the user
to proceed. Otherwise, it issues an ‘‘Access Denied’’ response
to protect sensitive data and operations.

Token-based access control is relevant in the healthcare
sector, protecting sensitive information. Its primary function
is to prevent individuals from accessing data such as med-
ical records, diagnoses, and treatment plans. By following
healthcare privacy guidelines, token-based systems guarantee
the confidentiality of information; moreover, in an industry
where data breaches can result in outcomes, tokens offer a
layer of security. They serve as a defense mechanism that
is more secure than static passwords, which are susceptible
to being easily compromised. Tokens have limitations in
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terms of time and access, reducing risks even if traditional
credentials are stolen or exposed. This method ensures that
access rights and transactions are securely and transparently
managed, which is especially important in the healthcare
sector, where maintaining data confidentiality and integrity is
essential. After analyzing our study’s aspects and fundamen-
tal issues, the upcoming section represents a transition from
the preliminaries to the theoretical approach. The next section
highlights the details of our suggested solution, explaining its
design, functionality and main actors. The proposed solution
is designed in response to the limitations and gaps we identi-
fied in existing methods.

V. RESEARCH METHODOLOGY
This section describes the approach used in this study,
explaining the steps taken from presenting the solution idea
to assessing the outcomes. The methodology comprises five
phases (FIGURE 6): Literature Review, Framework Design,
Implementation, Simulation and Evaluation and Results and
Discussion. These stages are interconnected to ensure a thor-
ough research process.

FIGURE 6. Overview of the adopted research methodology.

1. Review of existing literature:
The first step involves examining the literature to pinpoint

the challenges and gaps in electronic health record systems,
specifically focusing on security, privacy, and efficiency.
• Sourcing Materials: Collect papers, articles, and case
studies from databases like IEEEXplore, ScienceDirect,
Taylor & Francis, PubMed, and Google Scholar.

• Critical Assessment:Assessing the strengths andweak-
nesses of existing solutions while highlighting areas that
require enhancements.

• Formulation of Research Questions: Developing
research questions based on insights from the literature
review.

2. Development of Framework:
The next phase revolves around designing a framework for

EHRs. This stage encompasses:
• Structuring System Architecture: Designing the
structure of the proposed solution incorporating ele-
ments such as technology, decentralized identifiers
(DIDs) and advanced encryption algorithms.

• Component Specification: Clarifying the responsibil-
ities of each user within the system (like hospitals,
doctors, patients) and how they interact with each other.

• Security Measures: Definition of security protocols
and methods, such as access control based on tokens
and incorporating the ChaCha20-Poly1305 encryption
algorithm.

3. Implementation
The third step involves putting the planned framework into

action. This includes:
• Development Environment: Establishing the develop-
ment environment using JavaScript for both the front
and back end, supplemented with TypeScript, HTML,
and CSS. This setup also includes integration with the
Algorand blockchain and Pera wallet.

• Coding and Integration:To ensure seamless communi-
cation, write and integrate code for system components.

• Data Security: Implementing ChaCha20-Poly1305
encryption for data security and generating unique iden-
tifiers for secure identity management.

4. Testing and Evaluation
The fourth step entails testing the proposed framework

through simulations and evaluating its performance. This
phase covers:
• Simulation Setup: Configuring simulation environ-
ment using Helia IPFS for data storage and Algorand
test network for transactions.

• Performance Evaluation Criteria: Identify critical
performance metrics, such as transaction expenses,
token usage patterns, and processing speed, evaluating
them as indicators of security strength.

• Examination: Conduct various assessments to measure
the system’s functionality, including analyzing delays
and costs and ensuring security.

5. Results and Discussion
The last step involves examining and discussing the results

acquired from the simulation and assessment. This includes:
• Understanding Data: Analyzing the information gath-
ered during the simulation to assess the effectiveness of
the proposed solution.

• Contrasting with Solutions: Evaluating how well the
suggested framework performs compared to existing
EHR systems to showcase any enhancements.

• Conclusions: Drawing deductions based on the findings
and discussing their implications for research advance-
ments and real-world implementation.

VI. PROPOSED WORK
This paper presents a framework that employs blockchain
technology, the InterPlanetary File System (IPFS), and decen-
tralized identifiers to efficiently maintain and verify health
information. Our proposed system handles various opera-
tions, such as encrypting data, allowing token access, and
preserving records. Usersmay engagewith the site using their
digital wallets, giving them a safe method to manage their
health information. We use powerful encryption algorithms
such as ChaCha20-Poly1305 to improve security further. Fur-
thermore, our design includes a pure proof of stake consensus
mechanism to provide an efficient, fast and scalable platform
for gathering, encrypting, and storing healthcare data.

Moreover, choosing Algorand as our foundational
blockchain technology to enhance the security of our
EHRs framework is a strategic move, underlined by its
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renowned transactional speed and efficiency. We are highly
aware of the paramount importance of security within
EHR systems. Recognizing that Algorand has faced its
share of challenges, we emphasize the importance of
thorough security evaluations. Our commitment to Algo-
rand is predicated on its continual improvements and the
robust security protocols established in response to previous
vulnerabilities.

Therefore, to fortify the security and ensure the confiden-
tiality and integrity of EHR data, our framework is designed
with multiple layers of defense, including:
• Advanced Encryption Techniques: Besides Algo-
rand’s inherent security features, we employ advanced
encryption methods such as ChaCha20-Poly1305 to
provide an additional safeguard for data, ensuring com-
prehensive protection during storage and transmission
phases.

• Proactive Security Assessments: Given the evolving
nature of cyber threats, our framework is equipped
with mechanisms for regular security evaluations and
updates, enabling swift identification and rectification
of any potential vulnerabilities within the Algorand
infrastructure.

• Implementation of Decentralized Identifiers: To
enhance our security and privacy measures, we leverage
DIDs to facilitate reliable identity management, elimi-
nating reliance on centralized authorities and enhancing
user privacy.

• Token-Based Access Control: To complement Algo-
rand’s security features, our framework integrates a
token-based access system, adding an extra verification
layer to ensure that only authorized personnel can access
sensitive EHR information.

By integrating these sophisticated security measures with
the Algorand blockchain, we aim to tackle its transactional
capability while prioritizing safeguarding EHR data. Our
adaptable system is designed to swiftly respond to emerging
threats, upholding the highest security standards in managing
healthcare information.

The proposed system has three main actors: Hospitals,
Doctors and Patients. Each of these actors has roles and
responsibilities within the system. The Hospital takes on the
administrator role, overseeing tasks like distributing tokens
and assigning patients to doctors. This central role ensures
that the system operates smoothly and efficiently. On the
other hand, doctors are responsible for accessing patient
records, adding entries and using them in their medical duties.
This allows them to provide informed and timely health-
care services. Lastly, patients are responsible for sharing
their records and accessing their health information. This
empowers them to manage their health actively and promotes
communication with their healthcare providers. With this
three-part structure in place, we can ensure an efficient and
secure healthcare management system.

FIGURES 6 and 7 show the proposed blockchain health-
care data management system. Initially, hospitals will register

and give access tokens. To interact with the system, doctors
and patients must register via digital wallets and authenticate
their identities, with tokens enabling safe access. Medical
data is encrypted and associated with unique identifiers to
protect privacy. This encrypted data is saved on a decentral-
ized file system, with blockchain references ensuring safe and
immutable record-keeping.

FIGURE 8 enhances FIGURE 7 by offering a step-by-
step guide for system users, such as administrators/hospitals
and patients/doctors.While FIGURE 7 concentrates on incor-
porating wallets, access based on roles and secure data
storage/encryption, FIGURE 8 delves into the procedures
and responsibilities related to data management, ensuring
verification and encryption processes. Together, these illus-
trations present an extensive overview of our proposed
system.
• Step 1: Initial Connection and Registration:
The process begins with the hospital and users (doctors
and patients) connecting their wallets to the platform.
The hospital then registers, creates specific roles within
the system, issues digital tokens corresponding to these
roles, and defines access permissions.

• Step 2: Token Creation and Opt-In Process:
After the hospital issues tokens, it manages opt-in
requests from doctors and patients. These requests are
essential for users to perform their roles within the
system, such as accessing medical records or managing
patient data. Algorithm 5 depicts the process of token
creation.

• Step 3: Verification and Assignment:
Doctors and patients connect with their wallets and
undergo a verification process. Based on the opt-in infor-
mation, verified doctors are assigned patients, allowing
them to consult with their assigned patients using their
tokens.

• Step 4: Data Handling and Encryption:
Unassigned doctors and patients enter their details into
the system. This information is encrypted using the
ChaCha20-Poly1305 algorithm for data security. Each
user also creates a Decentralized Identifier (DID), estab-
lishing a unique and secure identity within the system.
Algorithm 6 highlights the encryption steps for user
data, and Algorithm 7 shows the process used for DID
creation.

• Step 5: Uploading to IPFS:
The encrypted data, now linked to a user’s DID,
is uploaded to the InterPlanetary File System. This
decentralized storage solution ensures the data’s avail-
ability and redundancy across multiple nodes.

• Step 6: Blockchain Integration for Immutable
Record-Keeping:
In the final step, the system records references to the
encrypted data and associated DIDs on the Algorand
blockchain. This step creates an immutable ledger that
verifies the integrity of the medical records and supports
traceability for all interactions on the platform.
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FIGURE 7. Proposed solution.

FIGURE 8. Workflow of the proposed solution.

VII. IMPLEMENTATION AND RESULTS
This section of the document explores the effectiveness of
the proposed approach. Initially, it describes the setup, which

includes components like the front end, back end, server,
tools, host, programming language integrated development
environment (IDE) and the test network. Afterwards, we
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Algorithm 5 CreateTokens
Input: Active Address of the Admin/Hospital.

Output: Patient and Doctor tokens are created.
1. Admin/Hospital (ActiveAddress)→ Blockchain
2. Blockchain (ProcessRequest)

a. CreateToken (type: ‘patient’, name: ‘EHR_PATIENT’, total: 1000)→ Blockchain
b. CreateToken (type: ‘doctor’, name: ‘EHR_DOCTOR’, total: 1000)→ Blockchain

3. Blockchain (SendTransaction)
a. Group (Transaction(patientToken), Transaction(doctorToken))→ Blockchain

4. Sign (GroupedTransactions)→ Admin/Hospital
5. Blockchain (RecordTransaction)→ Update Ledger
6. Share (TokenIDs)→ Admin/Hospital

Algorithm 6 EncryptUserData
Input: User data in JSON format, Active Address of the User.

Output: Encrypted user data string.
1. Import ChaCha20 Encryption Library
2. Define secret key and nonce for encryption
3. Prepare buffer padding function to ensure correct block size
4. Define encryption function:

a. Convert text data to buffer format
b. Pad secret key and nonce to required lengths
c. Create a new ChaCha20 encryption instance with a padded key and nonce
d. Encrypt the text buffer with ChaCha20 instance
e. Convert encrypted data to string format

5. Apply encryption function to user data, including address, role assignment status, and DID
6. Return the encrypted data string

Algorithm 7 CreateDID()
Input: Request for new DID generation.

Output: A newly created Decentralized Identifier (DID).
1. Import the DidKeyMethod module from the ‘web5/dids’ library.
2. Initialize the DID creation process by invoking the create() function from the DidKeyMethod.
3. Capture the returned DID in a variable for subsequent use within the system.

evaluate how well the suggested method performs using
metrics such as deployment and operational costs, latency,
processing time and security robustness. Lastly, we also ana-
lyze our proposed solution and existing methodologies.

A. EXPERIMENTAL SETUP
The proposed solution utilizes Next JS to create an efficient
front and back-end platform. TypeScript and JavaScript are
employed for scripting, while HTML and CSS are used
to structure and style the web interface. The system oper-
ates on the Algorand network, known for its decentralized
framework due to its Pure Proof of Stake (PPoS) consensus
mechanism. Also, the Pera wallet is incorporated into the
system to ensure asset management and transaction handling,
offering a user interface. Thorough testing and deployment
are facilitated through a test network within the Algorand
ecosystem. Furthermore, Helia IPFS is integrated into the
system to enhance data storage and distribution capabilities

to achieve scalability. Additionally, we employed web5 to
create decentralized identities, further enhancing platform
functionality and security in managing identities Table 5
and FIGURE 9 present the details of the experiment setup
it outlines the technology stack for our proposed system,
which includes front-end and back-end components. It is
designed to manage data using identity management and stor-
age methods. The front-end utilizes technologies like React,
Next.js and TypeScript with user interactions powered by
JavaScript. On the back-end, decentralized identity creation
is supported by Web3 technologies and data encryption is
managed through the ChaCha20-Poly1305 algorithms. Stor-
age solutions consist of off-chain storage using IPFS for
distributed file storage and on-chain storage with Algorand,
which involves storing transaction records or hashes on the
Algorand blockchain. A digital wallet regulates permissions
access and authorizes record management through token-
based authentication.
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FIGURE 9. Functional and Application architecture of the proposed system.

FIGURE 10. Corresponding cost of the various transactions on different dates.

B. PERFORMANCE ANALYSIS
In this subsection, we assess the performance of our solution
by considering measures: the costs associated with trans-
actions, the number of tokens used, the time required for
processing and the level of security. Each measure is crucial
for comprehending how effective and dependable our solu-
tion is in real-world scenarios.

1) COST ANALYSIS
Our proposed solution used Algorand’s blockchain to inte-
grate with the Pera wallet. Our activities included creating
tokens using the CreateTokens() function, encrypting user
data with EncryptUserData() and generating decentralized
identities through DID. The graph (FIGURE 10) depicts that

transaction costs showed variations between December 29th,
2023 and January 3rd, 2024. These fluctuations remained
between 0,001 and 0,002 Algos, indicating Algorand’s fee
structure. The slight differences in costs on dates relate to
the tasks performedwithin the application, such as registering
patients/doctors and handling encrypted medical data.

2) TOKEN ANALYSIS
FIGURE 11 shows a fluctuation in the number of tokens used
for different functions. The token consumption ranges from
as low as one token to a maximum of 20 tokens. When one
token is used, it typically represents processes like assigning
initial roles. On the other hand, dates with operations require
20 tokens, indicating high activity. These transactions include
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TABLE 5. Different components used in the proposed solution.

distributing several tokens, processing batch transactions,
creating DID instances and encrypting significant volumes of
user data. This variation in usage highlights the functionali-
ties and workload the proposed solution manages on different
transaction dates.

FIGURE 11. Number of tokens used in the function of transactions.

3) LATENCY ANALYSIS
To assess the transaction processing time in our system,
we executed 41 transactions. Table 6 shows a selection of
these transactions, specifically highlighting cases where the
time difference between the ‘‘Confirmed round’’ and the
‘‘First valid’’ round varied from 6 to 9 seconds. The ‘‘Con-
firmed round’’ represents the round when a transaction is
officially recorded, while the ‘‘First valid’’ refers to the
round in which the transaction was eligible for confirmation.
This ‘‘time difference’’ indicates latency; in our transaction
confirmation process, it is calculated as follows (Time differ-
ence = Confirmed round - First valid).
The graph in Figure 12 depicts the durations of 41 trans-

actions, showing time intervals between 6 and 9 seconds.
These fluctuations in transaction delays are linked to the
execution of functions within our system: CreateTokens(),
CreateDID() and EncryptUserData(). Each function exe-
cution adds to the time required for a transaction to be

confirmed, starting from its valid entry until it is confirmed
within the blockchain network.

4) SECURITY ANALYSIS
It is crucial to analyze the security elements to effectively
evaluate the robustness of our proposed solution against
cyber threats. Therefore, in this subsection, we explore eval-
uating integrity, confidentiality, authentication, authoriza-
tion, availability and non-repudiation within our suggested
framework. We focused on the following security features:
integrity, confidentiality, availability, authentication and
non-repudiation.
Integrity: Integrity refers to the data is accurate and

remains unchanged. Our system ensures integrity by using
algorithms within Algorand’s framework. This means that
once data is recorded on the blockchain, it cannot be
tampered with and can be trusted. This is especially
important in healthcare, where data accuracy is a primary
concern.
Confidentiality: Confidentiality is defined as only autho-

rized individuals can access information. Our system based
on Algorand achieves this by using the ChachaPoly1305
encryption algorithm. Combining thismethodwith controlled
access to decryption keys ensures that sensitive user infor-
mation remains safe and private. Our method of ensuring
confidentiality goes beyond traditional techniques by com-
bining the ChaCha20-Poly1305 encryption with a dynamic
token-based access control system designed specifically for
the complex demands of electronic health records in health-
care. This fusion enhances security measures and introduces
a fresh perspective on data confidentiality. At the core
of our confidentiality strategy lies the ChaCha20-Poly1305
encryption, selected for its blend of security and efficient per-
formance. This algorithm is known for its ability to withstand
attacks and safeguard healthcare information from unautho-
rized entry.

In addition to the encryption, our token-based access con-
trol model adds a layer of security. It adjusts based on user
roles and data sensitivity to ensure suitable data access.
This flexibility is crucial in healthcare settings, where access
requirements vary and depend on various contexts.

Moreover, combining encryption with access control is not
just a supplementary measure but transformative. Encryp-
tion guarantees data confidentiality, while token-based access
control effectively manages data accessibility, significantly
reducing the risk of breaches. This dual approach maintains
data availability, ensuring the healthcare system’s operational
efficiency remains unaffected.

We also decentralize trust by utilizing blockchain tech-
nology to manage access control policies, enhancing system
resilience and transparency. This distributed method helps
reduce the dangers linked to control, improving our systems’
security against threats and targeted attacks.
Availability: This refers to the assurance that authorized

users can reliably access information and related assets when-
ever needed. Our system utilizes Algorand’s proof of stake
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TABLE 6. Selected transactions processing latency.

FIGURE 12. Assessment of transaction processing latency.

protocol and Helia IPFS to store data and manage system
load to address user requests. This method reduces downtime,
upholds availability, and guarantees reliable access to crucial
healthcare information and assets. Ensuring availability is
decisive in security analysis as it ensures the system remains
operational and accessible during peak demand.

The handleRequest function monitors the load on the
Algorand network. If the load is below capacity, requests are
processed immediately to manage traffic efficiently. When
the network reaches capacity, it queues requests for pro-
cessing to prevent system overload and avoid request loss.
Additionally, the process function integrates Helia IPFS for
data storage, securely storing data off-chain while keeping
transaction references on the Algorand blockchain for data
integrity and security while sustaining availability. Theman-
ageQueue function processes queued requests promptly once
network resources become available. This regular check helps
maintain operations and prevents request backlogs to ensure
user access. By initializing both the Algorand network and
Helia IPFS, the system is well-prepared to handle requests.
Ensuring that the queue management function is scheduled
regularly helps to keep the system responsive and operating
efficiently.

Algorithm 8 EnsureAvailability
Input: Request from user
Output: Reliable access to assets

handleRequest(request):
if AlgorandNetwork.load < max_capacity:

process(request)
Else

queue(request)
process(request)

ipfsHash = IPFS.store(request.data)
transaction = createTransaction (ipfsHash)
AlgorandNetwork.submitTransaction (transaction)
manageQueue()

while AlgorandNetwork.isAvailable () and not res-
quetQueue.isEmpty ()

process(requestQueue.pop())
initialize AlgorandNetwork, IPFS
schedule manageQueue(interval = 5 seconds)

Authentication: Authentication is the process of verifying
the identity of a user or entity. In our system, we achieve
authentication through token-based access control. During
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login, each user’s credentials are validated to ensure legit-
imate access to the application. This method plays a role
in maintaining the integrity of user roles and permissions
within the healthcare framework. FIGURE 13 indicates that
the proposed system has restrictions and can only be viewed
by individuals withAdmin orHospital credentials. It serves as
a way to control access within the application, where specific
permissions are needed to access electronic health records.
This figure demonstrates the implementation of measures for
authentication and authorization.

FIGURE 13. Example of authentication measure in our system.

Non-Repudiation: Non-repudiation prevents individuals or
entities from denying their actions. In our system, we have
integrated identifiers (DIDs). Secure logging mechanisms are
implemented on the Algorand blockchain to establish trans-
parent audit trails, ensuring accountability for all activities
within the application. This feature is important in healthcare
environments as it addresses compliance requirements by
enabling the traceability of every transaction and interaction.

C. SUMMARY OF KEY FINDINGS
This section summarizes key findings of the proposed sys-
tem’s performance, assessed based on transaction costs, token
usage, processing speed, and security. Table 7 summarizes
performance measures for the proposed blockchain system
for managing healthcare data. Each measure is evaluated to
indicate how well the system meets the healthcare industry’s
requirements.

TABLE 7. Summary table of the key findings.

The assessment highlights the promising system’s perfor-
mance, confirming its suitability for managing healthcare

data requirements. This system proves to be cost-effective,
which is particularly beneficial in healthcare environments
with constrained resources. Its flexibility and adaptability in
using tokens enhances its ability to scale and adapt opera-
tionally, which is crucial for healthcare purposes.

Moreover, fast transaction processing times ensure access
to medical information, essential for enhancing responsive-
ness in patient care. Strong security measures, including
ChaCha20-Poly1305 encryption and token-based access con-
trol, establish a defense against internal and external threats.
This is crucial for ensuring confidentiality and promoting
trust within healthcare systems.

Furthermore, viewed in the context of healthcare applica-
tions, these findings suggest that the system could replace
traditional EHR systems that often face enormous security
and scalability issues. The results support existing research
advocating blockchain technology’s potential to enhance data
integrity and simplify access control in healthcare settings.
By incorporating these combined functionalities, the system
highlights its operational efficiency and security and serves
as a model that can be replicated for future adaptations.
Its ability to balance cost-effectiveness with data processing
positions it as a feasible solution for modernizing healthcare
data management.

D. COMPARATIVE ANALYSIS
In this subsection, we compare the performance of the Algo-
rand blockchain in healthcare applications to blockchain
platforms, explicitly looking at transaction costs. Further-
more, we compare the time processing of our proposed
approach with existing systems to showcase our system’s
enhancements.

1) TRANSACTION COSTS
Transaction costs play a role in healthcare applications, espe-
cially considering the number and importance of transactions.
Maintaining these costs at a level that ensures the sys-
tem’s sustainability while maintaining the security measures
required to safeguard sensitive health records is essential.
Reasonable transaction fees enable secure updates and access
to data, making advanced healthcare solutions more accessi-
ble without compromising the security and privacy of patient
information. In this regard, the nature of Algorand’s system
ensures that transaction costs are kept as low as possible. This
is especially important in healthcare applications, where the
security and frequency of transactions are critical. Algorand
achieves this by using a proof of stake consensus mechanism
and an efficient network structure, which allows it to handle
several transactions at a much lower cost than traditional
proof of work blockchains. This cost efficiency is crucial for
preserving the security of health records because it enables
encryption and frequent data updates without incurring fees.

Ultimately, this supports the development of a sustainable
healthcare infrastructure. Table 8 depicts the cost differ-
ence between different blockchains with Algorand with
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0,001 USD, which reflects the advantage of incorporating it
in healthcare problems.

TABLE 8. The cost difference between blockchains.

2) STORAGE SCALABILITY
Our solution integrates Algorand Pure Proof of Stake (PPoS)
to improve storage scalability in EHR systems. Algorand’s
PPoS is well known for its fast block creation time, which
reduces latency compared to Ethereum’s 15 seconds delay.
This quick block generation enables data processing and inte-
gration that are crucial for the healthcare sector. Our approach
maintains a balance with a block creation time of 6.5 seconds,
addressing the mix of speed and stability. This adjustment
ensures data storage per block while keeping performance
levels high. This is vital for handling critical data in EHR
systems and ensuring seamless storage of extensive patient
records without hindering network performance. Moreover,
the Algorand protocol excels in storage efficiency, storing
data compactly to minimize required space while maximizing
accessibility and security. This feature reduces storage costs
and enhances scalability, which benefits healthcare organiza-
tions with IT budgets. Table 9 provides a detailed comparison
of key parameters related to storage scalability among various
blockchain solutions. This includes our proposed solution
based onAlgorand’s PPoS alongside Ethereum, Cardano, and
Tezos-based solutions.

TABLE 9. Comparison of storage scalability among various blockchain
solutions.

Compared to blockchains like Cardano and Tezos, our
solution shines due to its combination of block creation
time, high data storage efficiency and impressive transaction
throughput. Cardano takes 20 seconds to create a block,
which is slower but offers security features. However, this
latency may not be ideal for the demands of EHR systems.
On the other hand, Tezos has a 60 seconds block creation
time, focusing more on governance and adaptability than
speed. By customizingAlgorand’s PPoS to suit our needs, our
solution achieves a high transaction throughput of over 1,000

transactions per second. This capability ensures that our sys-
tem can efficiently process several transactions for healthcare
systems, managing multiple patient records simultaneously.
Our solution effectively addresses block creation time, block
size, and data storage requirements, making it a superior
choice for health record management to other blockchain
platforms.

3) TIME PROCESSING
Comparing the time taken to process transactions is part
of evaluating how efficient and suitable blockchain plat-
forms are for applications such as electronic health records.
In healthcare, where timely access to information is essen-
tial, being able to execute and confirm transactions is of
utmost significance. Based on Algorand, our EHR system
proves its value in this context. By ensuring that transactions
are processed rapidly, we improve the responsiveness of the
healthcare system, enabling access to patient data. This effi-
ciency does not only enhance the user experience. It also has
significant implications for patient care, where every second
counts. The following graph (FIGURE 14) compares the time
processing of our proposed solution with existing methods,
such as kernel methods with a processing time of (16 sec-
onds), IoT-based monitoring with (12 seconds), exploratory
data analysis with (10 seconds), and wearable sensor systems
with (8 seconds) and our proposed approach with an average
of time of (6,5 seconds).

FIGURE 14. Comparison of processing time between different
approaches.

VIII. CONCLUSION
In this digitalized era, where cyber security threats are
increasingly common, protecting health records has become
more critical than ever. To tackle this issue, we proposed
a solution that combines the Algorand blockchain with the
advanced ChaCha20-Poly1305 encryption algorithm. This
strategic integration is carefully designed to enhance the
security framework of health records. It takes advantage
of the efficiency and strength of the Algorand blockchain,
its Pure Proof of Stake consensus mechanism, and the
robust ChaCha20-Poly1305 algorithm.We further strengthen
this approach by incorporating token-based access and
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decentralized identifiers to defend against cyber threats.
This comprehensive approach improves security and max-
imizes performance and cost efficiency. The integration of
these strategies has generated promising results, demonstrat-
ing a level of protection while maintaining low costs and
fast processing times with an average of just 6.5 seconds.
This represents an advancement in protecting health records,
aligning with the paced and high-risk nature of the digital
generation. Hence, our solution demonstrates its suitabil-
ity for application in the healthcare sector. Although the
outcomes are promising, some drawbacks remain with our
solution.

While the Algorand blockchain is efficient, it could
encounter challenges with scalability when dealing with high
transaction volumes. This necessitates exploration into scala-
bility solutions. The ChaCha20-Poly1305 encryption method
and token-based access control require periodic updates to
tackle emerging cyber threats, emphasizing the importance
of adaptative security measures. Testing in simulated envi-
ronments might capture only some of the complexities of
real-world scenarios. Therefore, it is crucial to incorporate
real-world testing in studies. For future work, we focus on
improving system performance during emergencies to ensure
trustworthy access to health records.
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