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ABSTRACT Mexico exhibits one of the highest rates of identity theft in relation to bank accounts, with
56% of cardholders encountering fraudulent processes. Consequently, financial institutions have elevated
security measures in their authentication protocols and implemented more robust procedures. To address
this issue, this study advocates a multifactor authentication approach wherein an algorithm incorporates
the user’s location as a transparent authentication factor. Traditional multifactor authentication techniques
typically necessitate intricate combinations of factors, including passwords, biometrics, external hardware,
or time-based one-time passwords, to enhance security levels, albeit inadvertently introducing cumbersome
steps. This research proposes a simple authentication implementation that retains the benefits of complex
multifactor procedures -such as precision, accuracy, and security-, with the additional feature of utilizing
an imperceptible location factor. The experimental phase encompasses the development of two functional
prototypes: a software implementation on the Android environment -tested in 79 distinct locations-, and an
implementation on Arduino hardware -tested in four locations-. These experiments were conducted in real-
world scenarios, spanning a 21-day period, and involving data collection from different participants. The
most significant result of this research is intricately linked to the runtime of each authentication process,
where the average time elapsed from the user input stage to the completion of the validation section is
1.76 seconds. This time optimization is primarily attributed to the integration of native Android libraries.
The findings demonstrate that it is possible to attain 100% accuracy for all secure locations with a 12-meter
radius in 1.76 seconds in the case of the Android app. As for the Arduino-based security box, a 100%
accuracy rate in all opening attempts is possible by employing a radius of 30 meters. The research endeavors
to emphasize the versatility and applicability of the proposed solution for integration into diverse real-world
scenarios where the preservation of data integrity holds utmost importance.

INDEX TERMS Accuracy, android, Arduino, location, multifactor authentication (MFA), security.

I. INTRODUCTION

In contemporary society, the verification of individuals in
digital environments is a pivotal element across diverse
domains, such as communication, social networks, electronic
commerce, payments, and bank accounts [1]. The authen-
tication process typically encompasses factors categorized
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as something known (e.g., passwords or responses to
security questions), something inherent to the individual
(e.g., biometrics), or something possessed (e.g., something
you have, like a physical token, USB, or card) [2], [3].
When employed as a singular method, these factors constitute
Single Factor Authentication (SFA).

Historically, these methods have epitomized the con-
ventional approach to accessing personal information. The
most ancient and widespread method involves the use
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of a username and a password. However, the increasing
prevalence of fraud, such as account takeover, email phishing,
and stolen card fraud, underscores the urgent need for robust
authentication processes. Despite advancements in authen-
tication methods, the frequency of fraud has exponentially
grown, leading to substantial global financial losses. A study
made by Verizon’s research group in 2022 showed that
80% of the hacked accounts have an SFA model [4], which
translates into an opportunity to enhance authentication
processes, necessitating modifications to ensure secure user
identification.

Traditional authentication methods, particularly the user-
name/password paradigm, have become vulnerable to cyber-
criminals because of the increments in computing power and
networks bandwidths. Attempts to address this vulnerability
through the implementation of complex passwords -for
example, passwords with a defined length, including upper-
case and lowercase letters, numbers, or special characters-
have resulted in challenges for users, such as the difficulty
in remembering intricate passwords. For this reason, and
always keeping in mind comfort and ease of use, a certain
sector of users prefers to continue using passwords that
are not very secure but easy to remember and quick to
type. Consequently, this has led to a compromise in security
and an increase of susceptibility to cyber-criminal attacks.
Researchers have responded to this challenge by exploring
Multi-Factor Authentication (MFA), combining two or more
authentication factors to strike a balance between security and
user convenience [5].

This research acknowledges the need for a balanced MFA
approach that considers both security and user comfort.
It proposes and assesses the efficacy of a Context-Aware
Multi-Factor Authentication (MFA) algorithm that incor-
porates Geolocation as an innovative authentication factor.
It emphasizes the significance of harmonizing security levels
and user simplicity in authentication procedures, and the
distinctive contribution lies in recognizing physical location
as a transparent authentication factor, offering advantages
that are not guaranteed by conventional authentication
algorithms. The motivation behind the study is rooted in
addressing identity theft issues, particularly prevalent in
countries like Mexico, Brazil, and the United States [7]. The
research endeavors to contribute to the field by proposing
a Context-Aware Authentication algorithm as a solution,
seeking a balance between the heightened security offered
by complex MFAs and the simplicity of Single Factor
Authentication.

Now, in this paper we are proposing a Multi-Factor
Authentication algorithm with two authentication factors:
one as part of the know category and the other one as the
transparent factor related to the location of the user while
trying to login into his accounts. With this research, we intend
to find a solution to the problem of having a weak algorithm
for authentication -as an SFA- or an extremely complex
one -such as an MFA with four or five factors- by mixing
the benefits from both: the simplicity from SFA and the
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warranty of having different security levels as in a Multifactor
procedure [8].

The authentication algorithm proposed in this research
can be used in any application where login is commonly
performed in a defined location, or when it is desired to
exchange the use of a mandatory security factor for a security
factor that is imperceptible to the user -in other words,
a transparent factor-, with the purpose of increasing the levels
of comfort for the end user by having an imperceptible factor,
while maintaining the security levels of the process. For
example, in implementations where the user is usually located
in a known safe space -such as at home when accessing
banking information or making a bank transaction, or a
bank branch with a physical safe deposit box- they will be
able to access their information using their username and
password while using the location factor in a transparent way.
In many countries, short kidnappings are common in order
to extract money from bank cards or mobile applications; by
considering the location factor from our proposed solution,
we could prevent the theft of the money from the bank
accounts.

Similarly, if it is desired to eliminate the use of an
active security factor (such as a TOTP), and exchange it
for a security factor imperceptible to the user -such as in
the case of a university student who accesses his school
platform using username and password plus a token generator
with “NetlQ Authenticator’’, or a company worker who
accesses his information from a defined physical location-
the authentication algorithm proposed in this research can be
used to increase the levels of comfort for the end user, as long
as they can demonstrate that they are in the physical space
they claim to be.

Given the design of our MFA system, a user can access
their account not only from a single location, but also from a
list of safe locations that they manage themselves. Depending
on the desired security levels, this list can contain anywhere
from one to ten safe locations per user. In this way, depending
on the real-world application being addressed (bank login
scenario or university platform, for example), the user has
sufficient flexibility when accessing their information -as
long as they are in a space that they have defined as safe-.

Among the contributions of this research, the primary
achievements lie in:

1) The design of a fast and transparent Multifactor
Authentication system for users incorporating two
security factors (2FA), and a meticulous selection of an
optimal radius to differentiate the implementations.

2) The implementation of a Multifactor Authentication
system in two fully functional prototypes.

3) The execution of experiments in a minimally controlled
real-world environment, and a comprehensive analysis
to validate 100% accuracy.

In the next Section (IT), we will concentrate on the Related
Work. This will be followed by Section III, where the
Theoretical Framework is included. In Section IV, the Design
and Implementation will be described. The next section
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will be Section V, where the Experimentation and Results
Analysis will take place. At the end of the research, the Future
Work and Conclusions will be addressed in Section VI.

Il. RELATED WORK

In recent years, numerous endeavors have been made to
integrate two or more authentication factors, exhibiting a
broad spectrum ranging from simplistic combinations, such
as a password paired with a physical token, to more intricate
arrangements involving a password, fingerprints, and a
TOTP -denoted as an acronym for Time-based One-Time
Password- generated randomly by a computer algorithm and
subject to periodic changes (typically every 30 seconds).
Shukla et al. [9] propose a method that establishes a
communication channel between the TOTP authenticator
algorithm and the device attempting to log in, employing
a “Client and Server” methodology. This process involves
the exchange of key-value pairs and relevant information to
generate and validate the Time-based One-Time Password.

In the work of Bartlomiejeczyk et al. [10], a case
study was presented, involving the integration of three
authentication factors: an initial stage requiring a common
username/password input (something known), followed
by a Time-based One-Time Password entry (something
possessed), and culminating in the biometric analysis of
the user’s fingerprint (something inherent to the user).
The study’s findings indicate that this specific combination
achieves a satisfactory level of security, albeit at the expense
of processing speed. As outlined in the paper, the overall
time required for authentication quadruple in comparison
to our proposed solution. It is noteworthy to mention
that this method, while enhancing security, introduces
additional and more intricate steps, potentially diminishing
user convenience.

Furthermore, a related investigation was conducted by
El Fray et al. [12], where the authors explore the incorporation
of a location factor as an alternative to conventional
Multifactor Authentication (MFA) methods. Notably, their
methodology is positioned for potential future enhancements,
as the current proposition is focused on utilizing location as
a Single Factor Authentication (SFA) method. It is essential
to note that the authors conducted the evaluation process in
a physical and controlled environment. They acknowledge
the possibility of using this location-based method as a
supplementary component to other Multifactor methods,
which aligns with our exploration.

The authors of the aforementioned document propose a
solution utilizing the unique IP address of each device,
serving as a distinct identifier for cellular phones, to measure
the distance between the devices and the internet network
(e.g., WiFi network or cellular network). During the initial
login attempt, they record the distance information and
employ it to define a ‘““safe zone,” subsequently verified by
other smartphones with the same application installed. The
algorithm utilizes this collective information to either accept
or reject the login request.
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An innovative proposition is found in the article by
Khattri and Singh [13], where they introduced a Multifactor
Authentication (MFA) method that incorporates a Personal
Identification Number (PIN), a One-Time Password (OTP),
and the utilization of the Global Positioning System (GPS)
to elevate security requirements for authentication. The
distinctive feature of this proposal lies in the integration of
GPS, wherein the distance between the login device and a
user’s pre-defined mobile device serves as a constraint. If the
distance between these components is minimal, signifying the
user’s presence in a secure environment, access is granted;
conversely, if the devices are distanced, the request for
credentials is rejected. While this proposal represents a novel
approach to addressing the initial problem, it warrants further
enhancements, given that the experimentation was conducted
in a virtual environment.

Similar to Khattri et al.,, the research of Alabdu-
latif et al. [15] addresses the distance between a device
previously defined as secure and its location as part of
an authentication factor. This work proposes an additional
authentication factor to the standard ATM cash withdrawal
procedures, which consists of registering an external elec-
tronic device that is designated as secure by the user. With
this proposal, the ATM cash withdrawal procedure is slightly
modified by linking it to the location of an electronic device:
when the user wants to withdraw money, they must have
their cell phone nearby in order to authorize the transaction;
if they do not have their cell phone nearby, the withdrawal
will not be allowed. It is important to mention that this
method, despite having a transparent authentication factor,
does require some external hardware -in this case, a cell
phone- in order to complete the authentication process for
its users. In comparison with the solution proposed in our
research, we can highlight the fact that our solution is not
attached to one specific external hardware or device, that the
tests were conducted in a real environment, and better results
were achieved in terms of both accuracy and speed of use.

The extent of the contributions of our MFA system,
compared to the State of the Art, focuses on three cat-
egories: results, test quality, as well as user flexibility
and convenience. Regarding the results, our system was
able to achieve 100% accuracy in user authentication
in just 1.76 seconds, whereas in other research, lower
accuracy levels were achieved in longer times (around
95% in 3.7 seconds or more). Regarding test quality, what
sets our research apart from others is experimentation in
minimally controlled real-world environments, whereas in
other research, experimentation was merely conducted in
simulations. Similarly, another differentiator was the quantity
of tests, which in our case surpasses that of any other research
(more than 1900 cases compared to 200 cases). Finally,
with our MFA system, user convenience takes on greater
importance, as it is the user who has control over how
many and which locations are considered secure (up to a
maximum of 10 locations), providing greater flexibility to the
applications where the MFA system could be implemented.
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TABLE 1. Comparison between the proposed solution and the state of the art.

Reference Description Authentication | Free of | Real- Number Accuracy | Time Required
Factors External World of Exper- Con- Memory
Hardware Testing iments sumption

Shukla et al. | This research proposes a new way to | 1: TOTP Yes No Testing, | X X X X
[9] generate TOTPs using a client-server Just Theory

approach. The main goal is to im-

prove security by frequently chang-

ing the secret keys shared between

the client and the server. This makes

it harder for attackers to steal these

keys and gain unauthorized access.
Maciej et al. | This research introduces a MFA with | 1: User Creden- | No, it | Testing 200 X 6.8s 130 MB
[10] three factors. This algorithm is ap- | tials requires performed

plied to a web application that em- | 2: TOTP a  Smart- | in a

ploys a mobile app on the Android | 3: Fingerprints phone Simulation

platform to verify user identities.
Imed et al. | This paper presents a SFA algorithm | 1: Location No, it | Testing 200 X 45s X
[12] tailored to authenticate users near a require performed

Point-of-Sale using a location factor. 2 Smart- | in a

When a user seeks identification at phones: Physical &

the POS terminal, their Mobile Ap- one for the | Controlled

plication monitors their location. Si- MFA and | Environ-

multaneously, a Witness Application another ment

assesses the credibility of the loca- as the

tion data to either approve or deny Witness.

the authentication request.
Khattri et al. | MFA algorithm with three factors | 1:PIN No, it | Testing 100 98.55% 30 min X
[13] implemented for Online Transac- | 2: OTP requires performed

tions. Users register a secure device | 3: Location a  Smart- | in a Virtual

for transaction purposes. The ap- phone Environ-

proach involves approving or reject- ment

ing transactions based on the prox-

imity between the registered safe de-

vice and the device used for the trans-

action (e.g., computer logged into an

online store).
Samarasinghe | MFA algorithm with two factors. | 1: PIN No, it | Testing 20 95% 3.7s X
etal. [15] This research proposes a new MFA | 2: Location requires performed

method for securing ATM transac- a  Smart- | in a

tions using geolocation technology. phone Simulation

In this method, the user’s smart-

phone serves as the second authenti-

cation factor, and its location is com-

pared with the geographical location

of the ATM being utilized. If the lo-

cations match, the transaction is au-

thorized; otherwise, it is flagged as

suspicious.
Proposed MFA algorithm with two authentica- | 1: User Creden- | Yes Yes +1900 100% 1.76 s 9.38MB
Solution tion factors. The proposed solution | tials & 503KB

presents two functional prototypes: | 2: Location

one as a software implementation on

the Android platform, and another as

an implementation on Arduino hard-

ware. With the proposed solution, ac-

cess is granted to the user only if

the device used for logging in is near

a location previously designated by

the user as secure.

For a more comprehensive understanding of the research
outlined in the State of the Art, Table 1 provides a summary
of the information pertaining to the related works (X:
information not available).

In summary, our investigation revealed that the fundamen-
tal authentication method, namely the use of a username
and password, remains the most established, albeit having
undergone enhancements to bolster security through the
incorporation of supplementary methods. However, a com-
mon thread across the examined articles is the reduced
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consideration for user convenience, coupled with the notable
limitation that most experiments were conducted in a
simulated environment. While the primary focus is under-
standably on security, the overarching concern should also
encompass user comfort. A process perceived as cumbersome
or intricate may lead individuals to opt for simpler, albeit less
secure, methods to circumvent complexity. Thus, striking a
balance between robust security measures and user-friendly
authentication procedures emerges as a crucial area for
exploration.
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lll. THEORETICAL FRAMEWORK

A Two Factor Authentication Method for an MFA algorithm
is proposed, where the main factor will be part of a
subcategory from something possessed: the location. This
new type of authentication is mainly related to Geolocation,
which is the term used to refer to the identification of a
user by its geographical coordinates. The most common way
to retrieve geographical information is by a GPS -Global
Positioning System- device, which is the main idea behind
this project.

The GPS works by establishing communication with three
or more of the satellites that are orbiting the Earth. Once the
connection has been established each satellite and the GPS
exchange a small signal, and depending on the amount of
time that the signal traveled and its quality, it is possible
for the GPS module to inform the user of the physical
coordinates from where the signal exchange took place. The
GPS must connect to at least three satellites, since with this
amount of connections the information of latitude, longitude,
and altitude (three-dimensional coordinates) will be more
precise -the more satellites connected, the more precise the
information-. An example of a device that uses this type of
connection is the GPS modules for academic projects since
their ease of integration and price.

Another way of retrieving coordinates information is by
using DGPS -Differential Global Positioning System-. This
type of connection is established with a similar procedure as
with the standard GPS, but instead of using satellites from
the outer world, they use ground-based reference stations.
These reference stations are giant antennas that work in
combination with satellites from around the world to correct
and improve the coordinates received by the GPS module.
Examples of devices that use this type of connection are
modern cellphones and tablets that can connect to the cellular
network.

With this in mind, we proposed two physical implementa-
tions for this project, which are going to be further explained
in the upcoming section. The first one will consist of a mobile
application for the Android Environment, which is going to
use DGPS to retrieve information related to the geolocation of
auser -in addition to other know factors- to guarantee or deny
the credentials to log in to a personal account. The second
implementation -using traditional GPS-, will consist of an
Arduino implementation that will represent a physical safe
box that opens when inside a safe location delimited by a
defined radius.

IV. DESIGN AND IMPLEMENTATION

The proposed Multifactor Authentication method comprises
two primary identification factors— the first falling under the
category of something known and the second belonging to the
subcategory of location. A third backup factor is included,
which may or may not be utilized depending on the specific
application; in any case, this factor falls within the something
possessed category. The central concept of this MFA is to
authenticate users during login attempts on their personal
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FIGURE 1. Multiple login attempts around two trusted locations.

accounts only when they are in proximity to a location they
have defined as secure.

Depending on the implementation context, each user may
have a maximum of ten secure locations. These locations
possess two essential properties for this proposal: their center
and their radius. The former property defines the central
coordinates of the secure space, while the latter confines
the area of that secure space. With this information, we can
summarize that secure locations for this research are circular
in shape.

To counteract the possible use of location spoofing by
cyber-criminals, our main advantage lies in the fact that the
user must first know the locations previously defined as
secure. In other words, it is not enough to know how to use
a location spoofer; you must also know beforehand what the
user’s secure locations are, as well as their exact coordinates.
Considering that the secure locations are encrypted in the
database, this gives users a higher level of security against
possible hacks. In addition, it is important to mention
that security can be future enhanced to completely avoid
any spoofing attack by linking the IMEI or SIM of the
mobile phone as a third authentication factor, however this
modification would rest flexibility to our solution, since a
specific external hardware would be required.

During a login attempt, the algorithm retrieves the user’s
latitude and longitude coordinates through the device’s GPS.
If these coordinates fall within any previously defined secure
space, the user authenticates successfully. Conversely, if the
coordinates lie outside the secure spaces, the user fails to
authenticate correctly. Now, in the event that the real user has
issues with their authentication (either caused by the signal of
their cell phone, GPS problems, or simply being outside their
safe locations), they will still be able to access their account as
long as they provide the necessary information for the backup
factor -third security factor, which in this case is in the form
of a TOTP-.

In Figure 1, an example of login attempts by a user in two
secure locations is illustrated:
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FIGURE 2. Update of the circle center given various login attempts.

It is crucial to highlight that the proposed solution has the
capability to learn from user behavior and their electronic
devices by consistently updating the center of each of their
secure locations. During a new login attempt, the algorithm
takes into account the latitude and longitude coordinates of
the circle’s center, and in conjunction with the current latitude
and longitude coordinates of the mobile device, a weighted
average of the information is calculated. Consequently, the
center of the secure space is continuously adjusted to more
accurately represent the user’s chosen secure space. This
behavior is illustrated in Figure 2:

With this design, two functional physical prototypes were
developed for this research, the first being coded as an
Android mobile application, while the second was developed
in the Arduino programming environment. For both imple-
mentations, the location factor was used to authenticate users
successfully when they are within a recognized safe space.

A. ANDROID IMPLEMENTATION

The Multifactor Authentication algorithm used in this
implementation consists of three security factors: the first
-from the category something known- in the form of user
credentials (username and password, used in each login
attempt), the second -from the subcategory of location- in
the form of latitude and longitude coordinates (used in each
login attempt), and finally a third factor -from the category
of something possessed- in the form of a TOTP code that is
used only in cases where the user is not within a previously
registered safe location. This last factor is considered a
backup factor, as it is not used constantly to authenticate the
user.

The functional prototype for this implementation was
developed using Android Studio, in conjunction with a
remote database located on the Firebase servers, with the
purpose of creating an application for Android mobile
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devices. The radius for this implementation was initially
selected as 30 meters.

1) MOBILE APPLICATION

The mobile application was developed for the Android
environment, given its diverse low-level and freely available
libraries, which provide various tools that can be integrated
into data collection through the mobile phone’s GPS module.
Alternative approaches employing similar tools, such as
React libraries, necessitate a more extensive computational
time for execution. Furthermore, the Android platform offers
the capability to incorporate plug-in programs or APIs for
connection to a remote database.

The mobile app uses the following libraries:

1) Navigation Graph (version 2.5.2): The Navigation
Graph library for Android simplifies screen navigation
by centralizing all navigation-related information in
an XML resource file. This file defines the various
destinations (screens) in the app and the connections
(actions) between them, providing a clear and concise
overview of the app’s navigation flow [17]. This library
was primarily utilized to refine the visual appearance of
the graphical user interface in the application.

2) Google Maps (version 18.1.0): The Google Maps SDK
for Android is a powerful tool that allows to integrate
maps features into the Android apps. It provides access
to a wealth of features, including map views, marker
placement, and place search [18]. This library was
mainly used to graphically integrate a Google Map
screen in the application.

3) Google Play Services (version 20.0.0): Google Play
Services is a comprehensive collection of APIs and
services that enhance the Android app’s functionality,
user engagement, and overall quality. By integrating
Google Play Services, we can significantly improve
the app’s capabilities and offer a richer and more user-
friendly experience [19]. This library was primarily
used to retrieve the latitude and longitude coordinates
from the cellular devices.

4) Firebase (version 30.4.1): The Firebase Authenti-
cation library for Android provides tools to easily
integrate user authentication into apps. It supports
email/password login, and social login with providers
like Google, Facebook, and Twitter. Additionally,
it offers features like real-time user presence, anony-
mous authentication, and token management, making it
a comprehensive and versatile solution for secure user
management in Android applications [20]. This library
was mainly utilized as an online database integration.

2) FIREBASE DATABASE

The decision was made to utilize a connection to the
Firebase database within the Android program. This database
stores all the information of the participating users in the
implementation, along with their secure locations. It is
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noteworthy that the user passwords are internally encrypted
by Firebase, ensuring that only the account owner has access
to them.

3) GENERAL ARCHITECTURE

The Configuration and Authentication process for this
implementation are illustrated in Figure 3 and 4. The
Configuration Process shows the flow chart for creating a new
account with this MFA algorithm, while the Authentication
Process shows the flow chart for using the MFA algorithm
once the user has already created an account.

4) CONFIGURATION PROCESS

The first step in utilizing the proposed authentication method
is the creation of an account. For the Android ecosystem
implementation, it was decided to use a username and
password as the first security factor. These credentials are
entered by the user on the initial screen of the application,
as depicted in Figure 5 (Left). Subsequently, the user must
configure the backup security factor in the form of a TOTP
code. Upon completing this configuration, the information
is encrypted and transmitted via the Firebase library to
the remote Firebase console. At this point, the user has
successfully created his account and can capture his first
secure location.

When capturing a new secure location (which could be
the first or any subsequent one), the user is presented with a
screen as shown in Figure 5 (Right). In this step, the user can
view their location on an interactive map in real-time. This is
intended to visually confirm that the location detected by the
Google Play Services library is indeed the actual location of
the device. Once the user is satisfied with the accuracy of their
new location, they must assign it a nickname for subsequent
management.

When finishing these steps, each time the user wishes to
access his account, he will be able to do so seamlessly —
meaning, by entering only his username and password— at
his secure location(s).

5) AUTHENTICATION PROCESS

This subsection will elaborate in greater detail on the internal
process of our Multifactor Authentication (MFA) system.
Initially, the user is required to input their access credentials
(first security factor) with which they registered. This can be
seen in Figure 6 (Left). Using this information, the algorithm
reads the Firebase server database, searching for a user with
the entered information. If no user is found, it indicates that
the user does not have an account and therefore cannot utilize
the Multifactor Authentication algorithm.

On the contrary, if the user has an account and at least
one registered location, the information of their secure
locations (IV-A2) will be compared against the location at the
time of the login request. To perform this distance calculation,
the Haversine formula from Purnomo et al. [21] is utilized.
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This formula is commonly employed to compute the distance
between two sets of latitude and longitude coordinates.

If the distance between any secure location and the
user’s current location is less than the maximum allowed
radius -30 meters (the starting value considered in this
implementation while we tune the minimum radius to achieve
100% of accuracy)-, user access will be granted, as shown in
Fig. 6 (Right).

B. ARDUINO IMPLEMENTATION

The Multifactor Authentication algorithm employed in this
implementation comprises two security factors. The first,
categorized as something known, takes the form of a
numerical password of variable length, utilized in each
login attempt. The second, falling under the subcategory of
location, is represented by latitude and longitude coordinates,
employed in each login endeavor. Due to the specific nature
of this application, the inclusion of a backup factor for
user authentication was not feasible. The implementation
functions as a secure box, akin to those used in banking,
which can only be opened in close proximity to the location
where it was previously closed.

The secure box initiates its process when it is open,
and upon closing, the coordinates of the secure location
are configured. To reopen the box, it is necessary to be in
proximity to the location where it was closed. Once the box
is open again, a new configuration process for the secure
location commences. In other words, we can state that the
secure space is redefined with each closure of the secure box,
as shown in Fig. 7. It is crucial to note that, when in the context
of location #2, the secure area of location #1 is no longer
valid, as this space is redefined with each closure.

The functional prototype for this implementation was
developed using the Arduino Integrated Development Envi-
ronment (IDE) in conjunction with a local database stored on
amicroSD card. The purpose of this development was to code
a microcontroller capable of authenticating users. The radius
for this implementation was initially selected as 30 meters.

1) LIBRARIES AND DOCUMENTATION
The algorithm for integration with a safe box was developed
for the Arduino microcontroller, as it has various public
libraries that are constantly developed by the community and
that have the tools necessary to be incorporated into data
collection through an external GPS module.

The Arduino code uses the following libraries:

1) Keypad (version 3.1.1): The Keypad library for
Arduino simplifies interfacing with matrix-style key-
pads. It abstracts away the complexities of pin
management, scan routines, and debouncing, allowing
you to easily read key presses with clear and concise
code [22]. This library was primarily used to process
the activation of the buttons on the matrix keypad.

2) LiquidCrystal_I2C (version 1.1.4): facilitates control-
ling I2C-connected LCD displays. It offers functions
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analogous to the standard LiquidCrystal library, allow-
ing you to easily display text, create custom characters,
and manage various display options [23]. This library
was mainly used to graphically represent on the LCD
the information that the user was entering for the
authentication process.

SD (version 1.2.4): The SD library for Arduino
provides a simple and efficient way to read and write
data to SD cards. This library made it easy to store data
and load files from an SD card [24].

TinyGPS++ (version 1.0.3): compact and resilient
library for Arduino that parses the most common
NMEA sentences used by GPS devices. These sen-
tences contain information like latitude, longitude,
altitude, time, and speed. By parsing these sentences,
TinyGPSPlus allows you to easily extract and use this
information [25].

User

Safe
Locations

2) LOCAL DATABASE

It was decided to use a local database, so a physical
connection with a microSD memory card was implemented
within the Arduino program. All information about the
participant’s login attempts is stored in this component.

3) ELECTRIC CIRCUIT
Given the ever-evolving nature of this programming envi-
ronment, finding the necessary electronic components for
the Arduino implementation was a straightforward task. The
components were chosen based on their ease of use, available
documentation (IV-B1), and cost-effectiveness.

The Electronic Circuit employs the elements from Fig. 8,
which are:

1) Arduino UNO (x2): versatile and beginner-friendly
microcontroller board designed for electronics
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prototyping. It has built-in pins that can connect to
sensors, LEDs, and other components, allowing to
control them through code.

2) 4 x 4 Matrix Keypad: compact and versatile input
device. It uses a clever matrix arrangement to simplify
wiring, which results in a reduction in the number of
pins required on the microcontroller.

3) LCD1602 with I12C Module: compact liquid crystal
display that allows to display text and numbers from
the microcontroller board. The 12C module simplifies
wiring and frees up precious pins from the board.

4) GPS NEO-6M Module: tiny navigation module for
Arduino projects. It uses satellite signals to pinpoint
your location anywhere on Earth.

5) MicroSD Card Reader: module for expanding the
project’s memory, acting like a tiny, portable hard drive.

VOLUME 12, 2024

For this implementation, it was necessary to use two
Arduino boards. The reason for this decision is related
to the microcontroller’s SRAM: as it constantly collects
information from the GPS module, there may come a point
where the dynamic memory of the board -which is only 2KB
per Arduino for the models used in this research- is exhausted.
To avoid this inconvenience, the decision was made to use
two microcontrollers simultaneously. One of them acts as
the primary, receiving information from the matrix keypad,
displaying data on the LCD, and storing login attempts in the
local database. Meanwhile, the secondary is responsible for
collecting data received from the GPS module.

4) GENERAL ARCHITECTURE

The Authentication process for this implementation is
illustrated in Figure 9. This figure represents the flow diagram
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FIGURE 8. Electric circuit for authentication process in arduino. Primary
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for opening a safe box, provided that it is located in the
vicinity of the coordinates when it was closed.

5) AUTHENTICATION PROCESS
As an initial condition to employ the proposed authentication
method, we must assume that the secure box is in an open
state —meaning, objects can be inserted and removed-. When
the desire arises to close it, the first security factor (something
known) must be utilized in the form of a freely defined
numerical password. This authentication credential is entered
on the matrix keypad and simultaneously displayed on the
LCD screen, which serves as a visual aid for the user at
each step of the process. After the user has selected the
password, they must press the confirmation button on the
matrix keypad, triggering the operation of the second security
factor (the location subcategory). Subsequently, information
is collected through the GPS module for storage in the
database (Section IV-B2). At this point, we can be certain that
the secure box has been closed successfully.

Now, the opening process mirrors the closing process.
The user must enter the password defined earlier during the
closing stage. If the password is incorrect, access to the secure
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box will be denied. If the password is correct, the algorithm
will verify, through the transparent second location factor,
that the secure box is physically within a radius of no more
than 30 meters from the point where it was closed -this
calculation is performed using the Haversine formula [21]-
. If the distance is less, access to the contents of the box will
be granted. However, if the distance is greater, the box will
remain closed.

It is noteworthy that this algorithm is iterative, and the final
opening moment leads to a new closure of the secure box in
a cyclical manner.

V. EXPERIMENTATION AND RESULT ANALYSIS

To test the proposed solution, two functional prototypes
were deployed in physical format implemented in minimally
controlled real environments. This section will discuss the
requirements, the test environments, as well as the results
obtained from both implementations.

A. ANDROID IMPLEMENTATION
1) STORAGE REQUIREMENTS
The Android Package Kit (APK) plays a crucial role in
the Android ecosystem by facilitating app development and
distribution, ultimately enhancing user experience. It serves
as the fundamental distribution and installation format for
applications on Android devices. Functionally, it encapsu-
lates all necessary files for an app, including code, resources,
and configuration data, enabling a standardized installation
process. Advantages of APKSs include self-containment for
easy sharing and installation, as well as compression for
efficient storage utilization.

For this reason, the application was distributed to partic-
ipants in this implementation in APK format, which only
required 9.38MB of system storage space.

2) TEST ENVIRONMENT
The experimentation process was carried out in a real testing
environment with users, where each had the freedom to use
their trusted mobile device in geographical spaces of their
preference. As a primary guideline, it was essential to follow
the configuration and account creation process described in
Section IV-A4. Subsequently, participants were instructed to
perform the highest number of login attempts in as many
locations as possible, as detailed in Section IV-AS.

For this experiment, there were 20 participants, among
whom 79 different locations were registered, resulting in
1165 successful login attempts.

3) RADIUS AND TIME REDUCTION
Once the testing phase was completed, the information from
all participants was collected for result analysis. As an initial
indicator, a descriptive statistics analysis was performed to
understand the distribution of the information.

The tests on Android yielded positive results related to
the research proposal of utilizing location as a transparent
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security factor. Modern mobile devices have sufficient
technology to extensively leverage location data collection
through DGPS. As observed in Figure 10, the maximum
radius among the 79 locations was 11.63 meters. Regarding
quartiles, the first quartile is delimited by a radius of
1.18 meters, while the third quartile has a radius of
5.10 meters. Similarly, an average radius of 3.5 meters was
obtained, indicating that the originally defined 30-meter
radius has ample room for improvement.

A decision was made to reduce the radius for the Android
implementation to better delimit each user’s secure space.
As shown in Figure 11, the average radius has a distribution
centered at 2.71 meters, and for radii greater than 12 meters,
there are hardly any cases where users have successfully
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FIGURE 11. Radius density and distribution with android results.

attempted login. In other words, for larger radii, the frequency
of successful login cases stagnates at zero.

With this information, a radius reduction analysis was
conducted for this implementation. The calculations made
to determine the accuracy of this implementation are solely
related to the reduction of the initial radius of 30 meters.
Taking into account the 79 registered locations, the radius
was reduced to different values - for example, 8 meters,
9.5 meters, 10 meters - and it was recorded how many
locations would continue to be accurately represented in full.
For a location to continue to be fully accounted for, it is

84701



IEEE Access

C. J. Garcia-Trevifio et al.: Transparent MFA Algorithm Based on Geolocation

Radius Medifications

100

Accuracy (%)

9z

8 9 10
Radius {m)

FIGURE 12. Final radius selection by accuracy.

Time Consumption

Min: 556 Max: 4714
Ql:1218  Q3: 2088
10:30 20‘00 30:30 40:30

Average Time [ms]

FIGURE 13. Time reduction with android results.

necessary that its average radius is smaller than the reduction
made; if a safe location could no longer be fully represented
due to this reduction, then the accuracy would decrease.

Figure 12 shows that if the radius were reduced to 8 meters
—similar to the third quartile value in Figure 10— it
would accurately represent 92.4% of the total experiment
cases. Alternatively, considering a bit more margin with a
12-meter radius would accurately represent 100% of the total
experiment cases. In other words, if the radius were reduced
to 12 meters for this implementation, this modification would
have no negative impact on the experimentation conducted
to date, while positively impacting user security by better
defining a secure space.

To analyze the execution time of the proposed solution,
a box plot was chosen (Fig. 13). It can be observed that the
time required, from the moment the user finishes entering
their access credentials (the first security factor: username
and password) and presses the login button until the user is
inside the account, is at least 0.6 seconds in the best-case
scenario, and no more than 4.7 seconds in the worst-case.

Similarly, the results showed that the average validation
time for each user is 1.76 seconds, which represents a
significant reduction in time compared to the research
presented in the State of the Art.

It is important to note that, from the user’s perspective, they
are only entering their access credentials, making it seem like
a Single-Factor Authentication (SFA) algorithm. However,

84702

Connected Satellites

Min: 5 Max: 8
Q1l: 6 Q3:7
SIO 5|5 SICI SIS ?IO ?IS BICI
Satellites

FIGURE 14. Connected satellites with arduino implementation.

due to the existence of the location subcategory factor that
utilizes the user’s location, the proposed solution is, in reality,
a Multifactor Authentication (MFA).

B. ARDUINO IMPLEMENTATION

1) STORAGE REQUIREMENTS

The code distribution for Arduino necessitates flexibility and
varied formats. First, the widely-used plain text INO format,
which allows for easy sharing and code review. Second, the
ZIP libraries, which provide reusable functionalities.

Two INO files were used (one for the primary Arduino
and another for the secondary), along with four libraries in
ZIP format. The code used for the primary microcontroller
required 8.1KB, the code for the secondary Arduino 6.79KB,
the Keypad library 71KB, the LiquidCrystal I2C library
17.3KB, the SD library 85KB, and the TinyGPS++ library
315KB. This results in a total of 503.19KB of information
for the complete implementation.

2) TEST ENVIRONMENT
The experimentation process was carried out in a real test
environment with one user, where he had the freedom to
perform these experiments in the geographical spaces of his
choice. As the only guideline, it was essential to follow the
authentication process described in Section IV-B5.

For this experiment, there was 1 participant, who
registered 739 successful opening and closing processes of
the safe box, distributed among 4 different locations.

3) RADIUS SELECTION
The results obtained with the Arduino experimentation phase
were favorable. As mentioned above, the NEO-6M module
used in this implementation uses a traditional GPS connection
that establishes communication with the satellites orbiting the
earth; the more satellites connected, the better the accuracy of
the location coordinates. As can be seen from Figure 14, the
module was able to connect with between 5 and 8 satellites,
with an median of 6.

This implementation was tested in four different locations,
and as can be seen from Figure 15, in all of them the average
radius was between 13 and 17 meters, which means that
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the module used was able to make a constant connection
with the satellites closest to it. It is worth noting that among
the 739 successful opening and closing processes that were
registered, an average radius of 14.7 meters was obtained.
Given the difference that existed between this value and the
initial radius of 30 meters, the possibility of reducing it was
evaluated, as occurred in Section V-A3.

Given the distribution of the radius in each opening and
closing process shown in Figure 16, it can be observed that a
larger space was necessary as a limitation in the second factor
of authentication. The distribution shows login attempts with
radii ranging from 4 to 30 meters, so the idea of a reduction as
significant as that of the first implementation was discarded;
however, a small modification, at the expense of sacrificing
certain attempts, is possible.

The calculations that were made to obtain the accuracy
of this implementation considered the 4 registered locations.
As in section V-A3, the radius was reduced to different
values and it was counted how many locations continued
to be represented correctly in full. Figure 17 shows that if
the radius were reduced to 25 meters -being this a value
similar to the maximum obtained from location 4 of Fig. 15-,
it would be possible to represent 95.8% of the total cases
of the experiment; while, if the initial value of 30 meters
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of radius were taken into account, it would be possible
to represent 100% of the total cases of the experiment.
In other words, making a small reduction in radius for this
implementation would have a negative impact -albeit slight-
on the experimentation conducted to date.

C. SUMMARY

Given the aforementioned values, both implementations
yielded positive results related to the research proposal of
utilizing location as a transparent security factor. In compar-
ison with the State of the Art, the solution proposed here
stands out in various areas such as execution time, ease of
use, memory savings, and user convenience. Now, if we
consider that the average time a person takes to perform a
single-factor authentication process (whether it be for user
credentials, PINs, TOTPs, etc.) is between 1 and 4 seconds,
the advantages of the proposed solution are highlighted. With
this solution, users obtain the convenience and speed of a
Single Factor Authentication (SFA), along with the security
provided by Multi-Factor Authentication (MFA) when using
a transparent second factor.

VI. CONCLUSION AND FUTURE WORK

This research work presented the design, implementation,
and results of the location-based authentication algorithm
developed for the Android and Arduino environments. The
test results related to the implementation feasibility, execution
time, and the selection of an optimal radius for each
implementation were also included.

The proposed solution achieved favorable results for both
physical prototypes. In the case of the Android mobile
application, it is possible to achieve 100% accuracy for
all secure locations with just a 12-meter radius in only
1.76 seconds. In the case of the security box implemented on
an Arduino circuit, it is possible to achieve 100% accuracy in
all opening and closing attempts with a 30-meter radius.

In comparison with the research presented in the State
of the Art (Table 1), the proposed solution stands out due
to various factors. For example, the experimentation was
conducted in a minimally controlled real-world environment.
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Additionally, precision levels (100% accuracy) were obtained
that surpass any described in related works, highlighting
the fact that this was achieved with a smaller radius and a
significant decrease in the required time (1.76 seconds). Our
solution is faster than all solutions presented in the State of
the Art.

It is worth noting that the proposed solution lacks external
hardware required for its operation —which commonly falls
into the category of something you have-. From the user’s
perspective, they are only entering their access credentials
while transparently utilizing a second security factor —
from the location subcategory— to authenticate individuals.
These two reasons contribute to user satisfaction by offering
a simple and fast authentication process without external
elements that could cause dissatisfaction.

Thanks to the results of this research, we can conclude
that the ideal scenario for the use of this MFA system is the
mobile banking application. Given the insecurity that many
countries in Latin America face [7], the population is prone
to suffer from short kidnappings, so they are forced to empty
their bank accounts from their phone applications or physical
ATM cards. We believe that our MFA system prevents these
scenarios by denying access to the user’s account if they are
not located in a safe location. A conventional user performs
their bank transactions from less than ten different locations
(for example, their school, office, work, or home); our system
allows the registration of up to ten safe spaces, with which
all the locations that the user needs can be registered, and
in this way the user could be protected by our second factor
of fast and transparent authentication. It is important to note
that, in the case that a user wants to make a transfer from
a temporary location, they will only have to register that
specific location as safe, so our solution provides flexibility
to users.

Some limitations of the proposed research are related to the
quantity and quality of the connection between GPS modules
and satellites and/or reference stations, as well as the physical
representation of secure locations, as these were implemented
in the form of two-dimensional circles with an adaptable
center and variable radius. Although the experimentation
was carried out in a real-world environment, the connection
between the GPS and the satellites could be compromised
in cases where participants were located in physical places
with multiple floors or poor signal reception (e.g., apartment
buildings or office towers).

Future work in this research will assess the viability and
effects of including altitude as a third parameter in secure
locations, transforming the circles into spheres or cylinders
with a defined height. By implementing these modifications,
it will be possible to better address user authentication
regardless of whether they are physically located in single-
story locations or in office or residential towers.

A future improvement that will also be evaluated is the
inclusion of a third authentication factor from the category
of something you have, with the aim of strengthening the
MFA algorithm. With this third factor, it is planned to link
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only one electronic device -by registering its Internal Mobile
Equipment Identity (IMEI), its SIM cellular number, or both,
in the database- per user account, as currently the user can
access his account with any device as long as it is in the
vicinity of a safe location. The objective of this new factor
will be to combat the possibility of cyber-criminals using
location spoofers, since in addition to needing to know the
user’s safe locations and their coordinates, they would also
need to obtain the user’s physical device. We are aware that
adding a factor requiring external hardware may reduce user
convenience, so we have decided to leave this factor out of
the scope of this research and propose it as a possible future
improvement.
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