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ABSTRACT Physical Layer-based Secret Key Generation (PLSKG) between the legitimate nodes from
the reciprocal wireless channel is a vastly studied area of Physical Layer Security (PLS). PLSKG aims to
secure the wireless link between the legitimate nodes by symmetrically encrypting the wirelessly transmitted
information via a secret key that is extracted from the common randomness of the stochastic wireless
channel. PLSKG encompasses the intermediate steps of channel sampling, quantization, information
reconciliation, and privacy amplification. The PLSKG algorithms are evaluated in terms of quantifiers such
as Key Generation Rate (KGR), Key Agreement Probability (KAP), and randomness. The practical PLSKG
algorithms (level-crossing algorithms) extract a secret key by analyzing the channel samples and assigning bit
sequences to the channel samples lying in different quantization regions. Level-crossing algorithms are lossy
and extract a secret key from the central samples of matched excursions between the legitimate nodes. This
results in a reduced KGR as there is a scarcity of such matched excursions considering the fast variations of
the wireless link between the legitimate nodes. This paper proposes a Two-Round Channel Parsing (TRCP)
algorithm that exploits the correlation between the excursion lengths of the channel samples in addition to
the sample correlation. TRCP effectively utilize the channel samples by reducing the sample losses incurred
by lossy quantizers exploring a new dimension of correlated excursions of the channel samples between
legitimate nodes. Simulation results demonstrate that the proposed TRCP scheme enhances the KGR and
KAP performance of the secret key and also passes the National Institute of Standards and Technology
(NIST) test suite of randomness.

INDEX TERMS Secret key generation, stochastic wireless channel, quantization regions, excursions.

I. INTRODUCTION
Wireless communication has seen tremendous growth in
the last few decades as the 5th Generation (5G) of
wireless communications is standardized. Research interest
has currently shifted to the 6th Generation (6G) wireless
communicationwhich is expected to be hyper-connected (i.e.,
with no restrictions on data rate, coverage, and computing)

The associate editor coordinating the review of this manuscript and

approving it for publication was Fang Yang .

via the unification of Artificial Intelligence (AI), Machine
Learning (ML), and Virtual Reality (VR) [1], [2]. The 6G
of wireless communications, which is now being researched
by scientific organizations at commercial and educational
centers, is going to advance in a couple of directions: bands
with higher frequencies (sub-THz), a greater number of
transmitting and receiving antennas (extreme MIMO), and
user devices (massive enhancement in the multiple access),
and facilitate learning techniques dispersed across every
device in the system’s infrastructure, involving cutting-edge
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and user devices. These innovations will enable clients and
commercial users to send and receive data at larger speeds,
improved reliability, andwith a shorter delay [3], [4].With the
exponential increase in both the number of connected devices
and data rates, the AI-enabled 6G is expected to suffer from
privacy and security challenges [5], [6], [7].

Physical Layer Security (PLS) is proving a promising
candidate to provide information security, particularly in
scenarios where devices connect on the fly without having an
installed infrastructure [8], [9]. PLS can provide services such
as information-theoretic security with lightweight coding
and can serve as an extra layer of security complementing
traditional computational security [10]. The major physical
research challenges and issues addressed for 6G and the
strategy to overcome those challenges by proposing viable
security solutions are presented in [4] and [11]. Moreover,
key performance indicators for 6G PLS as well as a
preliminary threat picture based on the anticipated PLS
network architecture are presented in [12]. Specifically,
security solutions addressed for visible light communication,
Terahertz (THz) bands, quantum computing, distributed AI,
and distributed ledger technologies are analyzed. Further-
more, a comprehensive analysis of issues related to privacy
and security in light of key generation technologies to
enhance PLS and cutting-edge measures to mitigate the
current privacy framework shortcomings are studied in [13].

Physical Layer-based Secret Key Generation (PLSKG)
is a PLS technique that exploits the reciprocal1 stochastic
wireless channel variation of the main channel (i.e., the
channel between legitimate nodes (e.g., Alice and Bob))
for generating a shared secret key between the respective
legitimate nodes [14]. The eavesdropping node (i.e., Eve)
overhears the communication via the Eve channel (i.e.,
the channel between legitimate nodes and Eve). Eve has
knowledge of the PLSKG algorithm but the Eve channel
is sufficiently decorrelated to the main channel and cannot
extract the same key as that of legitimate nodes as long as
Eve is spatially separated from the legitimate nodes [15].
PLSKG begins with channel sampling where the legitimate

nodes take turns sending probing signals and measuring
the corresponding channel response. Channel sampling is
followed by quantization where the legitimate nodes divide
the channel range into quantization regions so that bit
sequences can be assigned to channel samples lying in
different quantization regions. Quantization is followed
by information reconciliation where the legitimate nodes
exchange messages to reduce the discrepancies of their
channel samples. Cascade protocol [16] or polar codes-based
blind information reconciliation [17] are two of the many
schemes that can be used for this purpose. Information
reconciliation is followed by privacy amplification where

1In the absence of noise and interference, the wireless propagation channel
fromAlice to Bob is the same as fromBob toAlice in a TimeDivisionDuplex
(TDD) setup.

the legitimate nodes randomize the secret key from the
perspective of the Eve [18].

A. RELEVANT WORK
PLSKG exploits the correlated stochastic channel variations
of the reciprocal main channel for generating a secret key.
PLSKG algorithms employ quantizer designs that divide the
channel range (i.e., maximum channel value minus minimum
channel value) into quantization regions for assigning bit
sequences to channel samples lying in those quantization
regions. The quantizers are either 2-level, multi-level (i.e.,
4, 8, 16, · · · ), uniform, or non-uniform. In uniform quantiz-
ers, the span (i.e., sub-range of channel envelope values) of
each quantization region is equal. In non-uniform quantizers,
the channel range is divided based on the probability of
channel samples falling in different quantization regions (i.e.,
the span for each quantization region is set so as to make the
probability of a sample falling in each quantization region
equal). Further, PLSKG algorithms exploit the stochastic
channel variations in the time domain by using the Channel
Impulse Response (CIR), Received Signal Strength (RSS),
channel envelope, phase, and Angle of Arrival (AoA)/Angle
of Departure (AoD) or the frequency domain by exploiting
the Channel Frequency Response (CFR). PLSKG algorithms
are evaluated in terms ofmetrics namelyKeyGeneration Rate
(KGR), Key Agreement Probability (KAP), and randomness
assessed via the National Institute of Standards and Technol-
ogy (NIST) test suite. Each PLSKG scheme tends to improve
the tradeoff between KGR, KAP, and the randomness of the
generated secret key. A brief discussion of relevant PLSKG
algorithms is given below.

In [19], a PLSKG scheme was proposed that exploited
the CIR for secret key generation. The channel samples
excursions (i.e., consecutive samples falling in a given
quantization region) were used for SKG instead of individual
samples with the intent to increase the KAP performance of
the PLSKG. This, however, resulted in a reduced KGR due
to the loss of samples in the PLSKG process. An Adaptive
Secret Bit Generation (ASBG) was proposed in [20] to
overcome the loss of channel samples and to modify the
quantizer design for the varying channel conditions. This
resulted in enhanced KGR at the cost of reduced KAP.
A similar algorithm was proposed for Multi-Input-Multi-
Output (MIMO) channels in [21]. A vector quantization-
based PLSKG algorithm was proposed in [22] to increase
KGR at the cost of reduced secret key randomness. The
channel phase information was exploited using a Two-Layer
Secure (TLS) PLSKG scheme in [23] to enhance the KGR
performance. To improve the randomness performance of the
PLSKG, a multi-level non-uniform quantization strategy was
proposed for the Generalized Gamma (GG) fading channels
in [24]. The randomness performance was improved but the
KGR and KAP remained comparable to other schemes. For
the Rayleigh, Rice, and Nakagami Fading channel, a 2-level
PLSKG scheme was suggested in [25] that derived analytical
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expressions of the Average Contiguous Duration (ACD) (i.e.,
average excursion length) of the channel envelope residing
in a given quantization region. This has improved KGR
and randomness with a reduction in KAP performance.
The Secret Key Capacity (SKC) for Intelligent Reflecting
Surface (IRS)-assisted systems was investigated in [26].
PLSKG algorithms suffer from low KGR when the channel
is slow-varying. In [27], the IRS units were deployed for
the injection of discrete phase information to enhance the
PLSKG performance. To assist multiple Internet-of-Things
(IoT) devices by sharing a similar key, a group secret key
generation strategy was proposed in [28]. In [29], the SKC for
in-band full-duplex (IBFD)MIMO systems was investigated.

All the above-mentioned contributions enhance the trade-
off between KGR, KAP, and randomness. Nevertheless, there
exists awide research scope to thoroughly investigate PLSKG
schemes for further enhancing the tradeoff. A summary of
different level-crossing-based PLSKG schemes is given in
Table 1.
PLSKG exploits the temporal stochastic variations of the

reciprocal main channel between the legitimate nodes. For
a highly varying stochastic channel and spatial separation
of the order of half the wavelength, the eavesdropper
channel is considered decorrelated with the main channel
(i.e., the mutual information between the main and Eve’s
channel approaches 0) [15]. This fundamental assumption
is also exploited by the link signature-based security
mechanisms [30]. For the PLSKG, it allows the legitimate
nodes to exploit the main channel as a source of common
randomness for extracting a matched secret key. In order to
enhance the performance tradeoff between KGR, KAP and
the randomness properties, recent studies have explored new
dimensions for PLSKG [31].

B. CONTRIBUTIONS AND PAPER ORGANIZATION
This work proposes a Two-Round Channel Parsing (TRCP)
PLSKG scheme that exploits the reciprocity in both channel
samples and full excursion lengths of the stochastic variations
of the wireless propagation channel. The key contributions
are listed as follows.

• Wireless channel samples are generated from the GG
fading channels for the legitimate nodes. The GG
fading can model Rayleigh, Nakagami-m, Weibull,
exponential, and many other channel distributions as its
special cases.

• An improved TRCP PLSKG algorithm is proposed
that exploits the new dimension of correlation in full
excursion lengths for SKG in addition to the correlation
in channel samples to enhance the KGR and KAP of the
generated secret key.

• A comprehensive comparison of the proposed TRCP
scheme with notable PLSKG schemes in terms of KGR
and KAP is conducted.

• TRCP algorithm exploits the channel samples in two
rounds. For the second round of TRCP, a coding strategy

TABLE 1. PLSKG schemes from wireless channel samples.

is proposed that ensures the randomness of the key so
that the resulting key passes the NIST test suite.

• TRCP enhances the KGR and KAP of the secret key
compared with other multi-level PLSKG schemes which
not only have less advantage in terms of KGR but also
suffer KAP performance degradation.

The rest of this paper is organized as follows. Section II
describes the system and channel model for the proposed
TRCP PLSKG scheme. Section III discusses the proposed
TRCP scheme in detail. Section IV provides detailed
numerical results and evaluates TRCP algorithm in terms
of different performance metrics and also compares TRCP
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TABLE 2. Mathematical notational conventions.

with other notable schemes. Finally, Section V presents the
conclusions.

Notational conventions are given in Table 2.

II. SYSTEM MODEL
Consider the wireless communication scenario depicted in
Fig. 1, where Alice and Bob are the two legitimate nodes
who want to communicate secretly in the presence of an
eavesdropping node, Eve. Eve is considered passive and can
overhear ongoing communication without tempering with
the wireless channel between legitimate nodes. The channel
between legitimate nodes is the main channel which is
reciprocal. The wireless channel from Alice to Bob is hab,
Bob to Alice is hba, Alice to Eve is hae, and Bob to Eve is
hbe. We further assume a rapidly varying wireless channel
and model all the channels as having a GG distribution
[36], [37], [38].

For the channel envelope following the GG distribution,
the Probability Density Function (PDF) is given in [38], [39],
and [37] as

p(h(·)) =
α

0(µ)

(µ

�

)µ

hαµ−1
(·) e−

µhα(·)
� , (1)

where α is a fading parameter, 0(·) is the Gamma func-
tion [40], and � = E[hα

(·)], and E[·] is the statistical

FIGURE 1. System model for secure wireless communications.

expectation operation. The parameter µ > 0 is the inverse
of the normalized variance of hα

(·), which can be represented
as

µ =
E2
[
hα
(·)

]
V
[
hα
(·)

] , (2)

where V [·] is the statistical variance operation. This GG
distribution can model various other distributions as its
special case, e.g., Rayleigh (α = 2, µ = 1), Nakagami-m
(α = 2 andµ = m), andWeibull (µ = 1). The above PDF (1)
can be integrated over the appropriate limits to compute the
expression of CDF as [38]

F(h(·)) =
γ
(
µ,

µhα
(·)

�

)
0(µ)

, (3)

where γ (·, ·) is the lower incomplete Gamma function [40].
The joint GG distribution is exploited to compute the

conditional CDF as in [38]

F(ha|hb) = 1− Qµ

√ 2µρhα
b

�(1− ρ)
,

√
2µhα

a

�(1− ρ)

 , (4)

where Qµ(·, ·) is the Marcum-Q function of order µ [41]
and ρ is the correlation between the legitimate node’s
channel.

The closed-form analytical expression of ACD between
the lower bounding threshold q− and the upper bound-
ing threshold q+ for the GG fading channels is given
in [36]

4
q+

q− =

(
�
µ

)µ− 1
2
(
γ
(
µ,

µq+α

�

)
− γ

(
µ,

µq−α

�

))
fm
√
2π
(
q−

α
2 (2µ−1)e−

µq−α

� + q+
α
2 (2µ−1)e−

µq+α

�

) ,

(5)

where fm is the maximum Doppler shift.

III. PROPOSED TRCP SCHEME
The correlated stochastic channel variations of the legitimate
nodes where black squared samples correspond to Alice’s
envelopes and red circled samples correspond to Bob’s
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FIGURE 2. A depiction of 2-level CDF-based Non-Uniform Quantization (NUQ) and correlated full excursion lengths at the legitimate
nodes (i.e., Alice and Bob). Black squares correspond to Alice’s channel samples and red dots correspond to Bob’s channel samples.

envelopes are shown in Fig. 2. Both the channel envelopes
are assumed to follow the GG distribution. Since the main
channel is reciprocal in a TDD setup, we assume a high value
of correlation coefficient for the main channel. In practice,
Alice and Bob transmit probing signals to measure the
channel response of the reciprocal channel and store the cor-
responding envelope values [20]. For testing new algorithms,
a technique of generating correlated channel envelope values
was proposed in [24]. In this paper, we use the method of [24]
for generating correlated channel measurement values at the
legitimate nodes as our channel envelope distribution is also
GG. This algorithm exploits the conditional CDF of the GG
distribution given in (4) to generate wireless channel samples
with the desired correlation ρ between the samples of the
legitimate nodes. Let the channel envelope samples at Alice
be given in a vector VA of length N , then assuming given
channel conditions specified by the parameters α, �, µ, and
ρ and using the inverse CDF method based on (4), correlated
channel envelope values VB for Bob can be generated using
the Algorithm 1 below where the function rand(1) generates
a sample from uniform distribution U [0, 1], solve (y = f (x),
x) numerically solves the given equation for the unknown x.
Such measurements may be used to test a number of different
SKG algorithms, due to the massive applicability of the

TABLE 3. Percentage relative error in the estimated correlation
coefficients of the generated sequences for GG distributed channel
samples (α = 2, � = 2).

GG distribution for modelling a wide range of channel
conditions corresponding to various correlation coefficients.
The accuracy of the proposed scheme is tested by considering
different values for the theoretical correlation coefficients
ρ, generating the GG sequences using the method proposed
and computing the estimated correlation coefficients ρ̂

using

ρ̂ =

∑N
j=1(x

2
j − E[x])(y

2
j − E[y])√∑N

j=1(x
2
j − E[x])

2
∑N

j=1(y
2
j − E[y])

2
, (6)

where (x, y) ∈ (ha, hb) and N is the total number of samples.
Table 3 summarises the results of the algorithm’s efficiency in
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Algorithm 1 Generation of Correlated GG Fading Wireless
Channel Envelopes [24]
Input: c, ρ, β, �, N
Output: VA and VB
1: for i = 1 to N do
2: r ← rand(1)

3: VA (i)← solve

(
r =

γ (c, ch
β
a

�
)

0(c) , ha

)
4: VB (i)←solve

(
r=1−Qm

(√
2cρ(hb(i))β

�(1−ρ) ,

√
2c(ha(i))β
�(1−ρ)

)
, hb(i)

)
5: end for

terms of the relative percentage error ρ−ρ̂
ρ

100%. These results
indicate that extremely accurate generation of correlated GG
samples is possible using Algorithm 1.

Before discussing TRCP, a few useful terms are defined in
the following:
Channel Range: The difference between the maximum

channel value and the minimum channel value is the channel
range. The channel range is divided into two types of regions;
quantization regions and guard-bands.
Quantization Region, Qn:The channel range is divided into

regions so that secret key bits can be assigned to different
channel samples lying in those regions. In Fig. 2, the channel
range has two quantization regions (i.e., Q1 and Q2).
Guard-band, G: To reduce the probability of secret

key mismatch, guard-bands are selected and placed in the
channel range. The number of guard-bands depends upon the
quantization levels used for PLSKG.
Threshold Values: The channel values that determine the

boundary between different quantization regions (for the case
when guard-band width z is 0) or the end values of guard-
bands (when guard-band width z > 0).
Lower Threshold Value, q−: Channel envelope value that

corresponds to the lower boundary of the guard-band.
Upper Threshold Value, q+: Channel envelope value that

corresponds to the upper boundary of the guard-band.
Guard-band Width, z: The difference between the upper

threshold value and the lower threshold value is the guard-
band width, z. Guard-band width is set proportional to
the Mean-Squared Error (MSE, σ ) of the legitimate nodes
channels [24].
Control Parameter, k: The width of the guard-band region

is controlled by the parameter k such that z = kσ [24].
Excursion: An excursion is a consecutive run of channel

samples in a given quantization region (see Fig. 2).
Excursion Length, ℓ: The excursion length (in channel

samples) is the number of channel samples for which
the channel profile stays within a given quantization
region.
Minimum Excursion Length, L: L is an algorithm

parameter used in [19], [25], and [36] and specifies the
minimum excursion length needed to qualify an excursion for
SKG.

Qualifying Excursion: An excursion whose length is equal
to L.
Matched Qualifying Excursions: Excursions with the same

sample index values and equal lengths L belonging to the
same quantization regions at the two legitimate nodes.
Unmatched Qualifying Excursions: Excursions with the

same sample index values and lengths L belong to the
different quantization regions at the legitimate nodes.
Full Excursion: The total number of samples for which

the channel profile resides within a given quantization region
before leaving that quantization region. A full excursion may
have more than one qualifying excursions depending on the
value of L. The length of a full excursion is the number
of samples in that excursion and is given by ℓs, where s
represents the number of samples in the given full excursion.
Matched Full Excursions: Full excursions with the same

sample index values where the corresponding channel
samples residue in the same quantization region for the
legitimate nodes (see Fig. 2).
Unmatched Full Excursions: Full Excursions with the

same sample index values but channel samples belonging to
different quantization regions at the legitimate nodes.

A. FULL EXCURSION LENGTHS
The striking feature of the TRCP algorithm is the correlation
of the lengths of full excursions at the legitimate nodes.
Fig. 2 depicts the channel variations at the legitimate nodes
where black squares correspond to Alice’s channel samples
and red dots correspond to Bob’s channel sample. It can be
clearly seen that Alice and Bob have matched full excursions
of ℓ3 at indices 3, 4, and 5 in the quantization region Q2.
Similarly, they also have a matched full excursion of ℓ5 at
indices 6, 7, 8, 9, and 10 in the quantization region Q1.
The legitimate nodes can have full excursions of the same
length in different quantization regions and as such different
binary code sequences can be assigned to full excursions of
the same length belonging to different quantization regions.
This guarantees that even if the information of full excursion
lengths is shared via the public channel between legitimate
nodes, Eve can only guess about the code that will be assigned
to these full excursions.

TRCP exploits the channel samples in a two-round PLSKG
algorithm where the 1st round is similar to the algorithms
in [19], [25], and [36]. The analysis in [24] indicates that
for the quasi-static fading with channel samples having
Gamma distribution, the probability of matched excursions
reduces with increasing values of length (i.e., longer matched
excursions are less probable). Assuming 2-level quantization
and no guard-band, the probability of ℓ consecutive samples
to be found in a quantization interval is given by 2( 12 )

ℓ

which reduces exponentially with the length ℓ and reaches
0.0078125 when ℓ = 8. When the guard-band is taken into
consideration, the probability of longer matched excursions
further reduces due to the loss of samples in the guard-band
and depends on the guard-band width. This can be computed
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solving 2(
∫ q−
0

∫ q−
0 p(ha, hb)dhadhb)ℓ. Further, in [24], it can

be observed that when temporal correlation is considered
between the individual channel samples, the probability of
the matched excursion lengths is determined by the sampling
interval Ts. In this paper, we consider matched excursions of
lengths ℓm = 8 or less assuming that matched excursions
of lengths higher than 8 with not significantly increase the
KGR due to the low probability of such longer excursions
and the presence of the guard-band. Therefore, TRCP extracts
secret key bits only from those full excursions whose lengths
are greater than or equal to L up to ℓm (i.e., L to ℓm).
As such for 2-level quantization, and up to 8 full excursion
lengths, we have a 16-level quantization for the 2nd round of
TRCP. This is a salient feature of TRCP as in addition to the
traditional 2-level quantization in the 1st round, it proposes a
16-level quantization scheme with additional secret key bits
exploiting a 2nd dimension of the channel samples for the 2nd

round of PLSKG.
Full excursions of different lengths are not equally

probable (i.e., the probability of higher-length full excursions
is lower) but the probability of a given length full excursion
is the same in both Q1 and Q2 due to the CDF-based
non-uniform quantization. Therefore, TRCP assigns binary
codes to a given full excursion length belonging to different
quantization regions that are the 1’s complements of one
another. The 1’s complement assignment ensures an equal
probability of 0’s and 1’s in the resulting secret key and the
key is more likely to pass the NIST randomness test suite.
Further, to reduce the likelihood of repeated 0’s and 1’s, the
code starts with those code sequences which have equal 0’s
and 1’s for high probable full excursion lengths (i.e., 1 0 1
0 and 0 1 0 1 have 2 0’s and 1’s each.)

We start by generating hab and hba having GG distribution
and correlation ρ using inverse CDF-based algorithm as
in [36]. Let the ℵ-sample vector of Alice is VA and Bob
is VB.

The proposed TRCP scheme (for 2-level quantization)
has two rounds and each parses the channel samples
differently.
Round 1: Alice parses her channel samples VA starting

from 1st sample and checks for excursions of length L
(i.e., qualifying excursions). Alice places the central indices
of all such excursions in a vector EA. Bob parses her
channel samples VB starting from 1st sample and checks
for excursions of length L. Bob places the central indices of
all such excursions in a vector EB. Bob sends EB to Alice.
Alice compares EA and EB and places the common entries
in EC . Alice sends EC to Bob. Alice assigns secret key bits
to channel samples x at the indices in EC depending on
the quantization regions in which they fall using the 1-bit
quantization mapping function as in [20] and [34]

R1(x) =


0 x ∈ Q1

1 x ∈ Q2

dropped x ∈ G.

(7)

R2(y, ℓ) =



1010 y ∈ Q1 ∧ ℓ = ℓ1

0101 y ∈ Q2 ∧ ℓ = ℓ1

1100 y ∈ Q1 ∧ ℓ = ℓ2

0011 y ∈ Q2 ∧ ℓ = ℓ2

1001 y ∈ Q1 ∧ ℓ = ℓ3

0110 y ∈ Q2 ∧ ℓ = ℓ3

0100 y ∈ Q1 ∧ ℓ = ℓ4

1011 y ∈ Q2 ∧ ℓ = ℓ4

0010 y ∈ Q1 ∧ ℓ = ℓ5

1101 y ∈ Q2 ∧ ℓ = ℓ5

0001 y ∈ Q1 ∧ ℓ = ℓ6

1110 y ∈ Q2 ∧ ℓ = ℓ6

1000 y ∈ Q1 ∧ ℓ = ℓ7

0111 y ∈ Q2 ∧ ℓ = ℓ7

0000 y ∈ Q1 ∧ ℓ = ℓ8

1111 y ∈ Q2 ∧ ℓ = ℓ8

dropped otherwise

(8)

Bob also assigns secret key bits to channel samples at the
indices in EC depending on the quantization regions in which
they fall using (7).
Round 2: Alice starts parsing her channel samples VA

starting from 1st sample and checks for full excursions. Alice
places the full excursion lengths and the associated central
indices in a different array FA. Bob also starts parsing her
channel samples VB starting from 1st sample and checks
for full excursions. Bob places the full excursion lengths
and the associated central indices in a different array, FB.
Bob sends FB to Alice. Alice compares FA and FB and
places the common entries in FC . Alice sends FC to Bob.
Alice assigns secret key bits to excursion lengths, ℓ in FC
depending on the quantization regions in which the sample, y
at the central index falls using the code assignments given
in (8). Similarly, Bob assigns secret key bits to excursion
lengths in FC depending on the quantization regions in
which they fall using the code assignments given in (8).
It is pertinent to notice that the 2nd round of TRCP adds
only incremental overhead as the same measured channel
envelope values are used for extracting additional secret
key bits.

This is given in algorithm form as shown below where it
is assumed that the legitimate nodes estimate the GG channel
parameters c, ρ, α, and �.

B. COMPARISON OF TRCP WITH OTHER
PLSKG ALGORITHMS
We compare the proposed TRCP with the following PLSKG
algorithm:
• Ye [19].
• Li [32].
• ACD [25].
The above three algorithms differ only in the guard-band

placement in the channel range. The Ye et al. [19] is a
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Algorithm 2 Proposed TRCP PLSKG Algorithm
Parameter Definition:
• Set k , c, ρ, α, �.

Channel Sampling:
• Legitimate nodes measure the channel profiles by
alternately sending probing signals and storing all such
measurements in VA and VB. TRCP generates the
channel samples using Algorithm 1 in [36].

Guard-bands and Thresholds Calculation:
• TRCP calculates the guard-band bounding thresholds
q− and q+ using the CDF-based strategy in [24].

• Binary 0 is assigned to Q1 and 1 is assigned to Q2.
Round 1 of TRCP:
• Alice and Bob decide on L.
• Alice and Bob search VA and VB independently for
qualifying excursions and places the central indices of
all such excursions in EA and EB.

Secret Key Generation/Reconciliation:
• Bob sends EB to Alice who compares EA with EB
and records the matching indices corresponding to the
matched excursions in EC .

• Alice sends EC to Bob.
• Alice and Bob extract their secret keysK1

A andK1
B from

the channel samples at the indices in EC using (7).
Round 2 of TRCP:
• Alice and Bob search VA and VB independently for full
excursions whose lengths are greater than or equal to L
and places the central indices of all such excursions in
FA and FB.

• Bob sends FB to Alice who compares FA with FB and
records the matching indices and lengths in FC .

• Alice sends FC to Bob.
• Alice and Bob extract their secret keysK2

A andK2
B from

the matched excursion lengths in FC using (8).
• Alice’s final key KA is the concatenation of the secret
keys K1

A and K2
A.

• Bob’s final keyKB is the concatenation of the secret keys
K1
B and K2

B.

uniform quantization strategy and divides the channel range
into quantization regions whose channel spans are equal.
The Li et al. [32] uses vector quantization to increase the
KGR of the legitimate nodes by repeatedly using the channel
samples. The guard-band placement is the same as that of
Ye et al. [19].

The ACD-NUQ proposed in [25] divides the channel range
into quantization regions based on the average time the
channel envelope spends in a given quantization interval.
For M -level quantization, this ensures that the ACD in each
quantization region is equal

2
q−M−1+z
0 (M ) =

[
4
q−1
q+0 =0

, 4
q−2
q−1 +z

, · · · , 4
qmax

q−M−1+z

]
. (9)

C. KEY PERFORMANCE INDICATORS (KPIS) FOR PLSKG
The secret key generated via a PLSKG scheme is used for
symmetric encryption of the information exchanged between
the legitimate nodes. Since the amount of information
exchanged between a pair of nodes is increasing due to the
exponential growth in the use of internet and multimedia
services, the secret key generated should have the following
attributes.

1) KEY GENERATION RATE, KG
Key Generation Rate measures on average the number of
secret key bits generated from a single channel sample.
Assuming the total number of channel samples that the
legitimate nodes use for PLSKGbeℵ and the generated secret
key bits be B, then the KGR is given by

KG =
Bg

ℵ
. (10)

2) KEY AGREEMENT PROBABILITY, KA
Key Agreement Probability measures on average the number
of secret key bits that are in agreement between the legitimate
nodes compared to the total number of secret key bits
generated. Assuming the number of bits in agreement are ℵa
and the generated secret key bits beBg, then theKAP is given
by

KA =
ℵa

Bg
. (11)

3) RANDOMNESS
The randomness of the generated secret key is assessed via
the NIST test suite [42].

IV. NUMERICAL RESULTS AND DISCUSSION
This section is dedicated to the performance evaluation of
the proposed TRCP scheme in comparison to other schemes
discussed in Section III. The impact of channel parameters, ρ
and algorithm parameters, k and L is discussed on the KGR
and KAP performance. 106 channel samples belonging to the
GG distribution and exhibiting correlation coefficient, ρ are
generated for the legitimate nodes usingAlgorithm 1 in [36].

The CDF and ACD equations (9) and (5) are used to
determine the threshold values for the quantizer design.
TRCP also employ the same quantization thresholds as CDF-
based schemes [36]. For a fair comparison, all the schemes
employ 2-level quantization and the same channel samples
and all schemes are evaluated using the same metrics: KG ,
KA, and randomness (assessed via the NIST test suite).

A. COMPARISON OF KGR AND KAP PERFORMANCE
Fig. 3 depicts the impact of the algorithm parameter, L on the
KG performance of the different schemes. It can be clearly
observed that the KG reduces as a function of L for all
the schemes. This is due to the fact that as the value of L
increases, the algorithm tends to rely on longer excursions
(excursion length greater than L) and shorter excursions are
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FIGURE 3. KG performance of different PLSKG schemes against values
of L with ρ = 0.95, µ = 2, and � = 2.

FIGURE 4. KA performance of different PLSKG schemes against values
of L with ρ = 0.95, µ = 2, and � = 2.

lost during PLSKG. For a given value of L, however, the
TRCP outperform all other algorithms. This is due to the 2nd
round of TRCP that results in additional secret key bits for
the legitimate nodes using the same channel samples. This
increase in KGR is larger for smaller values of L and reduces
as the value of L increases. This is due to the fact that as the
value of L increases, the second round of TRCP is bound to
use lesser and lesser full excursion length (i.e., ℓL to ℓ8).

Fig. 4 depicts the impact of the algorithm parameter, L
on the KA performance of the different schemes. It can be
clearly observed that the KA increases as a function of L for
all the schemes. This is due to the fact that as the value of
L increases, the algorithms start avoiding smaller excursions
which are most likely to be found in different quantization
regions for PLSKG. For a given value of L, however, the
TRCP outperform all other algorithms. This is due to the fact
that the ratio of matched secret key bits to the generated secret
key bits increases.

FIGURE 5. KG performance of different PLSKG schemes against values
of k with ρ = 0.95, µ = 2, and � = 2.

Fig. 5 depicts the impact of the control parameter k on the
KG performance of the different schemes. It can be clearly
observed that the KG reduces as a function of z for all the
schemes. This is due to the fact that as the value of k increases,
the resulting value of the guard-band width (i.e., z = kσ ) also
increases and more and more samples tend to fall within the
guard-band and are subsequently not considered for PLSKG.
For a particular value of k , however, TRCP has the best
performance and the gap between the KGRs of TRCP and
other algorithms reduces as the value of k increases.

Fig. 6 depicts the impact of the control parameter, k on
the KA performance of the different schemes. An increasing
value of k results in the widening of the guard-band.
As channel samples falling in the guard-band are not
considered for SKG, it becomes increasingly less probable
for the correlated channel samples of the legitimate nodes
to be found on the opposite side of the widening guard-
band. It can be clearly observed that the KA increases as
a function of k for all the schemes. This is due to the fact
that as the value of k increases, the resulting value of the
guard-band width (i.e., z = kσ ) also increases reducing the
likelihood of both the unmatched qualifying excursions (for
all algorithms as it becomes less likely for samples to be in
different quantization regions when the guard-band is wide)
and unmatched full excursions (for TRCP as it exploits full
excursion lengths for SKG) and consequently, the likelihood
of key mismatch reduces. However, for any given value of k ,
TRCP outperforms all other algorithms.

Fig. 7 depicts the impact of the correlation coefficient,
ρ on the KG performance of the different schemes. It can
be clearly observed that the KG increases as a function of
ρ as expected for all the schemes. This is due to the fact
that an increase in ρ results in a reduction of the MSE,
bringing the channel samples at the legitimate nodes closer
and closer. This results in an increase in matched qualifying
excursions (for all algorithms) and matched full excursions
(for TRCP) and consequently the KGR of all algorithms
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FIGURE 6. KA performance of different PLSKG schemes against values
of k with ρ = 0.95, µ = 2, and � = 2.

FIGURE 7. KG performance of different PLSKG schemes against values of
ρ with L = 0.95, µ = 2, and � = 2.

increases. However, the KGR for a given value of ρ is higher
for the TRCP algorithm compared to all other algorithms.

Fig. 8 depicts the impact of the correlation coefficient, ρ

on the KA performance of the different schemes. It can be
clearly observed that the KA increases as a function of ρ as
expected for all the schemes. This is due to the fact that an
increase in ρ results in an increased similarity between the
channel profiles of the legitimate nodes. This results in an
increase in matched qualifying excursions (for all algorithms)
and matched full excursions (for TRCP) and consequently
the KAP of all algorithms increases. However, the KAP for a
given value of ρ is higher for the TRCP algorithm compared
to all other algorithms.

These results demonstrate both the efficiency and robust-
ness of the TRCP algorithm compared to other notable
PLSKG schemes. TRCP has superior performance compared
to both 1-bit quantizers as well as multi-level PLSKG
schemes [20], [36]. In addition to higher KGR values, TRCP
does not suffer from degradation of KAP as other PLSKG

FIGURE 8. KA performance of different PLSKG schemes against values
of ρ with L = 2, µ = 2, and � = 2.

TABLE 4. p-value corresponding to different NIST statistical test for the
secret key generated by TRCP.

schemes do when the number of quantization regions is
increased by adding more guard-bands in the channel range.

B. RANDOMNESS OF THE SECRET KEY GENERATED BY
TRCP ALGORITHM
This subsection is dedicated to the randomness characteristic
of the secret key generated by the TRCP algorithm. There is
no single metric to quantify the randomness of the generated
secret key, however, the NIST test suite comprising 16 tests
serves the purpose of assessing the randomness attribute of
a sequence. Each test has a sample set requirement and we
perform only those tests whose sample requirement can be
met by the secret key bits generated via TRCP. Each test
results in a p-value that determines if the sequence under test
is random or not. If the p-value corresponding to a given
secret key sequence is greater than or equal to 0.01, the
sequence is assumed random otherwise it is assumed to be not
random and the sequence fails to qualify the corresponding
test. The results are depicted in Table 4. These results indicate
that the secret key generated by the TRCP algorithm passes
all the statistical tests of the NIST test suite.
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Symmetric encryption requires Alice and Bob to have
the same secret keys. Ideally, both legitimate nodes should
encrypt every information bit with a secret key bit (one-time
pad cypher). Practical PLSKG algorithms generate secret
keys at a rate far less compared to the information rate,
however, the secret key K can be used for the duration of
the session of communication to encrypt plain text m into
cyphertext c (c = m⊕K) and can be updated as per the
requirement. The Advanced Encryption Standard (AES) is
defined for 128-, 192-, and 256-bit secret keys [43]. TRCP
operating at KGR of 0.7 bits/channel-sample would require a
probing rate of 40 samples/sec to generate 128 bits in 4.5 sec.
The legitimate nodes need to exchange pilot signals before
the actual exchange of information signals to generate such
keys and can use/update the secret key when needed.

TRCP algorithm has improved KGR and KAP (as can be
seen from Fig. 3 to Fig. 8) with comparable randomness
properties as indicated by the p-values of different NIST tests
in Table 4. Further, the cost and complexity are similar to
other state-of-the-art schemes as it only adds a 2nd layer of
processing the same channel envelope values. It is important
to notice that the analysis and results of the proposed
TRCP algorithm apply to any two communicating nodes that
measure channel envelope values for the same transmitted
probing signal and extract a secret key via the same algorithm.
However, the reciprocal channel between legitimate nodes
gives them a higher correlation coefficient value for the main
channel compared to the Eve channel.

V. CONCLUSION
This paper proposed a Two-Round Channel Parsing (TRCP)
novel Physical-Layer-based Secret Key Generation (PLSKG)
algorithm to better exploit the channel profile of the
legitimate nodes for generating a secret key that can be used
for symmetric encryption of the information shared between
Alice and Bob. TRCP employs a two-layer channel parsing
strategy to efficiently exploit the channel samples for secret
key generation. It further proposed a coding strategy for the
2nd round of the PLSKG that enhances the randomness of
the generated secret key. The proposed TRCP scheme was
compared with various state-of-the-art schemes in terms of
performance metrics namely Key Generation Rate (KGR),
Key Agreement Probability (KAP) and randomness. A com-
prehensive comparative analysis suggests that the proposed
TRCP scheme outperforms notable PLSKG schemes both in
terms of KGR and KAP and that the resulting secret key
sequences pass the NIST test suite. TRCP also outperform
multi-level PLSKG schemes and has comparatively better
KGR and KAP performance. Future work may consider
the mathematical analysis of the sample correlation and
excursion lengths correlation for deriving limits of the secret
key generation rate and key agreement probability. Further,
real-time correlated Generalized Gamma (GG) distributed
datasets for channel envelopes in a given coherence time are
very rare and we shall consider measurement campaigns for
such datasets in future work.
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