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 A time frAme of 10–15 years is predicted by 
many researchers for the widespread deployment 
of quantum computers. They are poised to break 
all mainstream public-key cryptographic schemes, 
which are currently used in many industrial control 
networks, public key infrastructures (PKIs), and 
blockchain-based technologies in the supply chain. 
In 2014, the National Institute of Standards and Tech-
nology (NIST) suggested that a quantum computer 
capable of breaking RSA cryptosystem could be 
built by 2030. The National Security Agency (NSA) 
warned in 2015 that progress in quantum computing 
has reached a point that organizations should start 
deploying encryption algorithms designed to with-
stand attacks performed on quantum computers. 
Since 2020, there has been a final recommendation 
from NIST for stateful hash-based signatures and a 
total of seven finalists for public-key encryption, key 
encapsulation mechanisms, and digital signatures. 
Two prominent requirements to enable a smooth 
transition from current cryptographic algorithms, 
such as RSA and ECC, to postquantum algorithms 
are implementation security and acceptable per-
formance. This is especially true for resource-con-
strained devices, specifically, edge computing 
devices in Internet of Things (IoT) systems deployed  

in several application domains, such as, industrial 
networks, smart and critical infrastructures, bank-
ing, e-health, and transportation. This transition, 
generally termed crypto agility, underscores an 
urgent need for evaluating postquantum cryp-
tographic implementations on IoT platforms for 
physical security and performance, including the 
integration of such implementations in current pro-
tocols and systems.

In this issue
With this backdrop, we solicited excellent 

research articles from around the world on the topic 
of postquantum cryptography (PQC). Out of a total 
of 15 manuscript submissions, four papers were 
accepted after a thorough editorial review process. 
A summary of these works is provided below for the  
curious readers. 

Moraitis et al. [A1] explore the efficient imple-
mentation of NIST finalist PQC candidate with 
side-channel attack resistance. The work reports the 
most efficient field-programmable gate array (FPGA)-
based implementation of this algorithm, including 
resistance to deep-learning-based side-channel 
attacks.

Yao et al. [A2] study the performance bottle-
neck posed by PQC digital signatures when estab-
lishing the identity of IoT devices in security protocol 
and data model (SPDM). A variant of the protocol is 
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introduced that does away with signature and uses 
KEM instead. Corresponding performance studies as 
well as security analyses are presented.

Beckwith et al. [A3] juxtapose two different 
lattice-based digital signature schemes in a quan-
tum-safe era with the possible application to IoT 
platforms. Efficient accelerator designs are proposed 
considering the tight area and power budgets for 
such devices.

 Chattopadhyay et al. [A4] present a summary 
of quantum threats as well as classical algorithmic/
implementation-level threats to public-key cryp-
tographic primitives. Subsequently, state-of-the-art 
practices for IoT security are discussed to outline the 
roadmap for future IoT platforms.

We sincerely hope that you enjoy reading this 
special issue, and we would like to thank all authors 
and reviewers for their tremendous efforts and contri-
butions in producing these high-quality articles. We 
also take this opportunity to thank IEEE Design&Test 
Editor-in-Chief Partha Pratim Pande, the editorial 
board, and the entire editorial staff for their encour-
agement and assistance in delivering this special 
issue. <
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