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Guest Editorial:
Special Section on Networks, Systems, and Services
Operations and Management Through Intelligence

I. INTRODUCTION

ACHINE Learning (ML) and Artificial Intelligence
M(AI) can harness the immense amount of operational
data from clouds to services, to social and communication
networks. In the era of data science and connected devices
of all varieties, Intelligence have found ways to improve
operations and management of next generation networks,
systems, and services. Further research is therefore needed to
understand and improve the potential and suitability of ML/AI
in the context of network, system, and service operations
and management. This will provide deeper understanding
and better decision making based on largely collected and
available operational and management data. It will also present
opportunities for improving ML/AI algorithms on aspects
such as reliability, dependability, and scalability, as well as
demonstrate the benefits of these methods in control and
management systems. Moreover, there is an opportunity to
define novel platforms that can harness the vast operational
data and advance ML/AI algorithms to drive management
decisions in open and highly programmable networks, clouds,
and data centers.

Further research is therefore needed to understand and
improve the potential and suitability of machine learning and
artificial intelligence in the context of network, system and
service management. This will provide deeper understanding
and better decision making based on largely collected and
available operational and management data. It will also present
opportunities for improving machine learning and artificial
intelligence algorithms on aspects such as reliability, depend-
ability, and scalability, as well as demonstrate the benefits of
these methods in control and management systems. Moreover,
there is an opportunity to define novel platforms that can
harness the vast operational data and advance machine learning
and artificial intelligence algorithms to drive management
decisions in open and highly programmable networks, clouds,
and data centers.

This special section of IEEE transactions on network and
service management focuses on recent, emerging approaches
and technical models that exploits intelligence in network
and service management solutions. It is the seventh spe-
cial section to appear in this series, after in [Al], [A2],
[A3], [A4], [AS], [A6], [A7], [A8]. The collection of works
we present illustrates recent trends, novel solutions and
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approaches to leverage intelligence in Network and Service
operations and management, as well as to extract insights
from data that can guide system operators and managers
in their daily activities. In this most recent special section
presented here, we have accepted 18 papers out of 98 papers
submitted to the open call for novel contributions addressing
the underlying opportunities and challenges of Networks,
Systems and Services Operations and Management through
Intelligence.

II. SPECIAL ISSUE SECTION OVERVIEW

The special section papers span several central areas of
Machine Learning (ML) and Artificial Intelligence (Al) for
Management of Networks, Systems and Services: (i) ML/AI
for Managing Resources, (ii) ML/AI for General Operations
and Management, (iii) ML/AI for Managing Security, and
(iv) ML/AI for Managing Performance.

A. ML/AI for Managing Resources

In [A9], Emu et al. focusses on data management for
Metaverse requirements. The Stochastic Integer Programming
(SIP) model is used for optimizing resource allocation by
leveraging Quantum Neural Networks (QNN).

In [A10], Tian et al. proposes a novel self-adaptive network
slicing (SNS) modeling scheme that considers heterogeneous
QoS requirements.

In [A11], Tian et al. describes a new structured federated
learning method for spatial-temporal data modeling under data
decentralized due to privacy issues by using a split of a
complete model into several pieces which can subsequently be
deployed on several machines separately and trained individ-
ually.

B. ML/AI for General Operations and Management

In [A12], Liu et al. provides algorithms for analysis of
multi-source log inputs. In [A13], Yaacoub et al. aims to
reduce energy and memory consumption of executing AI/ML
models for adapting the configuration of mobile network
systems. In [A14], Carmel and Keslassy presents the Dragonfly
system that classifies the congestion control algorithm of any
flow that crosses a given router. In [A15], Gioacchini et al.
enables network providers and their customers to share
Al-based models that describe traffic in their networks.
This paper show that knowledge can be transferred across
networks.
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C. ML/AI for Managing Security

In [A16], Diallo and Patras provides a novel approach to
malicious traffic classification that can be used for deployment
at the network edge. In [A17], Malekghaini et al. describes
the AutoML4ETC tool that automatically designs an efficient
and high-performing neural network architectures for a target
dataset In [A18], Chen et al. focusses on greedy behavior
detection methods using machine learning algorithm to clas-
sify and fight against channel access. In [A19], Li et al.
proposes a Schmitt-based four-dimensional space-based data
multi-embedding mechanism to protect data in the network.

D. ML/AI for Managing Performance

In [A21], Seufert et al. focusses on anomaly detection tech-
niques that includes a framework that uses machine learning
(ML) models to monitor traffic flows and map them to critical
events. In [A22], Portela et al. developed a forecasting model
(T-For) that adjusts the time series of throughput measure-
ments using a set of statistical analyses. In [A23], Collet et al.
presents a forecasting model learn the loss function based
on the management objective. In [A24], Seufert and Orsolic
highlights that assessing the quality of user experience is
difficult when there is encrypted traffic and the previous work
developed models on limited set of network scenarios. The
paper addresses this by having QoE/KPI estimation models
trained on 4 separate datasets. In [A25], Bagora et al. presents
a suite based active learning framework for automated labeling
of cloud metrics data with the corresponding cloud system
state while accounting for emerging fault patterns and data or
concept drifts.
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