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The article aims to examine the state of the art concerning cognitive 

accessibility in the design and development of cybersecurity systems 

and services. The findings reveal that despite recommendations 

toward cognitive inclusion, consideration toward cognitive disabilities 

during the design and development of security functions is nonexistent. 

Cybersecurity systems and services are often 
cognitively demanding, while a significant 
portion of the population is experiencing a cog-
nitive disability. A consequent lack of cognitive 

availability can result in digital inequality. Herein, 10 sem-
istructured interviews were conducted with the security 
practitioners to identify the state of the art (from an indus-
try’s perspective) concerning cognitive accessibility.

COGNITION AND CYBERSECURITY 
Humans are endowed with a diverse set of abilities; how-
ever, sometimes there are limitations and disabilities 
either from birth or developed during life. According to 
the World Health Organization’s report on health equity 
for persons with disabilities, 1.3 billion people (16% of 
the total world population) experience disabilities.1 
Among these disabilities are cognitive disabilities and 
limitations. The term cognitive disability refers to a broad 
range of conditions, including intellectual disabilities, 
autism disorders, mental illness, brain injury, stroke, 
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Alzheimer’s disease, and other demen-
tias.2 The available stats reflect a high 
percentage of the population experi-
encing cognitive disabilities in their 
respective countries: for instance, a 
recent report by the U.S. Center for Dis-
ease Control and Prevention identifies 
that 12.8% of the adults in the United 
States experience cognitive disabil-
ities. It is also relevant to state from 
the report that the number of people 
(12.8%) experiencing cognitive dis-
abilities is more than those experienc-
ing any other form of disability.3

Cognitive abilities involve percep-
tion and people’s ability to solve prob-
lems, plan, and reason.4 Concentration 
and memory are also cognitive abili-
ties.5 Furthermore, people’s cognitive 
abilities are dynamic, and an individual 
can be impacted on a temporary or per-
manent basis.13,14 Conditions that can 
permanently impact a person’s cogni-
tive abilities include autism, dyslexia, 
stroke, brain injury, and dementia.2 Fac-
tors that can temporarily impact a per-
son’s cognitive abilities include stress 
and fatigue,13 and how a certain con-
dition will impact a person’s cognitive 
abilities is highly individual.15 How-
ever, a person with a cognitive disabil-
ity will experience limitations in one 
or more of the cognitive abilities. These 
abilities are important precursors for 
cybersecurity behavior, where users are 
expected to follow security plans and 
procedures, reason and make decisions 
about the legitimacy of emails, create 
and memorize passwords, and more.17 
Moreover, cybersecurity tasks are often 
cognitively demanding with cybersecu-
rity fatigue as a possible consequence.11 
Minimizing cognitive workload is an 
important usability factor for cyberse-
curity functions and interfaces.12

Cybersecurity and cognitive func-
tioning have been previously studied 

from an accessibility perspective. For 
instance, Kävrestad et al.18 describe that 
cognitively demanding cybersecurity 
tasks are “usability hinders” for users 
with cognitive disabilities and neuro-
typical users alike. However, the hin-
drances are often more severe for users 
with cognitive disabilities. A task that is 
perceived as a nuance by a neurotypical 
user may be impossible for a user with 
a cognitive disability to complete.18 At 
a more detailed level, the extant litera-
ture demonstrates that cognitive ability 
impacts a user’s ability to detect phish-
ing9 and use cybersecurity functions, 
such as captchas.10 Furthermore, users 
with cognitive disabilities do have diffi-
culties while authenticating using the 
current range of authentication options 
available: for instance, remembering 
complex passwords without writing 
them down can prove to be a cumber-
some task for users with cognitive dis-
abilities. Similarly, the use of biometrics, 
such as fingerprints, can be difficult 
for a user who has had a stroke result-
ing in disability or paralysis of arms 
and hands.19 A pertinent aspect to con-
sider is either to leave cognitively chal-
lenged users reliant on their caregivers 
to perform cybersecurity functions or 
to develop solutions that consider cog-
nitive factors in the design and devel-
opment of cybersecurity functions. 
Consequently, cognitively accessible 
cybersecurity is an important security 
matter, since it allows all users to effi-
ciently use cybersecurity functions, and 
an important equality matter, since it is a 
crucial usability and accessibility aspect. 

With the importance of cognitive 
accessibility in cybersecurity, and the 
apparent lack thereof in practice, a 
pertinent question to consider is: How 
is cognitive accessibility considered 
during the design and development 
of cybersecurity functions by security 

practitioners? It is relevant to mention 
that the term cybersecurity functions is 
used as an all-encompassing term for 
functions, features, and policies the 
users are expected to follow. Consider 
that the cognition aspect in cybersecu-
rity is not just a research challenge, but 
also an equality and inclusivity concern 
because it works toward equal access 
to digital technology. This is identified 
by inclusivity goals, such as sustain-
able development goal (SDG) 4, SDG 8, 
SDG 10, SDG 11, and SDG 17 that demand 
inclusive and equitable strategies for 
all, including people with disabilities.8 
Nonconsideration of the cognitive 
accessibility in the design and devel-
opment of cybersecurity functions can 
impact peoples’ access to, for instance, 
online education facilities, health-care 
services, Internet banking, etc., all of 
which require interacting and manag-
ing cybersecurity functions.

This article advocates for the need 
to consider cognitive accessibility in 
the design and development of security 
systems and services not just to ensure 
usability of security, but also from 
an inclusion perspective. The article 
reveals the state of the art from the 
industry concerning the consideration 
of the same by the practitioners. The 
challenges that exist in this regard are 
also listed in the article. Furthermore, 
the article also presents the future 
directions for practitioners and pol-
icymakers to develop further course 
of action toward ensuring usable yet 
accessible and inclusive cybersecurity.

MATERIALS AND METHODS
Having discussed the cognition and 
cybersecurity perspective, the focus of 
this research is on identifying the state 
of the art concerning cognitive acces-
sibility during the design and develop-
ment of security functions. To do so, 
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semistructured interviews with (n = 10) 
practitioners from the industry in Fin-
land and Sweden were conducted. The 
interview protocol was developed with 
the following objectives in consideration:

›› to identify the state of the art in 
the industry concerning consid-
eration of cognitive disabilities 
in the design and development 
of cybersecurity functions for 
both the end-users and the com-
pany’s employees

›› to identify the future directions 
and avenues for inclusion of the 
cognitive disabilities in cyber-
security functions developed in 
the future.

Study protocol
The interviews were carried out semi-
structured as described by Robson and 
McCartan.6 Given the exploratory nature 
of the main research question (that is: 

How is cognitive accessibility consid-
ered during the design and development 
of cybersecurity functions by security 
practitioners?), an interview guide was 
created with few but open questions 
on how the participants’ organizations 
addressed cognitive disabilities when 
developing cybersecurity functions for 
their customers and employees, respec-
tively. A purposive sampling approach 
was adopted with the intent of including 
participants who are decision makers 
regarding cybersecurity.7 The research 
included participants working at com-
panies active in Sweden or Finland, and 
who influenced cybersecurity decisions 
that impacted at least 100 users. Ten par-
ticipants were recruited by approaching 
suitable candidates from the research-
ers’ networks. Table 1 provides an over-
view of the interview participants. 
The interviews lasted half an hour (on 
average). The interviews were recorded 
for analysis purposes. The interview 

recordings were later transcribed and 
correlated with the notes taken by the 
researchers for analysis. Two research-
ers participated in each interview and 
transcribed half of the interviews each. 
The transcriptions were then reviewed 
by the other researcher. Ethical concerns 
were followed during the participants’ 
recruitment and the interviews. Upon 
agreeing to participate in the interviews, 
the participants were presented with an 
informed consent where the full pur-
pose of the research was disclosed. They 
were informed that they could withdraw 
from the study at any time and that they 
would remain anonymous throughout 
the research. When they accepted the 
conditions of the informed consent, an 
interview was booked and carried out 
using Microsoft Teams.

Data analysis and method
The Gioia method was used to analyze 
the interview data. The Gioia method is 

TABLE 1. Details of the interviewees.

 Role Company Size Location 

1 IT manager IT security consulting company 30 employees, 100 customers Sweden 

2 Managing director Digital product development and 
service provider 

Several hundred Finland 

3 Director information security Software and services Several hundred thousand Multinational 

4 Chief security officer Public administration 7,500 employees, 50,000–100,000 users Multinational 

5 Chief information security officer Security consulting company 1.3 million users Sweden 

6 Information security specialist IT company ~75,000  Sweden

7 CEO Information security cluster 80-member cybersecurity companies Finland 

8 System administration IT services 5,000 Sweden 

9 Business owner and entrepreneur Delivering online services 300+ Finland 

10 Product security specialist Health-care IT and device services Several thousand Multinational 
(Finland) 
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an inductive qualitative data analysis 
technique.16 Its inductive aspect, which 
enables generating broad generaliza-
tions based on informants’ comprehen-
sion of the organizational activities, 
was one of the factors that led to its 

selection. In line with the specifics of 
the Gioia method, a three-stage anal-
ysis method was followed. First, the 
interview transcripts were examined, 
and then the audio recordings of the 
interviews were listened to. The goal 

was to assign first-order codes to the 
interview data. Codes were assigned to 
statements that were made repeatedly, 
unexpected responses, characteristics 
that interviewees emphasized, or infor-
mation that was comparable to what 

TABLE 2. Key concepts and associated codes during stage 1 of the analysis.

Concepts Example of codes Example quotes

Focus on 
cognitive 
disabilities

Support offered, 
nonexistent 
consideration, limited 
and specific focus

“To some extent. As end-users we discussed this, not about the technical part, in that part we offer 
support instead.”
“Actually no. If I think the industry where I’ve spent my career, so manufacturing industry, technology 
industry, this hasn’t been a topic at all.”

Reasons for lack 
of consideration 

Specific requirements, 
legislations, standards, 
lack of market potential 

“I think one of the answers is that it’s not required it doesn’t come as a specific requirement.”
“Monetary aspects are important. These types of research and development implemented different types 
of, let’s say logging methods. It of course requires work, which means it requires money.”

Some important 
considerations 

Usability, accessibility, 
burnouts 

“I think, first of all, we should improve general usability and accessibility.”
“I mean it makes sense, right? If you have someone who’s, you know, unable to read properly or, 
you know, see the actual field they’re going to ask someone else to log in, which, you know, kind of 
breaks.”

Future directions Raising awareness, 
financing initiatives, 
legislations, and  
sanctions 

“I think some examples making it you know, because if we don’t relate, if we don’t understand, and 
then even if we would sort of understand that the topic is there like the diversity but before you get 
ideas how to start solving it some examples but also awareness and speaking about it.”
“I think there needs to be like legislation that says that everyone should be included even in the 
security aspect.”

Involvement of 
roles

Senior managers, UX, 
marketing

“We should use all parts in the company senior and junior developers, it is UX, it is marketing and it’s  
the IT department who does some testing. We cooperate on all fronts to get as good a product as possible.”

Cognitively 
challenged 
employees

Security first policy,  
case-specific 
consideration,  
special gear

“We always put security first. And as said that cannot be discussed but we are included in supporting 
based on need instead. But our customers are as important as our internal, so it is important to 
maintain high security.”
“Currently handle those basically case by case and let’s say if some employee would need some let’s 
say special gear or something like that. We’ve kind of course looked at those and kind of taken care of 
it. I would say that we are going at its case by case.”

Impact on 
security hygiene 

Impact, important, 
critical 

“Yes, it does impact. Because we are all important, we are all different. We all learn differently, 
and we all remember things differently. So yes, some people. May feel that they are not getting the 
information and not feel but they are not getting the information.”
“Yes, I think so. I wholeheartedly agree. Like when you when you do, when you source applications 
from third parties you want to make sure they’re easy to use. But usually, the perspective is easy to 
use for an older person who doesn’t have you know that much computer knowledge or experience 
with using particular software. I think that this perspective is something that needs to be considered 
before, at least not when I’ve done it right. Like there’s usability for people with less knowledge, but 
there’s not usability for people with enough knowledge, but the inability to use the system to its fullest 
potential.”

UX: user experience.
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had been recorded in other studies and 
connected to a theory or model.

FINDINGS
In line with the Gioia method, a three-
stage method was followed. During 
stage 1, the codes that were created 
along with the example quotes by the 
interviewees are presented in Table 2.

After this exercise, the first-order 
trends were finalized. In the second 
stage, the related codes were merged 
to develop broader categories and 
abstract concepts. Finally, in the third 

stage, the second-order concepts were 
aggregated to form broader themes 
relevant to the research questions and 
objectives considered during these 
interviews. More details about the sec-
ond and third stages of the analysis are 
presented in the subsequent sections.

State of the art unveiled
In line with the objectives framed for 
the interviews, three broad concepts 
are relevant to be discussed for repre-
sentation of the state of the art. The sec-
ond-order concepts and the aggregated 

themes from the perspective of the state 
of the art concerning consideration of 
cognitive disabilities in the design and 
development of cybersecurity func-
tions are presented in Figure 1.

Consideration toward users with 
cognitive disabilities. It was revealed 
during the interviews with the practi-
tioners that cognitive disabilities are not 
often considered during the design and 
development of cybersecurity functions. 
Although there are some considerations 
for disabilities, such as color blindness, 

First Order Trends

• Cognitive disabilities are not
considered in the design and
development of security features.

• Not much attention is paid toward
this but some specific focus in
terms of disabilities such as
colorblindness is considered.

• Attention toward cognitive
disabilities is not enforced by
clients in their requirements.

• There is no legislation governing 
such aspects.

• No security standards dictate
such consideration.

• The users are very few to
spend effort on this.

• Each product and service needs
money for its development and
there is no market potential.

• Mostly, there is no consideration as
such toward cognitive disabilities.

• However, it was identified that:
• Some provision is provided for

employees with disabilities
during trainings including use of
text-speech.

• These issues are handled on
case-case basis and not often
known to all others.

• Only normally-abled employees
are hired to the company.

Second Order Concepts

Consideration Toward Users
With Cognitive Disabilities

Challenges that Stop
Consideration of Cognitive

Disabilities

Consideration Towards
Disabilities of Employees
Working in Organizations

State of the
Art Concerning Consideration

of Cognitive Disabilities in Design
and Development of Security

Procedures, Systems and
Services

Aggregated Trends

FIGURE 1. State of the art concerning consideration of cognitive disabilities.
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the consideration toward cognitive lim-
itations is nonexistent. When asked 
about possible reasons for this noncon-
sideration, several reasons (discussed 
below), such as lack of awareness and 
less market potential, were identified.

Challenges that limit consideration 
toward cognitive disabilities. When 
the state of the art revealed almost 
nonexistent consideration toward 
cognitive disabilities, the interviewees 
were asked about the possible reasons 
and challenges that limit such con-
sideration. Among the challenges the 
interviewees reported, the following 
are the most important:

›› The requirements for the products 
are driven by the clients, and cog-
nitive accessibility requirements 
are not specified by the clients.

›› Some legislations govern the 
use of software and security 

products and services in all 
regions of the world; however, 
there are no legislations as such 
that bind the development com-
panies to develop products that 
consider such requirements.

›› In addition to the legislation, 
the products need to comply 
with standards and regulations; 
however, there is a lack of rec-
ommendations by the standards 
that dictate consideration of 
cognitive disabilities.

›› There is a lack of awareness on 
the topic and developing organi-
zations are oblivious to the fact 
that their products will be used 
by users with cognitive disabili-
ties; therefore, the products are 
developed without consideration 
of cognitive limitations.

›› Finally, the industry is driven 
by funds and there is no market 
potential for investing such an 

effort and developing accessible 
products.

Consideration toward disabilities 
of employees. In line with one of the 
objectives of this study, the interviewees 
were asked specifically concerning con-
sideration of cognitive disabilities that 
one of their employees faces. The goal was 
to identify any provision in the security 
policies and procedures for employees 
with cognitive disabilities. It was revealed 
that there are no specific considerations 
and only neurotypical people were hired 
for the job. Furthermore, one of the 
interviewees also identified a few provi-
sions, such as speech-to-text software for 
employees with vision-related disabili-
ties, but those provisions are allowed as 
exceptions depending on the case.

Future directions
Furthermore, in line with the sec-
ond objective—that is, to explore the 

First Order Trends

• There is a need for raising awareness
on the topic of cognitive disabilities.

• Monetary concerns in this regard
must be addressed.

• Development of newer version of
standards that consider cognitive
disabilities.

• Need for regulations, governmental
directives.

• Improvement on organizations
internal risk assessment procedures
for considering diverse avenues
such as this.

• Usability and accessibility of the
products needs to improved.

• There needs to be a consideration
when normally abled people have
burnout which may also impact
their decision-making abilities.

Second Order Concepts

Avenues for Consideration of
Cognitive Disabilities

Other Considerations

Avenues for Future

Aggregated Trends

FIGURE 2. Avenues for the future concerning cognitive disabilities.
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avenues for future research and practice 
for the inclusion of cognitive disabili-
ties in the design and development of 
cybersecurity functions—the first- and 
second-order concepts and aggregated 
themes are presented in Figure 2.

Avenues for the future. Having iden-
tified this nonconsideration of cog-
nitive disabilities in the design and 
development of cybersecurity func-
tions in line with the objectives, the 
interviewees were asked about their 
opinion on how to improve the state 
of the art. The interviewees iden-
tified dimensions, such as raising 
awareness, taking initiatives from a 
financial perspective, legislation, and 
sanctions to improve the state of the 
art. Raising awareness would involve 
conducting seminars and workshops 
where security and other design and 
development personnel are briefed 
about the challenges faced by cogni-
tively challenged users. Furthermore, 
policymakers can contribute to the 
improvement in the state of the art by 
introducing legislation that dictates 
such considerations in the develop-
ment of cybersecurity functions.

Other considerations. It was revealed 
during the interviews that neuro-
typical users might face additional 
challenges while performing cyberse-
curity functions in a condition called 
burnout. Burnout causes a state of 
complete mental and physical exhaus-
tion and cybersecurity-related deci-
sions, such as detecting a phishing 
email or responding accurately to 
a security warning, which might be 
impacted when neurotypical employ-
ees or end-users are experiencing 
this state. Therefore, it is relevant to 
consider cognitive functions in rela-
tion to cybersecurity not just for users 

with disabilities, but also for neuro-
typical users experiencing burnout 
and exposed to increased threat due 
to reduced cognitive abilities during a 
certain period of time.

DISCUSSION
This article aims to review how cognitive 
disabilities in relation to cybersecurity 
are considered in practice. Briefly, the 
core result shows practitioners agree 
that cognitive disabilities are import-
ant to be considered in the development 
of cybersecurity functions; however, 

the extent to which they have been 
considered so far is limited.

Ten practitioners participated in 
the interviews and were asked about 
how their companies consider cogni-
tive disabilities in the development of 
cybersecurity functions for custom-
ers and in their internal cybersecurity 
practices. The consensus was that cog-
nitive disabilities were not considered 
in any of those aspects, except in a few 
cases where it has been specifically 
requested by someone. Most respon-
dents said they never really thought 
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about it, but that it was something 
they should probably address. The 
respondents further said that the topic 
had never been on their agenda but is 
important now that they know about 
it. They described that cybersecurity is 
governed by many different standards 
and legislation and consideration of 
cognitive disabilities is not needed for 
compliance with those, and therefore 
left in the dark. The interviewees fur-
ther suggested that highlighting cog-
nitive accessibility in governing laws 
and standards is probably needed for 
the industry to put an emphasis on it.

The findings revealed that cognitive 
disabilities are not considered while 
designing and developing cybersecu-
rity functions and that several chal-
lenges hinder the inclusion of cognitive 
disabilities. Some of these challenges 
include: 1) lack of such requirements 
specified by the clients, 2) lack of leg-
islation governing such inclusion, and 
3) less market potential. Furthermore, 
it was also revealed from the perspec-
tive of the avenues for the future that 
raising awareness on the topic among 
different stakeholders could help 
incorporate cognitive disabilities in the 
design and development of cybersecu-
rity functions. In addition, providing 
incentives to the industry in terms of 
monetary benefits could also provide a 
push toward such inclusion.

Cognitively accessible cybersecurity 
is important for users who suffer from 
cognitive disabilities. As discussed ear-
lier, the cognitive ability of neurotyp-
ical users may be negatively impacted 
by temporary conditions, such as burn-
out. Even stress and weariness can 
cause a person’s cognitive abilities to 
be temporarily lowered. Consequently, 
cognitively accessible cybersecurity 
functions can be beneficial for all 
users.

This research shows that cogni-
tive accessibility is important 
for making all users able to use 

cybersecurity functions. However, 
it also shows that both industry and 
research are far from ready to address 
the topic of cognitively accessible 
cybersecurity. While explored research 
identifies that cognitive accessibility 
lowers the bar for the adoption of cyber-
security functions, practitioners sug-
gest that laws and standards that the 
industry must comply with do not focus 
on this issue. A suggestion, consider-
ing this research, is that decision-mak-
ers and standardization bodies include 
cognitive accessibility into govern-
ing documents.

This research shows that cognitive 
accessibility is an important cybersecu-
rity topic and reveals that both research 
and practitioner insight are scarce. Con-
sequently, there are several avenues 
for further research. One such avenue 
would be to focus on the cognitive energy 
required to engage with cybersecurity 
functions. Being able to measure how 
much energy a certain tool or process 
requires would be beneficial and devel-
oping such a metric could be a direction 
for future work. Another possibility is 
to focus on the needs of the industry by 
researching the industry’s prepared-
ness to include cognitive accessibility 
in cybersecurity practices. 
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