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Progress on the Fault Diagnosis Approach for
Lithium-1on Battery Systems: Advances,
Challenges, and Prospects

Hanxiao Liu, Luan Zhang, and Liwei Li

Abstract—Because of their advantages of high energy
and power density, low self-discharge rate, and long
lifespan, lithium-ion batteries (LIBs) have been widely
used in many applications such as electric vehicles, energy
storage systems, smart grids, etc. However, lithium-ion
battery systems (LIBSs) frequently malfunction because of
complex working conditions, harsh operating environment,
battery inconsistency, and inherent defects in battery cells.
Thus, safety of LIBSs has become a prominent problem
and has attracted wide attention. Therefore, efficient and
accurate fault diagnosis for LIBs is very important. This
paper provides a comprehensive review of the latest re-
search progress in fault diagnosis for LIBs. First, the types
of battery faults are comprehensively introduced and the
characteristics of each fault are analyzed. Then, the fault
diagnosis methods are systematically elaborated, including
model-based, data processing-based, machine learn-
ing-based and knowledge-based methods. The latest re-
search is discussed and existing issues and challenges are
presented, while future developments are also prospected.
The aim is to promote further researches into efficient and
advanced fault diagnosis methods for more reliable and
safer LIBs.

Index Terms—Battery management system, battery
safety, fault diagnosis, lithium-ion battery system.

I. INTRODUCTION

hina has set a target of “carbon peaking by 2030
and carbon neutrality by 2060, and is vigorously
developing applications of new energy sources [1], [2].
On the one hand, electric vehicles (EVs) are gradually
replacing traditional fuel vehicles as the new main-
stream means of transportation, and is the focus of de-
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velopment and competition around the world [3]—[6]. In
addition, energy storage systems (ESSs) have been
installed in large numbers to improve the power grid’s
capacity to absorb new energy generation [7]—[9].

A. Lithium-ion Battery Systems

Lithium-ion batteries (LIBs) have been widely used
in EVs and ESSs because of their advantages of high
energy/power density, low self-discharge rate, no
memory effect, long lifespan, low level of pollution and
light weight [10]-[14]. However, in recent years, fire
and explosion accidents of EVs and ESSs caused by
LIB faults have occurred frequently [15]. Consequently,
the safety of lithium-ion battery systems (LIBSs) has
attracted widespread attention, and the safety threat
from LIBs has become a prominent problem [16].

B. Faults in LIBSs

There are some potential safety problems in LIBs,
which may threaten the life and property of consumers
[17]. Temperature has a significant impact on LIB
performance. At high temperature, LIBs may experi-
ence self-discharge and capacity degradation. More
seriously, an exceptionally hot environment might lead
LIBs to overheat, and this could even trigger a thermal
runaway (TR) and eventually result in fire and explo-
sion [18]. On the other hand, low temperature condi-
tions can lead to increased charge-transfer resistance at
the electrode-electrolyte interface, thus causing EVs to
lose a significant amount of power and have a reduced
driving mileage [19]. Typically, the optimum opera-
tional temperature range of a battery is from 25°C to
55°C. When the temperature exceeds 60°C, its heating
starts to be taken over by thermal abuse reactions
[20]-[22]. With the development of LIB technologies,
the specific energy of an LIB increases dramatically and
the separator gets thinner, which reduces the thermal
stability of LIBSs [23]. At the same time, in order to
meet the needs of voltage, current, power, and energy, a
large amount of battery cells are connected into battery
modules, battery packs, and even battery clusters via
series-parallel connections [24], [25]. The extensive use
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of connection components raises the complexity of
LIBSs and increases the probability of different faults
and safety accidents [26]. In EVs, the operating condi-
tions of LIBSs are complex and the working environ-
ment is harsh. For example, LIBSs of EVs suffer from
frequent vibration, impact, and experience low temper-
ature conditions, as well as generating a lot of heat in-
ducing temperature rise during the normal operating
process [27]. This may lead to safety hazards.

LIBS of EVs consists of LIB packs, sensors, battery
thermal management systems (BTMSs), battery man-
agement systems (BMSs), connectors and so on [28]. A
BMS is deployed to guarantee the safety and perfor-
mance of LIBSs [29]. It performs state estimation, state
monitoring, thermal management, fault diagnosis and
prognosis, and fault-tolerant control for efficient and

Predisposing factors

Harsh environment

e Extrusion, vibration, impact
e Soaking

e Extreme temperature

Battery abuse

* Overcharging

e Overdischarging
* Excessive current

safe working [30]. The role of BTMSs is to maintain the
temperature of battery within its safe range to ensure its
reliable operation even in higher load conditions
[31]-[33].

As shown in Fig. 1, according to the location of the
fault, the common faults in LIBSs can be roughly di-
vided into four categories: battery abuse faults which
includes internal short circuit (ISC), external short cir-
cuit (ESC), overcharge and over-discharge faults [34],
[35]; sensor faults; connection faults; and other faults
such as BMS malfunction, contactor faults, etc. If faults
can be detected at an early stage and fault-tolerant con-
trol is conducted, it is possible to prevent the worsening
of the faults and mitigate potential harm to people and
property [36], [37]. Consequently, performing efficient
and accurate fault diagnostics for LIBSs is critical.
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Fig. 1. The functions of BMS and the causes, types, and hazards of faults in LIBs.

C. Objective

The main objective of this work is to clearly demon-
strate the fault types in LIBs, systematically summarize
the current fault diagnosis methods, elaborate the cur-
rent research progress on fault diagnostics, present the
existing issues and challenges of fault diagnosis re-
search, and prospect the future development trends of
fault diagnosis for LIBSs.

The remainder of the paper is structured as follows.
Section II introduces the fault types in LIBs and ana-
lyzes the mechanism and characteristics of each type of
fault. Section III systematically summarizes the fault

diagnosis methods and describes the characteristics of
each type. Section IV focuses on the current research in
fault diagnosis, while Section V discusses the existing
issues and challenges and outlines the development
trends of fault diagnosis. Section VI draws the conclu-
sions.

II. FAULT TYPES

As shown in Table I, types of faults in LIBs include
BMS malfunction, ISC, ESC, sensor, insulation de-
struction, electrical connection (EC) faults, TR, and
contactor fault [38].
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TABLE I
TYPES, REASONS, AND HAZARDS OF FAULTS IN LIBSS
Fault types Reasons Fault hazards Fault characteristics Diagnosis methods References
BMS mal- Hash operation environ- . Communication, decision Machine learning-based,
function ment LIBSs breaking down and action failure knowledge-based methods [39], [40]
Impure material, 1mpre- Inf:rease oqultage tneon- Voltage drop, temperature Model-based, data pro-
cise manufacturing, sistency, rapid degrada- .o . .
ISC fault . . AP rise, joule heat source cessing-based, machine [41]-[43]
extrusion, puncture, tion, rapid rise of temper- . .
dropping ature. TR inside the cell learning-based methods
Collision, electrolyte ..
leakage, water immer- Temperat'ure nsing, ag- Vo!tage; drop, temperature Model-based and machine
ESC fault . . . gravated inconsistency, rise, joule heat source . [44], [45]
sion, connection wire . . learning-based methods
> o accelerated aging outside the cell
accidental colliding
Rapid heat generation Tremendous heat release, Mr(;(ieels_s}zisegaizg git;
TR caused by ISC, ESC et Battery fire and explosion venting explosive and nfachine leirnin _based [46]-[48]
al., slow heat dissipation flammable gases &
methods
Overcharging and over-
Inherent defects, sensors discharging protection . Model-based, and ma-
. . loss, low precision of state Measurement value bias, . .
Sensor fault  aging, and harsh working Do - : . chine learning-based [34], [49]
. estimation, power protec- drift, freezing or scaling
environment . . methods
tion loss, aggravated in-
consistency
bl oz
Insulation . yer rupture, Increasing of risk of ESC Insulation resistance method, electric bridge
. high voltage wire bond- . . . [50], [51]
destruction . . . and electric shock dropping based method, signal
ing with shell, abrasion, injection based method
isolation failure in BMS J
Oxidation at the contact Reduct.lon in the available . . Model-based, and ma-
. capacity, aggravated In- Contact resistance in- . .
EC fault surface, poor assembling, . . . . chine learning-based [52]
. . . consistency, excessive creasing, temperature rise
and intense vibration . methods
heat generation
Contactor Aging of contactor, hash Loss (.)f functloq, fa‘h‘?"' of . . signal driven-based
. . batteries protection, failure Action failure [53]
fault operation environment methods

of temperature control

A. BMS Malfunction

A BMS is the core device for implementing status
monitoring and safety management of LIBs. To reduce
the impact of high current, high and low temperature,
overcharge and overdischarge on batteries, the use of a
BMS is essential. It detects the cell voltage, cell tem-
perature, charge, and discharge current in real time,
estimates the state of charge (SOC) [54], state of power
(SOP) [55] and state of health (SOH) [56] according to
the measured information, and requests appropriate
charging voltage and current from the charger. An LIB
must be operated within a strict scope [57], so when the
cell voltage, temperature and real-time power exceed
the normal range, the BMS will transmit a power limit
command or cut off the battery pack for its protection.
In general, proper monitor and control strategies of a
BMS can avoid battery overcurrent, over-temperature,
under-temperature, overcharge and overdischarge.
However, because of the harsh temperature, humidity,
vibration, and electromagnetic environment, BMS may
have functional failures, including communication,
decision and action failures, which can lead to EV
breaking down and ESS tripping. The schematic dia-
gram of a BMS is shown in Fig. 2.
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Fig. 2. The schematic diagram of BMS.

B. ISC Faults

ISC is one of the most dangerous battery faults, re-
sulting from the discharge circuit formed by the con-
nection between positive current collector and anode
active material within the battery. When the fault degree
is minor, the short circuit current will be small so it is
difficult to detect and diagnose the ISC. As time goes on,
the ISC will increase the voltage inconsistency within
the battery pack and finally result in a rapid degradation
of the faulty battery. When the fault degree is serious, a
large amount of energy will be released in a short time,
which will cause a rapid temperature rise inside the
faulty battery. After a short time, the high temperature
will spread to adjacent batteries, eventually leading to
serious safety accidents, such as TR, further fires, and
explosions [58], [59].
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The causes of ISC are usually divided into two types,
i.e., internal and external. In the internal type, impure
material and imprecise manufacturing may cause ISC
during long-time use. In addition, high current abuse at
high temperature will cause lithium dendrite growth,
which produces a serious potential hazard of forming an
ISC. In the external type, battery extrusion and puncture
can cause ISC directly. The schematic diagram of lith-
ium dendrite growth is shown in Fig. 3, and the causes
and hazards of ISC are shown in Fig. 4.

Anode Cathode

=

|
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Fig. 3. The schematic diagram of lithium dendrite growth.
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Fig. 4. The causes and hazards of an ISC.

C. ESC Faults

An ESC has a relatively simple mechanism, including
deformation caused by collision, water immersion,
electrolyte leakage and connection wires accidentally
colliding. When an ESC occurs, the energy stored in the
battery is released in the form of heat, which increases
the temperature of the connection point and subse-
quently heats up the battery. The rapid heating of the
connection point may cause the metal to melt or bounce,
thus disconnecting the ESC branch and resolving the
ESC fault. Otherwise, the ESC branch will continuously
discharge the faulty battery. In the long run, the battery
inconsistency will be aggravated and the faulty battery
will age at an accelerated rate because of the continuous

improper discharging. The warming of the faulty battery
is more obvious when there is a high SOC and large
short circuit current. The length of the ESC has a great
influence on the battery. The longer the short circuit
lasts, the more serious the damage to the faulty battery.
Prolonged ESC will cause irreversible damage, whereas
if the ESC is resolved quickly, the terminal voltage of
the faulty battery will be restored. Therefore, accurate
and fast diagnosis is important. The causes, automatic
resolution and hazards of ESC are shown in Fig. 5.
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Fig. 5. The causes and hazards of an ESC.

D. TR

TR is the ultimate manifestation of a serious electro-
chemical fault, accompanied by violent fires and explo-
sions. In TR, one or more batteries heat up quickly and
burn, causing the surrounding batteries to burn as well. It
often results in the scrapping of the entire EV and the
destruction of the entire ESS plant, with potential injures
to personnel. Temperature plays an important role in the
battery thermal diffusion mechanism [60], and the direct
reason for and stimulation of TR are overheating [61].
The main causes of temperature out of control are the
increase of heating power caused by an ISC and the low
speed of heat dissipation caused by battery abuse at high
ambient temperature. Battery usage at high temperature
can be attributed to inappropriate management strategies
from the BMS. The schematic diagram of a TR is shown
in Fig. 6. The features of a TR include severe high in-
ternal temperature, large temperature difference within
the battery, and significant rise in internal resistance [62],
[63]. TR propagation within a LIB system is more serious
than the TR in a single cell. The TR propagation is related
to different cell types and electrical configurations [64].
Some measures can be taken to delay or prevent TR, such
as enhancing the heat dissipation level, increasing the TR
triggering temperature, adding an extra thermal resistant
layer between adjacent battery cells and so on [65].
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Fig. 6. The schematic diagram of thermal runaway.

E. Sensor Faults

Sensors provide primary battery data for the BMS
[66], [67]. Accurate sensing data is the basis of BMS for
state estimation and fault diagnosis. In practical appli-
cations, sensors will have faults such as volatility, offset,
sticking and low precision, due to the inherent defects,
aging, and harsh working environment. The data vola-
tility often occurs in a harsh electromagnetic environ-
ment caused by power electronic devices, such as motor
controllers, power conversion systems, etc. The data
sticking is often caused by incomplete sensor status
control or wrong data processing, as well as the failure
of the sensor itself. Low precision is often caused by
inherent problems, such as design and manufacturing
defects, and the impact of a harsh environment.

Wrong sensing data can cause the BMS to make a
wrong decision, which will accelerate the degradation of
batteries and even lead to serious accidents [68], [69].
There are voltage, current and temperature sensors in
LIBS:s. In the event of voltage sensor fault, a BMS cannot
protect the batteries from overcharging and overdis-
charging, and the inconsistency of multi-cluster LIBSs
will be aggravated, whereas faults in the current sensor
can prevent BMS from accurately estimating the SOC
and performing power protection [70], [71]. When the
temperature sensor fault occurs, BMS is unable to per-
form thermal management, and neither can the maximum
acceptable power be accurately estimated. The causes,
types and hazards of sensor faults are shown in Fig. 7.
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Fig. 7. The schematic diagram of sensor faults.

In addition, as LIBS scale continues to increase, the
topology of sensor networks is also constantly improving.
In large LIBSs (such as ESSs), the large numbers of
batteries bring complexity in wiring arrangement and
assembling. In order to improve manufacturing effi-
ciency and reduce the error rate, wireless sensor networks
(WSNs), as schematically shown in Fig. 8, are widely
used. However, the WSNs sensors are often prone to
various faults such as frequent crashes and temporary or
permanent failures in harsh environments [72]. Therefore,
the rapid configuration, fault diagnosis and recovery of
WSNs have become a hot research topic.
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Fig. 8. The schematic diagram of WSNss.

F. Insulation Destruction

At present, the voltages of electrochemical ESSs and
EVs have reached 1500 V and 900 V. These require
detection of electrical insulation between the shell and
two poles of battery pack for safety reasons. The dam-
age of insulation increases the risk of an ESC and elec-
tric shock. The insulation degree of LIBSs can be ex-
pressed by the equivalent resistance between the shell
and two poles of the battery pack. If the equivalent
resistance drops below the alarm threshold, it indicates
that the insulation of the LIBSs has been damaged.
Insulation destruction is mainly caused by electrolyte
leakage, insulation layer break, high voltage wire
bonding with shell, abrasion due to vibration and isola-
tion failure in the BMS. In dry conditions, the equiva-
lent insulation resistance of newly produced battery
packs often reaches 50 MQ2.

The methods of insulation fault diagnosis mainly in-
clude direct measurement [73], electric bridge-based
including balanced bridge and unbalanced bridge [74],
[75], and signal injection based methods [76]. The sig-
nal injection method injects voltage or current signal
into the battery pack. This can generate a feedback
signal for calculating the insulation resistance. To better
deal with system noise and improve the accuracy of the
calculation results, the signal injection method can
combine with the filtering algorithms [77], [78] and
adaptive forgetting factor recursive least square
(AFFRLS) algorithms [51]. The unbalanced bridge
method has high accuracy and low implementation
difficulty, but it needs two voltages of the same point
with different switch states. Hence, in practical appli-
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cations, when the current is high, the accuracy is re-
duced because of the continuous change of terminal
voltage of the battery pack. On the other hand, the dis-
tributed capacitances between the buses and shells ex-
tend the transition time of the voltage to be measured.
Once the transition time exceeds the detection period,
the accuracy will be greatly reduced. Thus, eliminating
the impact of distributed capacitances is a technical
focus of BMSs. The causes and implementation meth-
ods of insulation destruction are shown in Fig. 9.

Schematic of Implement methods
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High voltage
wire bonding
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vibration

Isolation failure Equivalent Signal injection
in BMS isolation method
resistance

Fig. 9. The causes of insulation destruction and implementation
methods of insulation detection.

G. Electrical Connection Faults

An EC fault is a phenomenon in which the connection
between the metal connector and the battery pole is
weak. This is often caused by oxidation at the contact
surface, poor assembling, and intense vibration. When
the fault occurs, the equivalent resistance between two
neighboring batteries is unstable, thus reducing the
dynamic performance of the battery pack [79], [80], and
generating excessive heat which will raise the battery
temperature [81]-[83]. Prolonged operation under
heavy load may lead to melting of metal battery termi-
nals [84]. In the parallel battery structure, poor connec-
tion of a single cell will lead to a reduction in the
available capacity of the battery, and aggravate the
inconsistency within the battery pack. The causes and
hazards of an EC fault are shown in Fig. 10.
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Fig. 10. The causes and hazards of an EC fault.

H. Contactor Faults

Contactor failure can be divided into contactor adhe-
sion and contactor failures. Contactor failure often re-
sults in a loss of function or a car breaking down,
whereas contactor adhesion can result in the failure to
protect batteries or control temperature, potentially
leading to more serious accidents. To detect whether the
action of the contactor is consistent with the driving
signal, many contactors are usually equipped with aux-
iliary contactors, so that the BMS can detect the signals
of auxiliary contactors to determine the state of the
contactor. However, this detection method is invalid
when the auxiliary contactors have the same failure as
the primary contactor.

[II. FAULT DIAGNOSIS METHODS

As shown in Fig. 11, the fault diagnosis methods can
be roughly classified into four categories, i.e., mod-
el-based [85], data processing-based [86], machine
learning-based [87], and knowledge-based methods
[88].
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Expert system | CNN-LSTM

Fuzzy logic-based method

L Knowledge-based

method Graph theory-based method

Fig. 11. Fault diagnosis methods for LIBs.

A. Model-based Methods

Model-based fault diagnosis methods employ the
battery model to generate a set of residuals by com-
paring the signals from the model with the measurable
signals to obtain fault information. The residuals are
then evaluated by fault thresholds to judge whether the
LIBS is at fault. Battery models, including electrical,
thermal and coupling models, are the basis for mod-
el-based fault diagnosis methods. In theory, the residual
values are zero when the LIBS has no fault, and when a
fault occurs the residuals will deviate from its normal
range. However, the residual values fluctuate around
zero even with no battery fault because of modeling
errors and the impact of measurement noise and process
noise on the actual system. Model-based fault diagnosis
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methods can be divided into categories of parameter
estimation, state estimation, and structural analysis [89].

The state estimation method uses filters such as Kal-
man filter (KF) [90], extended Kalman filter(EKF) [91],
unscented Kalman filter (UKF) [85], and particle filters
filter (PF) [92], or observers such as sliding mode [71],
Luenberger [93], and adaptive observers [94], to recon-
struct or estimate state parameters, including SOC, open
circuit voltage (OCV), terminal voltage, etc., from the
established battery models, and then generates residuals
by comparing them with measured values. The com-
monly used battery models include equivalent circuit
(ECMs) [95], electrochemical [96], coupling (elec-
tric-thermal coupled [97], [98], electrochemical-thermal
coupled [99], mechanical electrochemical-thermal cou-
pled [100]), and fractional order models (FOMs) [101].
The state estimation method can achieve real-time fault
diagnosis, while simultaneously monitoring the states of
the LIBS.

Faults can affect the physical characteristics of the
LIBS, leading to changes in model parameters. Param-
eter identification methods estimate parameters that can
reflect the physical characteristics of the LIBS, and fault
diagnosis is conducted through parameter changes be-
fore and after the faults. Because of the strong
non-linearity of the LIBS, nonlinear parameter estima-
tion methods such as least squares [102], filtering
techniques, and genetic algorithms (GAs) are used to
estimate system parameters. However, the parameter
identification method requires a high-precision battery
model to accurately estimate battery parameters.

The structural analysis finds the structural
over-determined part of the system model by analyzing
the system structural model. Then a residual is gener-
ated based on the structural over-determined part for
fault diagnosis. The structural analysis method can
analyze the process of fault detection and isolation
(FDI). This facilitates the design of residual generation
for fault isolation [103].

B. Data Processing-based Methods

When a fault occurs in the LIBS, fault information
will be contained in the data collected by the sensors.
Therefore, LIBS fault diagnosis can be carried out by
analyzing measurement data. The data processing-based
method employs some signal processing techniques and
statistics analysis methods [104], such as Shannon en-
tropy [84], sample entropy [105], wavelet transform
[106], standard deviation [107], correlation coefficient
theory [86], Z-score [108], principal component analy-
sis (PCA) [109], [110] and so on, to perform special
data processing on measured data, in order to extract
effective fault features for fault diagnosis. As data
processing-based methods depend on neither precise
analytical battery models nor the experience of experts,

nor understanding of the complex system structure and
fault mechanism, they have been widely applied to
LIBS fault diagnostics.

C. Machine Learning-based Methods

Machine learning-based methods learn knowledge
from training sample sets for fault diagnosis. Neural
networks (NNs) and the support vector machine (SVM)
[111] are two typical machine learning algorithms for
fault diagnosis for LIBSs.

NNs include the back-propagation neural networks
(BPNN)[97], long short-term memory (LSTM) [87],
[112]-[114], general regression neural networks (GRNN),
and convolutional neural networks (CNN)-LSTM [115].
The principle of fault diagnosis based on an NN is to
establish the inference relationship between fault data
and fault types through training. Then, in the online
diagnosis stage, the real-time collected battery data
serves as the input to the NN and its output is the pos-
sible types of faults in the LIBS. This method requires a
large amount of accurate fault data to train the network,
otherwise it may lead to over-fitting, which can result in
reduced accuracy.

The principle of fault diagnosis based on an SVM is
to map the input space to the high-dimensional space
through the kernel function, and find the optimal hy-
perplane in the high-dimensional space. This method
treats fault diagnosis as a sample classification problem
and trains accurate classifiers based on historical data
for fault diagnosis. Compared with an NN, an SVM has
better generalizability and is more suitable for LIBSs
because of its limited data.

The relevance vector machine (RVM) is a sparse
probability model, which is a supervised learning ap-
proach and is carried out in a Bayesian framework.
Compared to the SVM algorithm, the RVM has many
advantages, including higher sparsity, simpler parame-
ter setting, and the kernel function is not restricted by
Mercer condition. Also, it can give the posterior prob-
ability of class memberships to provide a better
judgement for fault diagnosis [116].

D. Knowledge-based Methods

The knowledge-based methods use the knowledge of
fault diagnosis, without relying on the mathematical
model of the battery, though they require a thorough
understanding of fault mechanisms in advance. The
widely used knowledge-based fault diagnosis methods
include expert systems [117], fuzzy logic-based [88],
and graph theory-based methods [118].

The expert systems simulate the reasoning and deci-
sion-making of experts in related fields, using historical
databases and the rich experience and knowledge of
experts to establish knowledge and rules. When they are
applied to fault diagnosis, there are some problems such
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as inaccurate knowledge representation and difficulties
in acquiring knowledge. The fuzzy logic methods use
fuzzy parameters, models, and thresholds to perform
fault diagnosis. The graph theory methods use the fault
propagation relationships between various components
in an LIBS to construct a fault diagnosis network.
However, the complex mechanisms make it difficult for
them to establish accurate fault diagnostic networks.

IV. FAULT DIAGNOSIS

Fault diagnosis can be divided into three subtasks [89],
as shown in Table II. Fault detection indicates the dis-
covery of a fault, fault isolation refers to the localization
or classification of the fault, while fault identification or
analysis refers to determining the cause and magnitude of
the fault [119]. At present, a wide variety of schemes and
algorithms have been employed for fault diagnostics.

TABLE I1
FAULT DIAGNOSIS SUBTASKS

Fault diagnosis sub-task Meaning

Fault detection Discovering of a fault

Fault isolation Localizing or classifying the fault

Determining the cause and mag-

Fault identification or analysis nitude of the fault

A. ISC Faults

The ISC fault is one of the most serious faults in an
LIB system and the fire accidents of EVs are mostly
caused by an ISC induced battery TR [120]. The
methods used for ISC diagnosis include model-based,
data-processing-based, machine learning-based and
other diagnosis methods.

1) Model-based Methods

When an ISC fault occurs, the ISC will lead to
changes of electrical parameters such as OCV, OCV
difference, internal resistance, SOC, SOC difference,
and leakage current due to the abnormal loss of cell
electricity caused by self-discharging of the ISC [16].
Based on this characteristic criterion of an ISC fault,
reference [121] estimates the cell SOC difference with
the mean SOC for a battery pack by EKF based on a cell
difference model (CDM). A micro-short-circuit (MSC)
diagnostic method is then presented by employing a
recursive least squares (RLS) filter, which can estimate
the short-circuit resistance accurately. The short circuit
fault can be detected through checking the difference
between the estimated and calculated SOC. Reference
[122] constructs an H_ nonlinear observer to estimate
the SOC and soft short circuit (SC) current based on an
augmented state-pace battery model. The soft SC fault
is detected by checking the difference between the es-
timated SOC from the observer and the calculated SOC
from Coulomb counting. In [123], an online mod-

el-based fault-diagnosis algorithm is presented for an
ISC. The algorithm estimates the SOC and Ohmic heat
resistance using the EKF and the RLS. Subsequently,
the ISC fault and its fault level are determined by the
deviations of the SOC, internal ohmic resistance, volt-
age, and temperature between batteries. Reference [124]
presents a model-based switching model method (SMM)
to detect an ISC in the LIB. The ISC is introduced into
the ECM, while the OCV and SOC are estimated based
on the improved ECM using the RLS algorithm. Then,
the ISC resistance, and an ISC fault index, are estimated
accurately from the estimated OCVs and SOCs to up-
date the model and detect the ISC fault.

References [125] and [126] conduct diagnosis for an
ISC fault based on the SOC estimator and ISC re-
sistance estimator using ECM. In order to diagnose an
ISC with high diagnostic accuracy as well as strong
robustness to battery degradation and disturbance, ref-
erence [127] proposes an aging-robust and disturb-
ance-immune ISC diagnostic method incorporating a
multistate-fusion ISC resistance estimator and a recur-
sive total least squares with variant forgetting
(RTLSVF)-based bias compensator within a universal
model-switching framework. In [128], a multi-state
fusion-based ISC fault diagnosis method is proposed to
estimate the ISC current and resistance via the multi
states of batteries.

Reference [129] proposes a three-dimensional elec-
trochemical-thermal model to simulate the ISC fault of
an LIB. This makes ISC detection a parameter estima-
tion problem. In this model, the RLS algorithm with a
forgetting factor is employed to estimate the crucial
parameters in the ECM and the energy balance equation
(EBE) model. These are used to detect the ISC. In [130],
a mechanical-electrical-thermal modeling approach is
presented for predicting the ISC of a lithium-ion cell
when the ISC is induced by mechanical abuse.

2) Data Processing Methods

Voltage difference value has a strong correlation with
the occurrence of a fault [131]. Reference [120] pro-
poses a cell voltage difference-based method to diag-
nose an ISC online in the TR process. It is simple and
reliable to implement in engineering use. The results
suggest that the ISC is the main cause of TR, while
overcharge is also a potential cause. In [132], a mutual
information-based micro short circuit (MSC) fault de-
tection method is proposed, one which can distinguish
the MSC fault from low capacity because MSC is more
time-related than that of the low capacity. In [133], an
empirical mode decomposition and sample entropy
based ISC diagnosis scheme is presented, where em-
pirical mode decomposition is employed to extract the
effective fault features from battery terminal voltages.
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These are then used to calculate the sample entropy
values. Reference [134] also adopts the Shannon en-
tropy algorithm for detecting the early stage of an ISC,
while [135] presents a voltage correlation coeffi-
cient-based fault detection method for short circuits.
This applies a moving average window to improve the
detection sensitivity to detect the MSC faults, and an
additive square wave is designed to avoid misdiagnosis.
It proves that the inconsistency of batteries has little
effect on the robustness of this method. Another study
in [136] employs the new mean-normalization to am-
plify the voltage characteristics of the ISC cell. This
reduces the amount of data and computation. In [137], a
local gravitation outlier-based fault diagnostic method
is presented for serial lithium-ion batteries. It extracts
fault characteristics from the variation trend of battery
voltages.

3) Machine Learning-based Methods

Reference [138] proposes a random forest (RF) clas-
sifier-based real-time ISC detection method. The RF
classifier is trained with a dataset generated with and
without an external short-circuit resistance across the
battery terminals. The test experiment shows that the
accuracy of the RF classifier is over 97%. In [139], a
large database of battery tests is obtained by using a cell
high-accuracy finite element model to produce over
2500 numerical simulations. Based on the machine
learning results, a classifier that can quickly predict the
ISC fault is developed. Combined with multiple factors
of a single time step input generation algorithm and the
single factor at multiple time steps input generation
algorithm, the local outlier factor (LOF) method is
adopted in [140] to diagnose battery faults for ESS. The
method is validated in two cooling conditions, and the
results show that the method can detect the faulty cell at
ISC severe levels of 1Q, 10Q and 100 in the
air-cooled LIB ESS and two faulty cells at ISC severe
levels of 100 Q and 25 Q in water-cooled LIB ESS.

4) Other Diagnosis Methods

Reference [141] proposes an incremental capacity
curve-based ISC diagnosis method to detect the leakage
current by the area difference between the normal cell
and the ISC cell, and to calculate the ISC resistance. A
quantitative diagnosis method is proposed in [142] for a
single LIB by comparing the discharge and charge ca-
pacities with normal values, whereas [143] presents a
remaining charge capacity (RCC)-based MSC fault
diagnosis method. This obtains the MSC resistance by
analyzing the charging cell voltage curve (CCVC)
horizontal transformation.

Reference [144] proposes a self-discharge detec-
tion-based MSC detection method, where the current

profile resulting from the potentiation polarization en-
ables the precise determination of self-discharge. In
[145]-[147], a symmetrical loop circuit topology
(SLCT)-based ISC detection method is proposed to
identify the ratio and sign of the short circuit currents in
parallel connected batteries, while time performance
improvement of hours to seconds and good sampling
accuracy under dynamic conditions are validated. Ref-
erence [148] proposes an early ISC fault diagnosis
scheme using generalized dimensionless indicators
(GDI) and LOF algorithms for LIB packs. This maps
fault indicators to a 2-dimensional space through par-
allel moving windows. An impedance identification
approach is proposed in [149] for micro ISC diagnosis
in an LIB cell, and it validates that ISC faults can be
detected through the impedance difference between the
normal and faulty cells, where the impedance gradually
increases as the degree of the short circuit increases.
Reference [150] presents a beam model approach-based
method according to the positive and radial deformation
for the ISC prediction, while [151] presents two ISC
criteria according to the separator failure, i.e., the stress
state-based criterion for comprehensive detection, and
the strain state-based criterion for easy operation. Ref-
erence [152] presents volumetric and equivalent
strain-based ISC criteria for two representative fault
modes, i.e., rapid, and gentle voltage drop. This is ap-
plicable for multi mechanical loadings.

B. ESC Faults

The results of an ESC include harness damage, shell
deformation and maloperation. These will increase the
inconsistency and accelerate the aging of LIBs.

1) Model-based Methods

Reference [153] establishes a two-step ECM to de-
scribe the ESC process and proposes an online mod-
el-based scheme to diagnosis the ESC fault, achieving
accurate and rapid diagnosis of battery packs. In[154], a
two-layer model-based ESC fault diagnosis algorithm is
proposed to recognize the battery and give a precise
model-based diagnosis. It employs an improved
first-order RC model and a dynamic-neighborhood par-
ticle swarm optimization (PSO) algorithm, and achieves
a fast diagnosis, i.e. within 5s. As shown in Fig. 12,
reference [155] presents a FOM and RF model-based
three-steps online diagnosis algorithm to identify the
ESC fault and electrolyte leakage of the LIB by calcu-
lating the root mean square error (RMSE), where the
parameters of FOM are identified by the GA and the
pre-trained RF model uses the values of discharge ca-
pacity, with maximum temperature increase used to
improve robustness.
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Fig. 12. Framework of ESC fault diagnosis scheme.

Reference [156] proposes a modified dual EKF-based
diagnostic method for the external soft-short circuit
(SSC), achieving accurate and fast diagnosis in one
cycle.

2) Machine Learning-based Methods

Reference [157] proposes an SVM-based and
two-step prediction approach to diagnose ESC faults. It
predicts the LIB maximum temperature rise, whereas
reference [158] presents a supervised statistical learning
algorithm-based and model-free method to diagnose
ESC faults using a Gaussian classifier.

C. EC Faults

A variety of factors such as installation defects, fre-
quent vibrations, bumps, or shocks can cause bolts and
welds to loosen. These factors and oxidation of the
metal surface are the causes of EC faults. EC faults
increase the inconsistency of parallel batteries, and
reduces the available capacity of the whole group. It
will also cause the battery pack performance to decrease
and affect the battery life.

1) Model-based and Data Processing-based Methods

Reference [159] presents a connection fault diagnosis
method for a series battery pack based on the first-order
RC ECM and the least squares method. It analyzes both
the battery internal resistance and its abnormal fluctua-
tion. Reference [160] presents a connection fault detec-
tion scheme of series-connected lithium-ion batteries
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packs by identifying the abnormal voltage states by the
mean square error of voltage, which increases when the
temperature changes. A Shannon entropy-based EC
fault diagnosis scheme is proposed in [161] for an LIB
pack. It captures the unstable characteristics of the
contact resistance to diagnose the EC fault. Reference
[84] proposes an entropy-based EC fault detection
method. This adopts an optimal filtering method com-
bined with a discrete cosine filter method to characterize
the system noise according to the vibration frequency to
predict the accurate time and location of electrical
connection faults in real time. In [162], Shannon en-
tropy is used to process the cell-measured voltage data
which is denoised by wavelet transformation to accu-
rately detect the battery connection fault. Compared
with the method in [84], this method simplifies the
calculation and has lower requirements for hardware.

2) Machine Learning-based Methods

In the production process of laser welding batteries,
visual inspection usually occurs. Common visual in-
spection fails to succeed in both reliability and compu-
tational efficiency. Reference [163] proposes a deep
learning-based method, and builds a welding spot qual-
ity inspection dataset connecting with a real assembly
line, and takes less than 100 ms when implementing in
Nvidia 1060 and Intel 17-6700. In [164], EC faults in
parallel battery packs are diagnosed according to the
current distribution, and a LSTM network is developed
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to predict the unmeasured current distribution from
easily collected information.

3) Other Diagnosis Methods

In many possible faults of the series-parallel con-
nected LIB pack, the cell open circuit (COC) fault is one
of the causes that leads to strong inconsistency in the
pack and the decline of pack life. Reference [165]
proposes five COC fault real-time diagnosis methods
for the series and parallel connected LIB pack, i.e.,
Kirchhoff’s law-based, Pearson correlation coeffi-
cient-based, short-time Fourier transform based, LSTM
and recurrent neural network (RNN)-based, and dual
extended Kalman filter (DEKF) based methods. These
diagnosis methods only rely on pack current and ter-
minal voltages of modules. The test results indicate that
the Kirchhoff’s law-based method has the shortest di-
agnostic delay, lowest computational cost, and lowest
misdiagnosis rate, and is more applicable for online
COC fault diagnosis. Reference [166] investigates the
energy loss caused by the EC resistances at the cur-
rent-collector bars and interface of electrodes, and in
LIB assemblies for the first time.

D. Sensor Faults

Accurate estimation of internal states of an LIB is
critical for the reliable and safe operation of EVs. At
present, the states estimation algorithms have been
widely researched, and can be divided into model-based
and data-driven methods. The prerequisite of these
methods to achieve accurate estimation is normal oper-
ation of sensors. For data-driven state estimation
methods, if training data include inaccurate data from
faulty sensors, the trained state estimation model may
be inaccurate and unreliable. Even if the pre-saved
model is accurate, they still cannot estimate states pre-
cisely if sensors malfunction when this estimation
model is applied online. As for model-based methods,
sensor faults will lead to reduction of accuracy of state
estimation. Therefore, sensor faults need to be pro-
foundly studied to help ensure the accurate estimation
of LIB states [167].

1) Model-based Methods

Reference [168] presents a model-based sensor FDI
scheme for lithium-ion batteries considering battery
degradation. It estimates the ECM parameters in real
time. In [169], a structural analysis-based scheme is
proposed to detect and isolate sensor faults of an LIB
pack using a sequential residual generator, while [170]
designs a nonlinear parity equation residual generation
(NPERG)-based scheme to detect and isolate sensor
faults, with the assumptions that the subset of inputs and

outputs is non-faulty and is the signature of the residuals.

Reference [70] proposes an EKF-based systematic fault
diagnosis scheme for current or voltage sensor faults,
where the residual is generated by comparing the

measured and estimated voltage, achieving good noise
robustness.

However, it is very difficult to determine the process
noise covariance in real applications, while an inaccurate
process noise covariance matrix will degrade fault di-
agnosis performance. To address this issue, references
[171], [172] propose an adaptive extended Kalman filter
(AEKF)-based improved sensor faults diagnosis method
for LIB packs. This adjusts the measurement and process
noise covariance adaptively and determines the noise
covariance. Reference [71] presents a model-based cur-
rent, voltage, temperature sensor diagnostic method
which employs three sliding mode observers based on
the electrical and thermal dynamics of the LIB. As
shown in Fig. 13, a model- based current, voltage sensor
FDI method is developed for a series-connected lithium
battery pack, where the true SOC is calculated by Cou-
lomb counting and the estimated SOC is obtained by the
UKF and RLS joint estimation method [173].
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Fig. 13. Sensor fault detection and isolation scheme.

Reference [174] presents a structural analysis and
EKF-based fusion sensor fault diagnosis method, which
derives the minimally structural over-determined (MSO)
sets and addresses the issue of inaccurate initial SOC in
the MSO, to diagnose the faulty sensors by evaluating
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the residuals. In [175], a new and fast model-based
sensor fault diagnosis method is proposed for LIB packs,
using a predefined factors, EKF and multiple model
adaptive estimation scheme. Reference [176] proposes a
hybrid system-based sensor fault diagnosis scheme for
LIB packs. This adopts distributed diagnostic structures
to reduce computational complexity. Current sensor fault
diagnosis can prevent over-charge and over-discharge.
Inspired by this, reference [177] adapts a PSO-based
model to estimate the load current by analyzing the re-
siduals with the Monte-Carlo method to generate an
empirical residual threshold, which is robust to modeling
uncertainties and voltage measurement noise.

2) Machine Learning-based Methods

Voltage abnormality always implies one or more
faults in batteries. However, voltages of faulty cells
often do not exceed the safety threshold before a fault
occurs. Therefore, it is important to accurately diagnose
a voltage fault in the entire operation process of EVsina
timely fashion to prevent severe damage of batteries.
Reference [178] proposes a high frequency sam-
pling-based method to diagnosis sensor faults, and four
neural network-based voltage prediction models are
developed for the four kinds of driving conditions re-
spectively, achieving good voltage prediction and fault
diagnosis in various conditions.

3) Other Diagnosis Methods

Reference [72] designs a self-adaptive-based au-
tonomous fault-awareness (SAAFA) model to limit the
impact of WSN crashes and failures, and filter the sig-
nals for gaining pure measures free of interference. It
improves the robustness of the WSN, which makes it
convenient for wide-scale application in a harsh envi-
ronment. Combined with an improved sensor topology,
references [179] and [180] propose an improved inter-
leaved voltage measurement method according to a
graphical interpretation visualizing the co-prime con-
straint. This has a broader application and lower noise
level. In [181] and [182], a multi-fault diagnostic
method is proposed, one which uses correlation coeffi-
cient theory and interleaved voltage measurement to-
pology, as shown in Fig. 14, correlating each cell and
contact resistance with two different sensors respec-
tively, with high robustness and sensitivity.
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Fig. 14. Interleaved voltage measurement topology.

E. Thermal Faults

The main phenomena of TR include the LIB rapidly
heating up and eventually exploding[183]-[185]. They
are mainly caused by battery aging, overcharge, and
high temperature operation.

1) Model-based Methods

References [38] and [169] present a structural analy-
sis and sequential residual generation-based cooling
system FDI scheme, which establishes a structural
model to analyze the detectability of the faults, and uses
the minimal structurally over-determined part to gen-
erate sequential residuals. In [186], an electrothermal
coupling model based thermal fault diagnosis algorithm
is presented to diagnose a heat generation fault and
thermal parameter fault in cylindrical lithium-ion bat-
teries. As shown in Fig. 15, a Lyapunov-based observer
[186] is designed to estimate internal resistance, and the
KF-based observer is proposed to estimate both surface
and core temperatures, while an adaptive threshold is
adopted to suppress modeling and measurement uncer-

tainties.
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Fig. 15. Thermal fault diagnosis algorithm.

Reference [187] proposes a partial differential equa-
tion (PDE) model-based real-time thermal faults diag-
nosis scheme for LIBs, using a distributed parameter
1-D thermal model of cylindrical battery cells and a
PDE observer. A two-state thermal model-based diag-
nostic algorithm for thermal fault diagnosis in LIBs is
presented [188], which describes the dynamics of the
surface and core temperatures of a battery cell, while
considering and suppressing the modelling uncertainties
by designing an adaptive threshold generator. Reference
[170] uses the nonlinear parity equation method, which
describes the fault diagnosis problem to detect and iso-
late cooling system faults.

2) Machine Learning-based Methods

Reference [189] proposes a neural network-based ap-
proach to detect thermal faults of lithium-ion batteries. It
uses a long short-term model based neutral network
model in conjunction with the stretch-forward technique
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to estimate the surface temperature of cells and detect the
thermal faults with high accuracy. In [190], an online
diagnosis method of TR for lithium-ion batteries is pro-
posed. This is based on the density-based spatial clus-
tering of applications with noise clustering to evaluate the
fault risk of cells and diagnose the potential TR cells
according to real-world data. It can accurately predict the
locations of a TR in battery pack a few days before fault
occurrence.

3) Data Processing-based Methods

To overcome the difficulties in selecting the calcula-
tion window, reference [105] presents a re-
al-scenario-based TR prognosis on a ternary battery,
and a determined anomaly coefficients-based real-time
multilevel prognosis strategy to improve sensitivity.
Reference [191] develops a four-step TR prediction
method, and a lumped thermal resistance network is
developed using the battery pack’s heat transfer char-
acteristics, while the core temperature of the battery is
predicted by solving the energy transfer equation using
an electrical circuit analogy. In [192], it is found that
when the battery is overcharged, its impedance changes
at 30-90 Hz. From this discovery, a low-cost and
compact device is designed to measure the dynamic
impedance during the overcharge process to detect an
overcharge predicted TR.

F. Battery Degradation

Battery degradation is accompanied by various phe-
nomena, such as capacity abnormality, aggravation of
inconsistency, and power fade. Therefore, the moni-
toring of the above phenomena is necessary in the de-
tection of battery aging.

1) Model-based Methods

Reference [193] proposes an historically independent
algorithm for online direct current resistance detection,
one which adopts FOM and RLS identification with
virtual current design. In [194], a low-cost, computa-
tionally small, SOC-insensitive multi-point impedance
model is proposed to monitor aging of LIBs by esti-
mating the ohmic and contact resistance.

2) Data Processing-based Methods

In order to reduce the cost of battery energy storage,
research on the second-use application of retired batter-
ies has become attractive. Considering the serious po-
tential insecurity of retired batteries, potential hazards
should be diagnosed in advance in battery tests. Over-
charging and overdischarging are the two main reasons
for accelerated battery degradation. Reference [195]
develops a fast diagnostic method for an accelerated
degradation fault, and detects the unusual changes in the
back-end voltage and calculates its second-order deriv-
ative after being normalized to recognize the accelerated
degradation fault even if the historical data is lost be-

cause of its less stringent data requirement. Reference
[196] uses PCA for the capacity degradation diagnosis of
the battery for ESSs, while [161] proposes a power fade
fault diagnosis method, demonstrated in an EV with 96
cells in series. This study shows that the power fade fault
is caused by the internal or contact resistance increase.
This diagnosis method uses Shannon entropy to identify
the cause of the power fade fault, while appropriate
measures are taken to remove the fault.

3) Machine Learning-based Methods

As a key indicator of the charging process, charging
capacity can represent the SOH of a battery system.
Abnormal charging capacity may result in sudden
changes of SOC, which, in turn, could give rise to se-
vere safety issues. As such, charging capacity diagnosis
is necessary for safe operation. Reference [197] pro-
poses a machine learning-based prediction framework
for battery charging capacity diagnosis. This uses mas-
sive real-world EV operating data. The impedance and
capacity inconsistencies among the parallel-connected
batteries can lead to uneven current distribution, which
can further result in accelerated aging and safety issues.
Thus, reference [87] uses the current and voltage values
of every parallel battery pack to estimate the uneven
current distribution via RNN with LSTM, and finally
achieves the inconsistency diagnosis. This method can
accurately track the trend and abnormal rise of branch
currents in multi-parallel battery packs and achieve
inconsistency diagnosis.

G. Multi Faults

Different types of faults may have similar effects on
the thermal and electrical characteristics of an LIB.
False diagnosis may occur if only one individual type of
fault is researched. Therefore, it is necessary to research
diagnosis methods that simultaneously consider multi-
ple faults in LIBs.

1) Model-based Methods

Reference [198] uses multiple nonlinear models
representing signature faults to achieve effective diag-
nosis of overcharge and overdischarge faults of LIBs. A
residual signal is used in the multiple-model adaptive
estimation technique to generate probabilities that de-
termine the signature faults. Reference [199] presents an
adaptive unscented Kalman filter-based fault diagnosis
method to diagnosis the parameter bias of LIBs in real
time, and slow-varying-type faults and abrupt-type
faults are taken as cases to be experimentally tested. In
[200], an interactive multiple-model (IMM) algo-
rithm-based damage detection method is presented to
detect early damage of batteries. A mode probability is
calculated from the innovations and covariances of the
predicted measurement. This indicates whether a cell is
damaged. Reference [201] also proposes an IMM algo-
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rithm combined with UKF to diagnose multiple faults of
lithium-ion batteries with improved noise suppression
capability.

Reference [202] presents a structural model-based
multi-fault diagnosis scheme for LIB systems using the
structural analysis methodology. The LIB system de-
gree of analytical redundancy is increased by adding a
different number and type of sensors, while a soft-
ware-in-the-loop (SIL) validation approach shows that
the proposed method can successfully detect and isolate
ISC, ESC and sensor faults in a LIB system.

Reference [176] proposes a multi-fault detection and
isolation method for the sensor faults and relay faults of
LIB packs based on a hybrid system and DEKF. Hybrid
automaton is used to model the battery pack, while a
distributed diagnostic structure is adopted to reduce
computational complexity. The DEKF algorithm is em-
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ployed to estimate the model states and parameters. In
[203], a hybrid system-based multi-fault diagnosis ap-
proach is proposed for an LIB pack, as shown in Fig. 16.
This diagnosis method adopts a decentralized diagnostic
structure with two local stochastic hybrid automata in
order to reduce computational complexity. Battery cell
parametric faults are diagnosed and distinguished from
sensor faults at the cell level by using parameter identi-
fication-based and residual evaluation methods. Sensor
faults and relay faults are detected and isolated through
an unscented particle filter-based hybrid system mode
estimation and discrete event system diagnosis method
at the module level. The random multi-fault injection
experiments indicate that the mean diagnosis time of cell
parametric, sensor and relay faults are within 30's, 20 s,
and 5 s, respectively, while the missed diagnosis rates
are within 2% with no false diagnosis.
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Fig. 16. Structure of the multifault diagnosis approach based on the hybrid system.

2) Data Processing-based Methods

Reference [204] proposes a modified sample entro-
py-based real-time multi-fault diagnosis method, which
can diagnose and predict different early battery faults,
including short-circuit and open-circuit faults, and can
also predict the time of occurrence of faults. References
[205] and [206] adopt a sparse data observers-based
method and a modified variance-based method to di-
agnose the minor faults comprising open circuit and
short circuit faults, respectively. The proposed methods
have high accuracy, small calculation burden, and
model-free characteristics.

Reference [182] presents a multi-fault diagnostic
strategy based on interleaved voltage measurement
topology and improved correlation coefficient method.
The strategy can diagnose and locate several types of

faults, i.e., the internal/external short circuit, sensor and
connection faults. However, the number of voltage
sensors required for this diagnosis scheme is twice the
cell number. In [207], another online multi-fault diag-
nostic scheme based on a non-redundant crossed-style
measurement circuit and improved correlation coeffi-
cient method is proposed. This can distinguish cell
faults from other faults and isolate the connection and
voltage sensor faults with high robustness. However,
this approach does not consider the effect of cell in-
consistency on the correlation coefficient. In contrast,
reference [208] considers the effect of inconsistencies in
the SOC and resistance on the correlation coefficients.
A multi-fault diagnosis method is proposed to detect
and isolate short circuit, voltage sensor, and connection
faults based on the correlation coefficients and variation
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in the voltage difference. The results show that the
scheme considering inconsistencies can improve the
speed and accuracy of diagnosis. Reference [209] uses
the interclass correlation coefficient values and the
order of cell voltages to identify the failures of battery
packs to detect battery anomalies.

Reference [210] presents a big data statistical analy-
sis-based novel fault diagnosis method, which can
achieve the verification of the detection results by the
LOF and clustering outlier diagnosis algorithms. In order
to improve the practicality of fault diagnosis methods,
reference [211] proposes one for LIBs in EVs based on
the multi-method fusion of big data. In [212], a novel
diagnosis and abnormality detection method is investi-
gated for the battery pack of electrical scooters based on
statistical distribution of operational data stored in the
cloud platform. This method calculates the Gaussian
distribution-based diagnosis coefficient to highlight the
parameter variation, and then detects and locates the
faulty cell in a timely fashion. Reference [213] presents
an ISC and sensor fault diagnosis scheme for LIB sys-
tems based on multivariate statistical analysis and volt-
age correlation coefficient. This adopts a novel mul-
ti-fault diagnosis logic using an improved contribution
plot and cross-cell sensor topology. In addition, a
semi-quantitative merit-seeking criterion is proposed.
This can determine the optimal window-width by kernel
density estimation. The proposed method significantly
outperforms existing correlation coefficient-based diag-
nosis methods in terms of diagnostic intuitiveness, de-
tection latency, and fault detection rate for LIB system
fault diagnosis. Reference [214] proposes a novel da-
ta-driven method for early-stage battery fault warning by
the fusion of short-text mining and the grey correlation,
and establishes a fault-prediction model for electric buses
based on big data on the key feature variables. This
model can effectively predict the faults and carry out the
desired early fault warning.

3) Machine Learning-based Methods

Reference [215] adopts a genetic algorithm-based
back-propagation neural network (GA-BPNN) method
for multi-fault diagnosis of LIB systems. The GA is
integrated with the BPNN for initializing and optimiz-
ing the connection weights and thresholds. Compared
with the BPNN model, the GA-BPNN has better fault
diagnosis performance. In [216], a Bayesian network is
used to perform fault diagnosis. This uses expert
knowledge to create fault nodes. Historical and
maintenance record data are employed to establish the
built network structure and learn network parameters.
The results of the experiments aimed at multi-battery
faults show high range accuracy. Reference [217] pro-
poses a fault diagnosis and prognosis method based on a
nonlinear auto-regressive exogenous (NARX) neural
network and boxplot for the first time. The NARX

neural network can accurately predict future battery
voltage, while based on the predicted voltage, the box-
plot is used for battery fault diagnosis and early warning.
Reference [218] proposes a fault diagnosis method
based on a multi-classification SVM based on a partial
binary tree structure. This approach can decrease the
dependence on data volume and improve detection
accuracy and training speed. In [219], a state-partitioned
voltage fault prognosis method based on a self-attention
network is proposed. This can diagnosis multiple faults
in new energy vehicle batteries using voltage. Reference
[220] presents a vehicle-cloud coordinated multi-type
fault diagnostics approach. A battery system simulation
model (BSSM) is established based on the simulation
experiments of various types of faults to obtain massive
charging-discharging cycle data for algorithm training
at the cloud end, while feature differences are extracted
from the vehicle end by using the cell difference model.
Thus, the decision tree classifier with high precision is
trained and its parameters are optimized. The experi-
mental results show that the proposed method has 100%
accuracy in detecting and isolating conventional faults
of an LIB system.

4) Other Diagnosis Methods

Reference [221] proposes a battery historical data and
internal resistance-based battery fault diagnosis algo-
rithm. Misdiagnose and missed diagnose are avoided
because of the combination and comparison of the me-
dian absolute deviation algorithm. In [222], active di-
agnosis is investigated in the framework of discrete
event systems, and a necessary and sufficient condition
is derived for a system to be actively diagnosable, while
controls to achieve the active diagnosis are proposed.
Reference [223] proposes a fault identification method
based on capacity estimation to estimate and distinguish
multi-short circuit and low-capacity cells effectively.
These are prone to be misdiagnosed by normal methods.
Reference [203] presents a multi-fault diagnosis ap-
proach based on a hybrid system. This considers the
battery pack as a hybrid system with hierarchical and
decentralized diagnostic structure for model complexity
reduction and diagnosability improvement. In [34], a
multi-fault detecting and isolating scheme is proposed
based on the combination of a model-based method and
sample entropy. As shown in Fig. 17, the interleaved
voltage measurement topology structure is deployed to
distinguish voltage sensor faults from connection faults
or short-circuit, whereas the residual is then generated
using structural analysis and EKF [34]. The residual is
evaluated according to the cumulative sum (CUSUM)
test to detect and isolate the sensor faults. Finally, the
sample entropy method is employed to distinguish
connection faults from ISC faults. The proposed algo-
rithm shows good robustness to both noise and incon-
sistencies.
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Fig. 17. Diagram of the multifault diagnosis algorithm based on the battery model and sample entropy.

Reference [224] presents the optimal sensor place-
ment strategy for multifault diagnosis in an LIB pack.
The structural methodology is employed to illustrate
how to select a minimal/optimal sensor set to detect and
isolate faults. An FDI scheme case study verifies that
the proposed optimal sensor set placement method is
able to detect and isolate ISC, ESC, and individual
sensor faults in a battery pack. The optimal sensor
placement strategy can be applied at the submodule,
module, and pack level, so the approach is completely
scalable.

V. CURRENT CHALLENGES AND OUTLOOK

A. Existing Challenges

Although extensive research has been conducted on
fault diagnosis for LIBSs with significant achievements,
there are still issues and challenges that need to be ad-
dressed as follows.

1) The effect of measurement errors on fault diagno-
sis has not received serious attention. In practical ap-
plications, the process of battery state estimation and
fault diagnosis depends on the measured values from
the sensors. Voltage sensors often have offset and ran-
dom errors. The former shows different values on dif-
ferent sensors, which result in battery inconsistency at
the data level, whereas the latter is more obvious under
conditions of high voltage and current, which reduces
the reliability of fault feature extraction results. The
introduction of a large time-constant filter in voltage
measurement can eliminate the influence of random
error, but it will reduce the real-time performance of
fault diagnosis and change the performance character-

istics of fault features. The method of comparing the
amount of state mutation in adjacent time will be seri-
ously affected.

2) Distinguishing battery fault types is difficult. The
data sources of a fault diagnosis method include many
voltage and current sensors, which detect the external
characteristics of changes inside the battery. However,
the differences between the external characteristics of
different fault types are not obvious, which make it
difficult to distinguish them. Also, after a long period of
operation, there is often not only one kind of fault ex-
isting. This increases the difficulty in distinguishing
fault types. In addition, most battery fault diagnosis
methods aim to identify and compare the characteristics
of specific faults, where the result of feature matching is
the diagnosis result. Therefore, when the battery fault
characteristics are not accurately extracted, or an un-
known type of fault occurs, the fault type cannot be
determined.

3) The determination of fault threshold is not theo-
retical. In many types of fault diagnosis methods,
threshold comparison is the last step. However, the
determination of threshold values primarily depends on
experience while lacking sound theoretical support. A
loose threshold will reduce the sensitivity of the algo-
rithm, whereas a strict one will increase the false posi-
tive rate of the algorithm. While fault feature extraction
can obviously diagnose the fault state, how to set a
threshold to reliably eliminate the effects of interference
and maintain strong sensitivity is still very challenging
and requires systematic work. At the same time, battery
aging modifies multiple battery model parameters.
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Therefore, in model-based and data-based fault diag-
nosis methods, model parameters, data feature extrac-
tion parameters, detection thresholds, etc., should be
automatically updated with the aging of the battery.

4) Battery micro fault detection and early fault
warning are difficult. In practical application, the
change of data characteristics caused by minor faults is
likely to be submerged in the sensor measurement errors
and complex working condition data. The identification
of minor faults depends on repeated feature matching
and validation of long-run data, as well as a large
number of micro faults and fault-free operational data at
the early stage. Big data-based multi-device and
long-term data mining processes can help detect minor
faults. However, in practical application, the estab-
lishment of data centers only plays the role of remote
monitoring, and there is a lack of effective targeted data
mining algorithms.

5) The difference between the laboratory and real
environment creates a lot of uncertainty. The fault di-
agnosis methods established in the laboratory usually
only consider battery cells or small battery modules, but
the actual ESS is a huge and complex system often
containing thousands of batteries. In addition, battery
voltage and temperature can be measured to high ac-
curacy and high frequency by special instruments in the
laboratory. This is very convenient for the estimation of
battery status but, in actual ESS, the accuracy of meas-
urement and state estimation is lower. Thus, different
data accuracy levels and system structures put forward
high requirements for the application of fault diagnosis
methods.

B. Outlook

The research outlook for fault diagnosis for LIBSs
mainly includes the following four aspects.

1) New Substitute Experiment and High-fidelity Models
for Fault Diagnosis

The current fault substitute experimental methods
cannot fully simulate the real battery fault processes or
characteristics. Thus, it is very important to develop
controllable and repeatable fault substitute simulation
methods and high-fidelity models with good electrical
and thermal fault characteristics to simulate battery
faults, especially ISC faults which pose the greatest
potential threat to the LIBS. New substitute experi-
mental and high-fidelity models will help to further
understand the mechanisms of the fault generation and
development process.

2) New Advanced Sensors for Fault Diagnosis

As sensing technology develops, it will be very at-
tractive to use advanced sensors to directly measure the
physical and chemical properties inside the battery.
Based on various external and built-in advanced sensors,
various signals during the battery cycle, such as stress,

strain, heat, etc., can be obtained at the same time and
feed into the fault diagnosis method to achieve accurate
early identification and prediction of faults. For instance,
reference [225] employs embedded optical fiber sensors
to monitor the internal temperature of a battery, while
reference [52] uses vibration sensors to collect vibration
signals of LIB packs and proposes a diagnosis method
for connection faults in LIB packs based on the vibration
signals. In future research, advanced and intelligent
sensing technology will become one of the hot spots for
producing safer LIBS.

3) Big Data Technology for Fault Diagnosis

Adopting big data technology for fault diagnosis will
achieve accurate, robust, and fast fault diagnosis. The
application and development of big data technology
have made it possible to store and process massive
historical battery data. Based on this, machine learning,
data mining, and other artificial intelligence techniques
can be combined with fault mechanisms to achieve
accurate fault diagnosis for LIBS. Based on big data
technology, developing cloud-edge collaborative sys-
tems can achieve a new safety system for monitoring the
health status and diagnosis of faults in LIBSs through-
out their entire lifespan.

4) Fault-tolerant Control

The purpose of fault-tolerant control is to reduce the
damage of faults in an LIBS and maintain the normal
operation of the system when faults occur. The current
research on battery fault diagnosis mainly focuses on
FDI, while there is less research on fault-tolerant control.
After the faults have been detected and isolated, how to
carry out effective fault-tolerant control to ensure con-
tinuous safe operation of the system is the key to reduce
the harm caused by the faults. Therefore, fault-tolerant
control needs to be further researched from two aspects:
control algorithm and LIBS structure. On LIBS struc-
ture, reconfigurable LIBSs with switches are promising
for fault tolerance operation because they allow the
LIBS to be reconfigured when faults occur [119].

VI. CONCLUSION

Due to the frequent occurrence of fire and explosion
accidents in LIBSs, their safety has become a prominent
problem, and has attracted a lot of attention. Advanced
and efficient fault diagnosis for LIBSs is essential to
troubleshoot issues and ensure safe operation of LIBSs.

This paper presents a comprehensive analysis and
detailed summary of the types, characteristics, and di-
agnosis methods for faults in LIBSs. It illustrates cur-
rent research progress, existing challenges, and the
outlook of fault diagnosis for LIBSs. First, the fault
types in LIBSs are summarized, including BMS mal-
function, ISC, ESC, TR, and sensor faults, insulation
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destruction, EC and contactor faults, while their
mechanisms and characteristics are elaborated sepa-
rately. Then, fault diagnosis methods are summarized
into four categories, i.e., model-based, data-processing,

machine learning-based, and knowledge-based methods.

They all have different pros and cons. Next, based on
the classified diagnosis methods, current research is
comprehensively described. Finally, the existing issues
and challenges of fault diagnosis are discussed system-
atically, and the future development trends are pro-
spected. All this can further boost the development of
efficient and advanced fault diagnosis to enhance the
reliability and safety of LIBSs.

ACKNOWLEDGMENT
Not applicable.

AUTHORS’ CONTRIBUTIONS

Hanxiao Liu: writing-original draft, writing-review &
editing, visualization, and the construction of the paper
framework. Luan Zhang: writing-original draft, writ-
ing-review & editing. Liwei Li: supervision and project
administration. All authors read and approved the final
manuscript.

FUNDING

This work is supported by the State Key Program of
National Natural Science Foundation of China (No.
62133007).

AVAILABILITY OF DATA AND MATERIALS
Not applicable.

DECLARATIONS

Competing interests: The authors declare that they
have no known competing financial interests or per-
sonal relationships that could have appeared to influ-
ence the work reported in this article.

AUTHORS’ INFORMATION

Hanxiao Liu received the M.S. degree in electrical
engineering from Qingdao University, Qingdao, in 2020.
Since 2021, he has been a doctoral student at the School
of Control Science and Engineering of Shandong Uni-
versity. His research interests include battery manage-
ment systems and battery fault diagnosis technologies.

Luan Zhang received the B.S. degree in aircraft power
engineering from Nanjing University of Aeronautics
and Astronautics, Nanjing, in 2020. Since 2022, he has
been a master student at the School of Control Science
and Engineering of Shandong University. His research
interests include battery modeling and fault diagnosis
technologies.

Liwei Li received the Ph.D. degree in mechanical and
electronic engineering from Dalian University of
Technology, Dalian, in 2007. He has been a professor at
the School of Computer Science and Technology of
Shandong University. His research interests include the
development of electronic control systems for new en-
ergy vehicles, the energy management and collaborative
control of energy storage systems, the electrification
and automation of rail transit, and the intelligent mon-
itoring and condition maintenance of power systems.

REFERENCES

[1T Y. Guo, D. Yang, and Y. Zhang et al, “Online
estimation of SOH for lithium-ion battery based on
SSA-Elman neural network,” Protection and Control of
Modern Power Systems, vol. 7, no. 3, pp. 1-17, Jul.
2022.

[2] G. Zhang, X. Wei, and X. Tang et al., “Internal short
circuit mechanisms, experimental approaches and
detection methods of lithium-ion batteries for electric
vehicles: a review,” Renewable & Sustainable Energy
Reviews, vol. 141, May 2021.

[3] J. Guo, X. Zhang, and F. Gu et al., “Does air pollution
stimulate electric vehicle sales? Empirical evidence
from twenty major cities in China,” Journal of Cleaner
Production, vol. 249, Mar. 2020.

[4] J. Zheng, X. Sun, and L. Jia et al., “Electric passenger
vehicles sales and carbon dioxide emission reduction
potential in china's leading markets,” Journal of Cleaner
Production, vol. 243, Jan. 2020.

[5] M. K. Hasan, M. Mahmud, and A. K. M. A. Habib et al.,
“Review of electric vehicle energy storage and
management system: Standards, issues, and challenges,”
Journal of Energy Storage, vol. 41, Sept. 2021.

[6] X. Zhao, O. C. Doering, and W. E. Tyner, “The
economic competitiveness and emissions of battery
electric vehicles in china,” Applied Energy, vol. 156, pp.
666-675, Oct. 2015.

[71 L.Wang, L. Xie,and Y. Yang et al., “Distributed online
voltage control with fast PV power fluctuations and
imperfect communication,” [EEE Transactions on
Smart Grid, vol. 14, no. 5, pp. 3681-3695, Sept. 2023.

[8] H. Dai, B. Jiang, and X. Hu et al., “Advanced battery
management strategies for a sustainable energy future:
multilayer design concepts and research trends,”
Renewable & Sustainable Energy Reviews, vol. 138,
Mar. 2021.

[9]1 H. Rahimi-Eichi, U. Ojha, and F. Baronti et al., “Battery
management system: an overview of its application in
the smart grid and electric vehicles,” IEEE Industrial
Electronics Magazine, vol. 7, no. 2, pp. 4-16, Jun. 2013.

[10] Y. Kang, X. Yang, and Z. Zhou et al., “A comparative
study of fault diagnostic methods for lithium-ion
batteries based on a standardized fault feature
comparison method,” Journal of Cleaner Production,
vol. 278, Jan. 2021.

[11] Y. Liu, L. Wang, and D. Li et al, “State-of-health
estimation of lithium-ion batteries based on
electrochemical impedance spectroscopy: a review,”
Protection and Control of Modern Power Systems, vol.
8, no. 3, pp. 1-17, Jul. 2023.



34

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

PROTECTION AND CONTROL OF MODERN POWER SYSTEMS, VOL. 9, NO. 5, SEPTEMBER 2024

R. Xiong, Y. Pan, and W. Shen et al., “Lithium-ion
battery aging mechanisms and diagnosis method for
automotive applications: Recent advances and
perspectives,” Renewable & Sustainable Energy
Reviews, vol. 131, Oct. 2020.

H. Xiaosong, Z. Changfu, and Z. Caiping et al.,
“Technological developments in batteries: a survey of
principal roles, types, and management needs,” [EEE
Power and Energy Magazine, vol. 15, no. 5, pp. 20-31,
Sept. 2017.

S. Vashisht, D. Rakshit, and S. Panchal et al., “Thermal
behaviour of Li-ion battery: an improved electrothermal
model considering the effects of depth of discharge and
temperature,” Journal of Energy Storage, vol. 70, Oct.
2023.

P. Sun, R. Bisschop, and H. Niu et al., “A review of
battery fires in electric vehicles,” Fire Technology, vol.
56, no. 4, pp. 1361-1410, Jul. 2020.

X. Lai, C. Jin, and W. Yi et al., “Mechanism, modeling,
detection, and prevention of the internal short circuit in
lithium-ion batteries: recent advances and perspectives,”
Energy Storage Materials, vol. 35, pp. 470-499, Mar.
2021.

B. Liu, Y. Jia, and C. Yuan et al., “Safety issues and
mechanisms of lithium-ion battery cell upon mechanical
abusive loading: a review,” Energy Storage Materials,
vol. 24, pp. 85-112, Jan. 2020.

A. K. Joshi, P. Kakati, and D. Dandotiya et al.,
“Computational analysis of preheating cylindrical
lithium-ion batteries with fin-assisted phase change
material,” International Journal of Modern Physics C,
Oct. 2023.

T. R. Jow, S. A. Delp, and J. L. Allen et al., “Factors
limiting Li+ charge transfer kinetics in Li-ion batteries,”
Journal of The Electrochemical Society, vol. 165, no. 2,
pp.- A361-A367, Jan. 2018.

A. Garcia, J. Monsalve-Serrano, and R. Lago Sari et al.,
“An optical investigation of thermal runway
phenomenon under thermal abuse conditions,” Energy
Conversion & Management, vol. 246, Oct. 2021.

V. Talele, M. S. Patil, and S. Panchal et al., “Battery
thermal runaway propagation time delay strategy using
phase change material integrated with pyro block lining:
Dual functionality battery thermal design,” Journal of
Energy Storage, vol. 65, Aug. 2023.

V. Talele, U. Morali, and M. S. Patil et al,
“Computational modelling and statistical evaluation of
thermal runaway safety regime response on lithium-ion
battery with different cathodic chemistry and varying
ambient condition,” International Communications in
Heat and Mass Transfer, vol. 146, Jul. 2023.

J. B. Goodenough, “How we made the Li-ion
rechargeable battery,” Nature Electronics, vol. 1, no. 3,
pp. 204, Mar. 2018.

G. Zhang, X. Wei, and S. Chen et al., “Unlocking the
thermal safety evolution of lithium-ion batteries under
shallow over-discharge,” Journal of Power Sources, vol.
521, Feb. 2022.

R. Baveja, J. Bhattacharya, and S. Panchal et al,
“Predicting temperature distribution of passively
balanced battery module under realistic driving
conditions through coupled equivalent circuit method

[26]

[28]

[29]

[31]

[32]

[34]

[35]

[38]

and lumped heat dissipation method,” Journal of Energy
Storage, vol. 70, Oct. 2023.

C. Zheng, Z. Chen, and D. Huang, “Fault diagnosis of
voltage sensor and current sensor for lithium-ion battery
pack using hybrid system modeling and unscented
particle filter,” Energy, vol. 191, Jan. 2020.

D. Subhedar, K. V. Chauhan, and S. Panchal et al.,
“Numerical investigation of performance for
liquid-cooled cylindrical electrical vehicle battery pack
using A,Os/EG-water nano coolant,” Materials Today:
Proceedings, Aug. 2023.

R. Xiong, W. Sun, and Q. Yu et al., “Research progress,
challenges and prospects of fault diagnosis on battery
system of electric vehicles,” Applied Energy, vol. 279,
Dec. 2020.

D. Huang, Z. Chen, and C. Zheng et al., “A model-based
state-of-charge estimation method for series-connected
lithium-ion battery pack considering fast-varying cell
temperature,” Energy, vol. 185, pp. 847-861, Oct. 2019.
R. Xiong, Y. Zhang, and J. Wang et al., “Lithium-ion
battery health prognosis based on a real battery
management system used in electric vehicles,” IEEE
Transactions on Vehicular Technology, vol. 68, no. 5,
pp. 4110-4121, May 2019.

R. Yang, Y. Xie, and K. Li et al., “Comparative study on
the thermal characteristics of solid-state lithium-ion
batteries,” [EEE Transactions on Transportation
Electrification, Jun. 2023.

Kausthubharam, P. K. Koorata, and S. Panchal,
“Thermal management of large-sized lifepo4 pouch cell
using simplified mini-channel cold plates,” Applied
Thermal Engineering, vol. 234, Nov. 2023.

A. Bais, D. Subhedar, and S. Panchal, “Experimental
investigation of longevity and temperature of a
lithium-ion battery cell using phase change material
based battery thermal management system,” Materials
Today: Proceedings, Apr. 2023.

K. Zhang, X. Hu, and Y. Liu et al, “Multi-fault
detection and isolation for lithium-ion battery systems,”
IEEE Transactions on Power Electronics, vol. 37,no. 1,
pp- 971-989, Jan. 2022.

M. Ma, X. Li, and W. Gao et al., “Multi-fault diagnosis
for series-connected lithium-ion battery pack with
reconstruction-based contribution based on parallel
pca-kpca,” Applied Energy, vol. 324, Oct. 2022.

Z. Gao, S. X. Ding, and C. Cecati, “Real-time fault
diagnosis and fault-tolerant control,” IEEE Transactions
on Industrial Electronics, vol. 62, no. 6, pp. 3752-3756,
Jun. 2015.

G. Ablay, “Online condition monitoring of battery
systems with a nonlinear estimator,” I[EEE Transactions
on Energy Conversion, vol. 29, no. 1, pp. 232-239, Mar.
2014.

Z. Liu, Q. Ahmed, and G. Rizzoni et al., “Fault detection
and isolation for lithium-ion battery system using
structural analysis and sequential residual generation,”
in 7th Dynamic Systems and Control Conference, San
Antonio, USA, Dec. 2014.

W. Liu, and P. Jin, “The research of battery management
system self-diagnosis system,” Electrical Engineering,
vol. 4, pp. 26-29, Apr. 2012.



LIU et al.: PROGRESS ON THE FAULT DIAGNOSIS APPROACH FOR LITHIUM-ION BATTERY SYSTEMS... 35

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

L. Li, Y. Li, and H. Liu, “A can bus polarity
auto-correction module and battery management
system,” C.N. Patent 202210857729.5, Jun. 6, 2023.

M. Schmid, J. Kleiner, and C. Endisch, “Early detection
of internal short circuits in series-connected battery
packs based on nonlinear process monitoring,” Journal
of Energy Storage, vol. 48, Apr. 2022.

J. Meng, M. Boukhnifer, and C. Delpha et al., “Incipient
short-circuit fault diagnosis of lithium-ion batteries,”
Journal of Energy Storage, vol. 31, Oct. 2020.

K. Zhang, L. Jiang, and Z. Deng et al., “An early soft
internal short-circuit fault diagnosis method for
lithium-ion battery packs in electric vehicles,”
IEEE-ASME Transactions on Mechatronics, vol. 28, no.
2, pp. 644-655, Apr. 2023.

Z.An, Y. Zhao, and X. Du et al., “Experimental research
on thermal-electrical behavior and mechanism during
external short circuit for lifepo4 Li-ion battery,” Applied
Energy, vol. 332, Feb. 2023.

Y. Jia and J. Xu, “Data-driven short circuit resistance
estimation in battery safety issues,” Journal of Energy
Chemistry, vol. 79, pp. 37-44, Apr. 2023.

Z. Zhou, M. Li, and X. Zhou et al., “Investigating
thermal runaway characteristics and trigger mechanism
of the parallel lithium-ion battery,” Applied Energy, vol.
349, Nov. 2023.

L. Zhang, L. Liu, and S. Yang et al., “Experimental
investigation on thermal runaway suspension with
battery health retention,” Applied Thermal Engineering,
vol. 225, May 2023.

L.Jiang, Z. Deng, and X. Tang et al., “Data-driven fault
diagnosis and thermal runaway warning for battery
packs using real-world vehicle data,” Energy, vol. 234,
Nov. 2021.

Y. Xu, X. Ge, and W. Shen, “A novel set-valued sensor
fault diagnosis method for lithium-ion battery packs in
electric vehicles,” IEEE Transactions on Vehicular
Technology, vol. 72, no. 7, pp. 8661-8671, Jul. 2023.

J. Tian, Y. Wang, and D. Yang et al., “A real-time
insulation detection method for battery packs used in
electric vehicles,” Journal of Power Sources, vol. 385,
pp- 1-9, May 2018.

J. Tian, and J. Yin, “Insulation fault monitoring of
lithium-ion battery pack: Recursive least square with
adaptive forgetting factor,” Journal of Energy Storage,
vol. 67, Sept. 2023.

D. Shen, C. Lyu, and D. Yang et al., “Connection fault
diagnosis for lithium-ion battery packs in electric
vehicles based on mechanical vibration signals and
broad belief network,” Energy, vol. 274, Jul. 2023.

C. Gera, and S. Sharma, “A method to diagnose failures
in high voltage contactors and fuse for safe operation of
battery pack,” in 2019 [EEE Transportation
Electrification Conference (ITEC-India), Bangalore,
India, Apr. 2020.

D. Wang, Y. Yang, and T. Gu, “A hierarchical adaptive
extended Kalman filter algorithm for lithium-ion battery
state of charge estimation,” Journal of Energy Storage,
vol. 62, Jun. 2023.

X. Sun, N. Xu, and Q. Chen et al., “State of power
capability prediction of lithium-ion battery from the
perspective of electrochemical mechanisms considering

[58]

[59]

[60]

[61]

[64]

[65]

[67]

[68]

[69]

temperature  effect,” [EEE  Transactions  on
Transportation Electrification, vol. 9, no. 2, pp.
2453-2463, Jun. 2023.

J. Chen, M. Manivanan, and J. Duque et al, “A
convolutional neural network for estimation of
lithium-ion battery state-of-health during constant
current operation,” in 2023 IEEE transportation
electrification conference & expo (ITEC), Detroit, USA,
Jul. 2023, pp. 1-6.

L. Lu, X. Han, and J. Li et al., “A review on the key
issues for lithium-ion battery management in electric
vehicles,” Journal of Power Sources, vol. 226, pp.
272-288, Mar. 2013.

D. Ren, X. Feng, and L. Liu et al, “Investigating the
relationship between internal short circuit and thermal
runaway of lithium-ion batteries under thermal abuse
condition,” Energy Storage Materials, vol. 34, pp.
563-573, Jan. 2021.

B. Barnett, “Technologies for detection and intervention
of internal short circuits in Li-ion batteries,” in 5th
Annual Knowledge Foundation Conference on Battery
Safety, Washington, USA, Nov. 2014, pp. 13-14.

T. M. Bandhauer, S. Garimella, and T. F. Fuller, “A
critical review of thermal issues in lithium-ion
batteries,” Journal of the Electrochemical Society, vol.
158, no. 3, pp. R1-R25, Jan. 2011.

Q. Wang, P. Ping, and X. Zhao ef al., “Thermal runaway
caused fire and explosion of lithium ion battery,”
Journal of Power Sources, vol. 208, pp. 210-224, Jun.
2012.

X. Feng, M. Fang, and X. He et al., “Thermal runaway
features of large format prismatic lithium ion battery
using extended volume accelerating rate calorimetry,”
Journal of Power Sources, vol. 255, pp. 294-301, Jun.
2014.

X. Feng, J. Sun, and M. Ouyang ef al., “Characterization
of penetration induced thermal runaway propagation
process within a large format lithium ion battery
module,” Journal of Power Sources, vol. 275, pp.
261-273, Feb. 2015.

J. Lamb, C. J. Orendorff, and L. A. M. Steele et al.,
“Failure propagation in multi-cell lithium ion batteries,”
Journal of Power Sources, vol. 283, pp. 517-523, Jun.
2015.

X. Feng, L. Lu, and M. Ouyang ef al., “A 3d thermal
runaway propagation model for a large format lithium
ion battery module,” Energy, vol. 115, pp. 194-208, Nov.
2016.

X. Hu, H. Jiang, and F. Feng et al., “An enhanced
multi-state  estimation  hierarchy for advanced
lithium-ion battery management,” Applied Energy, vol.
257, Jan. 2020.

X. Hu, F. Feng, and K. Liu et al., “State estimation for
advanced battery management: Key challenges and
future trends,” Renewable & Sustainable Energy
Reviews, vol. 114, Oct. 2019.

A. Hofmann, N. Uhlmann, and C. Zicbert et al.,
“Preventing li-ion cell explosion during thermal
runaway with reduced pressure,” Applied Thermal
Engineering, vol. 124, pp. 539-544, Sept. 2017.

W. Lombardi, M. Zarudniev, and S. Lesecq et al,
“Sensors fault diagnosis for a BMS,” in 2014 European



36

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

PROTECTION AND CONTROL OF MODERN POWER SYSTEMS, VOL. 9, NO. 5, SEPTEMBER 2024

Control Conference (ECC),, Strasbourg, France, Jul.
2014, pp. 952-957.

Z. Liu and H. He, “Model-based sensor fault diagnosis
of a lithium-ion battery in electric vehicles,” Energies,
vol. 8, no. 7, pp. 6509-6527, Jul. 2015.

S. Dey, S. Mohon, and P. Pisu e al, “Sensor fault
detection, 1isolation, and estimation in lithium-ion
batteries,” IEEE Transactions on Control Systems
Technology, vol. 24, no. 6, pp. 2141-2149, Nov. 2016.
W. M. Elsayed, H. M. El-Bakry, and S. M. El-Sayed,
“An autonomous fault-awareness model adapted for
upgrade performance in clusters of homogeneous
wireless sensor networks,” Wireless Networks, vol. 26,
no. 7, pp. 5085-5100, Oct. 2020.

J. M. Guerrero, G. Navarro, and C. A. Platero et al., “A
novel ground fault detection method for electric vehicle
powertrains based on a grounding resistor voltage
analysis,” IEEE Transactions on Industry Applications,
vol. 56, no. 5, pp. 4934-4944, Sept. 2020.

R. Yang, Y. Sun, and H. Wu et al., “Insulation resistance
measurement of voltage leakage system for EV battery
pack,” International Journal of Performability
Engineering, vol. 16, no. 4, Apr. 2020.

Q. Li, Q. Li, and L. Wang et al, “Improving the
accuracy of insulation resistance measurements of a
single arm unbalanced bridge using a parameter
matching design and filtering algorithm for battery
packs used in electric ships,” Measurement, vol. 195,
May 2022.

Y. C. Liu, E. C. Chang, and Y. L. Lee et al., “Detection
of ground insulation faults in ungrounded DC power
supply systems by using a DC current injection
method,” in 5th International Conference on Power and
Energy Systems Engineering (CPESE 2018), Nagoya,
Japan, Jan. 2019, pp. 349-355.

Y. Wang, J. Tian, and Z. Chen et al., “Model based
insulation fault diagnosis for lithium-ion battery pack in
electric vehicles,” Measurement, vol. 131, pp. 443-451,
Jan. 2019.

C. Song, Y. Shao, and S. Song et al, “Insulation
resistance monitoring algorithm for battery pack in
electric vehicle based on extended Kalman filtering,”
Energies, vol. 10, no. 5, May 2017.

H. Hisashi and T. Shoji, “Present situation and future
prospects of electric vehicles and hybrid electric
vehicles,” Automotive Engineering, vol. 25, no. 2, pp.
204-209,115, Apr. 2003.

Y. Song, Y. Yang, and Z. Hu, “Present status and
development trend of batteries for electric vehicles,”
Power System Technology, vol. 35, no. 4, pp. 1-7, Apr.
2011.

G. Liu, M. Ouyang, and L. Lu et al., “Analysis of the
heat generation of lithium-ion battery during charging
and discharging considering different influencing
factors,” Journal of Thermal Analysis & Calorimetry,
vol. 116, no. 2, pp. 1001-1010, May 2014.

X. Feng, J. Sun, and M. Ouyang ef al., “Characterization
of large format lithium ion battery exposed to extremely
high temperature,” Journal of Power Sources, vol. 272,
pp- 457-67, Dec. 2014.

X. Han, M. Ouyang, and L. Lu et al., “Cycle life of
commercial lithium-ion batteries with lithium titanium

[84]

[86]

[89]

[90]

[91]

[92]

[93]

[94]

oxide anodes in electric vehicles,” Energies, vol. 7, no. 8,
pp. 4895-4909, Aug. 2014.

L. Yao, Z. Wang, and J. Ma, “Fault detection of the
connection of lithium-ion power batteries based on
entropy for electric vehicles,” Journal of Power Sources,
vol. 293, pp. 548-561, Oct. 2015.

Q. Yu, L. Dai, and R. Xiong et al., “Current sensor fault
diagnosis method based on an improved equivalent
circuit battery model,” Applied Energy, vol. 310, Mar.
2022.

Z.Li, Y. Yang, and L. Li et al., “A weighted pearson
correlation coefficient based multi-fault comprehensive
diagnosis for battery circuits,” Journal of Energy
Storage, vol. 60, Apr. 2023.

Z. Cui, N. Cui, and J. Rao ef al., “Current distribution
estimation of parallel-connected batteries  for
inconsistency diagnosis using long short-term memory
networks,” [EEE Transactions on Transportation
Electrification, vol. 8§, no. 1, pp. 1013-1025, Mar. 2022.

V. K. S. Muddappa and S. Anwar, “Electrochemical
model based fault diagnosis of li-ion battery using fuzzy
logic,” in ASME international mechanical engineering
congress and exposition, Montreal, Canada, Mar. 2015.

X. Hu, K. Zhang, and K. Liu et al., “Advanced fault
diagnosis for lithium-ion battery systems: a review of
fault mechanisms, fault features, and diagnosis
procedures,” IEEE Industrial Electronics Magazine, vol.
14, no. 3, pp. 65-91, Sept. 2020.

A. Singh, A. Izadian, and S. Anwar et al., “Fault
diagnosis of Li-ion batteries using multiple-model
adaptive estimation,” in [ECON 2013-39th Annual
Conference of the IEEE Industrial Electronics Society,
Vienna, Austria, Jan. 2014, pp. 3524-3529.

R. Yang, R. Xiong, and W. Shen, "On-board diagnosis
of soft short circuit fault in lithium-ion battery packs for
electric vehicles using an extended kalman filter," CSEE
Journal of Power & Energy Systems, vol. 8, no. 1, pp.
258-270, Jan. 2022.

J. Tian, Y. Wang, and Z. Chen, “Sensor fault diagnosis
for lithium-ion battery packs based on thermal and
electrical models,” International Journal of Electrical
Power & Energy Systems, vol. 121, Oct. 2020.

W. Chen, W.-T. Chen, and M. Saif et al., “Simultaneous
fault isolation and estimation of lithium-ion batteries via
synthesized design of luenberger and learning
observers,” [EEE Transactions on Control Systems
Technology, vol. 22, no. 1, pp. 290-298, Jan. 2014.

X. Lin, H. E. Perez, and J. B. Siegel et al., “Online
parameterization of lumped thermal dynamics in
cylindrical lithium ion batteries for core temperature
estimation and health monitoring,” IEEE Transactions
on Control Systems Technology, vol. 21, no. 5, pp.
1745-1755, Sept. 2013.

S. Zhang, J. Li, and R. Li et al., “Voltage sensor fault
detection, isolation and estimation for lithium-ion
battery used in electric vehicles via a simple and
practical method,” Journal of Energy Storage, vol. 55,
Nov. 2022.

S. Dey and B. Ayalew, “A diagnostic scheme for
detection, isolation and estimation of electrochemical
faults in lithium-ion cells,” in Dynamic Systems and
Control Conference, Columbus, USA, Jan. 2016.



LIU et al.: PROGRESS ON THE FAULT DIAGNOSIS APPROACH FOR LITHIUM-ION BATTERY SYSTEMS... 37

[97] R. Yang, R. Xiong, and S. Ma et al., “Characterization
of external short circuit faults in electric vehicle Li-ion
battery packs and prediction using artificial neural
networks,” Applied Energy, vol. 260, Feb. 2020.

[98] Z.Chen, B. Zhang, and R. Xiong et al., “Electro-thermal
coupling model of lithium-ion batteries under external
short circuit,” Applied Energy, vol. 293, Jul. 2021.

[99] Y. Tang, L. Wu, and W. Wei et al., “Study of the thermal
properties during the cyclic process of lithium ion power
batteries using the electrochemical-thermal coupling
model,” Applied Thermal Engineering, vol. 137, pp.
11-22, Jun. 2018.

[100]D. C. Lee, and C. W. Kim, “Two-way nonlinear
mechanical-electrochemical-thermal coupled analysis
method to predict thermal runaway of lithium-ion
battery cells caused by quasi-static indentation,” Journal
of Power Sources, vol. 475, Nov. 2020.

[101]S. Kong, M. Saif, and G. Cui, “Estimation and fault
diagnosis of lithium-ion batteries: a fractional-order
system approach,”  Mathematical ~Problems in
Engineering, vol. 2018, Oct. 2018.

[102]G. Dong and M. Lin, “Model-based thermal anomaly
detection for lithium-ion batteries using multiple-model
residual generation,” Journal of Energy Storage, vol. 40,
Aug. 2021.

[103]J. Zhang and G. Rizzoni, “Structural analysis for
diagnosability and reconfigurability, with application to

electric vehicle drive system,” IFAC-PapersOnLine, vol.

48, no. 21, pp. 1471-1478, Jan. 2015.

[104]Y. Qiu and F. Jiang, “A review on passive and active
strategies of enhancing the safety of lithium-ion
batteries,” International Journal of Heat & Mass
Transfer, vol. 184, Mar. 2022.

[105]J. Hong, Z. Wang, and F. Ma et al., “Thermal runaway
prognosis of battery systems using the modified
multiscale entropy in real-world electric vehicles,” IEEE
Transactions on Transportation Electrification, vol. 7,
no. 4, pp. 2269-2278, Dec. 2021.

[106]J. Hong, Z. Wang, and C. Qu et al., “Fault prognosis and
isolation of lithium-ion batteries in electric vehicles
considering real-scenario thermal runaway risks,” IEEE
Journal of Emerging & Selected Topics in Power
Electronics, vol. 11, no. 1, pp. 88-99, Feb. 2023.

[107IM. Ma, Q. Duan, and C. Zhao et al, “Faulty
characteristics and identification of increased
connecting and internal resistance in parallel-connected
lithium-ion battery pack for electric vehicles,” IEEE
Transactions on Vehicular Technology, vol. 69, no. 10,
pp. 10797-10808, Oct. 2020.

[108]Z. Wang, J. Hong, and P. Liu et al., “Voltage fault
diagnosis and prognosis of battery systems based on
entropy and z-score for electric vehicles,” Applied
Energy, vol. 196, pp. 289-302, Jun. 2017.

[109]M. Schmid, H. G. Kneidinger, and C. Endisch,
“Data-driven fault diagnosis in battery systems through
cross-cell monitoring,” IEEE Sensors Journal, vol. 21,
no. 2, pp. 1829-1837, Jan. 2021.

[110]M. Schmid and C. Endisch, “Online diagnosis of soft
internal short circuits in series-connected battery packs
using modified kernel principal component analysis,”
Journal of Energy Storage, vol. 53, Sept. 2022.

[111]L. Yao, Z. Fang, and Y. Xiao et al., “An intelligent fault
diagnosis method for lithium battery systems based on
grid search support vector machine,” Energy, vol. 214,
Jan. 2021.

[112]0. J. Ojo, X. Lin, and H. Lang et al., “A voltage fault
detection method enabled by a recurrent neural network
and residual threshold monitor for lithium-ion
batteries,” in 2021 IEEE Transportation Electrification
Conference & Expo (ITEC), Chicago, USA, Aug. 2021,
pp. 813-820.

[113]C. Wan, Q. Yu, and J. Li et al., “A voltage sensor fault
diagnosis method based on long short-term memory
neural networks for battery energy storage system,” in
2021 IEEE/IAS Industrial and Commercial Power
System Asia (I&CPS Asia), Chengdu, China, Dec. 2021,
pp- 163-167.

[114]D. Li, Z. Zhang, and P. Liu et al., “Battery fault
diagnosis for electric vehicles based on voltage
abnormality by combining the long short-term memory
neural network and the equivalent circuit model,” IEEE
Transactions on Power Electronics, vol. 36, no. 2, pp.
1303-1315, Feb. 2021.

[115]D. Li, P. Liu, and Z. Zhang et al., “Battery thermal
runaway fault prognosis in electric vehicles based on
abnormal heat generation and deep learning
algorithms,” IEEE Transactions on Power Electronics,
vol. 37, no. 7, pp. 8513-8525, Jul. 2022.

[116]Y. Yang, S. Lun, and J. Xie, “Multi-fault diagnosis for
battery pack based on adaptive correlation sequence and
sparse classification model,” Journal of Energy Storage,
vol. 46, Feb. 2022.

[117]X. Jing, H. Banvait, and L. Lingxi et al., “Failure
detection for over-discharged li-ion batteries,” in 2012
IEEE International Electric Vehicle Conference (IEVC),
Greenville, USA, Apr. 2012.

[118]C. Qi, Y. L. Zhu, and F. Gao et al., “Safety analysis of
lithium-ion battery by rheology-mutation theory
coupling with fault tree method,” Journal of Loss
Prevention in the Process Industries, vol. 49, pp.
603-611, Sept. 2017.

[119]M. Schmid, E. Gebauer, and C. Hanzl et al., “Active
model-based fault diagnosis in reconfigurable battery
systems,” IEEE Transactions on Power Electronics, vol.
36, no. 3, pp. 2584-2597, Mar. 2021.

[120]W. Gao, X. Li, and M. Ma et al., “Case study of an
electric vehicle battery thermal runaway and online
internal short-circuit detection,” IEEE Transactions on
Power Electronics, vol. 36, no. 3, pp. 2452-2455, Mar.
2021.

[121]W. Gao, Y. Zheng, and M. Ouyang et al,
“Micro-short-circuit diagnosis for series-connected
lithium-ion battery packs using mean-difference
model,” IEEE Transactions on Industrial Electronics,
vol. 66, no. 3, pp. 2132-2142, Mar. 2019.

[122]Y. Xu, X. Ge, and W. Shen et al., “A soft short-circuit
diagnosis method for lithium-ion battery packs in
electric vehicles,” [EEE Transactions on Power
Electronics, vol. 37, no. 7, pp. 8572-8581, Jul. 2022.

[123]X. Feng, Y. Pan, and X. He et al., “Detecting the internal
short circuit in large-format lithium-ion battery using
model-based fault-diagnosis algorithm,” Journal of
Energy Storage, vol. 18, pp. 26-39, Aug. 2018.



38 PROTECTION AND CONTROL OF MODERN POWER SYSTEMS, VOL. 9, NO. 5, SEPTEMBER 2024

[124]M. Seo, T. Goh, and M. Park et al., “Detection of
internal short circuit in lithium ion battery using
model-based switching model method,” Energies, vol.
10, no. 1, Jan. 2017.

[125]J. Hu, Z. Wei, and H. He et al., “Improved internal short
circuit detection method for lithium-ion battery with
self-diagnosis characteristic,” in IJECON 2020 the 46th
Annual Conference of the IEEE Industrial Electronics
Society, Singapore, Singapore, Nov. 2020, pp.
3741-3746.

[126]J. Hu, Z. Wei, and H. He, “An online adaptive internal
short circuit detection method of lithium-ion battery,”
Automotive Innovation, vol. 4, no. 1, pp. 93-102, Feb.
2021.

[127]J. Hu, H. He, and Z. Wei et al., “Disturbance-immune
and aging-robust internal short circuit diagnostic for
lithium-ion battery,” IEEE Transactions on Industrial
Electronics, vol. 69, no. 2, pp. 1988-1999, Feb. 2022.

[128]J. Hu, Z. Wei, and H. He et al, “Multi-states fusion
based internal short circuit fault diagnostic for
lithium-ion battery,” in 2021 IEEE Energy Conversion
Congress and Exposition (ECCE), Vancouver, Canada,
Nov. 2021, pp. 1712-1717.

[129]X. Feng, C. Weng, and M. Ouyang et al., “Online
internal short circuit detection for a large format lithium
ion battery,” Applied Energy, vol. 161, pp. 168-180, Jan.
2016.

[130]C. Zhang, S. Santhanagopalan, and M. A. Sprague et al.,
“Coupled mechanical-electrical-thermal modeling for
short-circuit prediction in a lithium-ion cell under
mechanical abuse,” Journal of Power Sources, vol. 290,
pp. 102-113, Sept. 2015.

[131]L. Yao, Y. Xiao, and X. Gong et al., “A novel intelligent
method for fault diagnosis of electric vehicle battery
system based on wavelet neural network,” Journal of
Power Sources, vol. 453, Mar. 2020.

[132]Y. Zheng, Y. Lu, and W. Gao et al., “Micro-short-circuit
cell fault identification method for lithium-ion battery
packs based on mutual information,” IEEE Transactions
on Industrial Electronics, vol. 68, no. 5, pp. 4373-4381,
May 2021.

[133]X. Li, K. Dai, and Z. Wang et al., “Lithium-ion batteries
fault diagnostic for electric vehicles using sample
entropy analysis method,” Journal of Energy Storage,
vol. 27, Feb. 2020.

[134]Y. Qiu, W. Cao, and P. Peng et al, “A novel
entropy-based fault diagnosis and inconsistency
evaluation approach for lithium-ion battery energy
storage systems,” Journal of Energy Storage, vol. 41,
Sept. 2021.

[135]B. Xia, Y. Shang, and T. Nguyen et al., “A correlation
based fault detection method for short circuits in battery
packs,” Journal of Power Sources, vol. 337, pp. 1-10,
Jan. 2017.

[136]D. Qiao, X. Wei, and W. Fan et al, “Toward safe
carbon-neutral transportation: battery internal short
circuit diagnosis based on cloud data for electric
vehicles,” Applied Energy, vol. 317, Jul. 2022.

[137]H. Yuan, N. Cui, and C. Li et al., “Early stage internal
short circuit fault diagnosis for lithium-ion batteries
based on local-outlier detection,” Journal of Energy
Storage, vol. 57, Jan. 2023.

[138]A. Naha, A. Khandelwal, and S. Agarwal et al., “Internal
short circuit detection in Li-ion batteries using
supervised machine learning,” Scientific Reports, vol.
10, no. 1, Jan. 2020.

[139]W. Li, J. Zhu, and Y. Xia et al., “Data-driven safety
envelope of lithium-ion batteries for electric vehicles,”
Joule, vol. 3, no. 11, pp. 2703-2715, Nov. 2019.

[140]Y. Qiu, T. Dong, and D. Lin et al., “Fault diagnosis for
lithium-ion battery energy storage systems based on
local outlier factor,” Journal of Energy Storage, vol. 55,
Nov. 2022.

[141]D. Qiao, X. Wang, and X. Lai et al., “Online quantitative
diagnosis of internal short circuit for lithium-ion
batteries using incremental capacity method,” Energy,
vol. 243, Mar. 2022.

[142]Y. Zheng, A. Shen, and X. Han et al., “Quantitative
short circuit identification for single lithium-ion cell
applications based on charge and discharge capacity
estimation,” Journal of Power Sources, vol. 517, Jan.
2022.

[143]X. Kong, Y. Zheng, and M. Ouyang et al., “Fault
diagnosis and quantitative analysis of micro-short
circuits for lithium-ion batteries in battery packs,”
Journal of Power Sources, vol. 395, pp. 358-368, Aug.
2018.

[144]S. V. Sazhin, E. J. Dufek, and K. L. Gering, “Enhancing
li-ion battery safety by early detection of nascent
internal shorts,” Journal of the Electrochemical Society,
vol. 164, no. 1, pp. A6281-A6287, Dec. 2016.

[145]M. Zhang, M. Ouyang, and L. Lu et al., “Battery internal
short circuit detection,” in the 231st Meeting of the
Electrochemical-Society (ECS), New Orleans, USA,
Dec. 2018, pp. 217-223.

[146]M. Zhang, J. Du, and L. Liu ef al., “Internal short circuit
detection method for battery pack based on circuit
topology,” Science China-technological Sciences, vol.
61, no. 10, pp. 1502-1511, Oct. 2018.

[147]Y. Pan, X. Feng, and M. Zhang et al., “Internal short
circuit detection for lithium-ion battery pack with
parallel-series hybrid connections,” Journal of Cleaner
Production, vol. 255, May 2020.

[148]F. Zhang, Z. Xing, and M. Wu, “Fault diagnosis method
for lithium-ion batteries in electric vehicles using
generalized dimensionless indicator and local outlier
factor,” Journal of Energy Storage, vol. 52, Aug. 2022.

[149]1X. Kong, G. L. Plett, and M. S. Trimboli et al.,
“Pseudo-two-dimensional model and impedance
diagnosis of micro internal short circuit in lithium-ion
cells,” Journal of Energy Storage, vol. 27, Feb. 2020.

[150]M. Raffler, A. Sevarin, and C. Ellersdorfer et al., “Finite
element model approach of a cylindrical lithium ion
battery cell with a focus on minimization of the
computational effort and short circuit prediction,”
Journal of Power Sources, vol. 360, pp. 605-617, Aug.
2017.

[151]L. Wang, S. Yin, and J. Xu, “A detailed computational
model for cylindrical lithium-ion batteries under
mechanical loading: from cell deformation to
short-circuit onset,” Journal of Power Sources, vol. 413,
pp. 284-292, Feb. 2019.

[152]C. Yuan, L. Wang, and S. Yin et al., “Generalized
separator failure criteria for internal short circuit of



LIU et al.: PROGRESS ON THE FAULT DIAGNOSIS APPROACH FOR LITHIUM-ION BATTERY SYSTEMS... 39

lithium-ion battery,” Journal of Power Sources, vol. 467,
Aug. 2020.

[153]R. Xiong, R. Yang, and Z. Chen et al., “Online fault
diagnosis of external short circuit for lithium-ion battery
pack,” IEEE Transactions on Industrial Electronics, vol.
67, no. 2, pp. 1081-1091, Feb. 2020.

[154]Z. Chen, R. Xiong, and J. Tian et al., “Model-based fault
diagnosis approach on external short circuit of
lithium-ion battery used in electric vehicles,” Applied
Energy, vol. 184, pp. 365-374, Dec. 2016.

[155]R. Yang, R. Xiong, and H. He ef al., “A fractional-order
model-based Dbattery external short circuit fault
diagnosis approach for all-climate electric vehicles
application,” Journal of Cleaner Production, vol. 187,
pp. 950-959, Jun. 2018.

[156]M. Ma, Q. Duan, and X. Li et al., “Fault diagnosis of
external soft-short circuit for series connected
lithium-ion battery pack based on modified dual
extended kalman filter,” Journal of Energy Storage, vol.
41, Sept. 2021.

[157]Z. Chen, R. Xiong, and J. Lu et al., “Temperature rise
prediction of lithium-ion battery suffering external short
circuit for all-climate electric vehicles application,”
Applied Energy, vol. 213, pp. 375-383, Mar. 2018.

[158]B. Xia, Y. Shang, and N. Truong et al., External short
circuit fault diagnosis based on supervised statistical
learning®,” in 2017 IEEE Transportation Electrification
Conference and Expo, Asia-Pacific (ITEC Asia-Pacific),
Harbin, China, Oct. 2017, pp. 421-425.

[159]J. Xu, D. Liang, and G. Wei ef al., “Series battery pack’s
contact resistance  fault  diagnosis  analysis,”
Transactions of China Electrotechnical Society, vol. 32,
no. 18, pp. 106-112, Jun. 2017.

[160]M. Ma, Y. Wang, and Q. Duan et al., “Fault detection of
the connection of lithium-ion power batteries in series
for electric vehicles based on statistical analysis,”
Energy, vol. 164, pp. 745-756, Dec. 2018.

[161]Y. Zheng, X. Han, and L. Lu ef al., “Lithium ion battery
pack power fade fault identification based on shannon
entropy in electric vehicles,” Journal of Power Sources,
vol. 223, pp. 136-146, Feb. 2013.

[162]Z. Sun, P. Liu, and Z. Wang, “Real-time fault diagnosis
method of battery system based on shannon entropy,” in
8th International Conference on Applied Energy
(ICAE2016), Beijing, China, Jun. 2017, pp. 2354-2359.

[163]JH. Zhang, X. Di, and Y. Zhang, “Real-time
CU-net-based welding quality inspection algorithm in
battery production,” [EEE Transactions on Industrial
Electronics, vol. 67, no. 12, pp. 10942-10950, Dec. 2020.

[164]X. Ding, Z. Cui, and H. Yuan et al., “Diagnosis of
connection fault for parallel-connected lithium-ion
batteries based on long short-term memory networks,”
Journal of Energy Storage, vol. 55, Nov. 2022.

[165]S. Zhou, Z. Chen, and T. Lin, “Lithium-ion battery cell
open circuit fault diagnostics: methods, analysis, and
comparison,” IEEE Transactions on Power Electronics,
vol. 38, no. 2, pp. 2493-2505, Feb. 2023.

[166]P. Taheri, S. Hsieh, and M. Bahrami, “Investigating
electrical contact resistance losses in lithium-ion battery
assemblies for hybrid and electric vehicles,” Journal of
Power Sources, vol. 196, no. 15, pp. 6525-6533, Aug.
2011.

[167]Z. Shuzhi, J. Shiyong, and W. Hongxia et al., “A novel
dual time-scale voltage sensor fault detection and
isolation method for series-connected lithium-ion
battery pack,” Applied Energy, vol. 322, Sept. 2022.

[168]T. Manh-Kien and M. Fowler, “Sensor fault detection
and isolation for degrading lithium-ion batteries in
electric vehicles using parameter estimation with
recursive least squares,” Batteries-Basel, vol. 6, no. 1,
Mar. 2020.

[169]L. Zhentong, H. Hongwen, and Q. Ahmed et al.,
“Structural analysis based fault detection and isolation
applied for a lithium-ion  battery  pack,”
IFAC-PapersOnLine, vol. 48, no. 21, pp. 1465-1470,
Oct. 2015.

[170]J. Marcicki, S. Onori, and G. Rizzoni et al., “Nonlinear
fault detection and isolation for a lithium-ion battery
management system,” in Dynamic Systems and Control
Conference, Cambridge, USA, Jan. 2010, pp. 607-614.

[171]H. He, Z. Liu, and Y. Hua, “Adaptive extended Kalman
filter based fault detection and isolation for a lithium-ion
battery pack,” in the 7th International Conference on
Applied Energy, Abu Dhabi, The United Arab Emirates,
Aug. 2015, pp. 1950-1955.

[172]Z. Liu and H. He, “Sensor fault detection and isolation
for a lithium-ion battery pack in electric vehicles using
adaptive extended kalman filter,” Applied Energy, vol.
185, pp. 2033-2044, Jan. 2017.

[173]R. Xiong, Q. Yu, and W. Shen et al., “A sensor fault
diagnosis method for a lithium-ion battery pack in
electric vehicles,” I[EEE Transactions on Power
Electronics, vol. 34, no. 10, pp. 9709-9718, Oct. 2019.

[174]Z. Liu, Q. Ahmed, and J. Zhang et al., “Structural
analysis based sensors fault detection and isolation of
cylindrical lithium-ion batteries in automotive
applications,” Control Engineering Practice, vol. 52, pp.
46-58, Jul. 2016.

[175]S. R. Hashemi, R. Esmaeeli, and A. Nazari ef al., ““A fast
diagnosis methodology for typical faults of a lithium-ion
battery in electric and hybrid electric aircraft,” Journal
of Electrochemical Energy Conversion & Storage, vol.
17, no. 1, Feb. 2020.

[176]T. Lin, Z. Chen, and C. Zheng et al., “Fault diagnosis of
lithium-ion battery pack based on hybrid system and
dual extended Kalman filter algorithm,” I[EEE
Transactions on Transportation Electrification, vol. 7,
no. 1, pp. 26-36, Mar. 2021.

[177]J. Hu, X. Bian, and Z. Wei et al, “Residual
statistics-based current sensor fault diagnosis for smart
battery management,” [EEE Journal of Emerging &
Selected Topics in Power Electronics, vol. 10, no. 2, pp.
2435-2444, Apr. 2022.

[178]H. Zhang, S. Li, and F. Chen et al., “Battery voltage
fault diagnosis for electric vehicles considering driving
condition variation,” IET Intelligent Transport Systems,
Jun. 2022.

[179]B. Xia and C. Mi, “A fault-tolerant voltage measurement
method for series connected battery packs,” Journal of
Power Sources, vol. 308, pp. 83-96, Mar. 2016.

[180]B. Xia, N. Truong, and J. Yang ef al., “The improved
interleaved voltage measurement method for series
connected battery packs,” Journal of Power Sources, vol.
334, pp. 12-22, Dec. 2016.



40 PROTECTION AND CONTROL OF MODERN POWER SYSTEMS, VOL. 9, NO. 5, SEPTEMBER 2024

[181]Y. Kang, B. Duan, and Y. Shang et al., “Multi-fault
online detection method for series-connected battery
packs,” in 2017 Chinese Automation Congress (CAC),
Jinan, China, Jan. 2018, pp. 235-240.

[182]Y. Kang, B. Duan, and Z. Zhou et al., “A multi-fault
diagnostic method based on an interleaved voltage
measurement topology for series connected battery
packs,” Journal of Power Sources, vol. 417, pp. 132-144,
Mar. 2019.

[183]B. Xu, J. Lee, and D. Kwon et al., “Mitigation strategies
for li-ion battery thermal runaway: a review,”
Renewable & Sustainable Energy Reviews, vol. 150, Oct.
2021.

[184]Z. Wang, T. He, and H. Bian et al., “Characteristics of
and factors influencing thermal runaway propagation in
lithium-ion battery packs,” Journal of Energy Storage,
vol. 41, Sept. 2021.

[185]X. Bing, C. Zheng, and C. Mi et al., “External short
circuit fault diagnosis for lithium-ion batteries,” in 2074
IEEE Transportation Electrification Conference and
Expo (ITEC), Dearborn, America, Jul. 2014.

[186]J. Wei, G. Dong, and Z. Chen, “Lyapunov-based thermal
fault diagnosis of cylindrical lithium-ion batteries,”
IEEE Transactions on Industrial Electronics, vol. 67, no.
6, pp. 4670-4679, Jun. 2020.

[187]S. Dey, H. E. Perez, and S. J. Moura, “Model-based
battery thermal fault diagnostics: Algorithms, analysis,
and experiments,” [EEE Transactions on Control
Systems Technology, vol. 27, no. 2, pp. 576-587, Mar.
2019.

[188]S. Dey, Z. A. Biron, and S. Tatipamula et al.,
“Model-based real-time thermal fault diagnosis of
lithium-ion batteries,” Control Engineering Practice,
vol. 56, pp. 37-48, Nov. 2016.

[189]0. Ojo, H. Lang, and Y. Kim et al., “A neural network
based method for thermal fault detection in lithium-ion
batteries,” IEEE Transactions on Industrial Electronics,
vol. 68, no. 5, pp. 4068-4078, May 2021.

[190]D. Li, Z. Zhang, and P. Liu et al., “Dbscan-based
thermal runaway diagnosis of battery systems for
electric vehicles,” Energies, vol. 12, no. 15, Aug. 2019.

[191]Z. Y. Jiang, Z. G. Qu, and J. F. Zhang et al., “Rapid
prediction method for thermal runaway propagation in
battery pack based on lumped thermal resistance
network and electric circuit analogy,” Applied Energy,
vol. 268, Jun. 2020.

[192IN. Lyu, Y. Jin, and R. Xiong et al, “Real-time
overcharge warning and early thermal runaway
prediction of Li-ion battery by online impedance
measurement,” [EEE Transactions on Industrial
Electronics, vol. 69, no. 2, pp. 1929-1936, Feb. 2022.

[193]Y. Ren, L. Su, and W. Sun et al., “Estimation of direct
current resistance online for new energy vehicles,”
Journal of Power Sources, vol. 555, Jan. 2023.

[194]X. Zhou, Z. Pan, and X. Han et al, “An
easy-to-implement multi-point impedance technique for
monitoring aging of lithium ion batteries,” Journal of
Power Sources, vol. 417, pp. 188-192, Mar. 2019.

[195]J. Xu, Y. Ni, and T. Cao et al., “A fast diagnosis method
for accelerated degradation fault induced by
overcharging of lifepos batteries,” Journal of Energy
Storage, vol. 46, Feb. 2022.

[196]E. Banguero, A. Correcher, and A. Perez-Navarro et al.,
“Diagnosis of a battery energy storage system based on
principal component analysis,” Renewable Energy, vol.
146, pp. 2438-2449, Feb. 2020.

[197]Z. Wang, C. Song, and L. Zhang et al., “A data-driven
method for battery charging capacity abnormality
diagnosis in electric vehicle applications,” IEEE
Transactions on Transportation Electrification, vol. 8,
no. 1, pp. 990-999, Mar. 2022.

[198]A. Sidhu, A. Izadian, and S. Anwar, “Adaptive nonlinear
model-based fault diagnosis of li-ion batteries,” IEEE
Transactions on Industrial Electronics, vol. 62, no. 2, pp.
1002-1011, Feb. 2015.

[199]Z. Gao, C. S. Chin, and J. H. K. Chiew et al., “Design
and implementation of a smart lithium-ion battery
system with real-time fault diagnosis capability for
electric vehicles,” Energies, vol. 10, no. 10, Oct. 2017.

[200]Z. Yang, J. Li, and H. Jiang et al., “A novel model-based
damage detection method for lithium-ion batteries,”
Journal of Energy Storage, vol. 42, Oct. 2021.

[201]Y. Wang, D. Meng, and R. Li et al., “Research on
interactive multi-model fault diagnosis method of li-ion
battery based on noise suppression,” International
Journal of Energy Research, vol. 45, no. 9, pp.
13198-13218, Jul. 2021.

[202]Y. Cheng, M. D’Arpino, and G. Rizzoni et al., “Fault
diagnosis in lithium-ion battery of hybrid electric
aircraft based on structural analysis,” in 2022 [EEE
Transportation Electrification Conference & Expo
(ITEC), Anaheim, USA, Jul. 2022, pp. 997-1004.

[203]Z. Chen, C. Zheng, and T. Lin et al., “Multifault
diagnosis of Li-ion battery pack based on hybrid
system,” [EEE Transactions on Transportation
Electrification, vol. 8, no. 2, pp. 1769-1784, Jun. 2022.

[204]Y. Shang, G. Lu, and Y. Kang et al, “A multi-fault
diagnosis method based on modified sample entropy for
lithium-ion battery strings,” Journal of Power Sources,
vol. 446, Jan. 2020.

[205]J. Sun, Y. Qiu, and Y. Shang et al, “A multi-fault
advanced diagnosis method based on sparse data
observers for lithium-ion batteries,” Journal of Energy
Storage, vol. 50, Jun. 2022.

[206] J. Sun, G. Lu, and Y. Shang et al., “A minor-fault
diagnosis approach based on modified variance for
lithium-ion battery strings,” Journal of Energy Storage,
vol. 63, Jul. 2023.

[207]Y. Kang, B. Duan, and Z. Zhou et al, “Online
multi-fault detection and diagnosis for battery packs in
electric vehicles,” Applied Energy, vol. 259, Feb. 2020.

[208]T. Lin, Z. Chen, and S. Zhou, “Voltage-correlation
based multi-fault diagnosis of lithium-ion battery packs
considering inconsistency,” Journal of Cleaner
Production, vol. 336, Feb. 2022.

[209]J. Yang, J. Jung, and S. Ghorbanpour et al., “Data-driven
fault diagnosis and cause analysis of battery pack with
real data,” Energies, vol. 15, no. 5, Mar. 2022.

[210]Y. Zhao, P. Liu, and Z. Wang et al., “Fault and defect
diagnosis of battery for electric vehicles based on big
data analysis methods,” Applied Energy, vol. 207, pp.
354-362, Dec. 2017.

[211]Z. Wang, W. Luo, and S. Xu et al., “Electric vehicle
lithium-ion battery fault diagnosis based on multi-method



LIU et al.: PROGRESS ON THE FAULT DIAGNOSIS APPROACH FOR LITHIUM-ION BATTERY SYSTEMS... 41

fusion of big data,” Sustainability, vol. 15, no. 2, Jan.
2023.

[212]Q. Xue, G. Li, and Y. Zhang et al., “Fault diagnosis and
abnormality detection of lithium-ion battery packs based
on statistical distribution,” Journal of Power Sources,
vol. 482, Jan. 2021.

[213]G. Wang, J. Zhao, and J. Yang et al., “Multivariate
statistical analysis based cross voltage correlation
method for internal short-circuit and sensor faults
diagnosis of lithium-ion battery system,” Journal of
Energy Storage, vol. 62, Jun. 2023.

[214]J. Nan, B. Deng, and W. Cao et al., “Big data-based
early fault warning of batteries combining short-text
mining and grey correlation,” Energies, vol. 15, no. 15,
Aug. 2022.

[215]Z. Gao, C. S. Chin, and W. L. Woo et al., “Genetic
algorithm based back-propagation neural network
approach for fault diagnosis in lithium-ion battery
system,” in 2015 6th International Conference on
Power Electronics Systems and Applications (PESA),
Hong Kong, China, Feb. 2016.

[216]L. Chen, Y. Fan, and Q. Zhang et al., “Fault diagnosis
methods for battery management system based on
bayesian network,” Chinese Journal of Power Sources,
vol. 40, no. 7, pp. 1396-1398,1415, Jul. 2016.

[217]Y. Qiu, J. Sun, and Y. Shang et al., “A fault diagnosis
and prognosis method for lithium-ion batteries based on
a nonlinear autoregressive exogenous neural network
and boxplot,” Symmetry-Basel, vol. 13, no. 9, Sept.
2021.

[218]F. Deng, Y. Bian, and H. Zheng, “Fault diagnosis for
electric ~ vehicle lithium  batteries using a

multi-classification support vector machine,” Electrical
Engineering, vol. 104, no. 3, Jun. 2022.

[219]H. Zhang, J. Hong, and Z. Wang et al., “State-partial
accurate voltage fault prognosis for lithium-ion batteries
based on self-attention networks,” Energies, vol. 15, no.
22, Nov. 2022.

[220]C. Xu, L. Li, and Y. Xu et al., “A vehicle-cloud
collaborative method for multi-type fault diagnosis of
lithium-ion batteries,” eTransportation, vol. 12, May
2022.

[221]X. Li, W. Yang, and A. Pang et al., “A fault diagnosis
method for vrla battery in data center,” Energy Reports,
vol. 8, pp. 14220-14235, Nov. 2022.

[222]Z. Chen, F. Lin, and C. Wang et al., “Active
diagnosability of discrete event systems and its
application to Dbattery fault diagnosis,” I[EEE
Transactions on Control Systems Technology, vol. 22,
no. 5, pp. 1892-1898, Sept. 2014.

[223]Y. Zheng, Q. Luo, and Y. Cui et al., “Fault identification
and quantitative diagnosis method for series-connected
lithium-ion battery packs based on capacity estimation,”
IEEE Transactions on Industrial Electronics, vol. 69, no.
3, pp. 3059-3067, Mar. 2022.

[224]Y. Cheng, M. D’Arpino, and G. Rizzoni, “Optimal
sensor placement for multifault detection and isolation
in lithium-ion battery pack,” IEEE Transactions on
Transportation Electrification, vol. 8, no. 4, pp.
4687-4707, Dec. 2022.

[225]M. S. Wahl, L. Spitthoff, and H. I. Muri et al., “The
importance of optical fibres for internal temperature
sensing in lithium-ion batteries during operation,”
Energies, vol. 14, no. 12, Jun. 2021.



