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Measurement-based estimation of carrier sense behavior for simulation

modeling

Ayano Ohnishi (2! 9, Tetsuya Iye /!, Michio Miyamoto', and Takahito Inoshita'

Abstract One possible approach to address communication delay in the
complex wireless environment of manufacturing sites is to predict the delay
by system-level simulator (SLS) and notify the communication control
system in advance. For accurate delay prediction, the carrier sense (CS)
model in SLS should incorporate real device characteristics. However,
accurate modeling of CS is difficult since its implementation specifications
are usually not publicly available. In this letter, we propose a method
for estimating CS characteristics using electromagnetic noise generated
simulatively by software-defined radio and emitted from a microwave oven
and verify the effectiveness of this method.
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1. Introduction

In recent years, the utilization of wireless systems in manu-
facturing settings such as factories has increased to enhance
the productivity and quality of products. However, the fac-
tory environment is typically complex for wireless commu-
nication due to the prevalence of noise and interference sig-
nals. For example, industrial equipment with magnetrons,
specifically microwaves, is known to generate electromag-
netic (EM) noise in the ISM band, which interferes with
wireless communications like wireless LAN (WLAN) op-
erating in the 2.4 GHz band. This interference can lead to
disruptions and delays in communication, potentially affect-
ing the performance of production lines in factories where
high reliability and low latency are crucial. To address this
issue, we propose a communication control system designed
to predict and prepare for communication delays caused by
such interference. Delay estimation involves constructing
models that account for the delay mechanisms within system-
level simulators (SLSs) like QualNet [1], using real-world
environmental data. While traffic volume and other wireless
signal levels have been used to statistically determine end-
to-end delay times in SLS [2]. However, estimating delay in
environments with EM noise requires more comprehensive
data beyond measuring MAC layer traffic.

In WLANSs adopting Carrier Sense Multiple Access with
Collision Avoidance (CSMA/CA) access control method,
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such as IEEE802.11a/b/g, delays in the MAC layer occur
mainly due to the following two reasons: (1) increased de-
modulation failures by reduced Signal to Interference plus
Noise Ratio (SINR) at the receiver due to noise and inter-
ference signals, necessitating retransmissions, and (2) post-
ponement of transmissions when noise and interference sig-
nals are detected on the transmitter during carrier sensing
before transmission. For (1), our delay prediction system uti-
lizes a receiver model that does not return ACK signal when
frame loss is determined by measured SINR and makes the
transmitter retransmit the frame. Specifically, we use the
SINR-to-BER (Bit Error Rate) characteristics predefined in
SLS for each modulation method to determine BER from the
instantaneous SINR measured at the receiver. Based on this
deduced BER, frame reception is judged, and if frame loss
is determined, the receiver does not return an ACK signal to
the transmitter. If no ACK is returned from the receiver, the
transmitter retransmit up to a maximum number of retrans-
missions [3]. By setting the measured power levels of EM
noise in the SLS, we aim to enhance estimation accuracy
by ensuring consistency between the simulation and the real
environment. Meanwhile, this study focuses on (2), propos-
ing a method to estimate carrier sense (CS) characteristics
by actual measurement to improve the accuracy of delay pre-
diction by incorporating CS characteristics of actual WLAN
device into SLS. We have reported a technique that predicts
delays by inputting the results of time-series predictions of
EM noise [4] into an SLS that can trace the behavior of indi-
vidual packets [3, 5]. To quantitatively estimate delays, it is
necessary to model realistic CS characteristics in the SLS.
However, the CS function of the devices, although defined
in IEEE802.11-2020, is left to manufacturer implementa-
tions [6, 7]. Moreover, specifics like CS bandwidth and
power threshold levels for CS are generally not disclosed,
making modeling challenging. As a result, the accuracy
of delay estimation may deviate from the real environment.
Therefore, our study devises a method to estimate the CS
bandwidth and the threshold levels by EM noise generated
near the target wireless devices.

This letter is structured as follows: Section 2 discusses the
estimation of CS bandwidth using simulated noise generated
by software-defined radio (SDR) and CS behavior tests with
practical EM noise from microwaves. Section 3 presents
the experimental results and discusses CS behavior. The
conclusion of our study is provided in Section 4.
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2. Experimental procedure

In this study, we conduct two types of experiments: Exper-
iment (1) estimates the CS bandwidth by generating simu-
lated EM noise near the target wireless device using SDR.
Experiment (2) uses a microwave to create EM noise with
temporally varying frequency characteristics and levels to
estimate the signal detection threshold levels. Details of
the equipment used in experiments (1) and (2) are summa-
rized in Table I, and the layout of the experimental setup is
shown in Fig. 1, with the SDR antenna unit and microwave
positioned within 30 cm of the target wireless device.

The experimental procedure in (1) is shown below. The
testing method for the CS function is based on the guide-
lines of the “Ordinance on Technical Standards Conformity
Certification of Specified Radio Equipment” stipulated by
the Ministry of Internal Affairs and Communications in
Japan [8]. Certification bodies conduct tests based on this
ordinance, and wireless devices that pass the test are placed
on the market. In the guidelines, it is recommended that if
the continuous wave (CW) generated as a simulated signal
cannot be detected, the frequency of the signal should be
shifted or the bandwidth should be increased. In this study,
following these guidelines, we test whether the transmitter
can detect the noise or interference signals, i.e., whether
the transmitter stops transmitting, while changing the cen-
ter frequency and bandwidth of the simulated signal. To
be more specific, the CW signal is initially generated at the
center frequency of 2.462 GHz of the communication band
(channel 11). The transmission gain was set to 65 dB (the
upper setting limit for bladeRF 2.0 micro is 66 dB), a level
high enough to be detectable in the WLAN station. To ex-
pand the bandwidth as a simulated noise signal, additional
CW signals are emitted at fixed intervals (200 kHz) on both
sides of the frequency direction from the initial CW signal.

Table I Experimental equipment specifications.

Notation Model No. Usage
SDR Nuand bladeRF 2.0 micro Noise generator
MWO Microwave oven Noise source
RSA Tektronics RSA306B Realtime spectrum analyzer
Server A Dell Precision 3460 SDR/RSA controller
WLAN station Wireless LAN station Station
RPi Raspberry Pi 4 model B 8 GB (iperf client)
AP Buffalo WPAM-1266R Access point
Server B Dospara Magnate GE i7-11700 PC (iperf server)

WLAN

station

RPi = WLAN
1 44 EM noise
Exp. (Z)A \‘/ - -» iperf (UDP)
=¥ Sensing data

% = Server B

Fig. 1 Layout of the experimental equipment in the EMI shielded tent.
For the experiment (1), an SDR and its antenna with blue background
were used to generate EM noise, together with the equipment without color
backgrounds for the experimental environment. For the experiment (2),
EM noise was emitted from a microwave oven with red background color
and the apparatuses without color backgrounds were also used again.
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This shall be regarded as extending the effective bandwidth
by approximately 400kHz. If the noise is not sensed in
the 400 kHz bandwidth, additional CW signals are added
at +400 kHz from the center to increase the effective band-
width to 800kHz. This process is repeated m times until
the noise is sensed. Then, shift the center frequency by
+0.5 MHz, keeping the effective bandwidth of 0.4m MHz at
the time of the m-th CS. If the noise is still sensed, shift
the center frequency by +0.5 MHz again. This process is
repeated n times until no noise signal is sensed, resulting
in a final shift of 0.52 MHz. Through the above process,
the lower limit of the effective bandwidth corresponding to
the energy to be detected as simulated noise can be checked
within an error range of 0.4 MHz, and the boundary of the
CS bandwidth specific to the device can be checked within
an error range of 0.5 MHz. Assuming that the CS bandwidth
Bcs [MHz] of the target device extends symmetrically from
the center of the communication band, the lower and upper
boundaries of Bcg can be estimated as shown in Fig. 2, and
the following inequality constraints for the open interval can
be formulated:

04x«m+n—-18 < Bcsg <0.4%xm+n. (D)

The experimental procedure in (2) is described next. EM
noise generated in factories may have a wide bandwidth and
time-varying frequency response. Therefore, we conducted
an experiment using a common microwave oven as an inter-
ference source, which generates EM noise with a broadband
frequency response in the ISM band that overlaps with the
WLAN band. We estimate the detection power threshold
level within the CS bandwidth, which could not be con-
firmed in the experiment (1) due to the lack of bladeRF out-
put control accuracy. While operating the microwave oven
at 600 W, UDP transmission by iperf was attempted from
the WLAN station to the direction of the AP. At the same
time, 1Q (In-phase/Quadrature) samples were continuously
acquired by a real-time spectrum analyzer (RSA).

Note that in this study, the Modulation and Coding
Scheme (MCS) was fixed so that the automatic control of the
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Fig. 2 (a) Illustration of estimating the lower limit of the CS bandwidth
when EM noise with a bandwidth of 0.4m MHz is shifted (n — 1) times. In
this case, the device sensed the noise and stopped transmission. (b) Illustra-
tion of estimating the upper limit of the CS bandwidth when EM noise with
a bandwidth of 0.4m MHz is shifted n times. In this case, the noise could
not be sensed and transmission continued. The frequency on the horizontal
axis is centered at 2.462 GHz but is set to 0 MHz for simplicity.
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MCS would not affect the estimation of the delay time due
to variations in the signal duration during the measurement.

3. Results and discussion

The simulated noise spectrum of experiment (1) measured
by RSA is shown in Fig. 3. The transmitter did not detect
noise signals when the effective bandwidth was 400 kHz with
three CW signals generated at 200 kHz intervals. On the
other hand, expanding the effective bandwidth to 800 kHz
with five signals resulted in detecting noise signals. Next,
the effective bandwidth was kept at 800 kHz, and the cen-
ter frequency of the simulated noise was incrementally in-
creased by +0.5 MHz from the center frequency of the target
communication band. The noise was detected up to four fre-
quency shifts of the simulated noise, whereas when it was
shifted five times and generated at +2.5 MHz from the cen-
ter frequency, the noise was no longer detected. From these
results, it was found that m = 2 is the number of steps to
increase the effective bandwidth until the noise is detected,
and n = 5 is the number of steps to shift the center fre-
quency until the noise is no longer detected. According to
the calculation procedure described in the previous section,
the range of the detection bandwidth Bcg for the target wire-
less device in this study can be obtained as 4.0 < Bcs < 5.8
in MHz. This suggests that the device senses noise signals
within 20-30% around the center frequency for the entire
20 MHz communication bandwidth.

Next, we discuss the results of experiment (2) using a
microwave oven, which was performed to confirm the CS
characteristics. As shownin [4,9, 10], the characteristic fre-
quency of EM noise fluctuates with time. The average power
of EM noise over the frequency direction shows a 10 ms pe-
riod pattern consisting of a square wave or spike noise period
of 2040 us period with a constant intensity of about 7 ms
and a stop period of about 3 ms. Figure 4(a-1) exhibits the
case where communication continues even when EM noise
overlaps the communication bandwidth. Figure 4(a-1) and
Fig.4(b-1) show the spectrograms of the RSA results for
different time periods when measurements were made for
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Power [dBm]

800 kHz,
—

-75
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Fig. 3 Three CW signals generated at 200kHz intervals to produce
400kHz bandwidth simulated EM noise highlighted in light blue (blue
line). Five CW signals generated at 200 kHz intervals to produce simu-
lated EM noise with a bandwidth of 800 kHz, highlighted in light orange
(orange line). The center frequency of all signals is 2.462 GHz, the center
of the communication bandwidth. “3 signals” data are vertically offset by
+25 dBm for clarity.
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30 seconds under the same experimental conditions. Fig-
ure 4(a-2) and Fig. 4(b-2) show the received power of the
signal after applying a 2 MHz low-pass filter (LPF) based on
the center frequency to check the received power within the
estimated minimum CS bandwidth of 4 MHz, as shown in
the previous paragraph. Figure 4(a-3) and Fig. 4(b-3) show
that the received power of EM noise interference is —32 dBm
(> —47 dBm) within a bandwidth of 4 MHz, indicating that
CS is working when the peak level of EM noise exceeds the
signal power level. Figure 4(a-3) and Fig. 4(b-3) show the
time-series instantaneous received power when a 10 MHz
LPF is applied to confirm the received power of the en-
tire communication band. By comparing these results with
Fig. 4(a-2) and Fig. 4(b-2), it can be reconfirmed that the CS
is not performed on the entire communication band but on a
few MHz near the center, which supports the conclusion of
the experiment (1).

Figure 4 provides a qualitative discussion. To quantita-
tively estimate the detection signal threshold level for CS,
Pcs. m, Fig. 5 shows the measurement results before and after
the EM noise level gradually decreases to below Pcs i, and

8 °

E)
Power [dBm]

s 8

Time [ms] EM noisé’ Time [ms]
Peak level

-20 20, of EM noise
40, A0 I - mdald "

60 60' ‘S\gnal

80 80 power level
-~100| l -100]
120 120
40 (b-2)

60 0 15 20 25 3

20 25 30 1 0 5 1

15
Time [ms] Time [ms]

Power [dBm]

10 0

Peak level
20 of EM noise

T —
60/ Signal
-80) lpower level
-100}
120

140/ (a.3) 140 (b-3)
160

Power [dBm]

5 10 15 20 2 a0 %% 5 10 15 20 2 20
Time [ms] Time [ms]

Fig. 4 Spectrograms acquired by RSA when the microwave oven was
running at 600 W to generate EM noise and iperf UDP transmission from
the WLAN station toward the AP. (a-1) shows the spectrogram without
CS while (b-1) with CS. (a-2) and (b-2) are the time-series received power
when passing through a 2 MHz LPF for the spectrograms in the upper rows,
respectively. (a-3) and (b-3) are also time-series received power when the
10 MHz LPF is passed through the upper spectrogram, respectively.
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Fig.5 (Upper figure) Spectrograms acquired by RSA when the microwave
oven was running at 600 W to generate EM noise and iperf UDP transmis-
sion from the WLAN station toward the AP. (Lower figure) The received
power of the EM noise gradually decreased and finally fell below the signal
detection threshold level Pcs , wWhich is why the signal was continued in
the second half of the transmission.
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transmission is no longer stopped. The received level of EM
noise within the CS bandwidth of 4 MHz extracted by ap-
plying a 2 MHz LPF decreased every 10 ms to —49.1 dBm,
—-50.7dBm, —51.3 dBm, and —53.5 dBm, and no noise was
sensed after 40 ms. The rate of change in received EM noise
power is about —147 dB/s for the first 40 ms. Simple linear
extrapolation from the rate of change in the first half sug-
gests that the EM noise was about —55dBm at 45 ms. At
this moment, the received power —55dBm is below Pcs
and is no longer sensing noise. From this result, it can
be inferred that the CS of the target device adopts a value
of Pcs i [dBm] within a bandwidth of 4 MHz in range of
=55 < Pcs,im < —53.5 on the measurement scale by RSA.

The CS bandwidth and detected signal threshold levels
estimated in experiments (1) and (2) can be set as EM noise
CS conditions within the SLS to support future realistic and
accurate delay estimation. In addition, as mentioned pre-
viously, the details of the CS operating specifications are
implementation-dependent for the manufacturer and are ba-
sically not disclosed. To investigate the impact of differences
in CS implementation specifications on communication de-
lay, it is necessary to clarify the differences in CS for each
wireless device as future work and reflect them as variations
in the simulation model.

4. Conclusion

In this study, we developed a methodology for measuring
and estimating carrier sense (CS) behavior in wireless com-
munication systems, particularly in manufacturing factories
with electromagnetic (EM) noise. Through experiments us-
ing both synthetic and real-world EM noise sources, we es-
tablished a framework for estimating CS characteristics that
significantly affect communication delay. Our experiments
quantitatively estimated the CS function of the target wire-
less device senses noise when the noise power level exceeds
—54 dBm within 4.0 to 5.8 MHz, equivalent to 20-30% of
the entire 20 MHz bandwidth, near the central frequency of
the 2.4 GHz WLAN communication band in the presence
of EM noise. This insight is crucial for refining delay esti-
mations in system-level simulators, enhancing the reliability
of wireless communications in industrial environments with
variable noise conditions. Further research should focus on
diversifying simulation models to account for the variabil-
ity in device-specific CS implementations, which remains
largely undisclosed by manufacturers, to refine delay pre-
dictions and support the robust design of wireless networks.
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