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A Proactive Intrusion Detection and Mitigation
System for Grid-Connected
Photovoltaic Inverters

Fazel Mohammadi

Abstract—The breach of data confidentiality, integrity,
and availability due to cyberattacks can adversely impact
the operation of grid-connected Photovoltaic (PV) invert-
ers. Detecting such attacks based on their signatures or
behavior-based analytics and adopting corrective actions
to prevent security breaches for grid-connected PV sys-
tems requires the implementation of an intelligent Intrusion
Detection System (IDS). In this paper, a Proactive Intru-
sion Detection and Mitigation System (PIDMS) based on
real-time stability boundary identification at the Point of
Common Coupling (PCC) for grid-connected PV systems
is presented to identify the potentially compromised grid-
connected PV systems in Cyber-Physical Power and En-
ergy Systems (CPPES). The proposed PIDMS correlates the
variations in the active power and reactive power measure-
ments to power grids voltage at the PCC in real-time and
accurately identifies compromised grid-connected PV sys-
tems, and enhances the resilience of CPPES. The perfor-
mance of the proposed PIDMS is validated through dynamic
simulations under different operating conditions. The ob-
tained results verify the applicability and effectiveness of
the proposed PIDMS.

Index Terms—Cyber resilience, cyber - physical power
and energy systems (CPPES), cyberattacks, grid - con-
nected photovoltaic (PV) systems, intrusion detection and
mitigation.

[. INTRODUCTION

HE data confidentiality, integrity, and availability of Pho-
Ttovoltaic (PV) systems can be ensured by continuous
monitoring and accurate detection and identification of cyber-
attacks. Intrusion Detection Systems (IDSs) utilize the signa-
ture(s) and/or behavior(s) of PV systems to detect and iden-
tify cyberattacks in Cyber-Physical Power and Energy Systems
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(CPPES) [1], [2], [3]. Regardless of the operating mode of
PV systems, i.e., grid-connected and/or islanded, the adverse
impacts of cyberattacks with the aim of tampering with the PV
systems’ measurements and commands lead to transient voltage
instability and lack of proper power management; thus, disrup-
tion of CPPES operation [4], [5], [6]. From a technical point
of view, real-time monitoring and control of grid-connected
PV systems require reliable wired or wireless communication
infrastructure to allow for exchanging information, and there-
fore, PV systems are exposed to False Data Injection (FDI)
and tampering attacks [7], [8], [9], [10]. Therefore, it is vital
to design and implement an intrusion detection and mitigation
system to protect CPPES against cyberattacks and prevent their
detrimental consequences in CPPES operations.

Different strategies for detecting and identifying cyberattacks
targeting grid-connected PV systems are investigated in the
literature [11], [12], [13], [14], [15], [16], [17], [18], [19], [20],
[21], [22], [23], [24], [25], [26], [27], [28], [29]. In [11], the
cybersecurity roadmaps for PV systems are summarized, and
appropriate practices for enhancing their cyber resilience are
provided. Three network-based defense strategies for PV sys-
tems, including network segmentation, encryption, and moving
target defense in a virtualized environment, are investigated
in [12]. In [13] and [14], the Flatness-Based Control (FBC)
method for Voltage Source Converters (VSCs) is presented to
minimize the impacts of the noise on the measurement feedback,
making the system less vulnerable to sudden faults and mali-
cious attacks. An adaptive resilient control strategy to mitigate
FDI attacks on grid-forming converters is introduced in [15] to
ensure synchronization using adaptive communication weights.
A model-based cyberattack detection based on Harmonics State
Space Matrix (H-Matrix) for VSCs in an islanded microgrid is
investigated in [16]. In [17], the signature and behavior-based
analysis methods are presented to detect malicious network
activities in the PV inverter control system. Using Artificial
Intelligence (Al)-based intrusion and malware detection sys-
tems is a promising approach to overcoming the complexity
of cybersecurity and successfully mitigating cyberattacks [18],
[19], [20]. The implementation of various data-driven methods,
including Decision Tree (DT), K-Nearest Neighbor (KNN),
Support Vector Machine (SVM), Artificial Neural Networks
(ANN), Long Short-Term Memory (LSTM), and Convolutional
Neural Networks (CNN), to validate the possibility of using
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micro-PMU (uPMU) data to detect and diagnose malicious
attacks targeting PV systems is investigated in [21]. An online
high-dimensional data-driven approach is presented in [22] to
detect and identify cyberattacks on PV inverters. In [23], the
impacts of data integrity attacks on different control loops in a
PV system are analyzed, and a data-driven method using uPMU
datais presented to detect cyberattacks in the PV system. Various
vulnerabilities with PV inverters are identified in [24], and
mitigation strategies, including a Neural Networks (NN)-based
intrusion detection system, are suggested. Furthermore, signal
processing-based methods, including the dynamic watermark-
ing approach [25] and perturbation-based FDI attack detection
mechanism [26] are investigated. A Man-in-the-Middle (MITM)
attack against the manufacturing message specification of IEC
61850 for PV systems is investigated in [27]. Additionally,
the impacts of firmware modification attacks on PV inverters
are mitigated using custom-built Hardware Performance Coun-
ters (HPCs) as Design-For-Security (DFS) primitives [28] and
Blockchain technology [29].

Existing approaches have been rarely used to simultaneously
detect and mitigate cyberattacks at the device level (power elec-
tronic converters). Therefore, it is required to develop a method
to accurately and quickly detect and mitigate cyberattacks that
can negatively impact both power electronic converters, such
as grid-connected PV inverters, and other critical components
in power grids. Based on the above-mentioned explanations and
analyses, a Proactive Intrusion Detection and Mitigation System
(PIDMS) based on real-time stability boundary identification at
the Point of Common Coupling (PCC) for grid-connected PV
systems is proposed in this paper to identify the potentially com-
promised grid-connected PV systems in CPPES. In this regard,
a stability index is introduced to determine the operating regions
of atwo-stage transformerless grid-connected PV system in real-
time by correlating the variations in the active power and reactive
power measurements to power grids voltage at PCC. In addition,
operational constraints related to the PV system, i.e., predefined
minimum and maximum power generation limits of the PV
array and minimum and maximum power of the PV inverter,
are considered to identify the manipulated data. The proposed
PIDMS is capable of detecting forged power injection set-points
used for the PV controller and adopting corrective actions, i.e.,
restoring the PV controller operation with predefined power
injection set-points, to ensure the stability of power grids at the
PCC and enhance the resilience of CPPES. Various operating
conditions are considered to assess and verify the performance
of the proposed PIDMS using dynamic simulation. In summary,
the main contributions of this paper are as follows:

1) Analyzing the impact of cyberattacks on the control signal
set-points of the PV controller and voltage and current
measurements at PCC.

2) Introducing a stability index by correlating the variations
in the active power and reactive power measurements to
power grids voltage at PCC.

3) Developing a PIDMS based on real-time stability bound-
ary identification at PCC for a grid-connected PV system
to detect cyberattacks and adopt corrective actions.

The rest of this paper is organized as follows: Section II
presents the proposed PIDMS for a grid-connected PV system.
The simulation and experimental results are presented in Sec-
tion III. Finally, Section IV concludes this paper.

Il. DESCRIPTIONS OF THE PROPOSED PIDMS FOR A
GRID-CONNECTED PV SYSTEM

The structure of a grid-connected PV system is shown in
Fig. 1. The PV system is connected to power grids at a local
PCC terminal, and the PV inverter follows the local PCC voltage
imposed by power grids. There is a Thévenin equivalent circuit,
representing the remaining components of power grids, seen
by the grid-connected PV inverter, which can be determined
based on the location of the grid-connected PV system and its
distance to the power grids’ feeder. The system consists of three
layers, i.e., physical, cyber, and control layers. The physical layer
includes all the physical components of the system, i.e., PV
array, DC/DC power converter, DC/AC inverter, filter, etc. The
operating set-points of the local PCC are assigned by the cyber
layer to the control layer.

Taking Fig. 1 into account, the voltage at the i local PCC
(Upcc; ) can be derived as follows:

Upce, = Uth, + Z1H, tPCC,

= ||Vece, ||, £0pcc,

= % + i (1)

where Uy, and Zty, are the Thévenin equivalent voltage and
Thévenin series impedance seen by the i grid-connected PV
inverter from its local PCC to the power grids’ feeder, ;PCCi is
the injected current by the i" grid-connected PV inverter into its
local PCC. In addition, the voltage at the i local PCC can be
represented by a voltage ¢,-norm | |‘/]>C(ji | |2 and voltage phase
angle dpcc,, which forms a complex number as ; + jA;.

Similarly, the voltage of the power grids’ feeder can be written
as follows:

Urn, = ||V, || ,£0mm,

= ||V, ||, (cos(drw,) + j sin(0ry,)) (2)

where ||VTH,- | |2 and dry, are the voltage />-norm the voltage
phase angle of the power grids’ feeder, respectively.

It should be noted that vy, depends on the active power
(P) and reactive power ((Q) injected to/absorbed from different
nodes, i.e., vy, = f(Pecc,, ) Qpcc s - - - Prec, , Qrec, ),
where n shows the number of nodes in power grids. Conse-
quently, Upcc, can be correlated to the active and reactive power
set-points. Additionally, fpcci can be written as follows:

. .

- Spee,  Peee, — jQpec,

peC; = o = = (3)
Upcc, Upcc,

where Ve, is the complex conjugate of Upcc,, and Ppcc; and
Qpcc, are the net active power and reactive power at the i local
PCC.
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Fig. 1. Structure of a grid-connected PV system.

Therefore, (1) can be rewritten as follows:

Poce, — 7 QPCCi> @

Upcc; = Uth; + ZTH, ( =
pCC,

By multiplying (4) by Upcc, and considering Zry, = Rn, +
7 Xrn,, the following expression can be written.

QERYS;
— ke
Upce,; Upee, = Rru, Peec; + Xh, Qpcc,

+ || Vam, ||, (i cos (b, ) + Ai sin(drw, )

+J (XTHi Poce, — Rru, Qpcc,

+ || Vi, ||, (v sin(0rw, ) — A, cos (0, ))

4)
where Ry, and X1y, are the resistance and reactance seen by
the i grid-connected PV inverter from its local PCC, respec-
tively.

Equation (5) comprises two parts, i.e., real and imaginary
parts. Evidently,

v} + A% = R, Pece, + Xtu; Qrcce,
+| ‘VTHi 5 (i cos(dn; ) + A sin(dry,))
0 = X, Prcc;, — Rru, Qpcc,
—i—‘ |VTH1. 5 (7isin(dtn,) — A; cos(dru,))

(6)

Equation (6) should be solved to determine ~; and A;. In this
regard, A; can be written in the form of ~;, as follows:

5. - X, Peec, — Ry, Qpcc;
! ! VTHi 2COS(6THi)

+ ||VTH11

2’}/1' Sin(éTHi) (7)

Substituting for A; leads to the following expression.

i = <2 (Rrn, Qpcc;, — X1, Pecc;)
! ! | ’V:FHl 2 sin(éTHi)

(XTH, Poce, — Rru, Qpcc, >2
+
[[Vn,

[V costom.) )

2
Rru, Pecc, + X1, Qrce; ) cos® (61w, )

— (
— (Xtn, Prcc, — Rru, Qpec, ) cos(Orw, ) sin(da,) = 0

(®)
Equation (8) is a quadratic equation with two roots, of which
only its positive root is acceptable. This implies that if the grid-
connected PV inverter does not inject active and reactive power
at its local PCC, then, Upcc, = Urn,. Therefore,

Y = HVT;2 cos(tw; )
Rru, Qree, — X, Peec,
+
[[Van,

) sin(éTHi )

2
2

+ ||VTHi
4

2
2 cos®(Otn,) — (XT“i Ll T’C‘;T;RT’W Qpcci)
i

2

. (XTHi Poce;, — Rrn, Qrec;
HVTHi

+ (Rru, Pece, + X1n, Qrcc, ) cos” (o, )

2
) Sin2 (5THi )

2

1
2

+ (X, Prcc; — R, Qpec; ) sin(drw,) COS@THJ]

(C))
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Accordingly,
Vru, Xru. Prcc, — Ry, .
hy = || Vn, 2 gin(dm,) + tH, Prcc; H, @PCC,
2 | VTHi ) COS((sTHi )

Qrcc, — X, Prce,
N ( Rru, Qrcc, TH; PCC;) sin? (61w, )

! VTHi 2COS(6THi)
2
Vru,
+ tan(dry, ) lHTLZ cosz(dmi)

B (XTHi Prce, — Rru, Qpec, )2
| ’VTHi

n (XTHi Pyoce, — Rtu, Qpcc,
| ’VTHi

+ (Rru, Pece, + X1, Qrcc, ) cos” (1w, )

2

2
) sin2 (6THi )

2

=

+ (X1u, Pecc, — Rrr, Qpcc, ) sin(dty, ) cos(dtr, )

(10)
The magnitude of the voltage at the i'" local PCC is a function
of A; and ; such that H’Upcci , =+ 42)2, which in turn
determines the stability boundary of the voltage at the i local
PCC. This also implies that the magnitude of the voltage at the 7™
local PCC is impacted by both the set-points of the i local PCC
and its nearby bus voltage. Consequently, the stability boundary
of the 7" local PCC can be identified by projecting ||5pcci )
on the Ppcc,—@Qpcc; plane. Under normal operating conditions,
‘ ‘17PCC1. ‘ |2 should be between 0.8 p.u. and 1.2 p.u.
Considering (9) and (10), a stability index, i.e., k;, at the ith
local PCC is defined as follows:

2
Ki = HVTZZ cos2(5THi) - <

<XTHi Pyocc, — Rru, Qpcc,
HVTHi 2
Ry, Pece, + X1, Qpcc, ) cos® (01w, )

Xrtu, Pecc, — Rru, Qpcc, ) sin(dt, ) cos(Orn, )

2
Xru, Pecc, — R, Qrcc, >
|| Vn,

2

+

2
) sin2 (§TH1 )

+

+

(1)

The normal operating condition of the grid-connected PV in-

verter at the i local PCC is guaranteed, if and only if x; is a
positive value, i.e., k; > 0.

Using the Clarke transformation, the active and reactive power
at the 7 local PCC using its voltage and current in a stationary
a3 reference frame, i.e., Ugcc,p Upcc, s if}cci, and igcci, can be
written as follows [30]:

1 1
. B -3
Pecc, = Evr?ccj ipcc; + 5 Vpce; rec
(12)

Q _l B ja _l o ,L-ﬁ
PCC; = zvpcci PCC; 2UPCC,; PCC;

In addition,

1, dipce, 1., dopcc,
VP, = FUpcc; g T tRec gy
n 1 8 dii(jcc,v, 1 5 dvpcc,
2 PCC; t 2 PCC; t
d 5d (13)

e
dipcc, 1.,  dupcc,

1 s
VQpcc, = 5VpCC; T gp + 5%cc: gy

-3
La dipcc, Ls dvpec,
277 a2t

where VPpcc, and VQpcc, are the gradients of active and
reactive power at the i local PCC, respectively.

«
d'UPCCi

_ B
= —Wlpcc;
dipcc, _ WVpcc, WUTH,  WhThHpcc,
dt Xn, Xn, Xu,
dv? (14)
PCCi _
i PCC;
B B B -8
dipcc, _ Wipcc;,  WUH, wRrh, ipcc,
dt X1, XtH, XtH,

i

where w is the angular frequency of power grids.
Taking (14) into account, (13) can be rewritten as follows:

B 2
Ry, Pecc, |UI?CC- + Upcg,
VhPBee, = —w| ————+Qpcc;, — 25—
Xrn, ) 2 X,
2ve B we pa tph o
i ( Upcc; Vpec; T Upcc; UTH; UPCCiUTHi)
o e o
H; &pcc;
VQPCCi =w (Ppcci - Xi
5 R
Upce, Vth, — Upce; VTH,
2 Xy,

Equation (15) real-time solutions for vfy. and U?Hi , which
contains the information related to real-time variations in active
and reactive power set-points at nearby PCCs. In particular, vy

and foi are determined as follows:

1 2XTn, VPpcc,
UTh, = 7 [VBec, <7w + 2R, Prcc,
HVPCCi )
2
+2X1h, Qrce, — |[Veee, 2)
2X1n,VQrcc,
—i—Ugcci (7 — 2XH, Ppac,
+2RTHiPPCC,,)]
V= Ugcci(i“w -+ 2R7u, Peec;
HVPCCi )

+2X 11, Qrcc, — ||Vece,
e 2X7H, VQprcc;
PCCZ w

+2 Ry, PPCCI-)]

)

—2X7H,Prcc;

i

(16)

2 B 2 B8
J— « (67
) = |Upcci + UPCC,;| — 20pcc, Vpec, -

where | |Vi>cci
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Algorithm 1: Pseudocode for the Proposed PIDMS.

1 Inputs: PSP, Q2P iy, RST, PRI, PRIM, QI and

2: Outputs: P*, Q*, and INT

3. if Prceytber P or Prceyfber Pﬁ‘{}“ or Qfg'tb et X or
QI < Qun then

4: INT = HIGH

5. elseif k; < O then

6: INT = HIGH

7. else

8: INT = LOW

9: endif

10: if RST == 1 then

11: INT = LOW

12:  end if

13: if INT == HIGH then

14: P*=1.5kW, Q* = 0kVAR

15: else

" b « b
16 P = PQ = Qe
17: endlf

Considering (16), the voltage magnitude and voltage phase
angle at the i™ Jocal PCC can be constructed, as follows:

\/|UTH J’_UTH ’

§TH¢ = tan~ (TLH) —wt
TH;

Algorithm 1 shows the operation of the proposed PIDMS. Par-
ticularly, the proposed PIDMS continuously checks and verifies
if the newly commanded active and reactive power set-points,
ie., Prce};ber and Qfgfljer, are within the operating limits of the
grid-connected PV system. According to Fig. 1, the cyber in-
truder may attempt to only manipulate the operating set-points
( rceyf?er, Qfeyft? “"). This means that the cyber intruder has no access
to the measured data. In this regard, the cyber intrusion can be

modeled as follows:

— 2upy, UTH
(17)

cyber
‘Pref 1

Qe
where PP and Q" are the true commanded active
and reactive power set-points, respectively, and Prcglbcr A and
Qfg’fFer’A are the injected active and reactive power set-points
by the cyber intruder, respectively.

If the new active and reactive power set-points are respec-
tively greater than the maximum operating limits of the PV
array (Fpy7) and the DC/AC inverter (Q{gﬁ’i‘) or less than their
minimum operating limits, i.e., PP“{}‘; and Qﬁl“v“ the INT flag is
raised to HIGH. Otherwise, the INT flag is LOW, indicating the
normal operation of the grid-connected PV system. In addition,
the stability index (x;) is being dynamically checked, and the
normal operation of the system is guaranteed if x; > 0. Oth-
erwise, the abnormal behavior of the system is detected when
ki < 0, and accordingly, the INT flag is raised to HIGH. In order

for the power systems operator to manually reset the status of

cyber, T
‘Pretl
Qcyber,T

ref;

cyber,A
‘Prefl
Qcyber,A
ref;

(18)

the cyber layer once the necessary actions have been taken, an
RST signal is incorporated into the Algorithm. In this regard, if
the RST signal is 1, the INT flag changes to LOW, reverting the
status of the cyber layer to the normal operating condition. Once
the operating limits, as well as the stability index, are checked,
and the commanded active and reactive power set-points are
flagged as compromised set-points by raising the INT flag to
HIGH, the proposed PIDMS adjusts the commanded active and
reactive power set-points such that the new operating set-points
belong to the normal operating region, i.e., P* = 1.5 kW and
Q* = 0kVAR, where P* and (Q* denote the active and reactive
power set-points sent to the control layer. Otherwise, when the
INT flag is LOW, the commanded active and reactive power
set-points received by the cyber layer are assigned to the control
layer without further changes, i.e., P* = Pop™ and Q* = Q%"
According to Fig. 1, the physical layer comprises a two-stage
transformerless grid-connected PV system with DC/DC and
DC/AC conversion stages. Figs. 2 and 3 show the structures of
the cyber layer with the proposed PIDMS and the control layer
for a grid-connected PV system, respectively. In this regard,
rceyfber nd Qfeyf “" are sent to the cyber layer, and after further pro-
cesses, the operating active and reactive power set-points of the
i" local PCC are assigned by the cyber layer to the control layer.
The injected active power into the DC-link from the PV array is
regulated by controlling the duty cycle (D) of the DC/DC power
converter at a specified DC-link voltage level. In particular, the
DC/DC power converter controls the i PV array voltage (vpy, ),
thus, controlling the operating set-point and determining the
injected power by the PV array. The DC/AC inverter regulates
both the DC-link voltage and the reactive power injected into
power grids by controlling the modulation index (M). Using
a Phase Locked Loop (PLL) and the Park transformation, the
DC/AC inverter regulates the DC-link voltage by controlling
the d-axis current at the i local PCC (I;) and the injected
reactive power into power grids by controlling the ¢-axis current
at the ¢™ local PCC () [31]. In Fig. 3, Ly, denotes the total
inductance of the filter inductors connected to the grid-connected
PV inverter output on a per-unit basis.

[ll. RESULTS AND DISCUSSION

The theoretical analyses established are validated by dynamic
simulation of four scenarios. The specifications of the case study
forthe ¢ = 1% grid-connected PV system are provided in Table .
In the first three seconds of the simulation (from¢ = 0stot = 3
s), the DC/DC power converter operates at a constant duty cycle,
and the control system is disregarded. During this time interval,
the initial Q¥ and the DC-link voltage reference (v, ) are
set to 0 kVAR and 1 kV (nominal kV-rating), respectively.

Case Study 1

Fig. 4 shows the power generated by the PV array (Ppy,) and
the active power (Ppcc, ) and reactive power (Qpcc, ) injected into
power grids at the first local PCC. In addition, Fig. 5 illustrates
the active power—reactive power—voltage contours for the PV
inverter at the first local PCC. According to Fig. 4, the PV array
generates approximately 2 kW of power, and once the DC-link
voltage reaches its reference value, i.e., 1 kV, neglecting power
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cyber  max min

P

Estimation

DC-Link Voltage Controller

ref; B PV, PPV,
HvTHi N 1 1 l
6 %
™; | Stability Index| *; | Proposed [ > P
| Determination PIDMS > Q*
» RST o

111

max min

cyber
Qrefi Qinvl. Qinvi

Structure of the cyber layer with the proposed PIDMS for a grid-connected PV system.

Current Controller

PI Controller

QoL, )1,

PI Controller

TABLE |

Structure of the control layer for a grid-connected PV system.

SPECIFICATIONS OF THE FIRST GRID-CONNECTED PV SYSTEM

Parameters Values

PV Inverter Rated Power (S{Da\t,eld) 2.5 kVA
Switching Frequency (fiw) 10 kHz
Nominal Power Grids Frequency (f) 60 Hz
Nominal Power Grids Voltage (VTy,) 120 V
Nominal DC-Link Voltage (vpc,) 1 kV

DC-Link Capacitor (Cpc,) 3000 uF

Filter Inductors (Lj juy, and L3 jny,) 17.4 mH and 55 uH

Filter Capacitor (Cipy,) 27.5 uF

PV Array Capacitor (Cpy,) 1000 uF
DC/DC Converter Inductor (L¢on) 5 mH
Thévenin Equivalent Resistance (Rty,) 15 Q
Thévenin Equivalent Inductance (Lty,) 100 uH

oL, )1,

losses, the same amount of power is injected into power grids to
maintain the DC-link voltage constant, as shown in Fig. 6. Fig.
7(a) and 7(b) illustrate the voltage and current at the first local
PCC, respectively.

In the first scenario, from ¢ =3 s to ¢t = 8 s, P is set to
2 kW, which is within the operating limits of the PV system,
without additional changes in Qfgft: “fand it is considered that
none of the operating set-points passed through the cyber layer
are manipulated. Therefore, as shown in Fig. 8, x; is greater
than zero, and the INT flag is LOW, indicating that the normal
operation of the system is guaranteed. Accordingly, as shown in
Fig.5, P* = P2 = 2kW and Q* = Q" = 0k VAR, indicated
by set-point A. As shown in Figs. 4 and 6, the generated power
by the PV array is 2 kW, the injected power into power grids is
~2 kW, and the DC-link voltage is fixed at 1 kV. According to
Fig. 7(a) and 7(b), the peak values of the voltage and current at

the first local PCC are 348.1 V and 11.9 A, respectively.
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Case Study |.

In the second scenario, at t = 8 s, Pop" is manipulated and

increased to 2.4 kW, which is greater than Pf?{ﬁ‘l". This is shown
by set-point B in Fig. 5, which is outside the normal operating
region. As shown in Fig. 8(a), the INT flag is raised to HIGH,

20 25 30 35 40

Time [s]

Simulation results for the power generated by the PV array and the active power and reactive power injected into power grids at the first

and the proposed PIDMS pushes the active power and reactive
power set-points to stable operating set-points, i.e., P* = 1.5 kW
and @Q* = 0 kVAR, as shown by set-point C in Fig. 5. In this
regard, between t = 8 s and ¢t = 14 s, x; is still greater than
zero. As demonstrated in Fig. 7(a) and 7(b), the reduction in
the active power injected into power grids, and accordingly, the
current injected into power grids, leads to a reduction in the peak
values of voltage and current at the first local PCC to 313.9 V
and 9.6 A, respectively.

In the third scenario, since the INT flag is already HIGH, at
t = 14 s, the RST signal is activated, thus, resetting the INT flag
and bringing the system to the normal operating condition, as
shown in Fig. 8(c). Thereafter, as shown by set-point D in Fig. 5,
PSP s set to 0.1 kW while Q%" remains unchanged. Based
on Fig. 4, the generated power by the PV array reaches 0.1 kW at
t =21s.Fromt = 14 stot = 22 s, since the generated power
by the PV array is decreasing, the DC-link voltage controller
adjusts its output, and accordingly, the PV inverter injects less
power into power grids. Fig. 9 shows the measured and estimated
voltage of power grids. According to this figure, at ¢ = 20 s, the
power grids voltage decreases (vry, ), and since the estimated
voltage (v, ) follows the measured voltage of power grids, the
performance of the power grids voltage estimation block can be
verified.

In the last scenario, which starts at ¢ = 22 s, as illustrated by
set-point Ein Fig. 5, the Qfgfl? “" is manipulated and changed to 0.9
kVAR. According to Fig. 8(b), by reaching the injected reactive
power into power grids 0.515 kVAR, x| becomes negative, and
the INT flag is raised to HIGH, indicating that the PV system
enters an unstable region. As a result, the proposed PIDMS
ensures the stable operation of the PV system by pushing the
active power and reactive power set-points to stable operating
set-points, i.e., P* = 1.5 kW and Q* = 0 kVAR, as shown by
set-point C in Fig. 5.



local PCC for Case Study |.

Case Study 11

Figs. 10 to 15 illustrate a new set of simulation results for
further evaluating the performance of the proposed PIDMS.
In the first scenario, from ¢ =3 s to ¢t = 8 s, Por™" is set to
1.2 kW, which is within the operating limits of the PV system,
and Qfgft: “ is set to 0.2 kVAR. Fig. 10 shows that the active
power and reactive power reached their predefined values, and
none of the operating set-points passed through the cyber layer
are manipulated. According to Fig. 14, since x1 > 0, the INT flag
is LOW, and the normal operating conditions are guaranteed.

Taking Fig. 11 into account, P* = P = 1.2 kW and Q*

ref;
Qcyber
ref)

= 0.2 kVAR, which indicate the set-point A’. Figs. 10
and 12 confirm that the generated power by the PV array is
1.2 kW, the injected power into power grids is ~1.2 kW, and
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Fig. 7. Simulation results for the (a) voltage and (b) current at the first local PCC for Case Study I.
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Fig. 8. Simulation results for the (a) intrusion flag, (b) stability index, and (c) reset signal for Case Study I.
200 v the DC-link voltage is fixed at 1 kV. As shown in Fig. 13, the
— TH, peak values of the voltage and current at the first local PCC are
— 100 Vo 292.3 V and 8.39 A, respectively.
Z ! The second scenario is similar to the first one with slight
% o changes in the PV array set-points, i.e., P* = Po = 0.9 kW
= and Q* = Q" = 0.4 kVAR, shown by set-point B' in Fig.
> 100} 11. The simulation results confirm that the desired outputs are
achieved.
200 ‘ ‘ ‘ In the third scenario, at ¢ = 18 s, both R;{Jl’“ and Qfgft: “ are
19.9 19.95 20 20.05 20.1 manipulated and their corresponding values are increased by
Time [s] three times. Since the new set-points Poy " =2.7 kW and Q%™
) ) ] ] = 1.2 kVAR are respectively greater than Pi** and Q5. This
Fig. 9. Measured versus estimated voltage of power grids at the first ! !

is shown by set-point C" in Fig. 11, which is not within the
normal operating region. According to Fig. 14(a), the INT flag
is raised to HIGH, and the proposed PIDMS pushes the active
and reactive power set-points to stable operating set-points, i.e.,
P* = 1.5 kW and Q* = 0 kVAR, as shown by set-point D',
which is similar to set-point C in Fig. 5. Thus, between ¢ = 18
sand t = 25 s, K is still greater than zero.

In the fourth scenario, due to the fact that the INT flag is
already HIGH, at t = 25 s, the RST signal is activated, and
therefore, the INT flag is reset, and the system is brought to the
normal operating conditions, as shown in Fig. 14(c). After that,
R?ger and Qfeyft: “ are set to 1.2 kW and 0.4 kVAR, respectively,
as shown by set-point E’ in Fig. 11. According to Fig. 10, at
t = 28 s, the generated power by the PV array and the injected
reactive power into power grids reach 1.2 kW and 0.4 kVAR,
respectively. Additionally, at ¢ = 30 s, the power grids voltage
increased by 15%, as shown in Fig. 15. The estimated voltage
follows the measured voltage of power grids, which in turn,
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Fig. 11. Simulation results for the active power—reactive power—
voltage contours for the PV inverter at the first local PCC for Case Study
II.

1200
1000 Af
2
v~ 8007 J
=]
-
600 1
400 ‘ ‘ ‘
0 10 20 30 40
Time [s]
Fig. 12.  Simulation results for the DC-link voltage of the PV inverter for
Case Study Il.

verifies the performance of the power grids voltage estimation
block.

Time [s]

Simulation results for the power generated by the PV array and the active power and reactive power injected into power grids at the first

Case Study 111
Fig. 16 demonstrates the simulation results for evaluating the
performance of the proposed PIDMS when the solar irradiance

level and solar cell temperature vary and the commanded Prce};?er

and Qfgg “" are set to 1.0 kW and 0.0 kVAR, respectively. From
t =0 s to t =6 s, the initial solar irradiance and solar cell
temperature are set to 1000 W/m? and 25 °C, respectively. Based
on Fig. 16(a), the power generated by the PV array (Ppy, ) and the
active power (FPpcc,) and reactive power ((Qpcc,) injected into
power grids at the first local PCC reach 1.0 kW and 0 kVAR,
respectively. As shown in Fig. 16(b), particularity betweent = 3
sand t = 6 s, the PV array voltage and current are 166.4 V and
6.02 A, respectively. At ¢t = 6 s, the solar irradiance decreases
by 200 W/m ? and remains at the same level till t = 25 s with
no additional changes in the solar cell temperature. During this
time period, the PV array voltage and current are changed from
166.4V t0209.4 V and 6.02 A to 4.79 A, respectively. Att = 15
s, the solar cell temperature decreases by 5°C and remains
constant for 10 s, i.e., till £ =25 s. According to Fig. 16(b),
due to the reduction in the PV current level by decreasing the
solar cell temperature, the control system increases the level of
the PV array voltage from 207.9 V to 215.1 V to maintain the PV
array active power at 1 kW. From ¢ = 25 s to ¢t = 35 s, the solar
irradiance increases by 200 W/m 2 and reaches its initial value
of 1000 W/m? with no changes in the solar cell temperature.
As shown in Fig. 16(b), during this time period, the PV array
voltage changes from 215.1 V to 170.4 V, and the PV current
changes from 4.67 A to 5.87 A. Finally, at t = 35 s, the solar
cell temperature increases by 5 °C and reaches 25 °C while the
solar irradiance is 1000 W/m?. Between t = 35 s and t = 40 s,
the control system adjusts the level of the PV array voltage to
maintain the PV array active power at 1 kW.
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Fig. 13.  Simulation results for the (a) voltage and (b) current at the first local PCC for Case Study II.
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Fig. 14.  Simulation results for the (a) intrusion flag, (b) stability index, and (c) reset signal for Case Study II.
200 TABLE Il
_VTH SPECIFICATIONS OF THE FIRST GRID-CONNECTED PV SYSTEM FOR CASE
est 1 Stupy IV
2 100 Vin |
= Parameters Values
]
0 DC-Link Capacitor 2000 uF
-
E Filter Inductors (Ly juy, and Lo jny,) 10 mH and 55 uH
-100 PV Array Capacitor (Cpy,) 600 uF
DC/DC Converter Inductor (Lc¢on) 4 mH
-200 ‘ ‘ : Sveni ;
29.9 29.95 30 30.05 30.1 Thévenin Equivalent Inductance (Lty,) 10 mH
Time [s]
Fig. 15. Measured versus estimated voltage of power grids at the first PIDMS when the parameters of the grid-connected PV system

local PCC for Case Study II.

Based on the obtained results, it can be observed that as long
as the commanded Prceyf?er and Qfeyfbl " are within the operating
limits of the grid-connected PV system, the system can be
properly operated under different solar irradiance levels and

temperatures.

Case Study IV

Additionally, to ensure that the integration of the grid-
connected PV system equipped with the proposed PIDMS does
not disrupt normal operating conditions and changes in the
parameters of the grid-connected PV system do not affect its
performance, a new set of simulation results are provided where
the changes are shown in Table II. Figs. 17 to 22 show the sim-
ulation results for evaluating the performance of the proposed

change.
The same scenarios as Case Study I are considered for Case
Study IV. In the first scenario, from ¢t =3 stot = 8 s, peyber

ref;
=2 kW and Qfg?l “ = 0, which are both within the operating
limits of the grid-connected PV system and no transmitted data
manipulation occurs. According to Fig. 21, x; > 0, and the
INT flag is LOW, which ensures the normal operation of the
grid-connected PV system. As illustrated in Fig. 18, P* = Pop™
=2 kW and Q* = Qfeyfl: “ = 0 kVAR, indicated by set-point
A”. Based on the results shown in Figs. 17, 19, and 20, (1) the
generated power by the PV array is 2 kW, (2) the injected power
into power grids is ~2 kW, (3) the DC-link voltage is fixed at
1 kV, and (4) the peak values of the voltage and current at the first
local PCC are 348.1 V and 11.9 A, respectively. Compared to the
first scenario in Case Study I, a smoother transient response with
a39% reduction in the overshoot of the active power injected into

power grids at the first local PCC and reactive power oscillations



MOHAMMADI et al.:

PROACTIVE INTRUSION DETECTION AND MITIGATION SYSTEM FOR GRID-CONNECTED PHOTOVOLTAIC INVERTERS

283

2500 T I T T T
! ! ! ‘— PPVI — Ppccl QPCC[
1" Scenario 3 2" Scenario J 3" Scenario 3 4™ Scenario . 5™ Scenario
2000 i i i i .
1 1 1 1
s 1 1 1
Z 150 s 1 1 1 ]
< i i i i
> i | | i
=3'd s 1 1 1
E 1000 o i T ————r————
Py i i i i
L I | | |
5 : : : :
= s 1 1 1 1 1
: : : :
ok i i i i
N 1 1 1 1
1 1 1 1
500 ‘ [ | | | | | |
0 5 10 15 20 25 30 35 40
Time [s]
(a)
300 8
i i |=—"Vpy
! ! -
| b=y, 17
250 ! !
| |
1 |
200 ! !
i i
— I
= | :
> 150 ' '
~ i i
= ! !
i i -3
100 i i
I I
i i -2
i i
i i -1
I I
I I
i i
0 I | I | 0
20 25 30 35 40
Time [s]

(b)

Fig. 16.

between 5% and 25% are observed. In addition, due to the
reduction in the size of the DC-link capacitor, the DC voltage
ripples are slightly increased. As shown in Figs. 17 and 21,
by manipulating Pfgﬁer at t = 8 s and increasing it to 2.4 kW
(set-point B” in Fig. 18), Py exceeds the maximum operating
limits of the PV array, and accordingly, the INT flag is raised
to HIGH. Therefore, the proposed PIDMS adjusts the active
power and reactive power set-points to P* = 1.5 kW and Q* =
0 kVAR with x| > 0, as illustrated by set-point C” in Fig. 18.
According to Fig. 20(a) and 20(b), when the active power
injected into power grids decreases, the peak values of voltage
and current at the first local PCC proportionally decrease. Com-
pared to the second scenario in Case Study I, an improvement
in the transient response of the active power injected into power
grids at the first local PCC can be observed in Case Study IV.
In the third scenario, as shown in Fig. 21, the INT flag is reset
att = 14 s by activating the RST signal at that time. According
to Fig. 18, set-point D= (P = 0.1 kW, Q" = 0 kVAR)

ref; ref;

Simulation results for (a) the power generated by the PV array and the active power and reactive power injected into power grids and (b)
the PV array voltage and current at the first local PCC for Case Study IlI.

is considered for the grid-connected PV system. As shown in
Fig. 17, the generated power by the PV array reaches 0.1 kW at
t = 21.5s.Betweent = 14sandt = 22s,the PV inverter injects
less power into power grids due to the reduction in generated
power by the PV array. Fig. 22 demonstrates the measured and
estimated voltage of power grids. As shown in this figure, at
t =20 s, a reduction in the power grids voltage (vry,) can
be observed, and as the estimated voltage (v ) follows the
measured voltage of power grids, the performance of the power
grids voltage estimation block can be verified. The last scenario
starts at t = 22 s, shown by set-point E” in Fig. 18, where
Qfeyfbl " is manipulated and changed to 0.9 kVAR. According to
Fig. 17, at t = 29.1 s, when the injected reactive power into
power grids reaches 0.595 kVAR, k; < 0, and the INT flag is
raised to HIGH. Therefore, the proposed PIDMS pushes the
active power and reactive power set-points to stable operating
set-points, i.e., P* = 1.5 kW and @Q* = 0 kVAR, as shown
by set-point C” in Fig. 18. Compared to the last scenario in
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Fig. 18. Simulation results for the active power—reactive power—
voltage contours for the PV inverter at the first local PCC for Case Study
IV.
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Fig. 19.  Simulation results for the DC-link voltage of the PV inverter for

Case Study IV.

Case Study I, the cyber intrusion is detected earlier due to the
fact that the fundamental components of the grid-connected PV
systems have been resized, (particularly, 33%, 42%, 40%, and

Time [s]

Simulation results for the power generated by the PV array and the active power and reactive power injected into power grids at the first

TABLE Il
PERFORMANCE COMPARISON OF DIFFERENT DATA-DRIVEN ALGORITHMS
WITH THE PROPOSED PIDMS FOR CASE STuDY |

Methods Accuracy [%]
Logistic Regression (LR) 89.0
Support Vector Machine (SVM) 94.1
k-Nearest Neighbors (kKNN) 92.5
Gradient Boosting (GBT) 96.2
Random Forest (RF) 96.3
Multi-Layer Perceptron (MLP) 96.2
Proposed PIDMS 99.5

20% reduction in the sizes of the DC-capacitor (Cpc, ), the filter
inductor (L1 iny, ), the PV array capacitor (Cpy, ), and the DC/DC
converter inductor (L.o,), respectively, and 9900% increase in
the Thévenin equivalent inductance (Lty, )), leading to quickly
achieving a negative value for «;.

In order to compare the performance of the proposed PIDMS,
different data-driven algorithms, such as Logistic Regression
(LR), Support Vector Machine (SVM), k-Nearest Neighbors
(kNN), Gradient Boosting (GBT), Random Forest (RF), and
Multi-Layer Perceptron (MLP) with their corresponding optimal
parameters have been analyzed. Table III shows a summary of
the comparison of the mentioned data-driven algorithms with the
proposed PIDMS for Case Study I. As shown in this table, the
proposed PIDMS has a significantly higher accuracy compared
to the other data-driven methods, while it does not require a
training dataset.

In addition, Table I'V shows the performance of the proposed
PIDMS compared to several presented methods in the litera-
ture for Case Study I. Compared to the existing methods, the
proposed method has a higher accuracy, and it is capable of
detecting and mitigating cyber intrusions faster. It should be
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Fig. 20.  Simulation results for the (a) voltage and (b) current at the first local PCC for Case Study IV.
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Fig. 21.  Simulation results for the (a) intrusion flag, (b) stability index, and (c) reset signal for Case Study IV.
TABLE IV
PERFORMANCE COMPARISON OF DIFFERENT METHODS IN THE LITERATURE WITH THE PROPOSED PIDMS FOR CASE STUDY |
Methods Overall Accuracy [%] | Detection Time [s] | Training Data | Detection Capability | Mitigation Capability
[17] 95.3 NA Required Vv -
[22] 98.1 1.00 Required v -
[32] 92.3 1.10 Not Required N -
[33] 93.8 NA Required v -
[34] 96.5 NA Required v -
[35] 994 1.4 Required Vv v
Proposed PIDMS 99.5 0.21 Not Required v v
200 v of the measurement devices, the performance of the proposed
— TH, PIDMS may be affected. Furthermore, since the loadability of
100 VeTSI‘{ | power grids has been determined using the Thévenin equivalent
Z ! voltage and Thévenin series impedance, any drastic changes in
% ol such values may affect the performance of the proposed PIDMS.
E
-100 IV. CONCLUSION
The main objective of this paper is to introduce a Proactive
'201]9.9 19_‘95 20 20105 20.1 Intrusion Detection and Mitigation System (PIDMS) for a multi-
Time [s] layer controlled grid-connected Photovoltaic (PV) system to
improve the situational awareness and observability and enhance
Fig. 22. Measured versus estimated voltage of power grids at the first  (he resilience of Cyber-Physical Power and Energy Systems

local PCC for Case Study IV.

noted that the performance of the proposed PIDMS is dependent
on the correct measurements of the voltage and current at its local
PCC. Thus, if the measurements contain a high level of noise, or
in the case of inaccurate measurements due to malfunctioning

(CPPES) against malicious False Data Injection (FDI) attacks.
A mathematical formulation is developed for deriving the safe
operating region of a PV system, and then, the mathematical
formulation is further extended to determine a stability index
at the Point of Common Coupling (PCC) of the PV system.
In particular, the observation of a negative stability index at
the PCC is evidence of an anomaly, and once an anomaly is
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detected, immediate corrective actions are adopted to prevent se-
curity breaches for grid-connected PV systems. The correlation
between the variations in the active power and reactive power
measurements to power grids voltage at the PCC are utilized to
accurately identify compromised grid-connected PV systems.
Different operating conditions are considered to evaluate and
verify the performance of the proposed PIDMS using dynamic
simulation.
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