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Abstract—This article is concerned with the event-
triggered adaptive finite-time control problem for a class of
switched cyber-physical systems (CPSs) subject to uncer-
tain deception attacks. We deploy the finite time command
filter to alleviate the possible explosion of complexity ren-
dered by the virtual control signal’s duplicative differentia-
tion. To stabilize the target system with a guaranteed distur-
bance rejection performance index, a disturbance observer
is constructed by using fuzzy logic systems (FLS) with
the hope of estimating the unknown external disturbance.
Furthermore, the Nussbaum gain is utilized to resist the un-
known control efficiency generated by uncertain deception
attacks. Based on the common Lyapunov function (CLF)
method, sufficient conditions are derived to ensure that all
signals in the closed-loop system are uniformly bounded
at a finite time. Finally, the simulation example shows the
validity and efficacy of the developed control method.

Index Terms—Backlash-like hysteresis, event-triggered
strategy, finite time control, nussbaum gain, uncertain de-
ception attacks.

[. INTRODUCTION

HE classical view of cyber-physical systems (CPSs) arises

from the seamless integration of computational, commu-
nication, and physical components, showing better performance
in deploying, maintaining, and saving systems resources [1].
Recently, the controller design problem of cyber-physical sys-
tems has drawn expansive research interest because of its strong
capability in many realistic scenarios, including smart grids,
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military defense, and home automation [2], [3]. Resilient control
is a fundamental investigation issue for the dynamic analysis of
CPSs since acquiring an accurate state target is often crucial
for many practical assignments, such as computing and com-
munication. However, some common distractions pose tremen-
dous resilient control challenges, such as time delay, external
disturbance, and cyberattacks. Generally speaking, there are
three primary sorts of cyberattacks against CPS, including replay
attacks [4], denial-of-service (DoS) attacks [5], and deception
attacks [6]. Among them, deception attacks act on the control
system by injecting false dates into the actual system states,
and it will cause the sensors and actuators to receive false
signals. Therefore, under deception attacks, there is no doubt
that the system performance will be seriously influenced, even
devastated [7], [8], [9], [10], [11], [12]. For linear CPSs, Xu
et al. in [8] proposed an adaptive control architecture to tackle
actuator and sensor attacks, in which the whole system signals
are uniformly ultimately bounded. As for the nonlinear CPSs,
an adaptive resilient control scheme was introduced in [9] where
the unknown state-delay was addressed by using the Lyapunov-
krasovskii analysis method. Furthermore, for cases where only
the output is available, an adaptive output feedback control
was presented in [10] for the high-order CPSs with sensor and
actuator attacks, in which k-filter was utilized to construct the
state observer.

In most existing outcomes concerning the resilient control
problem of CPSs, the adaptive controller has been synthesized
based on the desired communication channel from all the net-
work nodes of cyber-physical systems. However, such a set
of availability is sometimes unrealistic when the bandwidth of
the channel is limited, especially when the size of the CPSs
becomes enormous [13], [14]. Therefore, it is rational to con-
sider the resilient control problem for CPSs with switching
topology. In the past few decades, a great deal of remarkable
research have been carried out about switched single-input and
single-output (SISO) systems [15], switched multiple-input and
multiple-output (MIMO) systems [16], switched pure-feedback
systems [17] and switched multiagent systems [18]. It is worth
mentioning that FLSs and neural networks are the common
approximators, which are wildly applied in control systems [19],
[20], [21], [22]. In [23], an adaptive neural fault-tolerant tracking
control method was presented for a class of switched nonlinear
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systems where the unmodeled dynamics are identified by radial
basis function neural networks (RBFNNSs). So as to construct
the state and fault observer, Cheng et al. in [24] proposed an
adaptive fuzzy approach for a class of switched systems subject
to actuator and sensor faults where the switching signal must
satisfy the limitation of the average dwell time. More notable is
that the above achievements pertain to the sort of nonfinite time
control.

Most available consequences of resilient control of CPSs
have focused on the asymptotic or exponential stability as a
steady-state manner described over an infinite time horizon.
Nevertheless, it is often more practical for a controlled system
to retain preferred transient properties (e.g., quick reaction, high
tracking accuracy, and finite-time convergence) over a finite time
interval in many practical applications. Thus, the finite-time
control problem has recently become a vital investigation issue
attracting particular interest [25], [26], [27], [28]. In [26], an
observer-based adaptive finite time containment control method
was presented for nonlinear input-delay MASs, in which the
finite-time convergence was accomplished. For pure-feedback
switched systems, Zhou et al. in [27] proposed a prescribed-
performance-based adaptive finite-time control scheme where
the dynamic surface control (DSC) technique was utilized to
eliminate the negative impact of the explosion of the differ-
entiation. Similar to DSC, the command filtering method is
also an effective tool to cope with the complexity caused by
the reduplicative differentiation of the virtual controller. A
command-filter-based adaptive finite time tracking control was
introduced in [28], in which all system states are unmeasurable.

Traditionally, the resilient control algorithms for CPSs are
performed occasionally with the time-triggered strategy. How-
ever, while notably lessening the complexity in controller syn-
thesis, the time-triggered mechanism may lead to excessive
consumption of the limited resource (e.g., network bandwidth)
because of some needless signal transmissions. Therefore, for
the resource-saving purpose, an alternative is to utilize the so-
called event-triggered mechanism, whose idea is to trigger the
signal transmission only when certain events occur, thereby miti-
gating the network communication burden. In the past few years,
the event-triggered control mechanism has attracted boosting
research interests and has widely utilized in the controller design
of various systems, including stochastic systems [29], [30],
constrained systems [31], pure-feedback systems [32] and large
scale systems [33]. As such, it is of both theoretical significance
and practically necessary to explore the adaptive finite-time
control algorithms for switched cyber-physical systems with
uncertain deception attacks with an event-triggered mechanism.

Inspired by the above discussions, there is a practical necessity
to explore the finite-time stability problem for a class of switched
cyber-physical systems subject to uncertain deception attacks
and backlash-like hysteresis. Specifically, the event-triggered
adaptive fuzzy finite time control strategy is presented such
that all state signals of the CPSs are uniformly bounded over
finite time. In contrast with the extant relative works, the main
contribution contains three folds:

¢ Distinguished from the works in [9] and [34], we intro-
duce the Nussbaum gain function to replace the unknown

control coefficients induced by the uncertain deception
attacks. Moreover, the finite-time command filter is uti-
lized to avoid the explosion of complexity, and the filtering
error is counteracted by designing the compensating signal
systems.

¢ Unlike the previous contributions [35], this article consid-
ers a general case of CPSs with the personal deception
attack of each subsystem. In addition, the compounded
disturbance observer based on the compromised states is
developed to tackle the input hysteresis.

e To lessen the communication burden of CPSs, we intro-
duce a switching threshold event-triggered mechanism,
providing more flexibility in balancing the communica-
tion burden and control performance. Furthermore, based
on the Lyapunov function method, all state signals in
switched CPSs are uniformly bounded over finite time.

[l. PROBLEM FORMULATION AND PRELIMINARIES
A. System Model

Consider the following nonlinear cyberphysical system sub-
ject to uncertain deception attacks and backlash-like hysteresis:

= flom(21) + 22

T = fiot)(Ti) + @i

dfn = fn,a’(t)(‘fn) + US(U) + Qu(frut) + d(jnut) (1)
Ty, = o) + 0 (T, 1)

Yy=a

where Z; = [21,...,2;]T denotes the state variable with i =
2,...,n— 1, us,y, 0, are the control input, system output and
actuator attack respectively. d(Z,,t) represents the unknown
but bounded external disturbance. & refers to as the state
variable compromised by the sensor attacks, o, (x,t) repre-
sents the uncertain sensor deception attack with k = 1,... n.
Jr,o(+) denotes the unknown but smooth nonlinear function,
and o(t) : [0,+00) = M; =1,..., M; is the switching sig-
nal. We claim that the sth switched subsystem is activated
when o(t) = s. us(v) indicates the backlash-like hysteresis
type of nonlinear impacts on actuator, which can be depicted
as e = || (u(t) — u,) + €L with v being the input of
backlash-like hysteresis, and w, ¢, £ being unknown positive

constants, ( satisfies ¢ > £. Based on the results in [36], it yields
us(v) = po(t) + h(v), 2)

h(v) = (us(0) — pv(0))e (v O)siens 4
(€ — p)e v qr is bounded, such that
h(v) < h, h is unknown positive constant.
Therefore, model (1) can be recast as

where

efwvsigm') fv(O)
v

T = fio@)(Ti) + Tig1
Tp = fn,a(t) (i'n> + SOOU(t) + g(U) + d(jn7 t) 3)
Y=
where g(v) = (¢ — 0)v(t) + 0u(Zn.t) + h(v), @o is the
known constant.

Control Objective: The primary objective of this article is to
establish an event-triggered adaptive fuzzy finite-time control
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strategy for a class of nonlinear switched CPSs subject to un-
known deception attacks and backlash-like hysteresis such that
all signals converge to the neighbor of the origin at a finite time.

To achieve this objective, some necessary lemmas and as-
sumptions are listed.

Aussmption 1: Suppose that o, (z;,t) and o, (Z,,t) satisfy
0r(01,1) = a0, nd (8, 2(1)) = BO(an (1) wit
i=1,2,...,n,respectively, where a;(t), 3(t) are the unknown
time-varying signals, and =Z(Z,,) is the unknown continuous
nonlinear function. In addition, the variable a; should satisfy
1+ a;(t) # 0. Without loss of generality, we assume that the
sign of 1+ a;(¢) is positive. Thus, there exists two unknown
positive constants @;, a; and 3; satisfying a; < a;(t) < @; and
B(t) < B.

Remark 1: In this article, we make the following coordinate
transformation: A; = 1/(1 + a;(t)). Then, it is obvious that the
sign of 2; is always positive and there exists unknown positive
constants A;, A; and AZ dsuchthat, <A; < A;, and |A | < )»2 d-
In addition, Assumption 1 roots in the previous results [8], [12]
about linear CPSs, it plays a important role in maintaining the
controllability of the systems subject to the unknown deception
attacks. To be specific, the aim of Assumption 1 is to exclude the
situation 1 + a;(t) = 0, which means that the the compromised
state Z; = (1 + a;(t))a; = 0 such that the designed controller
will lose efficacy.

Lemma 1: [20] For w > 0, > 0and v > 0,

A[7IB]Y < —— IAIWW —— 7B,
where A and B are any real variables.
Lemma 2: [37] There are positive constant ¢ and variable 1,

such that
0 < |u| — ptanh (%) < K,

where k = 0.2785.

Lemma 3: [25]If the smooth positive-definite function W (¢)

conforms to
W(t) < —aW(t) — bWI(t),Vt > to,

where 0 < ¢ < 1, a, b are positive constants, then, W (t) will

converge to the equilibrium point over finite time 7', in which

T < to+ (1/(a(1 — ))) In(aV'~9(tg) + b) /b.

Lemma 4: [21] Based on the approximation property of
FLSs, it is widely applied in the design of adaptive controller. A
FLS mainly includes fuzzy inference engine, knowledge base,
defuzzifier, and fuzzifier. For any consecutive function g(w),
which is defined on the compact set =, FLSs can achieve the
following performance:

g(w) =0T (w) +e,

where ¢ denotes the bounded approximation error satisfying
le| < e, and € is an unknown constant.

B. Nussbaum Gain

In this article, the unknown control coefficients caused by the
deception attacks is addressed with using the Nussbaum gains.

A continuous function N(¥) : R — R can be declared to be a
function of Nussbaum type, when it satisfies

lim sup —
§—00

lim inf — / N(¥
§—00
Such as, the continuous functions N ()
¥’ cos(7/2W) are applied in [22], [38].
Lemma 5: [22] Suppose V(-) > 0 and ¥ are smooth func-

tions defined on [0,¢7), N(-) is a smooth Nussbaum-type func-
tion. When the undermentioned condition is met

/N )d¥ = 400,

= U2 cos(V¥) and

V(t) < cote / AN () + 1dede,

where h(-) is a time-varying bounded parameter which takes
values in the unknown closed intervals L = [p—, p+]| with0 ¢ I,
and ¢y denotes a sultable constant, ¢ is a nonnegative constant.
Then V (t), [ h(-)N(¥)¥eéd¢ must be bounded on [0, 7).

[ll. MAIN RESULTS

In this part, an adaptive fuzzy event-triggered-based finite-
time control strategy will be proposed to resist the uncertain
deception attacks. To start with, the following coordinate trans-
formation is defined:

{Z' - )

2 = T — ka{l,z:2... n,

where a , denotes the output of filter with the virtual controller
;1 as the input. Because of the unknown deception attacks,
the real state variable x; is not available such that z; can not
be employed to design the controllers and adaptive laws. Thus,
relying on available state and virtual control input, we construct
a new coordinate transformation as follows:
{‘fl - (5)
Zi = Ty — Q_y,

where Z; plays a vital role during the design of control and
adaptive laws.

To prevent the burst of differentiation, an finite-time command
filtering technique will be employed

®io = lio

Lio = —nioldio — a2 sign(eio —

di1 = —nasign(eir — lio),
where 1,0, 17;1 are the positive design parameters, «; is the virtual
control signal. From [39], the terms |¢o — a| 2sign(di0 — ;)
and sign(¢;; — l;p) in (6) can ensure that the filter can remain
finite-time stable, when the parameters 7,9 and 7;; are chosen
properly.

As the order of system dynamic increasing, the error caused
by the filter will bring serious impact on control performance. In
order to eliminate the filtering error, let e; = alf — «;, we define
the following filtering error compensating signal A:

Ai = ra Ay — rph29” 1—WA +e
A —TnlAn_TnZA Z—l

a;) + i (6)

)
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whereg = (2p — 1)/(2p + 1) and r;; are positive design param-
eters with j = 1,2,3,p > 2; W; = (|2 M| + rized) /(| As]?).
Next, the recursive procedure for the event-triggered adaptive
fuzzy control will be given.
Step 1: Construct the first Lyapunov candidate function:

1 1~ 1
Vi= 320+ 5071+ 5A% (8)

where él denotes the estimation error of ©1, and it will be given
later.
According to the (4), the derivative of z; can be obtained:

Zi = fis(xr) + a2
= fis(®1) + 22+ haof. ©)
Therefore, the first time derivative of V) has
Vi = 21 (fi,s(x1) + 22 + )\204{) +0,0; + AjA,

= 21(z0 + Fi o(Z)) + haay) + 0,0 + AA) — r”zfq

3 .
— <Cl + 2) 212 + 01212,

where Fl,s = (C] + 3/2)21 + Areq + 7’122’%{17] - C]Zl/)»% +
frs(@), Zi = [z1,21,M]7, Zy = [%,4]T. Draw support
from the approximation property of FLSs, we can obtain

= 91T75¢1(Zl) +e1.5(2)

=07 01(2)) +e15(Z1) + X1,

(10)

(11)

where x1s = 07 ,(Y1(Z1) — (Z1)) is bounded according to
Lemma 4, which satisfies |x1| < xi.
Based on the Young’s inequality, we have

<H91,s||2212¢1T(21)¢1(21) 1

T s 2
210 1 (Z1) 207 + 3k
0T (Z)v(Z) 1,
< —k 12
2, 1, 1,
z1(e1,s + x1,5) < 27 + 381+ 53X, (13)
~WiA; < —|ZA] — ri3ed, (14)
L, 1,
Ajer < EAl + 5617 (15)
1, 1,
2120 < 521 + EZZ’ (16)

where £ is a constant, ©1 = max,c,(¢) 2310112, 0,=06, —

Oy is its estimation value, £7 = MaXcq(¢) €15 2, and 3 =
2
maXsEa(t) ||X1,SH .

Substituting (12)—(16) into (10), we have
. 1
Vi < —rpztl — 2k + 8 + hzia) + Ezﬁ —|ZiA] + A

01297 (1)1 (Zy)

2 2q = 2
2]€2 — 7‘11A1 — 7“12./\1 — 7“1361
1

+

52T (17 7 .
L6 (w (Z)wnZ) él> | a7
2k

where 713 = 113 — 1/2, A} = (1/2)k{ + (1/2)et + (1/2)x7-

Design the first controller «vj, adaptive law O, and auxiliary
variable ®; as

o
a1 = N(@)) (m 1 St (202 A1> . as)

20
02T (Z1)v1 (Zy)
e

& — 2ol (21 (2)
b 2k2

: o2 o
(D] C12y + _ZlAla

(19)

- 016, (20)

where ¢, o] and k; are positive constant to be determined.
According to the above design, (17) can be rewritten as

. 1
< - 7‘122%(1 — 12} — A — leA%q — Fi3el + EZ%
+(91N(¢)1)+1)¢)1+O’1©1é]+A’I, (21)

where g1 = A1 (t)Aa2(t).
Applying Lemma 1 and the Young’s inequality, it yields

Ulélél §61®f—61@%, (22)
1~,\? ol ~
a1 <2@%> < 6t +ai(l—q)g ", (23)

where 7, = (1/2)07.
Substituting (22) and (23) into (21), we can obtain
2

y 2q 2 2 2q = 2 1
‘/1 S —7‘]221 — C12 —T]lA] —7’12A1 — T'13€ + 522

o 1~,\? .
— 7‘@% — & <2@%> + (1 N(®)) + 1)@ + Ay,
(24
where A; = A} + 5,03 + (1 — q)gTa.
Step 2: Choosing the 2th Lyapunov candidate function
1 1~ 1
Vi=Vi+ Ezg + 5@% - §A§, (25)

where éz denotes the estimation error of ©,, which will be
defined later.
Based on (4), 2, can be represented as

iy = iy — haad — radd]
=2+ M0 + fru(@) —hal —2ad. (26)
Therefore, Vz can be obtained
Va=Vi+ 2(z + )»3045 + f2.5(Z2) — }»2&{ — Ad{)
+ ézéz + A2A2
=V, - rzzzg‘Fl — czz% + 22(z3 + Mo + Fa,5(22))

+ ézéz + AgAz + 0155 — 22%, 27
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where FZ,S(ZZ) = 7‘222’5(171 —+ Cr 2y —+ )\.362 —+ fzvs(a_b) — juzOé{
— Ad{ + 22 — czzz/A%, cp 1S a positive constant.
Similar with Step 1, we have
Py (Z2) = 03 02(Z2) + €2, + Xa.s, (28)
where Xa.s = 02,s(V2(Z2) — 12(22)). 2y =

[22, Ty, T1, A2, @1]T is not available, Z, = [5’2, To,T1, @1]T
can be obtained.

By utilizing Young’s inequality, it yields

16,1 1>239T (Z2) 2 (22)

2 (Fas(Z2) + 2.5 4 X2.5) <

212
1 1
+ k2+2 2s+2X25+22
< ©28¢7 (Z)a(Z2) | 1,
< 5 + =k;
2 k5 2
+ 155 + 1;2% + 2 (29)
2 2 ’
—Whly < —|%HAs| — raze3, (30)
1 1
Asey < EA% + 56%, (31
1, 1,

223 < 34 1 5% (32)
where O, = max,c, (1) A3]|02,5]*, 6, =0, — O, denotes
the estimation value of ©, & = max,e, () ||e2,s]% X3 =
maxeq () |[x2,s|[*, and k> > 0 is a constant.

Substituting (29)—(32) into (27), it yields
) . _ . 1 o
va S Vi — ngzgq - C2Z§ + ngg + )\3220[2 + 5232 — |22A2|
0, 20T (2 (Z
L 85 ( ?%( 2) Pt A2 — 1y A2 — el
212
= (B (Z)(Z) g 1
o, | 22\ ==/ O, k
+ 6, < 212 + 5kt 5 2 s
1_ 1
+ 3%~ 5% (33)
where T3 = T3 — (1/2)

Next, the virtual controller v, auxiliary variable ®,, and
adaptive law O, can be designed as:

L 0T (Za)n(Z

ay = N(®,)(c2% + 2225 2( ki)wz( 2) _ A), (34
2

. 9, 29T (Z>) s (Z

by = 34 22 DNT) (35)

21
X 207 (7 V4 A
0, = 4 (22)1a(2) 0, (36)

2k

where ¢,, 0, and k; are positive design parameters.

Substituting (34)—(36) into (33), we have

. . 1
Vo <V — mzi“ — 23 — A3 — T22A§q — €3 + §z§
1
+(g2N((I)2)+ 1)(I>z+0'2@2@2+ ]4)2 2 25
1_ 1
+ 3%~ 5% (37)
where g2 = )\2 (t))\3 (t)
For the same reason with (22) and (23), it yields
020,06, < 7,02 — 5,03, (38)
_(1\ 1—q | 0222
07 592 <a(l-—qq 1+ ?@2, (39)

where 7, = (1/2)05.
Substituting (21), (38), (39) into (37), we can obtain

2 _
O' ~

V, < —7“212[2’1 — ¢z — A - rlelzq — el — El@lz

=1

_(12)* : [
-0 591 + (@ N(®) + 1)) + 4t Ay,
(40)

where Ay = Ay + (1/2)k3 + (1/2)e3 + (1/2)x3 + 5103 +
o2(1 —q)g™.

Step i: Define the ith Lyapunov candidate function as

1
W=W4+fﬁ—@”-ﬁ (41)
where (:)Z- is the estimation error of ©;.
Similar with the above steps, we design the ith virtual control

law «;, auxiliary variable ®;, and adaptive law (:)i as follows:

AL Ts o

a; = N(®;) <cz 1 Qs ;i;)w’(zl) - Ai> %))
v é 23 zT(Zz)q/}z(Zz) o

cb =%} 2 > k'zz — Zi\y, (43)

. s2T >

A. l/} ( )wl(Z’L) o H.

@z———ﬂ;—— 65, (44)

where ¢;, k; and o; are positive constants to be designed.
According to the above equation, we have

7 _
’ Z 2q 2 2 2¢  ~ 2 Olx2
V; § (77"[22’1 — ClZl — TllAl — 7”12Al — rl3el — 36)1

1 ~,\17 . 1
- 0 (2912) + (N (@) + l)q)l) + Ezz‘zﬂ + A,
(45)

where A; = A,y + (1/2)k? + (1/2)e2 + (1/2)x2 + 5,07 +
(1 — q)q77,5; = 0;/2, and g; = A;(t)hiz1 (t).
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Step n: In view of (4), the first-order time derivative of z,, can
be obtained
_ )»ndf

— hnadd, s

Zn = In

= fn,cr(t) (jn,) + QDOU(t) + 7Ty

where Yy = g(v) + d(Z, t) can be viewed as the unknown and
bounded disturbance, and there exists two positive constant satis-

fies | Y| < Ty, \T1| < T1.4. Inspired by [19], we will construct
an disturbance observer, and (46) can be rewritten as

— ol — 2,6l (46)

Z.n = m;]Fnl,s(Zn) + Tl
= m;l(egl,swnl (Zn) + Enl,s + an,s) + Tl, (47)
where Fuis = fnom)(Zn) + wov(t) — ina{i —
)\na{p anA,s = enl,s(’lpnl(vZZ) - 7;[}711(Zn))’ ) Zn ==
[Z’ru Tlyeeny Ty, @nfla )\n]Tv Zn = [zna i1; s a-fru @nfl]T,
and ml_' is a designed constant.
Next, we introduce a auxiliary variable 7;:
o Zn
=Zn—§1—)71—§1, (48)
the intermediate variable £ is designed as
- ) h I vn n Zn
£1=b1h1—|—¢1 101 (Zn1)ni ( 1)7 49)
2m1k:n1

where by, k1 are positive constant, gi;] will be introduced later,

and ¢ = ¢1 — ¢1.
Therefore, the derivative of /; can be denoted as
. 1
hl:T( (nl gwnl( )+5n1s+an 9)+T)
An AT (Zn))ont (Zn)
— 2 — b1y — n . 50
Tt 2mik2, 0)

Draw upon Young’s inequality, the following formulas holds:

hy o 5(2
QT n Zn + En S + nl.s < hz + nl
m])\”( nl,s/w 1( ) 1, Xnl, )7 1 Zm%Ai
Si L R AR (Za)n (Za) 1)
2mirl 2m1 2m k2, ’
MY, 1, T2
< -hi+— 52
P D TER (52)
A 22
-5 Sl < 2712 "nd 22, (53)
where (bl = maXsEa(t) 19 Ly SH s 5311 = maxsea(t) Han,s |2’
an - maXSEU(t ||X7Ll,s”
According to the above analysis, we have
: L O (Zn) Y (Zn)
b < — (b1 — n
= ( ! ) 2m1k
72
‘2 (54)

—n

where Ap, = 7,1 /(2miA;,) + &5,/ (2mik) + ki /(2m7) +
T1/(225).
Design the parameter adaptive law ¢, as
2 A ~
e RCATNNEY,
0, 3] >0

(55)

where v} = (B30T, (Z)thn1 (Z) /2mik2)) — o161, such that
b1 is nomncreasmg function, and 0 < ¢1 < ¢ = ¢1(0), the
initial condition of ¢; (0) can be set manually.
Construct the disturbance observer 1| as
Yo =mi(—m), (56)

where 1)y = —b1h; + Yl. .
Therefore, the derivative of Y| can be represented as

Tl = mlﬁl

—myi
= i((esl,swnl(zn) +ent,s + Xnt,s) +mi Y1)
R S NI 1 C A
where 'fl = Tl — Tl.
According to the above equation, we have
17 =TT - T/ 1. (58)

The following formulas can be deduced with Young’s inequal-
ity theorem:

T hso o1
n < =T — 59
)\'n(nlsw 1( ))— 2 1+2Z1L2 ( )
T v 121 Xn
—Ti(€n1,s+xn1,s) < LT+ m; + %2‘, (60)
mi Y oA i < 2
-——TT T7 < T T
! 1 +mi 1y l_llk2 1+2
Mgz g2 61y
ml)'»n < l] > m%)‘n,d
= 2 Y1 < ETH TN 22, (62)
lehlq/’v];l(zun)d}nl(zun) % Lo+ 2 ¢2 2
282, Tis Tt 203, (5%
L I ~ _
TITI < %Tl + TZIT%’d (64)
Substituting (59)—(64) into (58), we have
. 232 *2
< & mi T\ s Mt )
T <—|—-=4]7 : hy +A
i s (2 2 ‘) Vg A g AT
(65)

where A‘rl ZT%d/(ZZI)—F(ﬁl/(ZZ )+m1T2/( 1)» )+m1
Y1/2+ &%,/ (2h0) + Xa1 /(243,).
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Choosing the nth Lyapunov candidate function
1z 1
5 T+ EA%'

(66)

1 1~ 1 1~

where ©,, represents the estimation error of ©,, 6, will be
given later. )
Based on (46), V,, can be denoted as

Vn = anl + Zn(fn,s(i'n) + SDOU(t) + Tl - )‘narfl - )Vnafl)
+ énén + hlﬁl + (519?7] + TITI + AnAn~
Substituting (54) and (65) into (67), it yields

(67)

Vn S Vn—l - TnZZqu - anfl + Zn(Fns(Zn) + QOOU(t) + Tl)

2 my 7 -
_ (bl — 2—21?];4 ) ﬁ%— (21—2[1) T%—&-Arl—i—Ah]
nl

2k

nl

n hz r Zn n Zn A A

_’_¢1 ( lwnl( )1/) 1( ) _¢)1> +AnAn+Cn2727,
— ZZ,ZL + énén

<Vt — 22 — 22 4 20 (Fos(Zn) 4 pov(t) + 11)

— b2 = Y2 4 Ay, + Ap, — A2 — AT

BT (21 (Zn)
+¢1 11/}1’7,1( );Z) 1( ) 7¢1 +Cn2121
2k,
~ 222 40,0, (68)
where [, 5(Z,) = Tnaz2d 1 4 CnZn — }\naﬁ_l — )»nd;_] +
22y — Cnzn /A2 + )»f“dzn/ﬂl + m?ki(izn/(%&i), by =

by —2— é%/(leki]), mp = m1/2 — 711/2
Relying on the approximation characteristic of the FLSs, we
can obtain

Fnys(Zn) = gg,swn(én) +éen,s T Xn,s) (69)

where Xn,s = ez,s(wn(zn) - wn(zn))
Obviously, the following inequality holds

On 2T (Zy ) tbn(Z)
2k2
1,

1 1
fly 223 2 Z
+2 n+zn+25n+2

Zn(9£,s¢n(2n) +éns + Xn,s) <

Xpn  (70)
where ©,, = max e, (1) AL||0n,s||%, 6, =06, -0, is its
estimation value, &, = maxXycq(y) llens| > Xn = MaX,eq(¢)
||Xn.s||*, and k,, represents positive parameter.

Substituting (70) into (68), (68) is expressed as
1

) . 1._ _
Vo<V, — rmzfﬂ - cnz,zI + znpou(t) + 55,21 + Exi

— i)]h% — fnl'f% + AT] + Ahl — TnlAi — TnzA%q

+ le (h%qu;l (Zun)wnl (Zn)

2m1k‘72“

B 1
_ ¢)]> —I—ani — ,23,,2I + Eki
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42Ty — én> . (71)

Construct the switching threshold event-triggered mechanism
(ETM) as follows:

’U(t) = U(tk), YVt € [tk,tk+1), (72)
inf{t > t[ |e(t)| = dio(t)] + pu},
tet1 = if lus(O)] < M; (73)

inf{t > tel [e(t)] > 2},
it |us(t)| > My;

where e(t) = v(t) — v(t) represents measurement error, ¢y, tj+1
are the kth update and the (k + 1)th update of the control sig-
nal, respectively. Once |e(t)| satisfies the preset condition after
t > ty, the actual control signal changes, i.e., v(t) = v(tg4+1).
Different from the fixed and relative threshold ETM, the switch-
ing threshold ETM is capable of balancing system performance
and communication burden. When the input signal is large,
i.e, the case us > M, the fixed threshold ETM is activated to
achieve fast respond. When the input signal satisfies that the
case us < M, therelative threshold ETM can achieve precision
control. Thus, in this article, the proposed control strategy can
provide more flexibility on system respond and control perfor-
mance.
Next, we define the following parameters as:

s [on IS Ms L fu()] < M
07 |’U,S(t)| > Mla M2, ‘us(t)l > M17
(74)
where 0 < 6; <1, My >0, py >0, pup >0 denote design
constants. Vt € [tg,tr4+1), assume the time-varying func-

tion 0;(t)(j = 1,2) satisfies 0;(t) € [-1,1], 0j(tx) =0 and
0j(tk41) = £1, it yields

v(t) = (1 + o1 (t))v(t) + pos(t),

0 o (1)
vl(t) = 1+o01(t)0  1+o0(t)d

(75)

(76)

Design the actual controller v(t), nth adaptive law én, and
the auxiliary variable ®,, as follows:

v(t)= —(1+9) (an tanh <an2n> + ptanh (M)> )
94! "
(71
v énéan(Zn)wn(Zn) S
= N(® n — -7
Qlp, ( n) (ann + 2]9% 2o s
(78)
On oy (Zn)$n(Zn)
%) n<n¥n n n n
b, =cpz, + 2/4% , (79)
®n - 2 k% - Un@n; (80)
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where ¢,,, 0,, and y,are positive parameters. Thus, we have

- u(t) p0a(t)
Poznv(t) = pozn (1 toi(t)e 1+ 021 (t>5>

< porn (—anén tanh (m) + anZn
71
+ |anZn| 4+ 0.2785y,)
< @orn(@nZn +0.557v)
< QoA N ()P, — 2,71 +0.557v1h,.  (81)

Substituting (77)—(81) into (71), one has

. . 1. 1 - _
Vn < Vn_1 — rnlzfﬂ — CnZ.%L + Eé’% + EX%L + ZnT] — b]h%

— Y3+ Ay, + Ay, — g A2 —1pA 4+0,0,,0,

It h2 T Zn n Zun A v
+ ¢ ( 1¢n1(2k)21/) 1(Zn) — ) +ens — 2+ Sk
nl

+ (gnN(®,,) + 1), + 0.5577 1 Ap,

(82)

where g, = poin.

In the light of the aforementioned analysis, we summarize the
main conclusions in Theorem 1.

Theorem 1: Consider the switched cyberphysical system (1)
with uncertain deception attacks and backlash-like hysteresis
under Assumption 1. By designing the virtual controllers ((18),
(34), (42)), adaptive laws ((20), (36), (44), (80)), and actual con-
troller (77), when these design parameters satisfy the following
conditions: 7;3 >0 (i = 1,...,n), b; >0 and m; > 1/2, the
whole variables in (1) are bounded.

Remark 2: Here are some guidelines for parameter selection.
For example, based on the aforementioned stability analysis, we
can design large cy, =<+, Cp, T115 T125 * > Tnls Tn2s O1s "
On, Oni, My, and by to obtain a good control performance.
Moreover, increasing ci, - -+, Cp, T11, T125 "> Tnl> Tn2s 01,
-+, On, 01, My and by can accelerate the convergence rate of
system, and the corresponding control cost will augment. The
designer should choose the appropriate parameters according to
the specific situation in the engineering systems.

IV. SIMULATION RESULTS

In this section, we construct a simulation example to verify
the feasibility of the proposed control strategy.

We consider the following second-order nonlinear cyberphys-
ical system:

&1 = 22 + for1(21)
T3 = Us + [o)2(T2) + 0u(t, T2) + di (L, T2)

with O’(t) e M = {],2}, fl,l = atlsin(xl), f1)2 = SL’QCOS(.’El),
faq = zicos(z1), f22 = 122 + xasin(zy), the actuator decep-
tion attack is set as g, = cos(t)x;sin(x,), the external distur-
bance is defined as d; = 0.5sin(x 2z, )sin(3¢), and the sensor
deception attacks denote o, (z1,t) = 0.3zicos(t), 0.(z2,t) =
2,2(0.2 + 0.5sin(t)).

X, by the method in [9]
- — — X, by the proposed method

< 0 P MY
U
-0.5
R . . . .
0 5 10 15 20 25 30 35 40
Time(s)
X, by the method in [9]
— — = X, by the proposed method
N
x
AA
a2
. . . .
20 25 30 35 40
Time(s)

Fig. 1. Trajectories of state z;(: = 1, 2).

1

05

0
-0.5

. . . . . . .
0 5 10 15 20 25 30 35 40
Time(s)

brex,

AT
[}
S 2
0 s
0 5 10 15 20 25 30 35 40
Time(s)
Fig. 2. Trajectories of state #; under unknown deception attacks

(i=1,2).

Assume that the backlash-like hysteresis of actuator is mod-
eled as the following form:
du dv dv
e — | (pu(t) - u) + €7,
withw =2,0=05,(=1.

We define the following design constants: ¢; =22, ¢, =
25;0'1 = 3,0’2 :2,021 = 3; ]{31 :6, kz = 6, k31 :6;7‘11 :2,
ro=2,r3=1; 11 =35, 10 =3; my =15, by =20, v =
0.25, o = 5. Besides, the filtering parameters are defined as:
no = 35,1 = 15m10 = 10, m11 = 3.

The design parameters about switching event-triggered mech-
anism are designed as:

5 {0.15, Jug ()] < 2; N {0.5,

|us (8)] < 2;

0, Jus(t)] > 2 S Jus(®)] > 2

In addition, the initial state variable of the closed-loop sys-
tem are defined as: 2:(0) = [0.5,—0.5]7; ©(0) = [0.8,0.8]7;
$1(0) = 0.8. From Figs. 1 and 2, it can be easily concluded
that the second-order cyberphysical system is stable, and the
state variables converge to the neighbor of the origin. Compared
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Fig. 3. Adaptive laws ¢, ©;(i = 1,2).
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Fig. 4. Actual controller and triggered intervals.
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. . . . . . .
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Fig. 5.
hy.

Trajectories of disturbance observer Y| and intermitted variable

with the existing method in [9], our control strategy has better
transient-state performance. The curves of parameter adaptive
laws is shown in Fig. 3. In Fig. 4, the curves of actual con-
trol input and triggered intervals is plotted. According to the
simulation results, the number of data transmission has been
reduced from 40000 to 264. Fig. 5 shows the time trajectories of

25

0.5 J

Time(s)

Fig. 6.  Switching signal o(t).

Time(s)

Time(s)

Fig. 7. Trajectories of state x; under unknown deception attacks with-
out resilient control strategy (i = 1, 2).

the disturbance observer and auxiliary variables. In Fig. 6, the
switching rule o (t) is given. When the system is not equipped
with the proposed controller, the curves of state z; is shown in
Fig. 7.

V. CONCLUSION

This article explored the finite-time adaptive control issue
against a class of switched CPSs suffered from uncertain decep-
tion attacks under a novel event-triggered mechanism. Specifi-
cally, we utilized a finite-time convergent command filter to deal
with the blast of complexity rendered by the repetitious differ-
entiation of the virtual control law. The measurement control
signal would be transmitted to the actuator side only when the
pre-established event-triggered mechanism is satisfied. Further-
more, sufficient conditions have been deduced to ensure that
every state signal belonging to the CPS is uniformly finite-time
bounded. Finally, we displayed the simulation result to demon-
strate the effectiveness of the proposed scheme. Follow-up work
will further improve the convergence rate and extend the current
investigations to the delay case.
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APPENDIX
Proof: Similar with (22) and (23), we have

- 1
2T < EZ” + T

A

<Tng2 _Tnge
Jnenen_ 2671 2677.
_ 1*2 e _ =
— Oy EGH +O'n(1*q)q]7q7
. b, 1\ - 9
bR < =S (A1) + B - T

1 A2 mll 2 / 1 2 ! / <
—m T} < _TTl_ml §T1 +mi(1—q)gma
where 7,, = 0,,/2, m} = m; — 1/2.
On the basis of the above steps, we can obtain the information
about V,,_;,

n—1
y 2q 2 2 29 = 2 l2
Vo1 < E (—mzl —ClZl—’l"“Al—’l’lel —7“13€l+52’n
=1

1-~\49 . g1 ~
- (38) +an @b ) G0 A,

According to the above analysis, one has

n q
y 2, 2 2 2 — 1 ayi
V, < Z(—mzlq — iz —rulA] — A — 5y (2@l>

=1

. _ q o

+ (g N(@) + D, - b S = b <;h?> - %T%

1 q n—1 5
- -
_ m'l (ZT%) + A, — ;Tldei — 5@%
~ hZ T Zn N Zn .

+ 1 ( lw’ll(Zk)zw () —¢1> : (83)

nl

where A, =A, | +7,(1— q)q& +0.577y1hp + Axy, +
Ap, +(60/2)65 + (1/2)&7 + (1/2)x7, + (1/2)k3, + (b1 +

m)(1 = q)gTs.
Substituting (55) into (83), we have

n
: 2q 2 2 2q = 1”2
Vv, < Z(—r“zl —czp —rulAj —rpA? — al(iel)q,
=1

. E _ 1 q
+ (N (@) + 1)®; — Elﬁ% s <2h%> _ Mg

/ 1
— my <2T%) + A, + U711¢]¢l - *@2

Similarly, the following inequality holds:
Onl Un 1

1161 < 7¢1 - 7@17

q

1-,\¢ 0
—om (2“2%) +Fn1 (1 —q)gma

where 6,1 = 0,1 /2.
Thus, it yields

n 1 ~ q
Vn Z - ClZl - rllAl - leA 2q — 0y (2@%)

=1

. B 1 q
(N (@) + 1)) — 21— by <h2> Mg
1~ 1-\9 & -
—m (ﬁ%) - g - (¢>2> -2& +a

2
< —pVid—aVa+ > (aN(®) +
=1

where A=A, +5p(1 — q)q%
p =min{29,29rp,5,, 651, b1, m} },
min{cl, O1,0nlsT11, 712, m/] R Bl}
Furthermore, from Lemma 5, we can deduce that
(N (¢n) + 1)@, is bounded over the interval [0, t,,) satis-
fying A" = maxser, Y (N (®1) + 1)®;. Define A = A +
A/, (85) is further expressed as

1)@1 + A,

+ (on1/2)¢1,

Vo < —pVi —aV, + A (85)

According to [28], we can derive that whole variables in the
closed-loop system (1) are stable, and the overall Lyapunov
function satisfies

lim | V,, < A A
t—lg“lf min (1—m)a’ [(1—7)p] ’

where 0 < 7 < 1. Therefore, we have

24 (A }
A=ma V*[T=mp] J

|z:| < min{

under a finite time

1 I-q

Tt < max { In maV, 1(0) + p’
ma(l —q) p

1 In aVl=4(0) + wp}

a(l —q) Tp '

To avoid the successive triggering of ETM (i.e., Zeno be-
havior), we will expand the analysis. Based on the equation
e(t) = v(t) — v(t), we have de(t)|/dt = ésign(¢) < |v].

Because v is a function consisting of bounded variables z,,,
©,,, T1, |#| must have an upper bound v* such that || < v*.
So, we can obtain

trti trti
\e(t)|:/ |D\dt§/ Vidt < v (teg — ). (86)

tr tr

From the ETM (73), one has

max {0 [v(t)| + 1, o} max{pn, o}

— 1tk > o >

ter1

Seeing that the minimum value of the trigger interval is always
greater than zero, it means the Zeno phenomenon will not occur.
Eventually, the proof of Theorem 1 is finished.
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