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Resilient Path Planning of UAV Formation
Flight Against Covert Attacks on
Ultra-Wideband Sensors
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Abstract—This article proposes a resilient path planning
scheme for the formation flight of the Unmanned Aerial
Vehicle (UAV) swarm against covert attacks. The proposed
method optimizes the time and energy consumption while
navigating the UAV swarm to achieve the planned formation
configuration despite the covert attacks. In particular, each
UAV is moving in a three-dimensional space and equipped
with a GPS sensor and an Ultra-Wideband (UWB) sensor.
The covert attacker can enlarge the formation error of the
UAV swarm by simultaneously spoofing the readings of the
GPS sensor and corrupting control inputs without being
detected by the onboard UWB sensor. To analyze and de-
fend the attacks, we first present the essential prerequisite
for the existence of covert attacks. Based on the prereq-
uisite, an optimal covert attack scheme can be derived to
maximize the terminal formation error. Correspondingly, a
time-critical defense strategy is put forward to depress the
above covert attacker. This defense strategy can generate
a dynamically feasible polynomial trajectory for each UAV
with both security and time efficiency. The effectiveness
and practicality of obtained theoretical results are illus-
trated via two simulation examples.

Index Terms—Covert attack, path planning, resilient for-
mation, time-critical approach, UWB sensors.
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[. INTRODUCTION

N RECENT years, coordinated formation flight of unmanned
I aerial vehicles (UAVs) has gained intensive attention in
academia and industry due to its extensive applications in urgent
search and rescue tasks [1], military operations [2], wide-area
surveillance and monitoring [3], and smart remote sensors [4].
The research on formation control and trajectory planning has
been carried out mainly from two aspects: control and optimiza-
tion. For formation control, a representative paper on formation
consistency of UAV [5] was proposed. The authors in [6], [7],
[8], [9] studied the leaderless and leader-following consensus
problems. Due to the advantages of fewer control nodes and
low resource consumption, it is widely used in formation con-
trol [10], [11], [12], [13]. The recent works in [14] and [15]
optimized formation control from the level of communication
topology optimization. Trajectory planning of UAV formation is
another exploration direction of formation flight, a representa-
tive work [16], called Minimum Snap Algorithm, which can save
energy within a fixed time. In [17], a kind of trajectory planning
algorithm with universality and time optimization is proposed.
This algorithm is used to realize multi-aircraft formation flight
in complex environments. These algorithms use optimization
methods to reduce the dimensions of problem solving and
achieve superior performance in real-world scenarios [18], [19],
[20].

However, the above algorithms need to be more safe. The
safety concept in the realm of Robotics is quite diverse. To
our best knowledge, two basic means of UAV safety are the
robustness against unintentional and stochastic uncertainties
(including disturbances) and the resilience against malicious
and strategic attackers, respectively. Although a large amount of
existing research (see [21] and references therein) was devoted
to enhancing the robustness of the path planning algorithm,
much fewer works [22], [23], [24], [25] have considered the
resilience of path planning algorithms against malicious attacks,
let alone covert ones [24], [25]. A novel game-theoretic frame-
work for raising the security level of drone delivery systems was
addressed in [22], where the malicious attacker tried to maxi-
mize the delivery time. In [23], the GPS spoofing attacks were
depressed via cooperative localization, where each UAV can
figure out its safe location via communicating with neighbours
instead of believing the possibly compromised GPS channels.
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Different from [22], [23], a special kind of attacks, denoted as
covert (undetectable) attacks [24], [25], may also exist under
some special conditions, which could deviate the nominal path
of 2D robots without being detected by some well-functioning
sensors. Inspired by [24], [25], here we focus on a swarm of
UAVs equipped with the Ultra-Wideband (UWB) sensors [26], a
special kind of 3D distance measurement units (3DMUs), which
could only measure the distance among the UAVs.

The covert attacks on 3DMUs, consisting of the man-in-the-
middle (MITM) attacks [27] on the GPS signal and the actuation
attacks [28] on the UAV motors, are considered in this work.
The danger induced by MITM attacks on GPS systems (GPS
spoofing attacks) has gained substantial attention for the wide
applications of GPS positioning. It was reported in [27] that a
UAV capturing operation had been achieved via GPS spoofing
attacks. However, the hoax of GPS spoofing attacks can be easily
revealed by other onboard sensors measuring the positions or
velocity w.r.t. its neighbouring UAVs, as shown in [23]. Here,
we consider a special scenario in which the UAV in the swarm is
equipped with 3DMUSs, such as UWB sensors. It is found that a
covert attacker may still achieve her aim in such a scenario. Apart
from the above GPS spoofing attacks, the actuation attacks on
the UAV motors are also considered. The nominal control inputs
of the compromised UAV are replaced by well-designed false
control inputs, such that the well-functioning UWB sensor on
the attacked UAV can distinguish little difference between the
readings during the nominal flight journey and the attacked one.

Unlike most of the existing works [22], [23], [27], [28], [29],
[30], [31], [32] against non-covert attacks, we focus on the path
planning of UAV swarms against covert attacks, which cannot
be detected by some well-functioning 3DMUs. This implies that
convert attacks are more strategic and flexible than non-covert
ones, which are generally familiar with security vulnerabilities.
This covert attack strategy is well-designed and thus cannot be
easily tackled via the traditional attack detection and mitigation
methods. Herein, we formulate an integrated strategy pair for
both the covert attacker and the UAV swarm (defender) with
time-critical targets [17], [33], [34]. The main contributions of
our work are summarized as follows:

1) The definition and characteristics of covert attacks on
3DMUs are given. The prerequisite for the covert attack
occurrence in the UAV swarm is further investigated.

2) An optimal attack strategy for the covert attacker is for-
mulated such that the attacker can deform the formation
configuration of the UAV swarm while keeping it unde-
tected by well-functioning UWB sensors measuring rela-
tive distances. This kind of covert attack strategy can pose
athreat to the UAV path planning in both single neighbour
scenarios (SNS) and double neighbours scenarios (DNS),
respectively.

3) An elaborate path planning strategy, based on time-
critical idea [34], is proposed, anticipating the threat of
covert attacks. More specifically, this strategy is feasible
for both SNS and DNS.

Notations: In the this article, ® represents the Kronecker
product. The symbols R, N, Ry and R>( denote the sets
of real numbers, natural numbers, positive real numbers, and

nonnegative real numbers, respectively. ||z || denotes the 2-norm
of vector x € R"™. 0,,,«n, denotes a zero matrix with m rows and
n columns, while 0,,, means a column vector of size m filled
with 0. [,, denotes an identity matrix with n dimensions. The
superscript T means the transpose of a matrix. Denote the in-
dex set of sequential integers as I[m,n] = {m,m +1,...,n},
where m < n are two natural numbers.

Il. PRELIMINARIES
A. Graph Theory

We employ one directed graph and another undirected graph
as the communication topology of the UAV swarm. For the UAV
swarm, the G = (V, £, A) is a ternary, which consists of a node
set V={1,2,...,N}; an edge set £ CV xV = {(vj, v;) |
v;, v; € V}; and an adjacency matrix A = [a;;] € RV isa
weight matrix such that a;; # 0 < (v, v;) € € and a;; = 0,
otherwise. The neighbour set of node v; is defined by N; =
{v; € V| (vj, v;) € £}. The Laplacian matrix L € R™*" of
graph G with order N is defined as [L]; =3, \. a;; and
[L];; = —aij for any i # j. A directed path of length m from
node vy, to v, is an ordered sequence of distinct nodes
{VsgsVsys -0 05, b Where (vg,,vs,,,) € E, Vi eI[0,m—1],
which means that the information travels in directions from vy,
to vs, . Conversely, an undirected graph of length m from node
vs, t0 Vs, 1 no orientation of distinct nodes {vs,, vs,, . .., Vs, }
where (vs,,vs,,,) €&, Vi € I[0,m — 1], which means that
nodes v, and vg,, can communicate information with each other.

B. Problem Formulation

For a UAV swarm with NV agents, we consider the dynamics
model of ¢th UAV as

Y 033 Iz O3z [P 0353
’Uzn = 03><3 03><3 I3 Uln + 03><3 u?,i S I[I,N]
ay 0343 03x3 0343 |af I3
——
TP Ayen zy Byen
(D

where of = [of o oﬁZ]T € R3and e € {p,v,a,u} denotes
the nominal position, velocity, acceleration and the control input
(jerk) of the attacked ¢th UAV in formation, respectively. Instead,

in this work, we define

Di 033 I3 Osx3| |ps 03x3
Vi| = [03x3 O3x3 I3 v; |+ | 0353 | ws,i € I[1, N]
a; 03x3 033 O3x3| |as I
——
T Avyen T; Byen

2
wheree; = [o; .0, 0, .]T € R3withe € {p,v, a, u} denotes
the real position, velocity, acceleration and the control input
of the sth UAV in formation, respectively. Herein, the UAV is
equipped with two kinds of sensors: a GPS sensor measuring
the UAV’s absolute position and a UWB sensor measuring the
relative distances between itself and its neighbours without the
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attacks, the sensor readings are

GPS UWB
y T =yl = =) (0 - pf). )

Considering that a covert attacker exists in the flight of the UAV
formation, which deceives the reading signal of GPS and UWB
sensors. The attacked sensor readings are given as

yotS =pi+uf™S, yIVB = (pi—p) (i —p}). @)

where u$FS € R3 is the spoofing GPS signal.

The relationship between attacker and defender is described
as follows. The covert attacker attempts to change the flight track
of the attacked UAYV, such that the formation error of the UAV
swarm is enlarged, and thus the predefined formation pattern
cannot be achieved. Correspondingly, the defenders prepare
their defenses in advance for any possible covert attack, making
it difficult for convert attacks to succeed. More specifically, the
attack targets are listed as:

1) Maximizing the deviation between the nominal and the
attacked path of the UAV and thus preventing the UAV
swarm from achieving the predefined formation pattern;

2) Evading detection by the well-functioning onboard UWB
Sensors.

Correspondingly, the defense targets are listed as:

1) The UAV swarm can minimize its integrated objective
functions, including energy consumption and formation
error;

2) Each UAV in the swarm could detect the abnormality
when a non-covert attack occurs.

Inspired by [24], we define covert attacks on UWB sensors in
a 3D environment.

Definition 1: Under the above setting, the attack (u;, u$TS)
is called covert if and only if the measurements satisfy

,GPS .

yots = O v, (5)
JUWB .

y B =yl Vi E N, (6)

during the whole flight journey.

C. Covert Attack Characteristics

Denote that s ;(t) = p}'(t) — pj(t) and s;;(t) = pi(t) —
p(t) which represent UAV’s nominal and attacked relative
positions w.r.t. the j-th neighbour, respectively. Denote that
R(p(1)) = [874(6), 825 (0), -, 87, (1)] € Ramam = | NG |

Lemma 1: The covert attacks in definition exists under the
condition that rank(R(p(t))) < 2, 3t.

Proof: Lemma 1 is proven via Reduction to Absurdity. We
show that all covert attacks subject to u; = u;' under the con-
dition that rank(R(p!*(t))) > 3, Vt. From the assumption that
7,(0) = 2(0), we have s; ;(0) = s};(0), Vi = I(1, j). By re-
calling Definition 1, covert attacks require that

P G = 0T ol TS, =0

Or equivalently, Va, b, ¢ € I(1, j),

(vi(r) = 0 (7)) [ (7) 87, (7) 870 (7)] = 0.
Since rank(R(p;'(t))) > 3, it follows that s7,(7), 7' (7) and

si'.(7) are linearly independent to each other. Hence, we have

=

inject attacks

52 __lone] [uAvi] S5 %,,.%‘
>, -2 e
Fig. 1. Swarm of three UAVs in SNS: the UAV1 is subjected to covert
attacks.

vi(7) = vf*(7) and thus s; ;(74) = s7';(74). By repeating the
above process, we obtain that u; = uj', V¢, which means that no
covert attack exists. This arouses a contradiction, which finishes
the proof. |

Remark 1: According to Lemma 1, we present two situations
in which a UAV formation is vulnerable to covert attack:

1) single neighbour scenarios (SNS);
2) double neighbours scenarios (DNS).

When the attacked drone has three or more neighbours, it
follows from Lemma I that a covert attack exists if and only if all
the neighbours are collinear. In fact, this special condition is also
applicable to the case of DNS. The optimal attack and defense
strategies under collinearity of neighbours are essentially the
same as those in DNS to be described in Section IV later, which
are thus omitted. |

[ll. ATTACK AND DEFENSE TRAJECTORY GENERATION IN SNS
A. Optimal Covert Attacks in SNS

In this section, we discuss the problems of the covert attack
trajectory of the SNS, and how to design a good initial value to
solve the problem quickly. For simplicity, we consider a swarm
of three UAVs for example. As shown in Fig. 1, each UAV has
only one neighbour. Without loss of generality, the attacked UAV
is indexed by 1. Based on (5) and (6), the covert attack in SNS
exists when the attacked path p; and the spoofing GPS signal
u$PS satisty:

GPS

(pr—p5)? = —py)?* w$S=p—pl. D

GPS) subjects to

Lemma 2: Every covert attack (u;, u;
p o= 20 pY = pi Tl = 207 T, ®)

ul (1= p§) = (W) (P} — ). ©

Proof: First, it can be computed from (sfj)Ts? =518
that (8) is right. By taking the time derivative on both sides of

B .
Y WB = 4 UWB one can obtain

i (p1 = p5) = (o) (0} — p5). (10)
By taking the time derivative on both sides of (10), we obtain

aj (p1 —p) = ()" (pi' — p}). (11)
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By taking the time derivative on both sides of (11), one has
9). |

Based on (8) and (9), the following objective function is
considered

H};afx [ (p1(T) = hyp,i)— \N | Z hp,;) ||2
jed;
(12)
st piTpr —2pi Tpy = pP Tt — 27 T, (12a)
ul (pr —py) = ()" (o} — p3), (12b)
[uall < @, (12¢)
x(0) = z7(0). (12d)

where h,, ; represents formation pattern associated with jth
UAV. In (12), (12a) denotes covert constraint on UWB sensors,
(12b) denotes constraint on input signals, and (12¢) means the
constraint on the upper bound of the input signals.

In this work, we use polynomials to represent trajectories to
improve computational efficiency. The covert attack polynomi-
als trajectory is defined as

1
@ |1
1

bi= [1 t e [-Pz,z Pi,y Pi,za

R
where P € R("+1)>3 is the polynomials coefficient. Notice that
in our paper that n = 5 is a fifth-order polynomial.

Based on (8), (12) and (13), this optimization problem is
reformulated as a Quadratic Constraint Quadratic Programming
(QCQP) problem in (14) by substituting the above definition
of polynomial trajectories into (12), we solve the (z,y, z) of
the UAV 1, and then derive the control input u according to the
differential flat characteristics of the UAV,

max XrQx,—2xE,.Ci\+E,,C,+E,.C3)Qr+E,?,
1
(14)
st X QX1 —2(X{ Qrpy —pt pt) —pi ol =0,
(14a)
XTQrQI X, — XTQupy —ul (pF —p}) =0,
(14b)
—1<Qu X, <4, (l4c)
z(0) = 1 (0), (14d)
where
1
E=hi+—5 ) (x;(T) = hy),
| N | pryd
1 i
Ep = hpi + [N | Z(pg (T) = hp.5),
v jen;
1
Ev :hv2+ (l'y(T) hv )7
|M| Z J J

Algorithm 1 Covert Attack Algorithm.

Initialization: X{ < random
Input: (X9, T), (hy,h,,h,).
Output: (X, ), Trajectory
1: (Xb99) + minisnap + mini formation
2: (X9°°?) + based on geometric
3: (X) + Interior point method
4: return (X, u;)

Ea = hai +

> (@i (T) = hay).

1
|Ni | &

In (14), denote P, ., P, ,, P, as the polynomial coefficients of
X-axis, Y-axis and Z-axis for UAV, respectively,

P PITZ}T € R,

Xi=|pP', Pl
Q = blkdiag[Q, @Q, Qs] € R3(HDx3 ()
Q1 = C1QQf G e R nt )

Q=1

C, € R¥+Dx(n+1) represents the mapping matrix satisfy-
ing P, = Cf X, € R"*!. Similarly, we have P, , = C} X,
P, = C’;FXl.

t £ ... T e ROEDA

Moreover, we have Q, = C2,Q:QF CF, Q3 = C5Q,QF CTF,
where @, and Q7 are defined as
Q.=[0 0 0 6 n(n —1)(n —2)t=3I)T
®[1 1 l]T €R3(n+l)><l7
QT _ Qt ® [1 1 1]T c R3(n+1)><1.

Remark 2: A good initial value strategy based on geometric
features for SNS.

For a non-convex problem like (14), the optimal solution can
be obtained quickly by relying on a good initial value. Therefore,
we give a condition to get a good initial value based on geometric
information to solve the problem of covert attacks under SNS.

The idea of a good initial value: First of all, three initial value
points are calculated, namely the initial value point, the nominal
trajectory point at =, and the point where the formation error
is the largest when the spatial constraint is satisfied at the last
moment.

2
s G~ ) = g SO ) I,
jed;
St Dinit Dinit — 2Pinic Py = PP pT — 2p7 Tl

Then according to the 7y moment position, velocity, accelera-
tion, % moment position, velocity, 7' moment position, solve
six equations of six unknowns to get the initial values. The good
initial value is shown in Fig. 2. U

How to select a good initial value algorithm for SNS is
summarized in Algorithm 1
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Fig. 2. Covert attack path and good initial value: The blue dotted line
is the trajectory represented by the good initial value obtained, and the
green line represents the trajectory of the neighbour of the trajectory
being attacked, and the ball on the trajectory forms a spatial constraint of
the concealed attack trajectory, and the concealed attack trajectory must
be on these continuous spheres. The solid red line represents the attack
trajectory, which does not fully coincide with the maximum formation
error point due to the constraint of (9).

B. Time-Critical Defense Strategy in SNS

This section addresses the formation secure trajectory plan-
ning problem in the SNS case. First, we give the input description
of the absolute secure trajectory; then, we design the generation
of the secure trajectory according to this input. We say that if
each UAV’s u satisfies one of the following mutually exclusive
conditions, the formation trajectory is safe.

1) p = p, at all times;
2) if p # p,, at some time, the attack w is detectable.

In order to deal with the above covert attack, we propose
a time-critical defense scheme in this subsection. The defense
target is to minimize the mixed objective function of formation
error, time consumption, and attack resilience. We formulate the
trajectory generation as an unconstrained optimization problem:

Ji = min E )\'EJi,ev
X;,T
€

= gglr% Ardip A s s+ hqdiathe s e+ Apd; 1, (15)
where J; ., J; 1, Jia, Jie, and J; ¢ denote the attack resilience
term, execution time term, dynamical feasibility term, control
effort term, and formation shape term for the ith UAV, respec-
tively; and ., ® € {r,¢,d, e, f}, denote the associated weights
to adjust the importance of the above different terms.

M
J= %12 Ji, (16)
T
9J _ [&]’ &]} (17)
dc 0X' oT

Where M = 3 represents the number of UAV in the swarm, X =
(X1, X2, X3] € R%™+D and ¢ = [X,T]7 in our case. Com-
monly, a sufficiently large weight suffices for penalties. The
problem is solved via unconstrained nonlinear optimization.

Fig. 3. Attack direction in SNS: the UAV on the top right corner is
subjected to attacks.

1) Attack Resilience J,.: The suppression of attacks is
achieved by punishing inputs in the offensive direction. Define
that

Fii = pia(t)=pj.2(t),piy(t) —pjy(t), pi=(t) —pj,2 (),
Fri = (pj(t), pjy(t), pj=(1)),

Wi = Fi; X Py,

Wai = Wi X i,

Wi = Wi, Wi, Wisl,

Wy = [Wh1, Wan, Wasl.

(18)
It can be verified that W, ; L (Fy;, F>;) and, W»,; L (W,
W, W
Fi.q). Define that ey = [qpeip, oy )T € RY and
21 Wan  Was 1x9 .
Cw2 [HWZ ]H ) HWZ ’H 5 HW2 3“} R . The above attack dlI'CC-

tions e,,; and e, are vivid represented in Fig. 3. Based on the
above attack directions e,,; and e,,», we define the penalty for
i-th UAV as:

T/6t

Z |(ew1(k) + ewZ(k))U‘v

k=0

Jr = (19)

_ T
where U = [ul,ﬂn UL,y U,z U2 2y UD gy U2 25 U3 2y U gy, US,Z] €
R*! represents the input of each UAV in the swarm. A
frequently-used derivative formula is given as follows:

8 Pz pT PT(pP T
Pzl _ (Pz)(Pz)" 4
— =TI, (P), (20)
oz ||Pz]| | P #)

and its derivatives with respect to X and 7" are

T/zSt
oJ, . ewl k? +ew2(k))U
6X B Z | 6wl k +61112(k))U|(Fw(F1) +FI(F2))U
oU
+ 2 (Cun + €un); 1)
oJ,
L = l(ewr (T/5) + eaa(T/8))U(T)). 22)
We defined that
ty =ty ta = by, Ly = 1,

y=01 t & &
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ou

ot

Then, F; = OW,/0X and F , = OW,/0X.

2) Execution Time J;: A shorter execution time is desirable,
so we also minimize the weighted total execution time J; =T
Obviously, its gradient 0.J; 1 /OX = Og(r4-1yx1, OS¢ /0T = 1.

3) Dynamical Feasibility Penalty J,: For the trajectory gen-
eration of the dynamic feasibility is always guaranteed by limit-
ing the trajectory’s derivatives. In our work, we limit the ampli-
tude of velocity, acceleration, and jerk. Note that the dynamical
feasibility penalty is acquired constraints of time 7" > 0. The
constraints of velocity, acceleration, and jerk are denoted as

= blkdiag[tl --- tl]e RO(n+1)x9

T/t

Jido = Z max{v(ty)? — v2,,., 0%, (23)

T /6t

2
Jida = E max{a(ty)* — a2, 0},
k=0

(24)

T/5t

Jidu = Z max{u(ty)? — v’ 0}, (25)

M
Ja= Z(Ji,dv + Jida + Jigj)-

%

(26)

where vmax, @max» Jmax are maximum allowed velocity, accel-
eration and jerk. The corresponding gradients are

T/st

= [vf)

8Jz dv

T
oy ol @7

where

Uy, 1 :max{4(v?7x -+ Uivxviz,yﬁLUi’xU%,Z fvi@vrznax)tg, 018xl}7
Uu,2 :maX{4(v37yJrvi’yvwarvi’yviz 7viyyvr2nax)tg‘a 013>< 1 }7
zfviyzvrznax)t37018ﬂ}v

3 2 2
Uy 3 :max{4(viyz +0i 205, +0i 205,

and
/5t
8Ji,da T
X :Z[UEJ ’UZ:Z vgﬁ} , (28)
k=0
where

2 2 T

Vg, l—max{4(a +a; xa y i 205 — O )ta s 018%1 s
2 2 T

Vo =max{4(a} , +a; 40 ,+a;y; . —i 0.ty , Ogxr },

2 2
vag—max{4(a —|—a”a gt zag , — alzamdx)a,Olgxl}

and
T/5t
an u T
(‘3; = Z {’UZ’] Uiz U;{ﬁ} , (29)
k=0
where

2
Va1 :max{4(u +uy, mu iUy iumax)tu,olgxl}

3 2 2
Uu,2 :ma‘x{4(ui,y +u’i,yui,w "‘“i’yui,z _ui,yumax)tu ’ 018><1}’

3 2 2 2 T
Vu,3 = max{4(ui,z +ui72ui,y+ui,zui,z 7ui72umax)tu , O18%1 }

In summary, its derivatives with respect to X is

aJi,dv + aJi,da aJi,du
0X 0X 0X
0Jq ) € ROM+D)x9
ox : ’
0J 1 dw i 0JM da L 0J M du
0X 0X 0X (30)
and its derivatives with respect to 7" is
aJ,
O = s 0(T) ~ Vi, OF 4 max{al(T)? — 0,01
+ max{u(T)* — u2 ., 0}

4) Formation Shape J;: Formation shape generation is gen-
erated by a formation error penalty term, which is defined as a
formation error penalty term

M
Tp =3 | @i(T) = hi) > (@ (T) = hy) I,

IN | &
(3D
and its derivatives with respect to X and 7" are
an
22 hi) 7] ./\/ | > (@ (T)=hy)ty,
FEN;
(32)
M
&]
a7 =2 @) =) > (@ (T)=hy) |-
IN |
JEN;
(33)

5) Control Effort J.: The Control effort is considered to
minimize the sum of swarm jerk:

T/t

Je=>_ Ulk)TU(k)
k=0

And its derivatives with respect to X and 7" are

oJe U (k)
0X *22 ot Uk),

(34)

(35)

aJ. U (k)
o7 =2y o U(k). (36)

6) Time Constraint Elimination: Time 7' is an open set of
T > 0, which is eliminated by a differential isomorphism

T=¢€",

oJ oJ\ .,
— === €.
or oT
7) Equation Constraint Elimination: The state of the UAV
swarm at the moment of discovery of a potential covert at-

tack is known to both attacker and defender. X, X,, X5 are
first three coefficients determined by x(0), 2,(0), 23(0). For

(37

(38)
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UAV2
ln]ect attacks

/
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Fig. 4. Undirected: the UAV1 is attacked.

Algorithm 2 Defense Trajectory Generation Algorithm.

Initialization: (Xo,To), g « 22, By« L
0, §+1.0x1078% =0
Input: Initial guess solution (X, Ty), expected formation ma-
trix (hp, hy, h,), dynamics parameter (Vimax, @max; Umax)-
penalty coefficient(Ay, At, Ao, Ad, Af)-
Output: Polynomial coefficient and optimal time horizon
(X, T)

1:  while n = 0 do Determine whether the trajectory satisfies

the dynamic constraints

k +

2:  while || ¢* ||< §do
3: d + BFgh
4: t + lewis(Overton — Line — Search)Improved
line search method.
5: P *1 « 2% 4+ td Update the search values.
6: gk+1 «— %{{(C — Ck+1)_
7: BkF1 (Cautzous — Limited — Memory —
BFGS( k+1 g R+l xk))
8: k < k 4 1 Update the search steps.
9: if v < Vpax+e,a < Amax+&, U < Umax+€, VE then
10: n=1
11: else if Dynamics is not satisfied then
12: T=T+¢
13: L-BFGS slove > J; Until the dynamics con-
straints are satisfied
14: n=1

15: return (X, T)

example,the first three items of P ,, are uniquely determined is
(21,5, (0), 21,0, (0), 321,0, (0)].

The defense algorithm in SNS can be summarized in
Algorithm 2 .

IV. ATTACK AND DEFENSE TRAJECTORY GENERATION
IN DNS

A. Optimal Covert Attacks in DNS

For simplicity, we consider a swarm of three UAVs in DNS
as shown in Fig. 4. Without loss of generality, we assume that
UAV| is the drone under attack, and UAV, and UAVj are its two
neighbours. According to (5) and (6), covert attack exists when
the position of the attacked UAV and the spoofing GPS signal

u$PS satisfy:
(p1 () = p5(1)* = (p1'(t) — p5 (+))*,
(p1(8) = p5(1))* = (P (t) — p3 (1)), t € [0, 71,

GPS _
up™” =p1 = pr-

(39)

Lemma 3: Covert attack exists under the condition that every
covert attack (u;, u$*t'S) must satisfy

D1 p1—2p1 Py =ppt 2p Tpy,
’ nT ? (40)
Y4 p%_Pl pz_P Py — Dt pz-
ui(pr —py) = UZ(p; —pi), @)
(Pl _pz) = U (Pl —Pz)

Proof: The proof is similar to Lemma 2 and thus omitted
here. |

Based on (40), the optimization scheme for optimal covert
attacks is formulated as

2
max || (pi(T) =hp.i) = |N | > T %
JEN;
(42)
st. pTpr = 2p TPy = pP ol — 207l (42a)
piTpy —pi Ty = pP Y — pi Ty, (42b)
ur(p1 —p3y) = ui' (P —py), (42¢)
ui(pr —py) = ui'(py —p3)s (42d)
lull <, (42e)
z(0) = z7(0) (42f)

Similar to section III, we could reformulate (42) as a QCQP
problem:

max  X{'QX) —2X[(E[C\ + EJCy + E£ C5)Qr + EZ,
1

(43)
st X{'QX, —2(X\ Qrpy — pi ' py)—p? =0,  (43a)
XTQX, —2(X[Qrpy —pi'py)—pi? =0,  (43b)
XiQrQ, X1 =X Qupy —uf (pf —p3) =0,  (43¢)
X' QrQu X1 — X' Qupy —uf (pf —p) =0,

(43d)

-1 < QX <1, (43e)
z(0) = 27(0). (43f)

Remark 3 (A good initial value strategy based on geometric

features for DNS): Like the method of getting the initial value

in SNS. The initial value point at the T is satisfied:

2
max || (pinie = Fpa) = |/\/ | D H(T) ~ hyy) P
jed;
s.t. pinitTpinit - Zpinit p,; — p?T n zpnTp37
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Fig. 5. Undirected: the UAV with red shading is subjected to attacks.

T T T T
Pinit” Pinit — 2Pinit” Py =PI PY — 2p1" P31

Then according to the 7o moment position of nominal trajectory,
velocity, acceleration, 2 moment position of nominal trajectory,
velocity, 7' moment position, solve six equations six unknowns
to get the initial values. The good initial value is shown in

Fig. 5. O

B. Time-Critical Defense Strategy in DNS

We also propose a time-critical defense scheme for the covert
attack problem in DNS. We require this trajectory to have as
little error at the end as possible, as little energy, and as little
time as possible, and u; does not follow the attack direction. In
this case, the Jy; 4 ¢,y are same as the Jy; 4.¢ ¢y in the SNS, the
difference is attack resilience .J,..

1) Attack Resilience J,.: To illustrate the input attack direc-
tion at any point on the attack trajectory, we define

Fl,i:(pi,x(t) _pjl,x(t)api,y(t) _pjl,y(t)api,z(t)_pjl,Z(t))a
FZ,i = (pi,z (t) —DPjrx (t)v Diy (t) Py (t)vpi,z(t) —DPjs,z (t))a
Wii=Fi; x I,

W=[Wy1, W2, W3],

e :[ Wi Wi Wis ]T
wLHWL W2l [Wasll

It can be verified that W, ; L (F} ;, F3;), the attack direction
vivid represented in Fig. 6.

Based on the above attack directions e,,; and e,,», we define
the penalty for i-th UAV as:

T/8t
Je = lew(k)UL, (“44)
k=0
and its derivatives with respect to X and 7" are
T/5t

oy (ew(k))U 3£ T

oJ,

S = lewlT/H)U(T). (46)

Z
: ;% P

Fig. 6.  Attack direction in DNS: the UAV with transparent processing
is subjected to attacks.

Similar to section III-B, the problem can be solved via uncon-
strained nonlinear optimization.

Remark 4: This work mainly focuses on the secure path
planning scheme against cyber threats, such as covert attacks,
rather than physical threats, such as collision avoidance. The
group collision avoidance of UAV swarms can be resolved
within our framework, since the distance measurement achieved
by the well-functioned UWB sensors is free from covert at-
tacks. Specifically, the safety-related physical constraints, such
as group collision avoidance, can be ensured by introducing
near-field emergency mechanisms additionally, such as the fuzzy
logic in the previous work [35]. For example, a UAV equipped
with UWB sensors could make an emergency stop when it
detects other UAVs and waits for their departure after setting
a priority order.

V. NUMERICAL SIMULATION
A. Case 1 (Attack and Defense in SNS)

In this section, we show that the attack and defense strategies
in the SNS. The simulation parameters are selected as Ty = 5 s,

- 1T
=000 12112 1],
_ 4T
oO)=[1 001211 2 1],
- 1T
sO=020012 112 1],
r T
=110 00 -5VZ 0 -5V2 5V 0 5v3],
r T
hU:111111111},
T
ha=111111111}.

The weight coefficients of each item are A, = 1000, A; = 10,
Ag=5,Ae = land Ay = 8500.

Based on the above parameters, the simulation results
concerned about the optimal attack strategy are shown in
Fig. 7(a). The covert of the attack is shown by showing that



GONG et al.: RESILIENT PATH PLANNING OF UAV FORMATION FLIGHT AGAINST COVERT ATTACKS ON ULTRA-WIDEBAND SENSORS 109

- - - - Nominal Path

— — — Attack Path

——— Nominal Formation
Attack Formation
x  UAV,

x  UAV,

UAV;

40 30 20 10

@ x-axis

10 ~ T T T T

Distance w.r.t UAV3

Time (s)
(c) Covert display of SNS

20 T T T T T

Nominal Path
—— Attack Path

Formation error

-15

Time (s)

(e) Formation error of SNS

Fig. 7. Generation of covert attacks in SNS and DNS.

the UWB sensor reading on the attack trajectory of the at-
tacked UAV equals the sensor reading on the nominal trajec-
tory in Fig. 7(c). Where Fig. 7(e) shows the formation error
generated by the covert attack. The formation error of the
nominal trajectory tends to zero, while the formation error
of the attacked UAV tends to be the maximum at the end
time.

Then we consider the optimization of defense strategy to deal
with the above covert attack and generate the defense trajectory
of the whole formation in Fig. 8(a). Because for an attacker,

= — = Nominal Path

— — — Covert Attack Path
——— Nominal Formation
Attack Formation
x  UAV,

x  UAV,

x  UAVy

z-axis

(b) Display of DNS covert attack
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—-©—-Nominal Path Distance from UAV,
— %—-Nominal Path Distance from UAV3
Attack Path Distance from UAV,
Attack Path Distance from UAVy

10¢ ¥ 1

Distance w.r.t double neighbors
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Time (s)

=]
N

(d) Covert display of DNS

20 T T T T T
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15 —— Attack Path

10

Formation error

-10

-15

Time (s)

(f) Formation error of DNS

every drone that meets Lemma 1 is attackable. In our results,
the defense trajectory of time optimization will still spend more
time and energy than the nominal trajectory. Although it spent
more consumption resistance, it guarantees the convergence of
formation errors, and the result is shown in Fig. 8(c).

B. Case 2 (Attack and Defense in DNS)

Choose the same simulation parameters as the case of SNS.
We conduct another simulation example in DNS, the covert
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Fig. 8. Generation of defense for covert attacks in SNS and DNS.

attack strategy performance in DNS is shown in Fig. 7(b).
Fig. 7(d) shows the concealment of the attack of the double
neighbours. The reading of the distance between the two base
stations on the attack track of the attacked UAV is always equal to
the distance between the two base stations on the nominal track,
so the concealed attack here will not be detected. Hence, we
compare the formation error of the nominal trajectory and that
of concealed attack trajectory. In Fig. 7(f), the nominal trajectory
formation error of dual neighbours tends to zero over time, and
the error of the attack trajectory is maximum at the end.

Then we consider optimizing the defense strategy to deal
with the above covert attack in DNS. Fig. 8(b) and (d) show
the resilient defense trajectory against the double neighbours in
the entire formation. The resilient path with a larger A, and A,
value is more energy efficient but less safe, as shown in Table I.
Comparing the defense performances in Table I, the optimal
defense strategy in DNS is both more energy efficient and safer
than the counterpart in SNS under the same settings.

C. Case 3 (Verification of the Defense Strategy)

The effectiveness of the defense is verified by attacking our
proposed attack method against our proposed defense method.

/ — — = Defense Formation
14 Nominal Formation
x  UAV,
20 x  UAV,
x UAV;
i 15 =
? - e 2
S 10 T RS
- ~T R
[N
L RN
577 | Yllee-sEHERea Phe ™
= e WAk
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0-5 T T . 3 40
2
40 30 20 10 00 0 axis
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(b) Display of DNS defense
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Z 10r
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4
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S -2
= 4
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= 10 T
2
=
<
g o
5}
Q
o
<< 10 :
0 1 2 3 4 5 6
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(d) Display of DNS defense formation error

TABLE |
OPTIMAL TIME HORIZON AND ASSOCIATED DEVIATION

/\others )\7’ T (5) Jc
. invariant 0 4.2715 2.6532x103
Defense in SNS
invariant 10 4.3695 2.9562x10°
)\others )\c T (5) Jc
Defense in DNS  invariant 0  5.8842 3.2178x10°
invariant 10 6.9408 5.409 x103

In the simulations, the defense of SNS is more challenging
because it has more freedom of space to attack. Hence, the
defense trajectory is still attackable, but the error is signif-
icantly reduced. The results are shown in Fig. 9(a) and (c).
In the DNS, the defense is easier to achieve than in SNS, as
shown in Fig. 9(b) and (d). For more details of the simulation
results in Cases 1 and 3, please refer to the following link
https://www.bilibili.com/video/BV11W4y1R7Ah/.
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Fig. 9. Defense trajectory against attacks in SNS and DNS.

VI. CONCLUSION

This work proposes a resilient path planning scheme against
covert attacks for the formation flight of the UAV swarm. First,
we give the definition and the prerequisite for the covert at-
tacks against 3DMUs. Based on this prerequisite, an optimal
covert attack strategy is formulated, which targets maximizing
the UAV swarm’s formation error without being detected by
the well-functioning UWB sensors equipped on each UAV. A
time-critical defense strategy is proposed to depress the above
covert attacks, which could generate a safe and time-efficient
polynomial trajectory for each UAV with both dynamic fea-
sibility and security. The effectiveness and practicality of our
theoretical results have been illustrated via numerical simulation
examples. The proposed resilient path planning scheme can
be extended to secure path planning against general covert
attacks toward other information-incomplete sensors (such as
monocular cameras) and has potential applications in anti-UAV
technology [36].
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