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Adaptive Fuzzy Control for State-Constrained
Nonlinear Cyber-Physical Systems With

Unmodeled Dynamics Against Malicious Attacks
Zhaoyang Cuan , Da-Wei Ding , Senior Member, IEEE, Xiaoping Liu , and Youyi Wang

Abstract—This article investigated the tracking control
problem for a category of state-constrained high-order un-
certain nonlinear cyber-physical systems (CPSs) with un-
modeled dynamics, which are subject to malicious attacks
launched in controller-actuator (C-A) channel. Combining
the backstepping method, dynamic surface control (DSC)
approach and fuzzy logic systems (FLSs), a novel adap-
tive fuzzy tracking control strategy is developed, where a
one to one mapping is brought in to transform the state-
constrained CPSs to be the ones without state constraints
and a dynamical signal is introduced to cope with the
unmodeled dynamics. The proposed control strategy is
not only independent of the exact system model, but also
accommodates the external disturbances, unmodeled dy-
namics and malicious attacks. In particular, the developed
control strategy can make sure that the output tracking
error enters a predefined small neighborhood of the origin,
and guarantee all the signals of the resulting closed-loop
system satisfy the corresponding state constraints during
the total operation, where the tracking accuracy level are
known and can be preconfigured by selecting the design
parameters appropriately. Ultimately, a representative sim-
ulation is provided to illustrate the validity and superiority
of the proposed control scheme.
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I. INTRODUCTION

OVER the past couple of decades, adaptive control for
cyber-physical systems (CPSs) has gained considerable

attention. Accordingly, a series of significant results about non-
linear CPSs have been completed in [1], [2], [3], [4], [5], [6], [7].
However, the aforementioned results only discussed the control
problem for nonlinear CPSs when there do not exist cyber at-
tacks. As a matter of fact, the practical CPSs are often confronted
with various malicious attacks. Therefore, the control problem
for nonlinear CPSs under cyber attacks becomes more realistic
and critical. Therewith, concentrating on coping with this prob-
lem, some scholars have proposed different control strategies in
recent years. In [8], a high-performance adaptive control strategy
for hypersonic flight vehicles (HFVs) against malicious attacks
has been developed. A self-triggered control approach for CPSs
under actuator and sensor attacks was designed in [9]. In [10], an
adaptive control architecture has been developed for multiagent
systems with stochastic disturbances against sensor and actuator
attacks. In [11], a novel control approach has been proposed,
where an adaptive neural network estimator works to do online
estimation for malicious attacks. Nevertheless, it is noteworthy
that there exist diverse constraints in practical CPSs, such as state
constraints and output constraints. In this case, the aforemen-
tioned control approaches are not capable of dealing with this
issue.

In recent years, it has turned into a particularly momentous
issue that the barrier Lyapunov functions (BLFs) approach [12]
was widely utilized in the control design for state-constrained
nonlinear CPSs. A host of important adaptive control strategies
have been developed for state-constrained nonlinear CPSs by
means of the BLFs technique [13], [14], [15], [16], [17], [18]. It
is worth noting that there exists an assumption in the considered
systems that the upper and lower boundaries of the control gains
are known in [13], and the relative design parameters include
unknown constants, which is unreasonable. Conservative BLFs
based control schemes for full state-constrained systems must
depend on the feasibility condition for the virtual control law. In
particular, a new control approach has been developed to remove
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the strict feasibility condition in [16]. What should be pointed out
is that the abovementioned studies only investigated the stability
control problem of the closed-loop CPSs when there are not
malicious attacks. Admittedly, in loads of practical engineering
applications, such as flight control, chemical reaction process
and electronic circuit, there exist inevitably malicious attacks in
the systems. On the other hand, due to certain factors including
modelling simplifications, measurement noises and modelling
uncertainties, external disturbances and unmodeled dynamics
also exist in the systems, which could cause severe destruction
to the resulting closed-loop system performance. Worse than
that, the coexistence of malicious attacks, external disturbances
and unmodeled dynamics will make it more difficult to guarantee
the stability of the state-constrained high-order nonlinear CPSs.
In essence, it is a challenging issue to accomplish the stability
of the state-constrained high-order nonlinear CPSs with un-
modeled dynamics and external disturbances against malicious
attacks. The critical difficulties lie in how to develop an adaptive
control strategy to assure the security and stabilization of the
state-constrained nonlinear CPSs. To the best of the authors’
knowledge, there have been few results involving this problem.
Practically the existing control schemes for state-constrained
nonlinear CPSs can not tackle malicious attacks, external distur-
bances and unmodeled dynamics simultaneously, which inspired
our present study.

In the light of a class of state-constrained high-order uncer-
tain nonlinear CPSs with external disturbances and unmodeled
dynamics against malicious attacks, this article concentrates
on developing a novel adaptive fuzzy tracking control strategy
with the help of the backstepping approach, the fuzzy logic
systems (FLSs) technology and the dynamic surface control
(DSC) technique. In contrast with the most existing results,
the distinguished contribution of this article can be exhibited
as follows:

1) By designing a one to one mapping, the state-constrained
CPSs are trasformed to be the ones without state con-
straints. Besides, a dynamical signal is introduced to
resolve the unmodeled dynamics. Therewith, a novel
adaptive fuzzy tracking control strategy is developed to
guarantee the uniform ultimate stability for a category
of state-constrained high-order uncertain nonlinear CPSs
with unmodeled dynamics against malicious attacks,
which is not only independent of the exact system model,
but also accommodates external disturbances, unmodeled
dynamics and malicious attacks.

2) Compared with the control schemes in [13], [14], [15],
[16], [17] by means of BLFs approach, our developed
control strategy is simpler by introducing an asymmetric
one to one mapping. In particular, the developed control
strategy can make sure that the output tracking error con-
verges to a predefined small neighborhood of the origin,
and guarantee that all the signals of the resulting closed-
loop system satisfy the corresponding state constraints.
In particular, the tracking accuracy level can be precon-
figured by selecting the design parameters appropriately.

The rest of this article is arranged as follows. In Section II,
the basic knowledge is introduced, and the problem to be re-
solved is formulated. Section III presents the detailed analysis

Fig. 1. The schematic diagram of the CPSs.

for the design of the adaptive fuzzy control scheme and stability
analysis of the resulting closed-loop system. In Section IV, a
representative example is presented to verify the effectiveness
and validity of our proposed approach. Finally, Section V sum-
marizes conclusions and discussions of the future scope.

II. PROBLEM FORMULATION AND BASIC KNOWLEDGE

Consider a category of nonlinear CPSs described in Fig. 1,
where the physical plant is depicted by the following n-order
uncertain nonlinear continuous-time systems with unmodeled
dynamics in strict-feedback form:⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

ς̇=p (ς, ξ, t)

ξ̇i=ϕi(ξi)+ψi(ξi)ξi+1+di(t)+�i (ς, ξ, t) , i=1, . . . , n−1,

ξ̇n=ϕn(ξn)+ψn(ξn) (α(tm)u(t)+β(ta))+dn(t)

+�n (ς, ξ, t) ,

y=ξ1,

(1)

where ξi = [ξ1, ξ2, . . . , ξi]
T ∈ Ri, for 1 ≤ i ≤ n and ξ =

[ξ1, ξ2, . . . , ξn] are the state vectors; ς ∈ Rn0 stands for the
unmodeled dynamics; y ∈R is the output vector and u ∈R is the
control input; di(t) is any possible bounded external disturbance
and meets |di(t)| ≤ d i with d i being an unknown nonegative
constant; �i(ς, ξ, t), i = 1, . . . , n denote the unknown uncertain
disturbances; ϕ(·) and ψ(·) denote unknown smooth nonlinear
continuous-time functions of states, which represent the dynam-
ics functions of the nonlinear CPSs; All the states must keep in
the sets Υξi = {ξi : −cui1 < ξi < cui2}, where cui1 and cui2
are known positive design parameters. Attempting to put the
multiplicative actuation attacksα(tm) ∈ (0,∞) and additive at-
tack signal β(ta) to the control input u(t), the malicious attacks
threaten the considered CPSs all the time. Here, tm represents
a time instant when the multiplicative actuation attacks will
happen, and ta denotes the instant when additive attack signal
happens.

Hence, in light of the CPSs presented in Fig. 1, the control
goal is to develop a control law to guarantee that the system
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output y(t) can track the reference signal yd (t), in this sense, the
tracking error between y(t) and yd(t) converges to an arbitrary
small neighborhood of the origin. In the meantime, all the states
ξi ∈ Υξi satisfy for i = 1, 2, . . . , n in the total operation.

Remark 1: In particular, the fruitful results about tracking
control approach for state-constrained nonlinear CPSs have
been completed in [19], [20]. However, the aforementioned
results only discussed the control problem for nonlinear CPSs
when there do not exist cyber attacks, unmodeled dynamics and
external disturbances. In practice, the coexistence of malicious
attacks, unmodeled dynamics and external disturbances could
increase the difficulty of solving the considered problem. There-
fore, the control strategy developed in this article differs from
the tracking control approach in [19], [20].

Definition 1 ([21]): If the unmodeled dynamics ς is ex-
ponentially input-state-pracitcally stable (exp-ISpS), i.e., for
ς̇ = p(ς, ξ, t), then there exist a class of K∞ functions β1, β2
and a Lyapunov function V (ς) such that

β1 (‖ς‖) ≤ V (ς) ≤ β2 (‖ς‖) , (2)

and there exist positive design constants e > 0, f ≥ 0 and a class
of K∞ function α(·) such that

∂V (ς)

∂ς
p(ς, ξ, t) ≤ −eV (ς) + α (|ξ1|) + f, ∀t ≥ 0. (3)

Assumption 1 ([16]): The sign ofψi(ξi), 1 ≤ i ≤ n is known
and it is assumed that there exist unknown constants ψi,0 > 0
such that

ψi,0 ≤ |ψi(ξi)| <∞. (4)

Assumption 2 ([21]): The unmodeled dynamics ς is exp-
ISpS.

Assumption 3 ([21]): There exist unknown nonnegative con-
tinuous functions �i1(·) and nondecreasing continuous functions
�i2(·) such that

|�i(ς, ξ, t)| ≤ �i1(‖ξi‖) + �i2(‖ς‖), ∀(ς, ξ, t) ∈ Rn0

×Rn ×R+, (5)

where �i2(0) = 0, i = 1, 2, . . . , n.
Assumption 4 ([22]): The ideal reference trajectory vector

[yd, ẏd, ÿd]
T ∈ Υd is continuous and available on known com-

pact set Υd = {[yd, ẏd, ÿd]T : y2
d + ẏ2

d + ÿ2
d ≤ D0} ⊂ R3 and

|yd| < D1 < min{cu11, cu12}, where D0 > 0 and D1 > 0 are
known scalars.

Assumption 5 ([10]): Both α(tm) and β(ta) are unknown
time-varying and bounded functions, in the sense that, there exist
known positive scalars αmin and βmax such that αmin < α(tm)
and |β(ta)| ≤ βmax.

Lemma 1 ([21]): If a Lyapunov function V is exp-ISpS
for a system ς̇ = p(ς, ξ, t), i.e. (2) and (3) are true, then,
for any constant e ∈ (0, e), any initial instant t0 > 0, any
initial condition ς0 = ς(t0), b0 > 0, for any continuous func-
tion α such that α(|ξ1|) ≥ α(|ξ1|), there exist a finite T0 =

max

{
0, log

[
V (ξ0)

b0

]
/(e− e)

}
≥ 0, a nonnegative function

B(t0, t), defined for all t ≥ t0 and a signal depicted by

ḃ = −eb+ α(|ξ1|) + f, b(t0) = b0, (6)

such that B(t0, t) = 0 for t ≥ t0 + T0 and V (ς) ≤ b(t) +
B(t0, t) with B(t0, t) = max{0, exp(−e(t− t0))V (ς0)−
exp(−e(t− t0))b0}, where log(•) denotes the natural logarithm
of •.

Lemma 2 ([23]): Given any continuous function h(ξ) defined
on a compact setΛ and any arbitrary accuracy ε > 0, there exists
a FLS KTΔ(ξ) such that

sup
ξ∈Λ

|h(ξ)−KTΔ(ξ)| ≤ ε, (7)

whereK = [κ1, κ2, . . . , κn]
T denotes the ideal constant weight-

ing vector. Δ(ξ) and δj(ξ) represent the basis function vector
and Gaussian function, respectively, which can be obtained as
follows:

Δ(ξ) =
[δ1(ξ), δ2(ξ), . . . , δn(ξ)]

T∑n
j=1 δj(ξ)

, (8)

δj(ξ) = exp

[
−(ξ − cj)

T (ξ − cj)

μT
j μj

]
, (9)

where j = 1, 2, . . . , n, cj = [cj1, cj2, . . . , cjn]
T , indicates the

center vector, μj = [μj1, μj2, . . . , μjn]
T denotes the width of

the Gaussian functions, and n > 1 represents the number of the
fuzzy rules. By means of Lemma 2, the FLSs can be applied to
identify any smooth functions on a compact space.

Accordingly, in the next section, we will be devoted to com-
bining the backstepping approach, the FLSs technique and the
DSC technology to develop a novel adaptive fuzzy tracking
control strategy to achieve the control objective.

III. MAIN RESULTS

This section contributes to the development of the adap-
tive fuzzy tracking control strategy and stability analysis of
the resulting closed-loop system. Notably, by combining the
backstepping approach, the FLSs technique and DSC technol-
ogy, we are devoted to constructing the virtual control signal
and the control law to accomplish the control objective elab-
orated above. Ultimately, the main results are summarized in
Theorem 1.

Focusing on coping with the full state constraints, a one to
one nonlinear mapping (NM) is introduced as follows:

ki = log
cui1 + ξi
cui2 − ξi

, i = 1, 2, . . . , n. (10)

As stated above, since all the states must keep in the sets
Υξi = {ξi : −cui1 < ξi < cui2}, where cui1 and cui2 are known
positive design parameters, it is apparent that (10) is well defined.

We can infer from (10) that the inverse mapping can be
calculated as

ξi = cui2 − cui2 + cui1
eki + 1

. (11)

Accordingly, we can get

k̇i =
eki + e−ki + 2
cui1 + cui2

ξ̇i. (12)
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Then, (1) can be reconstructed as

ς̇ = p(ς, ξ, t),

k̇i = Φi(ki+1) + ki+1 + Γi(ς, kn, t), i = 1, . . . , n− 1,

k̇n = Φn(kn) + Ψn(kn) (α(tm)u(t)+β(ta)) + Γn(ς, kn, t),

(13)

where ki = [k1, k2, . . . , ki], i = 1, . . . , n,

Φi(ki+1) = gi(ki)(ϕi(ξi)+ψi(ξi)ξi+1+di)− ki+1,

i = 1, . . . , n− 1, (14)

Φn(kn) = gn(kn)(ϕn(ξn) + dn),

Ψn(kn) = gn(kn)ψn(ξn), (15)

Γi(ς, kn, t) = gi(ki)�i(ς, ξ, t), i = 1, . . . , n. (16)

gi(ki) =
eki + e−ki + 2
cui1 + cui2

, i = 1, . . . , n. (17)

It can be inferred from (15), (16) and Assumption 3

that Ψn(kn) ≥ 2ψn,0

cun1 + cun2
> 0 and |Γi(kn, t)| ≤ gi(ki)[�i1

(‖ξi‖) + �i2(‖ς‖)].
Remark 2: (2) implies that ‖ς‖ ≤ β

−1
1 (V (ς)). In accordance

with Lemma 2, it can be inferred that there must exist a positive

scalarB0 such that ‖ς‖ ≤ β
−1
1 (b+B0), ∀t ≥ 0. This inequality

can be utilized to deal with the uncertain terms in the following
procedure of controller design.

Set θ1 = log
cu11 + yd
cu12 − yd

. In the backstepping, the design of

adaptive fuzzy controller is based on the transformation of
coordinates: si = ki − θi, i = 1, 2, . . . , n, where θi denotes the
output of a first-order filter with ζi−1 being the input. In par-
ticular, ζi−1 stands for an intermediate parameter which will be
designed for the (i− 1)-th subsystem. For the sake of brevity
and readability, the following notations are defined as

si = [s1, s2, . . . , si]
T ,

qj = [q2, q3, . . . , qj ]
T ,

μ̂i = [μ̂1, μ̂2, . . . , μ̂i]
T ,

(18)

where μ̂ is the estimation of μ and μ̃ = μ− μ̂, and it will be
explained in detail later. qj = θj − ζj−1, j = 2, 3, . . . , n.

In what follows, concrete details about the iterative design
procedure based on the backstepping method will be supplied
to demonstrate how to obtain the primary results.
Step 1 : Take the following Lyapunov function candidate:

Vs1 =
1
2
s2

1. (19)

The time derivative of s1 is

ṡ1 = Φ1(k2) + k2 + Γ1(ς, kn, t)− θ̇1, (20)

accordingly, with the help of Lemma 2, the time derivative of
Vs1 along (13) can be calculated as

V̇s1 = s1

[
s2 + q2 + ζ1 + Φ1(k2) + Γ1(ς, kn, t)− θ̇1

]

≤ s1[s2 + q2 + ζ1 + h1(Σ1) + g1(k1)d1] +
1
4

≤ s1[s2 + q2 + ζ1 + g1(k1)d1+K
T
1 Δ1(Σ1)+ε1(Σ1)]+

1
4

≤ s1[s2 + q2 + ζ1 + g1(k1)d1]+
1

2x2
1

s2
1μ1‖Δ1(Σ1)‖2+

1
2
x2

1

+ s1ε1(Σ1) +
1
4
, (21)

where x1 is a positive design parameter.

h1(Σ1) = Φ1(k2)− g1(k1)d1 + s1g
2
1(k1)

[
�11(‖ξi‖)

+�12(β
−1
1 (b+B0))

]2
− θ̇1 (22)

with Σ1 = [k2, s1, θ̇1, b]
T ∈ R5.

Design the virtual control signal ζ1 as follows:

ζ1 = −f1s1 − 1
2x2

1

s1μ̂1‖Δ1(Σ1)‖2, (23)

where f1 > 0 denotes a design constant, μ̂1 represents the esti-
mation of μ1.

Then, the adaptation law of the unknown parameter μi is
designed as

˙̂μi = λi

[
1

2x2
i

s2
i‖Δi(Σi)‖2 − γiμ̂i

]
, (24)

where the design parameters λi and γi are strictly positive.
Subsequently, we define θ2 as

ι2θ̇2 + θ2 = ζ1, θ2(0) = ζ1(0), (25)

where ι2 > 0 denotes a design parameter.

In the light of (25), we can obtain θ̇2 = −q2

ι2
. Since k2 =

s2 + q2 + ζ1 = s2 + q2 − f1s1 − s1μ̂1‖Δ1(Σ1)‖2/(2x2
1), uti-

lizing (21) and Young’s inequality, we can obtain

V̇s1 ≤ s1 [s2 + q2 − f1s1]− s2
1

2x2
1

μ̂1‖Δ1(Σ1)‖2

+
1

2x2
1

s2
1μ1‖Δ1(Σ1)‖2 +

1
2
x2

1 + s1ε1(Σ1)

+ s1g1(k1)d1 +
1
4

≤ (−f1 + 3)s2
1 +

1
4
s2

2 +
1
4
q2

2 +
1
4
g2

1(k1)d
2
1

+
s2

1

2x2
1

μ̃1‖Δ1(Σ1)‖2 +
1
2
x2

1 +
1
4

+ |s1|η1(s2, q2, μ̂1, b, yd, ẏd), (26)

where the continuous function η1(s2, q2, μ̂1, b, yd, ẏd) satisfies
the following condition

|ε1(Σ1)| ≤ η1(s2, q2, μ̂1, b, yd, ẏd). (27)

Utilizing Young’s inequality, we can obtain

|s1|η1 ≤ s2
1 +

1
4
η2

1 . (28)
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Thus, the following inequality can be obtained

V̇s1 ≤ (−f1 + 4)s2
1 +

1
4
s2

2 +
1
4
q2

2 +
1
4
g2

1(k1)d
2
1

+
s2

1

2x2
1

μ̃1‖Δ1(Σ1)‖2 +
1
2
x2

1 +
1
4
+

1
4
η2

1 . (29)

In accordance with Assumption 3, we have

q̇2 = − q2

ι2
+

[
f1ṡ1 +

ṡ1

2x2
1

μ̂1‖Δ1(Σ1)‖2

+
s1

2x2
1

˙̂μ1‖Δ1(Σ1)‖2 +
s1μ̂1

2x2
1

d‖Δ1(Σ1)‖2

dt

]
, (30)

|q̇2 +
q2

ι2
| ≤ τ2

(
s3, q3, μ̂2, b, yd, ẏd, ÿd

)
, (31)

where the function τ2(s3, q3, μ̂2, b, yd, ẏd, ÿd) is continuous.
Combining (30) and (31), one has

q2q̇2 ≤ − q2
2

ι2
+ |q2|τ2

(
s3, q3, μ̂2, b, yd, ẏd, ÿd

)
≤ − q2

2

ι2
+ q2

2 +
1
4
τ 2

2 .

(32)

Step i (2 ≤ i ≤ n− 1) : Consider a Lyapunov function can-
didate in the following form of:

Vsi =
1
2
s2
i . (33)

Owing to si = ki − θi, differentiating si produces

ṡi = Φi(ki+1) + ki+1 + Γi(ς, kn, t)− θ̇i. (34)

Consequently, with the aid of Lemma 2, the time derivative
of Vsi along (13) can be calculated as follows:

V̇si = si

[
si+1 + qi+1 + ζi + Φi(ki+1) + Γi(ς, kn, t)− θ̇i

]
≤ si[si+1 + qi+1 + ζi + hi(Σi) + gi(ki)di] +

1
4

≤ si[si+1+qi+1+ζi+gi(ki)di+K
T
i Δi(Σi)+εi(Σi)]+

1
4

≤ si[si+1+qi+1+ζi + gi(ki)di]+
s2
i

2x2
i

μi‖Δi(Σi)‖2+
1
2
x2
i

+ siεi(Σi) +
1
4
, (35)

where xi is a positive design parameter.

hi(Σi) = Φi(ki+1)− gi(ki)di + sig
2
i (ki)

[
�i1(‖ξi‖)

+�i2(β
−1
1 (b+B0))

]2
− θ̇i (36)

with Σi = [ki+1, si, θ̇i, b]
T ∈ Ri+4.

Design the virtual control signal ζi as follows:

ζi = −fisi − 1
2x2

i

siμ̂i‖Δi(Σi)‖2, (37)

where fi > 0 is a design constant, μ̂i stands for the estimation
of μi.

Then, the adaptation law of the unknown parameter μi is
designed as same as (24).

Subsequently, we define θi+1 as

ιi+1θ̇i+1 + θi+1 = ζi, θi+1(0) = ζi(0), (38)

where ιi+1 is a positive design parameter.
Since qi+1 = θi+1 − ζi, for i = 2, 3, . . . , n− 1, we can ob-

tain θ̇i+1 = −qi+1

ιi+1
. Noting that si+1 = ki+1 − θi+1, one has

ki+1 = si+1 + qi+1 − fisi − 1
2x2

i

siμ̂i‖Δi(Σi)‖2. (39)

By means of Young’s inequality and (35), the following
inequality can be derived

V̇si ≤ (−fi + 3)s2
i +

1
4
s2
i+1 +

1
4
q2
i+1 +

1
4
g2
i (ki)d

2
i

+
s2
i

2x2
i

μ̃i‖Δi(Σi)‖2 +
1
2
x2
i +

1
4

+ |si|ηi(si+1, qi+1, μ̂i, b, yd, ẏd), (40)

where the continuous function ηi(si+1, qi+1, μ̂i, b, yd, ẏd) satis-
fies the following condition

|εi(Σi)| ≤ ηi(si+1, qi+1, μ̂i, b, yd, ẏd). (41)

According to Young’s inequality, we have

|si|ηi ≤ s2
i +

1
4
η2
i . (42)

Therefore, the following expression can be obtained

V̇si ≤ (−f1 + 4)s2
i +

1
4
s2
i+1 +

1
4
q2
i+1 +

1
4
g2
i (ki)d

2
i

+
s2
i

2x2
i

μ̃i‖Δi(Σi)‖2 +
1
2
x2
i +

1
4
+

1
4
η2
i . (43)

Noting Assumption 3, we have

q̇i+1 =−qi+1

ιi+1
+

[
fiṡi +

ṡi
2x2

i

μ̂i‖Δi(Σi)‖2

+
si

2x2
i

˙̂μi‖Δi(Σi)‖2 +
siμ̂i

2x2
i

d‖Δi(Σi)‖2

dt

]
, (44)

∣∣∣∣q̇i+1 +
qi+1

ιi+1

∣∣∣∣ ≤ τi+1
(
si+2, qi+2, μ̂i+1, b, yd, ẏd, ÿd

)
, (45)

where the function τi+1(si+2, qi+2, μ̂i+1, b, yd, ẏd, ÿd) is con-
tinuous.

In terms of (44) and (45), we can obtain

qi+1q̇i+1 ≤ − q2
i+1

ιi+1
+|qi+1|τi+1

(
si+2, qi+2, μ̂i+1, b, yd, ẏd, ÿd

)
≤ − q2

i+1

ιi+1
+ q2

i+1 +
1
4
τ 2
i+1. (46)

Step n: At this step, the control law u will be designed.
According to sn = kn − θn, we have

ṡn = Φn(kn) + Ψn(kn) (α(tm)u(t) + β(ta))

+ Γn(ς, kn, t)− θ̇n. (47)
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Define the following smooth function

Vsn =

∫ sn

0

χ

Ψn(kn−1, χ+ θn)
dχ. (48)

With the help of the second mean value theorem for integral,
Vsn can be reconstructed as Vsn = s2

n/2Ψn(kn−1, ϑsnsn + θn)
with ϑsn ∈ (0, 1). Since 0 < 2ψn,0/(cun1 + cun2) < Ψn(kn),
it can be easily inferred that Vsn is positive with regard to sn.

Differentiating Vsn and applying (47) result in

V̇sn =
sn

Ψn(kn)
ṡn +

∫ sn

0
χ

[
n−1∑
m=1

∂Ψ−1
n (kn−1, χ+ θn)

∂km

× (
Φm(km+1) + km+1 + Γm(ς, kn, t)

)
+
∂Ψ−1

n (kn−1, χ+ θn)

∂θn
θ̇n

]
dχ

=
sn

Ψn(kn)
ṡn +

n−1∑
m=1

Γm(ς, kn, t)

× s2
n

∫ 1

0
ω
∂Ψ−1

n (kn−1, ωsn + θn)

∂km
dω

+ s2
n

∫ 1

0
ω

{
n−1∑
m=1

∂Ψ−1
n (kn−1, ωsn + θn)

∂km

× [
Φm(km+1) + km+1

]}
dω +

θ̇nsn

Ψn(kn)

− θ̇nsn

∫ 1

0

1

Ψ−1
n (kn−1, ωsn + θn)

dω. (49)

By means of Young’s inequality, the following expression can
be gained

|s2
nΓm(ς, kn, t)

∫ 1

0
ω
∂Ψ−1

n (kn−1, ωsn + θn)

∂km
|

≤ s4
ng

2
m(km)υ2

m(ξm, b)

[∫ 1

0
ω
∂Ψ−1

n (kn−1, ωsn+θn)

∂km
dω

]2

+
1
4
,

(50)

where υm(ξm, b) = �m1(‖ξm‖) + �m2(β
−1
1 (b+B0)),m =

1, 2, . . . , n.
Substituting (47) and (50) into (50) results in

V̇sn ≤ sn

[
α(tm)u(t) + β(ta) +

gn(kn)dn

Ψn(kn)
+ hn(Σn)

]
+
n

4

= sn

[
α(tm)u(t) + β(ta) +

gn(kn)dn

Ψn(kn)

]

+ sn
[
KT

nΔn(Σn)+εn(Σn)
]
+
n

4
, (51)

where

hn(Σn) =
Φn(kn)−gn(kn)dn

Ψn(kn)
+ s3

n

n−1∑
m=1

g2
m(km)υ2

m(ξm,b)

×
[∫ 1

0
ω
∂Ψ−1

n (kn−1, ωsn + θn)

∂km
dω

]2

+ sn

∫ 1

0
ω

{
n−1∑
m=1

∂Ψ−1
n (kn−1, ωsn + θn)

∂km

× [
Φm(km+1) + km+1

]}
dω

− θ̇n

∫ 1

0

1

Ψ−1
n (kn−1, ωsn + θn)

dω

+
sng

2
n(kn)υ

2
n(ξn, b)

Ψ 2
n(kn)

+
n

4
(52)

with

Σn =
[
kn, sn, θ̇n, b

]T
∈ Rn+3. (53)

Then, we design the following control law u

u = − fn
αmin

sn − 1
2αminx2

n

snμ̂n‖Δn(Σn)‖2, (54)

where fn > 0 is the design parameter, μ̂n denotes the estimation
of μn.

Akin to the procedure at i-th step, we can get

V̇sn ≤ (−fn + 3) s2
n +

g2
n(kn)d

2
n

4Ψ 2
n(kn)

+
β2
max

4

+
s2
n

2x2
n

μ̃n‖Δn(Σn)‖2 +
1
2
x2
n +

n

4
+

1
4
η2
n (55)

with the continuous function ηn(sn, qn, μ̂n−1, b, yd, ẏd) satisif-
ing |εn(Σn)| ≤ ηn(sn, qn, μ̂n−1, b, yd, ẏd).

Now, we define the following set

Υn =

{[
sTn , q

T
n , μ̂

T
n

]T
: Vn < ν

}
∈ Rνn , (56)

where ν > 0 is the design parameter, νn = 3n− 1, and

Vn =

n∑
m=1

[
Vsm +

1
2�m

μ̃2
m

]
+

1
2

n∑
m=2

q2
m. (57)

If Vn ∈ ν, then we can obtain sm, μ̃m and qp ∈ L∞, m =
1, 2, . . . , n, p = 2, 3, . . . , n. Since yd ∈ L∞, s1 = y − θ1, y =
s1 + θ1 ∈ L∞, which implies b ∈ L∞. As a consequence, ηi and
τi have a maximum Wi and Hi over the compact set Υd ×Υn.

Thus far, the following theorem can be utilized to summarize
the above results.

Theorem 1: Consider the high-order uncertain nonlinear
CPSs (1) with unmodeled dynamics under malicious attacks
and suppose Assumptions 1–4 are true. For the bounded initial
conditions, satisfying Vn(0) < ν, cu11, cu12 < D1 and ξm(0) ∈
Υξm , the designed controller (54), together with the virtual
controller (37) for 1 ≤ m ≤ n− 1 and adaptation law (24)
for m = 1, 2, . . . , n, can make sure that overall signals of the
resulting closed-loop system are practically globally stable, in
the sense that all of the signals in the closed-loop system are
bounded and ξm ∈ Υξm , ∀t ≥ 0, i.e., all the state constraints
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are always satisfied, besides, fm and ιm meet the following
conditions

fm ≥ 17
4

+
χ0

2
,m = 1, 2, . . . , n,

fn ≥ 17
4

+
χ0(cun1 + cun2)

2ψn,0
,

1
ιm

≥ 5
4
+ χ0,m = 2, 3, . . . , n,

χ0 = min {�1γ1, �2γ2, . . . , �nγn} . (58)

Proof: Consider the following overall Lyapunov function

V = Vn =

n∑
m=1

[
Vsm +

1
2�m

μ̃2
m

]
+

1
2

n∑
m=2

q2
m. (59)

Differentiating (59) yields

V̇ =

n∑
m=1

[
V̇sm − 1

�m
μ̃m

˙̂μm

]
+

n−1∑
m=1

qm+1q̇m+1. (60)

Substituting (29), (32), (43), (46), and (55) into (60) and
applying (24) produces

V̇ ≤
n∑

m=1

[(
−fm +

17
4

)
s2
m

]

+
n−1∑
m=1

[
−q

2
m+1

ι2
+ q2

m+1 +
1
4
τ 2
m+1

]

+
n∑

m=1

[
1
2
x2
m +

1
4
+

1
4
η2
m

]

+
n−1∑
m=1

[
1
4
g2
m(km)d2

m

]
+
g2
n(kn)d

2
n

4Ψ 2
n(kn)

+
n∑

m=1

(γmμ̃mμ̂m) +
n+ β2

max

4
. (61)

By means of Young’s inequality, we have

γmμ̃mμ̂m ≤ γm

[
− μ̃

2
m

2
+
μ2
m

2

]
. (62)

In the event that V < ν, then η2
m < W 2

m and τ 2
m+1 < H2

m+1.
Denote

Θ =
n

2
+

1
4

n−1∑
m=1

H2
m+1 +

1
4

n∑
m=1

W 2
m +

n−1∑
m=1

[
1
4
g2
m(km)d2

m

]

+
g2
n(kn)d

2
n

4Ψ 2
n(kn)

+
β2
max

4
+

n∑
m=1

[
x2
m + γmμ

2
m

2

]
(63)

Putting (58) and (62) into (61) yields

V̇ ≤ −χ0V +Θ. (64)

Consequently, we can obtain that the condition (58) is
sufficient. �

If V = ν and χ0 >
Θ

ν
, it is evident that V̇ ≤ 0, which illus-

trates that V (t) ≤ ν, ∀t ≥ 0 for V (0) ≤ ν. From (64), we can

obtain

0 ≤ V (t) ≤ Θ

χ0
+

(
V (0)− Θ

χ0

)
e−χ0t. (65)

Thus, it is apparent that all the signals of the resulting closed-
loop system are uniformly ultimately bounded, including sm, qm
and μ̂m. In addition, θm+1 and ζm are also uniformly ultimately
bounded. Owing to km = sm + qm + ζm−1, sm, qm, ζm−1 ∈
L∞, it is obvious that km ∈ L∞, which means that ξm ∈ Υξm ,
i.e., all the state constraints are always satisfied. Due to y ∈ L∞,
b ∈ L∞, in accordance with Remark 2 and (65), we can obtain

|s1| ≤
√

2Θ
χ0

+ 2

[
V (0)− Θ

χ0

]
e−χ0t. (66)

According to (58) and (63), for any given scalars D0, ν, xm

and γm, we can infer that
Θ

χ0
can be make arbitrarily small by

selecting large enough design parameter λm. That is to say, s1

can be made arbitrarily small when t→ ∞.
Remark 3: As we can see from (11) that

ξ1 = cu12 − cu12 + cu11

ek1 + 1
. (67)

In the same way, we have yd = cu12 − cu12 + cu11

eθ1 + 1
. Conse-

quently, the tracking error can be expressed as follows:

y − yd =
(cu11 + cu12) e

k1 (1 − e−s1)

(ek1−s1 + 1) (ek1 + 1)
. (68)

By means of mean value theorem, we can obtain that there
exists a scalar σs1 ∈ (0, 1) such that 1 − e−s1 = s1e

−σs1s1 , ther-
fore, in the light of (68), the following inequality holds

|y − yd| ≤ (cu11 + cu12)e
k1e−σs1s1 |s1|. (69)

The aforementioned statements imply that s1 can be made
arbitrarily small by selecting the large design parameter λm.
Therefore, owing to k1, s1 ∈ L∞, by selecting the design param-
eters properly, we can make the tracking error y − yd arbitrarily
small.

IV. EXAMPLES

In an effort to substantiate the validity and superiority of our
proposed control strategy, a representative example is presented
as follows:

Consider a strict-feedback uncertain nonlinear CPSs under
malicious attacks borrowed from [16], whose dynamics is de-
scribed by the following differential equations:⎧⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

ς̇ = −ς + 0.5ξ2
1 sin(ξ1t),

ξ̇1 = ξ1e
0.5ξ1 +

(
1 + ξ2

1

)
ξ2+d1+�1 (ς, ξ1, ξ2, t) ,

ξ̇2 = ξ1ξ
2
2+(3 + cos(ξ1)) (α(tm)u+ β(ta)) + d2

+�2 (ς, ξ1, ξ2, t) ,

y = ξ1,

(70)

where the unmodeled dynamics are �1(ς, ξ1, ξ2, t) =
0.2ςξ1 sin(ξ2t), �2(ς, ξ1, ξ2, t) = 0.1ς cos(0.5ξ2t), the
malicious attack signals α(tm) and β(ta) are α(tm) =
0.003 + 0.001 exp(0.1t) and β(ta) = cos2(ξ1)ξ2. The
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Fig. 2. Profiles of output y (black line) and reference signal yd (blue
line).

reference signal is chosen as yd = 0.5 cos(t) + sin(0.5t). d1 and
d2 are possible bounded external disturbances with d1 = d2 = 1.
The dynamic signal are designed as ḃ = −b+ 2.5ξ4

1 + 0.625.
In terms of our proposed control strategy, the total computa-

tion cost is relatively small. It allows us to set sampling period
as 5 ms in the entire simulation process, which satisfies most
practical engineering applications requirements. The related
design parameters are chosen as cu11 = cu12 = 2, cu21 = 2,
cu22 = 2.5, f1 = 10, f2 = 15, λ1 = λ2 = 50, γ1 = γ2 = 0.01,
x1 = x2 = 5. The initial conditions are chosen as ξ1(0) = 0.75,
ξ2(0) = 0.1, ς(0) = 0.1, b(0) = 0.1, θ2(0) = 0.1, μ̂1(0) = 2,
μ̂2(0) = 0.5. Consequently, by selecting the partitioning points
−4, −3, −2, −1, 0, 1, 2, 3, 4, the fuzzy sets are defined over
interval [−4, 4] for all the variables. The corresponding fuzzy
membership functions are defined as follows:

δ1(Σ1) = exp

(
− (Σ1 −Σv,1)

T (Σ1 −Σv,1)

8

)
,

δ2(Σ2) = exp

(
− (Σ2 −Σv,2)

T (Σ2 −Σv,2)

8

)
,

where v = 1, 2, . . . , 9. Σ1, Σ2, Σv,1 and Σv,2 are expressed as
follows:

Σ1 = [k1, k2, s1, θ̇1, b]
T ,

Σ2 = [k1, k2, s2, θ̇2, b]
T ,

Σv,1 =

⎡
⎣ 5︷ ︸︸ ︷
−5 + v,−5 + v, . . . ,−5 + v

⎤
⎦
T

,

Σv,2 =

⎡
⎣ 5︷ ︸︸ ︷
−5 + v,−5 + v, . . . ,−5 + v

⎤
⎦
T

.

In order to further verify the superiority of our proposed
control strategy, a comparison between our proposed approach
and [24] is completed. Figs. 2, 3, 4, 5, and 6 display the overall
simulation results. Fig. 2 exhibits the trajectories of the system
output y and the reference signal yd. As we can observe from
Fig. 2 that the fairly good tracking performance is guaranteed and
the state constraint condition on state ξ1 is satisfied during the

Fig. 3. Profile of control law u.

Fig. 4. Profile of stete ξ2.

Fig. 5. Profiles of adaptation law μ̂1 (black line) and μ̂2 (blue line).

Fig. 6. Profiles of output y (black line) and reference signal yd (blue
line) using the method in [24].
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total control operation. Fig. 4 shows that the state constraint on
state ξ2 is not violated all the time. Fig. 6 presents the trajectories
of the system output y and the reference signal yd utlizing the
method in [24]. It is apparent that the tracking performance
can not be guaranteed. All in all, the good tracking control
performance is guaranteed drawing support from the developed
control strategy in Theorem 1, which not only means the control
objective is accomplished, but also shows the superiority in
contrast with the approach in [24].

V. CONCLUSION

In this article, we have investigated the tracking control
problem for a category of state-constrained high-order non-
linear CPSs with unmodeled dynamics and external distur-
bances against malicious attacks. Combining the backstepping
approach, FLSs technology and DSC technique, a novel adap-
tive fuzzy tracking control strategy has been proposed, which
is not only independent of the exact system model, but also
accommodates external disturbances, unmodeled dynamics and
malicious attacks. We have substantiated that the developed
control strategy can guarantee that the output tracking error
enters a predefined small neighborhood of the origin, and make
sure that all the signals of the resulting closed-loop system
satisfy the corresponding state constraints during the total oper-
ation, where the tracking accuracy level are known and can be
preconfigured by selecting the design parameters appropriately.
Eventually, a representative instance has been supplied to illus-
trate the effectiveness and superiority of our proposed control
scheme. Note that in many practical engineering applications,
the systems are always restricted to keep stable in finite time
or fixed time. In addition, what makes the matter worse is that
diverse categories of cyber attacks may exist simultaneously
in the cyber-physical environment. Therefore, in our future
research, we will ulteriorly consider how to develop a fixed-time
adaptive fuzzy control law to the state-constrained high-order
uncertain nonlinear CPSs with unmodeled dynamics under more
sophisticated cyber-physical environment, where cyber threats
such as DoS attacks and deception attacks might coexist.
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