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Abstract — The purpose of the electromagnetic compatibility conducted susceptibility test for interconnected cables
in the system is to evaluate its ability to operate acceptably when subjected to interference. We propose a novel
conducted susceptibility analysis approach: by injecting the Gaussian even pulse signal, we find that the susceptibility
threshold of the system shows two different patterns with the change of signal parameters; then we locate the cause
of the susceptibility of the device by analyzing the threshold level curves. The effectiveness of the proposed approach
is verified by testing with devices containing digital modules such as navigation receivers. The proposed approach
facilitates a deeper understanding of the susceptibility mechanism of systems and their appropriate electromagnetic
compatibility design.
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I. Introduction

There are a large number of interconnected cables in
the system, which are widely distributed, and the energy
coupling to the cables could trigger electromagnetic sus-
ceptibility problems when operating [1], [2]. Awareness of
the problems at the physical level is essential to improving
their electromagnetic compatibility (EMC) capability,
through conducted susceptibility (CS) test of intercon-
nected cables in systems or devices [3].

The generally accepted test method is the CS test
regulated in MIL-STD-461, which injects a certain energy
signal into the cable of the equipment under test (EUT)
through a current probe to test the ability of the EUT to
withstand interference signals [4]-[6]. Frequency-domain
test methods use signals such as sine waves and damped
signals, which analyze conducted susceptibility from the
perspective of discrete frequency power differences. These
methods cannot simulate the real operating environment

of the EUT, so there is a limitation in the perception of
device susceptibility in broadband interference environ-
ment [7], [8]. Reference [9] proposed the multi-frequency
CS test method, which injects multiple frequency points
simultaneously and can greatly improve test efficiency.
Existing research on EMC time-domain detection
mainly focuses on methods and test instruments [10],
[11]. The concept of time-domain electromagnetic inter-
ference (EMI) detection was first proposed by Bronaugh
[12], who believed that it was an effective solution to
maximize the simulation of the real operating environ-
ment of the device and reflect its real susceptibility char-
acteristics. References [13]-[15] focused on obtaining
time-domain interference from the environment, and they
analyzed signals such as surges, electrical fast transients,
and electrostatic discharges. Then they found that the
broadband time-domain pulses were the dominant inter-
ference waveform. The time-domain EMI measurement
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receiver developed by Russer gives more EMI informa-
tion [16], [17]. In addition, his team developed a real-time
broadband time-domain EMI measurement system with
a frequency band covering 30 MHz to 1000 MHz, which
shortened the test time compared to the conventional
methods [18]-[20]. Reference [21] developed a time-domain
measurement system to handle the limitations of the am-
plitude probability detector. Reference [22] used digital
signal processing techniques to improve the EMI assess-
ment of time-domain measurement instruments. The
above research shows that time-domain signals play an
important role in CS tests. However, the scarcity of
methods and systems has prevented this signal from be-
ing used on a large scale.

In this paper, we deepen the idea of simultaneous
injection of multiple frequency points into using time-
domain pulse signals. Based on the powerful stimulating
susceptibility ability of the hardware system developed in
[23], we stimulate the sensitive phenomena not found in
the CS114 test, and then define the susceptibility profile
by plotting threshold level curves (TLC). We found that
the TLC of EUT showed two different patterns with the
variation of signal parameters, which can provide suffi-
cient data to support the explanation of the susceptibili-
ty mechanism.

The remainder of this paper is organized as follows:
Section II introduces the proposed analysis approach and
the two interference patterns found for the devices con-
taining digital modules; Section III presents the test with
the navigation receiver as EUT; Section IV analyzes the
test results and provides a detailed description of the
patterns and Section V gives the conclusion.

II. The Time-Domain Test Approach and
Susceptibility Pattern Cognition

1. Time-domain signal selection

The real operating electromagnetic environment of
the device may have multiple signals and contain multi-
ple frequencies at the same time. Gaussian even pulse
signal has the characteristics of rich frequency content
and wide spectral distribution, which can be used to ef-
fectively simulate the real environment, more likely to in-
spire the electromagnetic susceptibility of the EUT. The
Gaussian even pulse is composed of two Gaussian pulses
with equal amplitude, opposite polarity, and pulse spac-
ing of 4. The time-domain expression is

1(t-T.\" 1(t—T.—38\?
2 o 2 o
(1)
The Fourier transform of (1) is given by

w(ler[3(H)] o
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24
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The frequency spectrum of the Gaussian even pulse
has several depression points and the distribution range
changes with the pulse spacing. Taking advantage of this
property, the frequency-domain susceptibility range of
the EUT is determined while injecting the Gaussian even
pulse signal with different pulse spacing in the time do-
main. Therefore, the first adjustable parameter of the
Gaussian even pulse signal is the pulse spacing §. Sec-
ondly, the pulse repetition frequency F, indicates the
number of pulses injected per unit of time, which can be
used to calculate the time associated with the operation
of the device. Finally, the susceptibility profile of the
EUT is directly related to the amplitude of the signal, so
the amplitude A,, of the Gaussian signal should also be
concerned. The proposed approach facilitates a deeper
understanding of the susceptibility mechanism of EUT
through the patterns that the TLC of presents.

We simulate and measure the waveform of the
Gaussian even pulse, and the results are compared in
Figure 1. It can be seen that the ideal Gaussian even
pulse is without the consideration of the trailing and can
precisely modulate the amplitude A,,.
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Figure 1 The comparison of Gaussian even pulse simulation results
(above) and measurement results (below). Different color curves
correspond to the Gaussian even pulse with different spacing and
amplitude parameters.

The susceptibility threshold is the critical signal am-
plitude that makes the device sensitive, the susceptibili-
ty threshold level should be determined when the sensi-
tive phenomenon just does not appear. In this paper, it is
the constant Gaussian signal spacing § and repetition fre-
quency F,, corresponding to the minimum signal ampli-
tude A,, that can stimulate susceptibility. Adjusting the
pulse spacing, we can obtain the curves for the variation
of the threshold with . The TLC can reflect the suscep-
tibility profile of the device. Here we analyze the two
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patterns of the TLC.
2. Susceptibility pattern study

We have analyzed the results of numerous experi-
ments on various EUT with digital modules and found
that their TLC of susceptibility shows two patterns un-
der the effect of Gaussian even pulse: one is that the
curves show a cluster effect with the gradual increase of
the repetition frequency, as shown in Figure 2; the other
one is that the susceptibility threshold decreases with
increasing repetition frequency, as shown in Figure 3.
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Figure 2 Time-domain threshold level curves of susceptibility for
IPL. When the repetition frequency F; exceeds 70Hz, the curves
appear as a cluster. The susceptibility threshold is no longer
strongly correlated with the Fi.
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Figure 3 Time-domain threshold level curves of susceptibility for
ISL. The susceptibility threshold is negatively correlated with the
Fr.

These patterns present two different types of inter-
ference. The first pattern reflects the interference on the
physical layer (IPL), where the Gaussian pulse signal
acts on the circuit of EUT, causing transient failure and
restarting through a higher transient peak.

Due to the large transient voltage of the Gaussian
pulse, the injection causes transient fault or protection in
the signal processing circuit, which takes some time to
recover. When the repetition period of the pulse signal
(the time corresponding to the repetition frequency F;.) is
greater than the time required for the system to recover,
the large peak voltage is required for the receiver to

stimulate susceptibility, and this value decreases as the
F,. increases. When the repetition period is less than or
equal to the circuit recovery time, the susceptibility
threshold of the EUT is no longer strongly correlated
with the F., because the processing circuit cannot recov-
er in time at different signal repetition frequencies and
the threshold level curves exhibit clustering. The dashed
part of the black line in Figure 2 indicates that the EUT
still operating normally when the amplitude of the pulse
is adjusted to the maximum.

The second pattern reflects the interference on the
signal layer (ISL), where the Gaussian pulse signal acts
on information transmitted by the cable, resulting in a
high bit error rate at the receiver and making it difficult
to decode.

There is no cluster of curves for ISL. In a certain
range, the susceptibility threshold of the EUT is nega-
tively correlated with the repetition frequency of the
pulse. The regularity can be intuitively understood that
the Gaussian pulse directly affects the signal transmit-
ted on the cable. The greater the F)., the more severely
the signal is interfered with, which allows the excitation
of sensitive phenomena with a smaller voltage threshold.

ITI. Examples of Application

To verify the two interference patterns mentioned in
Section II, we carried out experiments with a navigation
receiver system as the EUT wusing the connection
schematic in Figure 4. The pulse source is used to gener-
ate Gaussian even pulse with an adjustable repetition
frequency F, and pulse spacing §. The amplitude A,, of
the pulse is controlled by the adjustable attenuator, and
the signal is subsequently injected into the test cable of
the EUT through the left probe. To maintain a basic test
setup for the EUT and minimize errors, we locate the
monitoring probe 5 c¢m from the connector and posi-
tioned the injection probe 5 cm from the monitor probe.
The three-parameter ranges are [1 Hz, 1000 Hz], [0 ns, 10
ns], [0 V, 1000 V]. The monitoring probe near the EUT
is connected to an oscilloscope, which is used to observe
whether the pulse signal is effectively injected.

The attenuator, oscilloscope, and probe used in Fig-
ure 4 are 50 2 impedance matching, and they are con-
nected using the coaxial transmission line with 50
characteristic impedance. Before starting the test, the
normal function of the EUT should be tested.

The test procedures shall be as follows:

1) Connect the EUT with measurement devices ac-
cording to Figure 4 and select the test cable.

2) Initialize the parameters of the Gaussian even
pulse signal generator. Test with lower parameter values
and then gradually increase the F, and A,, until observ-
ing the susceptibility.

3) Reduce the signal amplitude A,, until the EUT
returns to normal, and then continue to reduce the sig-
nal amplitude by 6 dB, and gradually increase the level
until the sensitive phenomenon just repeats, and record
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Figure 4 The test schematic.

the signal parameters. Change the parameters and re-
peat the above operation.

4) Construct the profile of susceptibility by plotting
time-domain and frequency-domain threshold level curves
based on the accumulated data.

5) Analyze the susceptibility mechanism of the EUT
according to the pattern of curve presentation.

The navigation receiver system is mainly composed
of the receiver, transponder monitor, and antennas of the
satellite signal. Due to the low power of the satellite sig-
nal received on the ground and its susceptibility to inter-
ference, the test was conducted in a microwave dark-
room, to ensure the accuracy of the result. The test sce-
nario is shown in Figure 5.

Satellite
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Transmitting Receiving
antenna antenna

Data gatellite signal
monitor

Signal
transponder

Signal
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Figure 5 The cable diagram of the navigation receiver.

The reference standard is the number of participat-
ing satellites shown on the monitor. The number of satel-
lites involved in positioning is five or more during nor-
mal operation, and if the number is less than these will
lead to positioning failure, for which we record the symbol
“Y”. On the contrary, there is no susceptibility, defined

s “N7”. The test results recorded for typical parameters
are shown in Table 1. A; is the value of the attenuator,
and the A,, is the maximum amplitude minus it.

The test system has a corresponding control algo-
rithm that modulates the spacing and amplitude of the
next pulse based on the presence or absence of suscepti-
bility after each injection. Combined with the maximum
spacing that the system can achieve, and the minimum
step, a maximum number of tests is given.

Table 1 The CS test of data cable for receiver
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IV. Results Analysis

Based on the results obtained in Section III, the
time-domain and frequency-domain susceptibility thresh-
old curves can be plotted. Taking the blue curve in Fig-
ure 2 as an example, when the injected Gaussian pulse
signal with a repetition frequency of 1000 Hz, if the sig-
nal point is above the blue curve, there will be a prob-
lem with the device of susceptibility, like the eighth re-
sult in Table 1. Converting the parameters of the points
from the time-domain to the frequency-domain gives the
cluster of curves in different colors in Figure 6. The red
curve obtained by taking the upper envelope of this clus-
ter of curves is the frequency-domain threshold level
curves of susceptibility. If the broadband signal power in
the environment lies above the frequency-domain TLC,
there will be a problem with the device of susceptibility
as well.

—  Frequency-domain threshold level curve
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Other FFT transform of Gaussian signal
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Figure 6 The signal power spectrum of susceptibility for the naviga-
tion receiver system. Converting the parameters of the test points
from the time-domain to the frequency-domain gives the cluster of
curves in different colors. The red curve is obtained by taking the
upper envelope of this cluster of curves, which is the frequency-do-
main threshold level curves of susceptibility.

1. Interference on physical level

It should be noted that the points below the red
curve in Figure 6 do not mean that no susceptibility will
be induced, because the red curve is obtained by taking
the upper envelope, and some of these clustered frequen-
cy-domain signal curves are located completely below the
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envelope. In the following, we analyze and verify two in-
terference patterns.

For the susceptibility of the navigation receiver in
Section III, it can be inferred that the interference gener-
ated is the physical layer. For the IPL, the threshold lev-
el of susceptibility is almost similar when the repetition
frequency of the Gaussian pulse signal is high.

To further find out the dividing frequency of the
threshold curve into clusters, we used three kinds of
pulse spacing of 4.0 ns, 5.5 ns, and 7.0 ns as examples to
test and the result is shown in Figure 7, which repeti-
tion frequency of 70 Hz is a clear inflection point, corre-
sponding to the repetition time of 14.3 ms.
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Figure 7 The variation of the threshold level of susceptibility with
the repetition frequency for the navigation receiver. The red dot-
ted line represents that the repetition frequency is 70 Hz, which is
the obvious inflection point common to all three curves.

Analysis of the navigation receiver interfered causes
are as follows: the injection position of the test pulse is
the signal cable at the rear of the satellite signal receiver,
which uses the USB 2.0 protocol to transmit information
to the monitor. Before the monitor communicates with
the receiver, it sends a reset signal for initialization,
which sets the level on both positive and negative signal
cables to zero, and the state is maintained for 10 ms by
default. Therefore, the reconnection time between them
after the interference is slightly more than 10 ms, which
is very close to the experimental 14.3 ms and verifies the
correctness of the conclusion obtained.

2. Interference on signal level

We use an electric vehicle as the EUT for the verifi-
cation of ISL. The vehicle makes corresponding actions
according to the commands issued by the remote control.
Figure 8 shows a picture of the electric vehicle testing.

It was found that as the repetition frequency of the
Gaussian pulse increases, the electric vehicle may exhib-
it different susceptibilities. If the four different phenome-
na are quantified to four levels according to severity, the
most serious susceptibility disconnected from the control
system is recorded as the number 4, accordingly, de-
layed control signal is recorded as 3, failure to follow in-
structions to complete actions is recorded as 2, and oper-

4

Figure 8 The picture of tested electric vehicle.

ating normally is recorded as 1. The variation of the sus-
ceptibility level of the electric vehicle with the repetition
frequency is shown in Figure 9.

Susceptibility level

200 400 600 800
Repetition frequency (Hz)

(=)

1000

Figure 9 The variation of the susceptibility level with the repeti-
tion frequency for the electric vehicle. The level of susceptibility es-
calates with repetition frequency increasing, which means the situa-
tion gets progressively worse.

As can be seen from Figure 9, the level of suscepti-
bility exhibited by the electric vehicle increases as the
repetition frequency of the injected Gaussian pulse in-
creases, which means the situation gets progressively
worse. In this process, the size of the repetition frequen-
cy value is like the level of environmental noise, which
has an interference effect on the command signal sent by
the remote control. When the value is low, although the
instruction has interfered, but still can be transmitted to
the receiver, but the interfered instruction is not the
same as when it was sent, so there is level 2 of suscepti-
bility. As the value increases, the command signal is
gradually drowned, and the receiver cannot receive the
control command, so level 4 of susceptibility appears. It
is further verified that the interfering signal impacts the
signal layer by affecting the bit error rate of the trans-
mitted command for the electric vehicle.

Since the proposed method is mainly oriented to
conducted susceptibility testing of cables, we have com-
pared it with the traditional frequency-domain test
method CS114, as shown in Table 2. For example, in the
CS114, assuming an injection time of 10 s for each point,
2183 frequency points are required for testing in the
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band of 10 kHz-400 MHz, with a maximum frequency in-
terval of 1 MHz. However, our tests according to the
standard did not stimulate the susceptibility of the navi-
gation receiver. The proposed method not only has the
ability to stimulate susceptibility of the EUT, but also
the number of points and time used for the test has obvi-
ous advantages, which greatly improves the efficiency of
CS test.

Table 2 The comparison of the proposed approach and the CS114
approach

Test approach Cables | Stimulate susceptibility | Time (s)
Tx Y 210
Proposed aproach Rx Y 210
GND N 1400
Tx N 21830
CS114 approach Rx N 21830
GND N 21830

V. Conclusion

In this paper, we propose an approach to analyze
the susceptibility mechanism of EMC conduction based
on the time-domain Gaussian pulse signal. The Gaussian
even pulse is used as the test signal to stimulate sensi-
tive phenomena, then the large amount of data obtained
from the test helps to determine the cause of the suscep-
tibility of the EUT. For the two interference patterns,
the interference on the physical layer and signal layer,
we summarize and verify their regularity, which helps to
improve our knowledge of the susceptibility mechanism
of the digital modules or systems. The approach pro-
posed in this paper can provide support for modeling,
simulation, and theoretical research on CS. It also pro-
poses a new inspiration for CS test and analysis, which
has important theoretical and application value.
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