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Abstract — Since many third parties involved in integrated circuit (IC) manufacturing, hardware Trojans mali-
cious implantation have become a threat to the IC industry. Therefore, varieties of reliable hardware Trojan detection
methods are needed. Since electromagnetic radiation is an inherent phenomenon of electronic devices, there are signif-
icant differences in the electromagnetic radiated characteristics for circuits with different structures and operating
states. In this paper, a novel hardware Trojan detection method is proposed, which considers the electromagnetic
radiation differences caused by hardware Trojan implantation. Experiments of detecting hardware Trojan in field
programmable gate arrays show that the proposed method can effectively distinguish the ICs with Trojan from the
ones without Trojan by the radiated emission.
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I. Introduction

The current integrated circuit (IC) supply chain in-
volves many untrustworthy participants, such as design-
ers, manufacturers, and distributors. [1], [2], which are
not entirely under the designer’s control [3]. As a result,
driven by illegitimate revenues, ICs are common targets
for counterfeiting [4]-[6] and have become more vulnera-
ble to be attacked or modified [7]-[9], such as hardware
Trojan (HT) implantation.

It is evident that the system’s quality cannot be
guaranteed due to the unknown sources of the system
components. Hardware Trojans can be implemented as
hardware modifications to ICs, such as application specif-
ic ICs, commercial off-the-shelf components, microproces-
sors, and digital signal processors, or as firmware modifi-
cations to field programmable gate arrays (FPGA) bit-
streams, by an untrusted third party, which poses a seri-
ous threat to the security of the system [10], [11].

However, hardware Trojan detection is a challenging
work. On the one hand, Trojan circuits are difficult to
activate and detect using random stimuli, since they can
only be activated under extremely specific circumstances
by design. On the other hand, physical inspection and
destructive reverse engineering are challenging and ex-
pensive methods of detection, due to the complexity of
the system and the nanometer IC feature sizes. Destruc-
tive reverse engineering also does not ensure that ICs
that are not evaluated destructively are Trojan-free [12],
[13].

Several novel Trojan detection schemes have been
proposed recently, which can basically be divided into
logic testing and side-channel analysis. Logic testing ap-
proaches, both functional and structural, attempt to de-
velop directed test patterns to activate unknown Trojan
instances and propagating their effects to output ports [9].
Although robust under process and measurement noise,
these approaches are likely to fail to activate large Tro-
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jans consisting of large numbers of trigger inputs. It
means that most of the time, the hardware Trojan does
not directly affect the output of IC. Since that, detect-
ing abnormal signals from the side channel, such as sup-
ply current or path delay, which can be affected due to
unintended design modifications, becomes an alternative
method. The presence of a Trojan circuit will be reflect-
ed in the current drawn from the power supply, even if
no switching occurs in the Trojan circuit. Any extra gate
will consume extra leakage power, which is additive and
can ideally be used to distinguish golden circuits from
ones with Trojan [14]-[16]. Similarly, whether the hard-
ware Trojan is implanted or not will also affect other
physical characteristics of the ICs, thus being used as de-
tection means, such as, timing [17], temperature [18], op-
tics [19] or multiple characteristics [8] are used to distin-
guish a malicious design from a genuine one.

In this research, a novel electromagnetic radiation-
based hardware Trojan detection technique is proposed.
During operation, electromagnetic radiation leakage from
ICs is unavoidable. The electromagnetic signals deter-
mined by the circuits’ structure and the information that
they process [20]. Their emission reflects the modes and
states of the current circuit. Hence, through intercepting,
processing and analysing these electromagnetic signals,
the pertinent information can be reconstructed and recre-
ated. This means that the electromagnetic signals emit-
ted will differ depending on whether the circuits contain
hardware Trojans or not. An innovative technique for
hardware Trojan identification can be obtained by iden-
tifying differences in radiation emission signals. The pro-
posed method has the following advantages:

e Without invasion of the IC, the proposed method
employs electromagnetic radiation to detect hardware
Trojans;

e The proposed method does not occupy the work-
ing port of the ICs, which makes it possible for real-time
online testing;

The rest of this paper is organized as follows. In Sec-
tion I, the theory and the proposed models for electro-
magnetic radiation of FPGA with or without hardware
Trojans are presented in detail, which proves the theo-
retical feasibility of identifying hardware Trojan through
radiation emission of FPGA. In Section III, a test scheme
with the consideration of the propagation loss of electro-
magnetic radiation emission in space is designed. In Sec-
tion IV, the radiation emission of Trojan chip and gen-
uine chip are compared to validate the effectiveness of
this method. Finally, some conclusions are drawn in Sec-
tion V.

II. Radiation Model of Hardware Trojan
Detection Method

FPGA is a common type of ICs. Because of its pro-
grammability, it is widely used in industry and IC pre-
liminary design verification. In this paper, FPGA is also
taken as an example to discuss the effectiveness of detec-

ting hardware Trojan by radiation emission, and the rele-
vant conclusions can be transferred to other types of ICs.

The basic structure of FPGA includes three parts:
configurable logic block (CLB), input output block (IOB)
and programmable interconnect (PI), as shown in Fig-
ure 1. The CLBs are composed of a large number of non-
linear logic switches. PI include wire segments and
switch block (SB), through which signals of external de-
vices can be connected to internal CLB through 10B, or
interconnection between internal CLB of FPGA can be
realized. For example, in Figure 1, the clock signal (or-
ange thick solid line) generated by the external crystal
oscillator of the FPGA enters the FPGA through 10B,
and then is transmitted to each CLB requiring clock in-

put via the PI [21].

Used by
sequential circuit

CLB

Used by
combinational circuit

OB
OB
OB

M, Clock signal
OB

) H ‘H

Figure 1 Basic structure of FPGA.
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Since all components of the circuit are not ideal,
there is always a small amount of electromagnetic radia-
tion when the circuits are working. For FPGA, these
electromagnetic radiation mainly includes two parts:
1) the leakage when high-speed electromagnetic signals
are transmitted on the interconnection line of PI, and
2) the new frequency component generated by the non-
linear logic devices in CLB and PI when they are switch-
ing at high speed.

Almost all components and circuits are laid flat on
the surface of the printed circuit board (PCB). Hence,
for the two cases of unintentional electromagnetic leak-
age discussed above, it can be considered that the equiv-
alent current source is parallel to the surface of the PCB.
Of course, the more general discussion should include the
weak leakage current perpendicular to the PCB, but
even ignoring this part of current will not affect our gen-
eral conclusion, so it is not considered in this paper.

Therefore, for an FPGA with or without hardware
Trojan, its general radiation leakage model is shown in
Figure 2. Considering that the hardware Trojan in FPGA
often needs additional SLB and IP units to support its
own functions, the circuit structure of the FPGA with
and without the hardware Trojan is shown in Figures 2(a)
and (b). On the one hand, the FPGA with the hardware
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Trojan has the same circuits as the FPGA without the
hardware Trojan in order to realize its required func-
tions. On the other hand, compared with the FPGA

without Trojan, the FPGAs with Trojan often have some
redundant SLB and IP occupation to realize malicious
functions.

e
v —
(A ——
Used by
;/ combinational circuit
’

JPLX J/ - _/j _JCLBJ ’
= s’ .
7/
/7

e Clock signal

10B

T Clock signal
L 10B 7

10B

Figure 2 Equivalent current model of FPGA (a) without and (b) with Trojan.

We consider establishing a spherical coordinate sys-
tem (r,0, ) with the center of FPGA as the origin. The
coordinates of the source point are expressed as r’, the
field point are expressed as r.

For FPGA without (wo) hardware Trojan, the sur-
face current sources J, wonr (r’) causing radiation emis-
sion mainly include the nonlinear devices in SB (J5137 X,
Jsg y) and CLB (Jers x,Jois y) and the interconnec-
tions (Jpr x,Jp1 y) connecting these parts, as shown in
Figure 2(a). For FPGA with hardware Trojan implanted,

beside the above currents, as shown in Figure 2(b), some
additional SB, CLB and interconnects need to be aroused
to achieve malicious purposes. Therefore, the total cur-
rent of a FPGA with (w) hardware Trojan (Js wir (7))

can be expressed as

JsinT (TI) = JsionT (TI) + Jsim (’I") (1)

where J; . (r’) is the equivalent current sources of
CLB, SB and interconnection lines used by the hard-
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ware Trojan.

Taking FPGA without hardware Trojan as an ex-
ample, the magnetic vector potential Ay.ur(r) can be
expressed by surface current density J, wonr (7/) as

e—jk0|7‘—7"|

Mo ’ /
AWOHT(T) - E /S JS_WOHT (7‘ ) st (2)
If the field point is not too close to the source point,
and the influence of (r//r)? can be ignored. Under this
assumption, e Folm—7'l & o=iko(r=arr") anq |p — /| x
the integrand function in (2) can be approximated as fol-
lows:

,LLO e—jko’r’

Ayont(r) / Js worr (r7) o—ikodr T’ g 3)
S

4w r

Assuming that the current source is of small size,
koa,-r’ ~ 0, then expand the exponential term of (3)
and retain the first two terms to obtain

g Ikor I
%Z—i - /SJsfonT (') (1-+jkoar ') ds’

Ho e ikor / { /
= - Js WO
4T r S —woHT (r')

1
+§Jk0 [(’I’l X JsionT) X Q.

Aonr(r)

+ (dr '7'/) JsionT“i’ (dr ' JsionT) 7'/] }dsl
(4)

The dipole moment of the electric dipole is defined
as Pgyopr, the dipole moment of the magnetic dipole is
defined as MyouT, and the polar moment of the electric
quadrupole is defined as QWOHT.

PonT = / JsionT (TI) dS/
S

MWOHT = / |:’I"l X JS_WOHT (7./)] dS//2 (5)
S

Qs worir = /S [0/ T5 (') +B T (/)] ds's , =12, y

—jkor

If we set f(r) =

sidered that the radiation is dominated by the lower or-

der term and the electric quadrupole term can be ne-
glected, thus the (4) can be further simplified as

. At the same time, it is con-

Agonr(T) & Ho

ym (1) (Pyont — jko@r X Myont) (6)

Furthermore, the electromagnetic field at any point
above the FPGA without hardware Trojan can be ob-
tained by magnetic vector potential Ayop:

- V x AonT(T)

HVVOHT(T) -
V x Vui A, HT("’) (7)
EWOHT(T) = . A
jweo ko

Similarly, the electromagnetic field at any point
above the FPGA with Trojan can be expressed as

V x Agur(r

Hnr(r) = Y x Avirr(r)
Eunr(r) = - =
Jweo o

Then for the electric field at any point above the
FPGA, the difference between the electric fields with or
without hardware Trojan can be expressed as

AE(r) = Eyur(r) — Eyonr(r)

. V x V x A\VHT(T) N V x V x AWUHT(T)

Jweopo Jweopto
—jkor
po €70 / N —jkodr-1’ 1.1
=— Js_war (r') e 70T ds
4T r 5 swr (1)
—’ko’!‘
e oo
_ Ko / Js_ woHT (7”/) e ikoar T’ o/
A 7 s
e~ Jkor o,
SRt [T e ey )

Obviously, the difference in electric field AFE is
caused by the active hardware Trojan. As mentioned be-
fore, the current of the hardware Trojan Js ,, is obvi-
ously not 0. At the same time, due to the complexity of
the field and the arbitrariness of the test points, it is al-
most impossible to make the field generated by the hard-
ware Trojan at any point above the FPGA be 0 through
elaborate design. This provides a theoretical basis for us
to monitor the hardware Trojan by radiation emission.

This problem is further elaborated from the perspec-
tive of simulation. According to (4)—(7), the electromag-
netic field of the test point above the FPGA is deter-
mined by the equivalent electric dipole and the equiva-
lent magnetic dipole on the FPGA surface. In order to
simplify the discussion, the simulation only considers the
equivalent electric dipoles on the surface of FPGAs as
shown in Figure 3(a). In Figure 3(b), the electric dipoles
in the blue frame are treated as the part of FPGA that
completes basic functions, and the electric dipoles in the
red frame are treated as the part of FPGA that is acti-
vated by hardware Trojan.

When the FPGA works and the hardware Trojan
does not work, the electric field at 5 mm above the sur-
face is shown in Figure 4(a). When the hardware Trojan
works, the electric field at the same surface is shown in
Figure 4(b). It can be seen that the work of the hard-
ware Trojan affects the electric field distribution in
space.

If (0 mm, 0 mm, 10 mm) is set as the observation
point. The magnitude of electric field at this point is 0.8
dB less when there is a hardware Trojan working than
when there is no hardware Trojan working. This conclusion
is also applicable to the case where the electric dipoles
and the magnetic dipoles coexist. Therefore, from the
perspective of simulation, we can further confirm that
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Figure 3 Hardware Trojan simulation based on equivalent electric
dipoles. (a) The simulation of FPGA; (b) The equivalent circuit of
FPGAs.
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Figure 4 Hardware Trojan simulation based on equivalent electric
dipoles. (a) The simulation of FPGA; (b) The equivalent circuit of
FPGAs.

the difference between radiation emission with and with-
out hardware Trojan can provide us with the possibility
of detecting hardware Trojan from radiation emission.

IIT. Hardware Trojans Detection Method
Based on Electromagnetic Radiation

In this section, the experimental setup is shown in

Figure 5 to verify the hardware Trojan detection method
based on radiation emission. The experiment system con-
sists of a spectrometer, a near field probe, a probe sup-
port, and the integrated circuits with or without hard-
ware Trojans (Target). Considering that electromagnetic
radiation is easily susceptible to external interference, the
whole experiment system is placed in an anechoic cham-
ber.

Related

Probe fixed

| position
| me
Spectrometer

z
Cs with or
without HTs

Figure 5 Schematic diagram of hardware Trojan detection based on
radiation emission.

The spectrometer in this experiment system is R&S
FSW26. Considering the main radiation emission fre-
quency of IC, 0 to 1.5 GHz are chosen as the frequency
span of the spectrometer. At the same time, in order to
reduce unnecessary variables, RBW is set as 50 Hz in the
test. The near field probe we used in this system is intro-
duced in [21]. With the consideration of the propagation
loss of electromagnetic radiated emission, the change of
the relative position between the near field probe and IC
will cause the data between each measurement to have
no reference value. Therefore, the probe and ICs have to
be kept with a relatively fixed position. A probe support
is 3D printed to meet this fixed requirement, as shown in
Figure 6(a). And the overall view of the system is shown
in Figure 6(b).

Altera Cyclone 5CEFA4F2317 is used as the FPGA
platform. Using the above experiment system, the FPGA
evaluation board (Altera Cyclone 5CEFA4F2317) with
different circuit firmware burned in were tested. There
are different types of circuits under test, which are gen-
uine circuits, circuits implanted with small Trojans (HT1)
and circuits implanted with a novel large Trojans (HT2),
as shown in Table 1. The circuit benchmark is Advanced
Encryption Standard (AES) [22], and it is an implemen-
tation of 128-bit version of the AES block cipher. It
should be noted that the proposed method is not limited
to detecting hardware Trojans in cryptographic circuits.
The input operands, namely, 128-bit plain text and 128-
bit secret key, are provided by the controller FPGA to
the main FPGA, with the on board 100-MHz oscillator.
The Trojan circuits are a selection of HT benchmarks at-
tacking an AES cryptographic circuit and these Trojans
provide a wide variety of implementations. HT1 [23] is
selected from a collection of well-known hardware Trojan
testbench, which leaks key information through the pow-
er side channel. And HT?2 is a novel hardware Trojan,
which encrypts the key information obtained and trans-
mits it through the data channel.

During the test, all three circuits executed the same
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(b)

Figure 6 Hardware Trojan detection platform based on radiation
emission. (a) Probe support; (b) The overall view of the platform.

Table 1 The states of FPGAs under test

States of FPGAs Kinds of HT inserted No. register of HT
Genuine circuits — —
Circuits with HT1 AES-T100 [23] 64

Circuits with HT2 A novel HT 4425

instructions and the hardware Trojan is active. The
FPGA resources activated by hardware Trojan is shown
as Figures 7(a), (b) and (c), where the area named RA
and AES is the resources to realise the basic function of
circuit, meanwhile, the area named TS and Big Trojan
stand for the resources occupied by HT1 and HT?2.

LLLLEL I e

 Raj

(a) (b) )

Figure 7 FPGA resources activated by hardware Trojan of differ-
ent scales. (a) Without HT; (b) With HT1; (b) With HT2.

What we can observe is a series of harmonic radia-
tion caused by 100 MHz oscillator on the FPGAs. From

the discussion in Section II, we can see that under differ-
ent conditions of whether the FPGA has a hardware
Trojan or not, due to the different structures of active
circuits, the radiation emission strength of the FPGAs at
the corresponding harmonic frequency under different
conditions is also different. Hence, the amplitude of the
harmonics of 100 MHz oscillator are used as an observa-
tion to monitor whether there is a hardware Trojan.

IV. Result and Analysis

One of the test data are shown in Figure 8. It can be
seen that the viewed radiation emission of the FPGAs
consists of two parts. One part is a harmonic with 100
MHz as the cycle, and the other part is the noise with
amplitude lower than —120 dB. Considering that the
noise amplitude lower than —120 dB is not high enough,
it is very easy to be disturbed by the surrounding envi-
ronment. Therefore, we focus on the harmonic part of ra-
diation emission.

—60

—80
—100 +
-120

—140 [

Amplitude (dBuV)

—-160

050 075 1.00 125 1.50
Frequency (GHz)

0 0.25

Figure 8 Single measured result of the spectrum with the hardware
Trojan detection system.

Due to the strong aggregation of harmonic ampli-
tude under different states, the box diagram is used to
describe the test results which only focus on the peak
value of the harmonics in Figure 9 using parts of test da-
ta of radiation emission results. Results shows that at
each frequency point, the test results of each states have
good aggregation and the results between each states are
significantly different.

=70 ——
----Genuine circuits

I5F L - Circuits with HT1

—80 — Circuits with HT2

-85 - -
790 - —
95+ — = -
—100 + =
—105 +
—-110 t ) ) ) ) ) ) 7
0 02 04 06 08 10 12 14
Frequency (GHz)

Amplitude (dBuV)

Figure 9 The test results of the FPGAs under three states.

In addition, to avoid the influence of random error,
5 FPGAs of the same type are used to verify the general-
ity of the scheme in detecting hardware Trojans. From
the conclusion summarized in the previous paragraph, we
can define a series of new distances to predict whether
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there is a hardware Trojan in the FPGAs. In the case of
multiple tests in advance, the average result of the test
of genuine circuit is Amp;, where Amp, is the ampli-
tude at the ith frequency point. If a circuit in an un-
known state, and the test result is Amp,. Distances can
be defined as

14

d=r Z‘Ampgi —Ampi‘p

i=1

(10)

In order to increase the richness of information con-
tained in distance, a multi-dimensional distance space is
constructed by using a variety of different distances in
this paper, where p = 2,1, co. The multi-dimensional dis-
tance space of the test results are shown in Figure 10. It
can be seen that 44 groups of the distance data of all 50
groups of FPGAs without hardware Trojan is near the
origin, and there is no test data of FPGA with hardware
Trojan in the same area of the axis of p =1 is less than
0.6 and the axis of p = 2 is less than 0.76. In this area, a
high detection accuracy about 100% on picking out the
FPGAs without hardware Trojans can be reached via the
proposed method based on radiation emissions. It also
shows that about 88% of the FPGAs without hardware
Trojans is in the area that we picked out. In conclusion,
via the proposed method based on radiation emissions,
we can pick out most of the FPGAs without hardware
Trojans ignoring the risk of picking FPGA implanted
with hardware Trojan out.

" b « FPGAs without HT
o FPGAs with HT1
3 . * FPGAs with HT2
6 ~%
b 4 a ‘ﬁ
o . -
a p 3
2
0
2.0 L5 1.0 0.5 00

p=1

Figure 10 The test results of the FPGAs under three states.

V. Conclusion

In this paper, a novel hardware Trojan detection
technique based on electromagnetic radiated emission of
integrated circuits is proposed. A hardware Trojan detec-
tion system consideration of the propagation loss of elec-
tromagnetic radiated emission in space is built to validate
the proposed method. In order to increase the richness of
information contained in distance, a multi-dimensional
distance space is constructed by using a variety of differ-
ent distances in this paper. Experiment results shows
that the proposed method has high detection accuracy in
picking out the FPGAs without hardware Trojans and

can distinguish FPGAs with small hardware Trojans
(less than 100 registers) from the FPGA without hard-
ware Trojans. The same testing method can be extended
to hardware Trojan detection of other types of integrat-
ed circuits.
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