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Abstract — The scarcity of spectrum resources fails to meet the increasing throughput demands of vehicular net-
works. There is an urgent need to maximize the utilization of spectrum bands in mobile networks. To ascertain the
availability of spectrum bands, users should engage in wireless channel sensing and collaboration. However, spectrum
sensing data always involves users’ privacy, such as their location. This paper first introduces sensing trajectory infer-
ence attack in cognitive vehicular networks and then proposes a data confusion-based privacy-preserving algorithm
and a cryptonym array-based privacy-preserving aggregation scheme for spectrum sensing in cognitive vehicular net-
works. Unlike existing methods, the proposed schemes transmit confused data during the aggregation process. This
deliberate  obfuscation  makes  it  almost  impossible  to  infer  users’ location  from the  transmitted  data.  The  analysis
demonstrates the resilience of the proposed schemes against sensing trajectory inference attack.
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I. Introduction
With the  continuous  progress  of  smart  city  and in-

telligent  transportation  system  (ITS)  technology  [1]–[3],
there has  been  extensive  attention  to  research  on  de-
pendability and security in cognitive vehicular  networks
(CVN) [4]. The increasing ITS applications have exacer-
bated  spectrum  scarcity.  Today’s wireless  communica-
tion  systems  follow  fixed  spectrum  assignment  policies,
which leads to the contradiction between the scarcity of
spectrum  and  the  underutilization  of  existing  spectrum
due to the increasing number of users. Maximum utiliza-
tion of the idle spectrum has become an effective way to
alleviate  this  contradiction  [5].  Cognitive  radio  (CR)  is
an  enabling  technology  with  the  potential  to  increase
spectrum utilization and provide desired interference pro-
tection  to  licensed  users  [6].  Cognitive  radio  networks
(CRN) can improve channel utilization to meet the grow-
ing demand for wireless communication bandwidth [7], [8].
The application of CR technology enables a subset of ve-
hicles  to  work  as  secondary  users  and  opportunistically

use the  spectrum.  As  a  result,  the  concept  of  CVN ap-
peared. The same as CRN, vehicles within CVN can uti-
lize idle channels but must obtain the channels’ state be-
fore  request.  Cooperative  spectrum  sensing  used  in  CR
systems  [9]–[13]  is  also  applicable  to  CVN  to  improve
spectrum  sensing  efficiency.  One  of  the  main  technical
challenges in dynamic spectrum access (DSA) system is to
detect the existence of primary users’ transmission, so as
to  determine  the  availability  of  a  certain  channel  [14]–
[16]. Cooperation among multiple secondary users, using
their spatial  diversity,  is  employed to enhance spectrum
sensing  performance  [17]–[19].  Therefore,  cooperative
spectrum  sensing  has  been  widely  used  in  CR  system
standard  recommendations,  such  as  IEEE802.22WRAN,
CogNeA, IEEE802.11af, and WhiteFi [20].

Cooperative spectrum sensing also is vulnerable to a
range of security threats [21]–[23]. In this paper, we con-
sider privacy-preserving as the location privacy or trajec-
tory  privacy  of  vehicle  users.  Privacy  protection  in  the
network has received significant attention.  For instance, 
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to achieve user anonymity in the network [24], Wang et
al. designed a two-factor authentication scheme [25], [26]
that can resolve various issues related to user corruption
and server compromise. This scheme eliminates the long-
standing  security-usability  conflicts,  and  offers  security
guarantees  beyond  the  conventional  optimal  security
bound. However, due to the unknown topology informa-
tion  and  lack  of  privacy  protection  [27], the  privacy  is-
sues cannot be adequately addressed in CVN.

Different technologies can be deployed to obtain ve-
hicles’ location  in  intelligent  transportation  system.  In
this paper, we focus on the spectrum sensing data that is
related to users’ location. We consider a new type of at-
tack  named sensing  trajectory  inference  attack  in  CVN.
Vehicles on the road continuously exchange sensing data
with the surrounding vehicles and the roadside base sta-
tions [28], [29]. Therefore, malicious attackers can locate
users with CR sensing report according to correlation be-
tween sensing report  and physical  location.  The privacy
breach allows attackers to obtain users’ privacy and gain
improper benefits [30]. Studies have shown that location
privacy issues arise when multiple service providers (SPs)
learn  collaborative  spectrum  availability.  Specifically,
malicious authorized users (SP) or secondary users (SU)
can use existing technology to locate corresponding users
according to  shared  sensing  data.  These  malicious  enti-
ties  may  be  untrusted  SP/SU  or  external  attackers.  In
such situations, the location privacy of mobile users may
be  leaked  to  untrusted  entities,  such  as  wireless  service
providers [31], [32].

In cooperative  spectrum  sensing,  a  potential  solu-
tion to prevent the disclosure of location privacy is priva-
cy-preserving  aggregation  technology.  The  fusion  center
(FC) can  acquire  spectrum  availability  data  from  vari-
ous  CR  devices  with  privacy-preserving  aggregation
while ensuring the concealment of spectrum sensing data
without any leakage [33],  [34].  In this paper, we assume
that  the  authentication  center  is  absolutely  credible
while  vehicles,  roadside  base  stations  and fusion  centers
are  considered  semi-honest. The  FC  can  honestly  per-
form  the  sensing  aggregation  report  but  has  a  curiosity
regarding users’ location information. Research also indi-
cates that  in  illegal  or  even  legal  cases,  untrusted  wire-
less service providers may compromise the location priva-
cy of mobile users [35], [36]. Therefore, if an FC is run by
an untrusted  service  provider,  it  may  illegally  use  re-
ports to track individuals. The dynamic character of CR
networks  renders  the  privacy  protection  aggregation
technology of static networks unsuitable [37], [38]. In ad-
dition,  a  new type  of  attack  named differential  location
privacy (DLP)  attack  appears  due  to  the  dynamic  net-
work. In these attacks, attackers can estimate the report
submitted by a specific user and infer its location infor-
mation  by  comparing  the  change  in  aggregation  results
when the node joins or leaves the network [39], [40].

To solve  the  above  problems  in  collaborative  sens-
ing,  we  propose  a  privacy-preserving  algorithm for  data

aggregation  based  on  two-party  data  confusion,  called
the  data  confusion-based  privacy-preserving  algorithm
(DCPPA) for  CVN spectrum sensing.  The  entities  con-
sist  of  vehicle  users,  roadside  base  stations,  certification
centers  and  integration  centers.  Among  these  entities,
the authentication center  is  considered fully  trusted,  re-
sponsible for the distribution and authentication of  user
identity.  Except  for  the  authentication  center,  all  other
users  are  considered  semi-honest  models.  The  DCPPA
comprises  local  sensing,  user  identity  distribution  and
pairing,  data  segmentation  and  confusion,  data  package
exchange  and  data  aggregation.  It  divides  and  confuses
generated  privacy  data,  transmits  the  confused  data
through an intermediate layer, and aggregates data final-
ly  [41].  We  also  consider  the  scenario  where  no  trusted
certificate  authority  server  is  present.  In  such  cases,  we
propose  a  cryptonym array-based privacy-preserving ag-
gregation  (CAPPA)  scheme  which  can  confuse  sensing
data with a cryptonym array.

The contributions  of  this  paper  can be  summarized
from two perspectives. First, for the location leakage issue
caused by sensing data in CVN, we propose a DCPPA,
which  can  achieve  confusion  by  eliminating  data  fea-
tures and allow each user to confuse its data with its cor-
responding paired user.  Second, considering the scenario
without trusted certificate authority servers,  we propose
a  CAPPA  method  to  preserve  users’ location.  CAPPA
enables each user to confuse its data with its antecedent
and subsequent user in the array.

The remainder  of  this  paper  is  constructed  as  fol-
lows. Section II describes the sensing trajectory inference
attack. Section III presents the model and protocol of the
proposed  privacy-preserving  algorithm  in  detail.  Section
IV involves  a  stimulation  of  the  algorithms  and  com-
pares  them with other  similar  methods.  Finally,  Section
V concludes this paper. 

II. Sensing Trajectory Inference Attack
Cognitive vehicle network users face threats not only

from  traditional  vehicle  networks  attacks  such  as  CAN
Bus protocol attack and communication hijacking attack,
but  also  from trajectory  tracking  attacks  caused  by  the
leakage of  sensing  data.  To  accurately  judge  the  spec-
trum states,  cognitive  vehicles  continuously  sense  chan-
nels and interact with the surrounding vehicles to obtain
spectrum-sensing data. The uploaded sensing data is re-
lated to users’ privacy information. If these data are ex-
posed,  attackers  can  infer  the  vehicle’s  trajectory  based
on  the  channel’s information,  which  results  in  the  leak-
age of vehicle location privacy. 

1. Attack description
A vehicle  on  the  road  continuously  exchanges  data

with the surrounding vehicles and the roadside base sta-
tions.  These  data  include  signaling  messages  and  media
data for maintaining the collaboration and service of the
Internet of vehicles (IoV). In the context of CVN, vehi-
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cles gain access to the idle spectrum through cooperative
sensing, and in this process, all participating users are re-
quired  to  submit  sensing  data  to  fusion  centers.  In  the
static cognitive wireless network, users usually sense the
spectrum within the coverage area and upload the corre-
sponding  sensing  data.  However,  in  a  mobile  cognitive
vehicle network  environment,  a  vehicle  traverses  differ-
ent spectrum coverage areas due to its  mobility,  requir-
ing the detection of different channels. The trajectory of
cognitive vehicles  poses  a risk of  privacy leakage during
this process.

On the one hand, a primary user in CVN is general-
ly a  roadside  base  station  established  for  VANET com-
munication. The signal coverage of a primary user is gen-
erally predetermined. After a vehicle uploads the sensing
data of  a  primary  user,  it  may  expose  its  current  loca-
tion area and reveal its driving trajectory in the process
of continuously sensing different channels.

On the  other  hand,  the  spectrum  sensing  informa-
tion  uploaded  by  a  vehicle  carries  the  characteristic  of
signal strength. According to the RSSI theorem, the sig-
nal strength can be used to predict the distance between
the  signal  transmitter  and  the  receiver.  Consequently,
the specific location of the vehicle becomes vulnerable to
disclosure. When a vehicle uploads spectrum sensing in-
formation for different channels, its accurate location can
be deduced through the existing positioning algorithm. 

2. Attack models and assumptions
In  a  vehicular  network,  vehicles  can  only  move  on

the road, and their locations are confined to overlapping
areas of signal coverage and roads. The trajectory of the
vehicle can be inferred using the city’s road setting, the
target PU location, and transmit power. This trajectory
inference remains effective even in areas covered by mul-
tiple  PUs.  Once  the  fusion  center  obtains  sensing  data
from the  vehicle  at  different  times,  it  attempts  to  infer
the  vehicle’s  trajectory.  Attackers  only  need  to  obtain
the  sensing  data  of  the  vehicle  at  different  times,  and
they  can  try  to  infer  the  approximate  trajectory  of  the
vehicle.

Figure 1 shows the attack model of CVN, where Ve-
hicle A is in the coverage of Ch1 in the beginning. In the
network,  Vehicles  B,  C  and  D  participate  in  spectrum
sensing as cooperative users, sensing different channels in
in their respective areas. To illustrate, we consider three
spectrum channels, Ch1, Ch2 and Ch3, with their corre-
sponding coverages shown in Figure 1. The roadside base
stations  R1  and  R2  participate  in  data  transmission  as
assistant nodes, and the sensing data fusion is completed
by a third-party fusion center. Each fusion center aggre-
gates data from one channel over a period of time. Vehi-
cle users and fusion centers in CVN are considered semi-
honest models, cooperating and distributing data accord-
ing to predefined rules set before but susceptible to leak-
ing data for additional benefits.

In  addition,  potential  attackers  may  eavesdrop  on

data  transmission  and  obtain  other  vehicles’ private in-
formation through collaboration with vehicles and fusion
centers. The attack steps are as follows.

Step 1  Vehicle A senses Band1, obtains sensing da-
ta D1 and uploads encrypted data S1 to the fusion cen-
ter  for  Band1,  with  A’s digital  signature,  which  is  de-
fined as

 

S1 = E (M1) · Sig (A) (1)

In  the  equation  (1),  data  is  generally  transferred
through common channels.

S1

Step  2  Attacker T  intercepts  the  sensing  data  to-
wards Ch1. Since the vehicle signature is contained in ,
the  attacker  obtains  the  information  that  vehicle  A  is
sensing  Ch1.  According  to  the  spectrum  location
database of Ch1, the attacker infers that vehicle A is in
the coverage of Ch1.

M1

M1

Step  3  The attacker  colludes  with  the  fusion  cen-
ter  to  obtain  the  real  sensing  data about  Vehicle  A
and  infer  more  accurate  location  of  vehicle  A according
to the RSSI theorem. According to the semi-honest mod-
el  in  our  paper,  the  fusion  center,  while  decrypting  the
data packets  and  fusing  the  spectrum  sensing  data  fol-
lowing  the  protocol,  may  leak  the  data  for  additional
benefits. Therefore,  through collusion,  the  attacker  easi-
ly obtains the real sensing data  of vehicle A, general-
ly  reflected  by  the  received  signal  strength.  The  signal
propagation loss model of  the environment is  defined as
follows.

 

PR (d) =
PTGTGRλ

2

(4π)
2
d2L

(2)

PT

GT GR

L

In the equation (2),  is the radiation power of the
antenna,  is the gain of the transmitting antenna, 
is  the  gain  of  the  receiving  antenna,  is  a  system loss
factor independent  of  propagation,  λ is  the  wavelength,
in meters. When the antenna gain is 1, the formula sim-
plifies to

 

Lp = 33dB +Nlog10 (d) + 20log10 (f) (3)

M1

PU1

PU1 (xPU1
, yPU1

)
d

(x1, y1)

After obtaining , the attacker calculates the dis-
tance between vehicle A and the authorized primary us-
er ( ). Vehicle A is located on the circumference with

’s  position  as the  center  and  the  dis-
tance  as the radius. The current position of Vehicle A

 is defined as follows.
 

(x1 − xPU1
)
2
+ (y1 − yPU1

)
2
= d1

2 (4)

Coordinates can be set up with the origin at the po-
sition  of  any  roadside  base  stations,  without  affecting
subsequent data calculation.

Step  4  Ch1,  Ch2  and  Ch3  are  sensed  successively
by vehicle A during moving. The attacker repeated Steps
2 and 3, colluding with the corresponding fusion centers
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of  these  channels,  to  obtain  the  approximate  trajectory
of Vehicle A. The equations of the approximate trajecto-
ry are shown as follows.

 

(x2 − xPU2
)
2
+ (y1 − yPU2

)
2
= d2

2 (5)
 

(x3 − xPU3
)
2
+ (y3 − yPU3

)
2
= d3

2 (6)

(x1, y1) (x2, y2) (x3, y3)
In equations  (5)  and (6),  the  approximate  trajecto-

ry  of  Vehicle  A  is  from  to  to .
The  speculated  path  of  Vehicle  A  is  from  Road1  to
Road3, or from Road2 to Road4.

(x4, y4)

Step 5  When Vehicle A moves to the common cov-
erage area of Ch1, Ch2, and Ch3, it uploads sensing in-
formation for multiple channels.  An attacker can obtain
the accurate location of Vehicle A through a positioning
algorithm.  Taking  the  three-point  positioning  algorithm
as an example, the positioning point  is the inter-
section position of three circles expressed in equation (7).

  
(x4 − xPU1)

2
+ (y4 − yPU1)

2
= d′21

(x4 − xPU2
)
2
+ (y4 − yPU2

)
2
= d′22

(x4 − xPU3
)
2
+ (y4 − yPU3

)
2
= d′23

(7)

Equation  (7)  only  has  a  unique  solution,  which  is
the exact position of the vehicle A at that time. Accord-
ing  to  the  existing  trajectory  information,  the  attacker

can draw more accurate tracking trajectory of Vehicle A.
In this case, the driving path of Vehicle A is from Road1
to Road3, as shown in Figure 1. Therefore, the real path
of the vehicle is leaked. 

III. Data Confusion-Based Privacy
Preserving Algorithm for
Spectrum Sensing in CVN

In  this  section,  we  propose  two  privacy-preserving
algorithms for spectrum sensing that protect private da-
ta based on user group and encryption array, respective-
ly. Before delving into the proposed algorithms, we give
a list of notations used in this paper, detailed in Table 1. 

1. Data  confusion-based  privacy-preserving algo-
rithm

In this section, we propose DCPPA. The details are
as follows:

In the DCPPA, we adopt two-party data confusion.
The network is composed of vehicle users, primary users,
roadside base stations, certificate authority (CA) servers,
public cloud  and  fusion  centers.  The  CA  server  is  as-
sumed absolutely  credible,  responsible  for  the  distribu-
tion and authentication of users’ identity. Except for the
authentication center,  all  users are considered semi-hon-
est  models.  These  semi-honest  users  will  complete  their
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Figure 1  Process of inferring trajectory of vehicle A.
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own calculation and interaction tasks in accordance with
the  protocol.  However,  they  are  curious  about  the  real
data  of  other  users.  There  is  a  possibility  of  collusion
among  them to  obtain  the  real  data  of  target  users  for
additional  benefits.  The  structure  of  the  network  is
shown in Figure 2.

IoV is committed to improving travel safety and ex-
perience using collected information to monitor and man-
age vehicles. IoV entities include vehicles, roadside units,
data  centers,  and  people  [42].  The  proposed  DCPPA is
composed of  five  components:  local  sensing,  user  identi-
ty distribution and user pairing,  data slicing and confu-
sion, data packet exchange, and data aggregation. In the
data fusion process,  vehicle users act as secondary users

(SU),  CA and FC correspond to data centers,  and edge
nodes represent roadside units in the IoV. The details are
shown in Figure 3.

1) Local sensing

Mi

Ui

First,  vehicle  users  perform  local  sensing  based  on
their  respective  locations  and  the  existing  spectrum  in
corresponding  areas.  represents local  spectrum sens-
ing  results  of .  Next,  the  vehicle  cooperates  with  the
nearby vehicle users to aggregate data.

2) User identity distribution and user pairing

n
n (U1, U2,

. . . , Un) n/2 G1, G2, . . . , Gn
2

{k1, k2, . . . , kn}
∀i, i ∈ {1, 2,

. . . , n} ∃j, j ∈ {1, 2, . . . , n} j ̸= i, ki ⊕ kj =(1 1 · · · 1)
∄j′, j′ ∈ {1, 2, . . . , n} j′ ̸= j ki ⊕ kj′ = (1 1 · · · 1)

n/2
ki ⊕ kj = (1 1 · · · 1)

n/2 n/2

Ui Uj

Before  participating  in  data  aggregation,  the  CA
server  verifies  each  user  and  ensures  the  credibility  of
their identity information. When the number of users 
is even, the CA server randomly divides  users 

 into  pairs, denoted as , and
generate sequences  of a fixed length. The
sequences  satisfy  the  following  conditions: 

, , .
, , .  The

CA server then divides these sequences into  groups
with the rule of  and distributes the

 groups  sequences  to  pairs  of  users  randomly.
The sequences  distributed  to  each  pair  of  users  are  re-
ferred to  as  pairing  sequences.  Each  sequence  in  differ-
ent pairs is unique and irrelevant. For each pair of users

 and , the  corresponding  sequences  satisfy  condi-
tions as follows:

 

ki ⊕ kj = (1 1 · · · 1) (8)

The  pairing  sequence  is  used  in  subsequent  pairing
and  verification  as  an  identity  symbol.  Users  in  a  pair
form paired users of each other.

Each user has its own sequence and the sequences of
the paired users conform to the above conditions in equa-
tion (8). There is no correlation between different paired
sequences. The  pairing  sequence  only  works  in  the  cur-

 

Table 1  Notation

Notation Description

SP Service providers

PU Primary user, whose channel states can be sensed by
spectrum sensing

SU Secondary user, in this context, refer to vehicle users

CR Cognitive radio

CRN Cognitive radio network

CVN Cognitive vehicular networks

DSA Dynamic spectrum access

FC Fusion centre

DLP Differential location privacy

Honest The behavior of the honest party is absolutely
credible and will not betray or falsify

Semi-honest
Semi-honest will aggregate data according to the
protocol, but it is more curious about the user’s
location information and may leak data illegally

STIA Sensing trajectory inference attack

ITS Intelligent transportation system

IoV Internet of vehicles

 

PUCA server FC
Communication

links

Vehicle

users

Edge

nodes

Figure 2  Structure of the network.
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rent  data  aggregation  round.  To  participate  next  round
data aggregation, each user must request to the CA serv-
er  for  a  new  pairing  sequence.  Besides,  the  CA  server
transmits pairing sequences with timestamps of the cur-
rent round to thwart replay attacks. When the CA serv-
er  distributes  the  corresponding  pairing  sequences  to
users, shared keys are applied to ensure the security and
verifiability of the distribution process.

Ui ki
H (ki)

Once  a  user  receives  sequence  from  the  CA
server, it calculates the hash value  corresponding
to the pairing sequence.

When  the  CA  server  identifies  that  the  number  of
users  participating  in  this  aggregation  round  is  odd,  it
randomly selects one user as a single user and communi-
cates  its  identity.  The  user  designated  as  a  single  user
will receive a single sequence as its pairing sequence.

Briefly, the user pairing algorithm is shown as Algo-
rithm 1.

Algorithm 1  User pairing
n = evenwhile  do

n n/2　CA divides  users into  groups;
ki Ui　CA generates and transmits  for user ;

each ki　for   do
kj ⊕ ki = 1 . . . 1　　There is   ;

　end
each Ui　for   do

Ui Mi Mi1 Mi2　　  slices data  to  and ;
Ui (H(ki) · Eki(Mi2))　　  uploads ;
Ui H(kj)　　  searches for ;
H(kj) H(∼ ki)　　if  =  then
Uj Ui　　　  is the paired user of ;

　　end
　end

{Eki(M
′
i) · ECA[DUi(ki) · ki]}　 User uploads data ;

end

n = oddwhile  do
　Repeat above;

ki　CA chooses one user as the alone user and transmit  to
it;

{Eki(Mi) · ECA[DUi(ki) · ki]}　Alone user uploads data ;
end

3) Data slicing and confusion
Users first  randomly split  their  own spectrum sens-

ing data into two components, defined as
 

Mi = Mi1 +Mi2 (9)

Ui Ui Mi Mi1

Mi2

In equation (9), we illustrate with the example of a
user .  User  splits  sensing  data  into  and

.
Ui

Mi2 ki

Subsequently, User  encrypts a part of its own da-
ta ,  using its  paired sequence  through symmetric
encryption,  and  packages  it  with  the  hash  value  of  the
pairing  sequence  to  form the  intermediate  data,  defined
as

 

Ni = (H (ki) , Eki
(M i2)) (10)

Ui NiUser  attaches a timestamp to  and uploads it
to  the  public  cloud,  which  serves  exclusively  for  data
storage  and  sharing.  All  users  have  access  to  the  data
shared on the public cloud.

Ui

Nj Uj

After  the  upload  of  all  users,  User  searches  for
, uploaded by its paired user  on the public cloud,

defined as
 

H (kj) = H(∼ ki) (11)

Ui

∼ ki Ekj
(M

j2
) Mj2

In cases of multiple consistent data, the user places
trust  in  the  data  with  the  earliest  timestamp.  User 
uses the key  to decrypt  and obtain 
to calculate the confusion sensing data, defined as

 

Mi
′ = Mi1 +Mj2 (12)

 

CA serverFCUsers Edge nodesPublic cloud

Data packages

Matching sequences ofusers

Sequences of

matching users
Aggregation resule

Request for aggregation

encrypted matching sequences

Encrypted mixed datawith signature

Encrypted sliced data

with H (k)

Figure 3  Process of DCPPA.
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Ui M ′
iThen,  encrypts  the  confused  data  with  the

key of the fusion center, defined as
 

Ei = (EFC (Mi
′) , ECA [DUi

(ki) , ki]) (13)

Ui ki
ki ki Ui

In equation (13),  signs the sequence , and en-
crypts the signed  and  with the public key of CA. 
combines the encrypted signature and encrypted data.

In the case that the number of users is odd, the sin-
gle  user  packs  its  sensing data  and sequence,  and sends
the encrypted data to directly FC, without the need for
data confusion.

4) Data package exchange
In our scheme, an intermediate layer exists between

vehicle  users  and  the  fusion  center,  generally  composed
of  assistant  roadside  base  stations.  These  intermediate
layer  nodes  serve  as  edge  nodes  for  data  packaging and
distribution  to  reduce  data  link  losses  caused  by  multi-
hop transmission. Similar to vehicle users, these interme-
diate layer nodes adhere to a semi-honest model.

Ei

After vehicle users complete data slicing and confu-
sion, a randomly selected group of authorized nodes is re-
quired to complete a ring signature for data . The spe-
cific steps are as follows:

First, we define a function as follows:
 

Ck,v(y1, y2, . . . , yr) =Ek(yr ⊕ Ek(yr−1 ⊕ Ek(yr−2

⊕ Ek(· · · ⊕ Ek(yr ⊕ v) · · · )))) (14)

Ek

k Ek

Pi = (ni, ei)
fi (x) = xei (modni) m

m = qini + ri

In equation (14),  is the symmetric encryption al-
gorithm, and  is the symmetric key of . Each mem-
ber in the ring has an RSA public key . We
define . The message  is represented
by bits, satisfying , which is defined as

 

gi(m) =

{
qini + fi(ri), if (qi + 1)ni≤2b

m, otherwise
(15)

m
k = h (m)

v {0, 1}b xi {0, 1}b

yi yi = gi (xi)
ys Ck,v(y1, y2, . . . , yr)

= v xs xs = gs
−1 (ys)

m

Assuming the  message  to  be  signed is , the  sym-
metric key is . If the signer is the S-th member
of the ring r, the signer randomly selects its initial value
 from . The signer selects  from  for oth-

er ring members and calculates  by .  Then
calculate  by  solving  the  equation 

.  The signer calculates  by solving .
The signature of message  is defined as

 

CS = (P1, P2, . . . , Pr; v;x1, x2, . . . , xr) (16)

CS Ei CS,Ei

After  the  signature  is  completed,  the  user  packages
the signature  and  as ( ) and sends it to the
adjacent edge nodes.

All  edge  nodes  verify  the  signature  upon  receiving
packets.  One  edge  node  may  receive  several  encrypted
confused data. After each edge node packs these data, it
exchanges data with adjacent nodes and ensure that each
edge node exchange packet at least once before transfer-
ring the packet to the fusion center.

5) Data aggregation
Data  aggregation  is  performed  by  the  fusion  center

which  can  be  a  third-party  service  provider,  or  a  large
base station on the roadside. It is also assumed to be se-
mi-honest in this paper.

ECA[DUi
(ki) ,

ki] M ′
i

After  the  fusion  center  receives  the  data  from edge
nodes, it decrypts the data packets with its own private
key,  separating  the  encrypted  signature 

 and the confusion data .  The fusion center sends
the  encrypted  signatures  of  all  users  it  received  to  the
CA server, which can check the authenticity of the pair-
ing  sequence.  Then,  the  CA  server  checks  and  removes
the lost sequences and the corresponding paired users, re-
turning  the  completed  paired  sequences  to  the  fusion
center.

The  fusion  center  receives  the  sequences  from  the
CA server  and then fuses  these  data,  calculating  the  fi-
nal fusion results.

For the condition of an odd number of users, even if
the fusion center is aware that one user in the system is
single, it has no knowledge of the single user’s identity. 

2. Cryptonym array-based privacy-preserving
aggregation

In  the  DCPPA  proposed  above,  the  security  of
paired users relies on a trusted CA to a certain extent. In
the scenario without trusted certificate authority server,
we  propose  a  cryptonym  array-based  privacy-preserving
aggregation  (CAPPA)  scheme.  The  difference  between
CAPPA and DCPPA is the process of user selection.

We consider  that  the  network  consists  of  the  vehi-
cle  users,  a  fusion  center  and  a  third-party  sequencer
(which  can  be  a  roadside  unit).  The  users,  FC and  the
sequencer  are  all  semi-honest.  The  CAPPA  scheme  is
comprised  of  three  parts:  array  setup,  data  slicing  and
confusion, and  data  aggregation.  When  the  data  is  al-
ready acquired by the users, an array of users will be set
up by the third-party sequencer through interaction with
users.  The  users  slice  and  confuse  data  in  accordance
with  the  array  sequence.  The  FC  will  aggregate  the
mixed data into the final result. The detailed steps are as
follows.

1) Array setup
We propose an array setup algorithm with the char-

acteristic of anonymity, through which all users can form
an array  according  to  a  certain  sequence.  With  the  ar-
ray setup algorithm, each user can only obtain the infor-
mation of its antecedent and subsequent users in the ar-
ray without knowledge of other users in the array.

U1, U2, . . . , Un

n
S1, S2, . . . , Sn n

{(S1S2S3), (S2S3S4), . . . , (SnS1S2)}

Step 1  We denote the users that attend the aggre-
gation as . The third-party sequencer gen-
erates  sequences  with  the  same  length,  denoted  as
{ },  and  repacks  the  sequences  three  by
three as . There is no
relation  between  the  sequences  and  the  users  at  this
stage.

Step  2  Each  user  uses  a  ring  signature  and  sends
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ki (i = 1, 2, . . . , n)

ki k0 + k1 + k2 + · · ·+
kn = 0 k0

its  sharing  key  (encrypted  with  the
public key of the third-party sequencer) anonymously to
the sequencer. The sharing  meets 

,  where  is the  sharing  key  of  FC.  The  se-
quencer has no knowledge of all users' identities.

kj (j = 1,
2, . . . , n)

Step  3  After receiving  all  keys  in  step  2,  the  se-
quencer  randomly  chooses  one  sharing  key 

 and encrypts  one  repack  sequence.  The  se-
quencer  repeats  this  until  all  sequences  are  encrypted
with different keys. After this, the sequencer will add the
hash value of the corresponding keys and obtain the in-
formation, shown as

 

{Eki
(S1S2S3)H (ki) , Ekj

(S2S3S4)H (kj) , . . .} (17)

Then, the sequencer shares the information in equa-
tion (17) in a public cloud.

Ui (i = 1 n)
ki

Step  4  Each  user  searches the  corre-
sponding hash value of its key , and extracts the corre-
sponding sequences.

Step  5  After  all  users  obtain  the  array  sequences,
each  user  compares  its  array  sequence  with  all  other
users  using  the  solution  to  Yao’s  Millionaires’ Problem.
Then, each  user  can  obtain  the  identities  of  its  an-
tecedent  and  subsequent  user  in  the  array  to  continue
the subsequent aggregation.

2) Data slicing and mixing
After the  array  setup,  all  users  form a  circle  struc-

ture, where  each  user  holds  the  identities  of  its  an-
tecedent and subsequent users in the circle.  All  users in
the  array  remain  unaware  of  the  entire  sequence  of  the
circle.

Ui Ui Mi

Mi1 Mi2

To illustrate the data confusion process, let’s consid-
er user .  holds actual data , which is divided in-
to two parts,  and , defined as

 

Mi = Mi,1 +Mi,2 (18)

Ui

Ui+1

Ni Ui Ni

Ui+1 Ni

In equation (18),  encrypts a part of its sliced da-
ta  with  the  public  key  of  its  subsequent  user , at-
taching its signature to the encrypted data as the inter-
mediate data .  then transfers data  to its subse-
quent user .  is represented as

 

Ni = (Ei+1 (Mi,2) , Di [H (Mi,2)]) (19)

Ui+1 Ni Ui

Ni Mi2

Ui

Ui+1 Ci+1

Once  receives  the  data  from , it  de-
crypts  with its  private key to obtain , and veri-
fies the authenticity of data through the signature of .
Then,  calculates  the data it  needs to upload 
as follows:

 

Mi+1 = Mi+1,1 +Mi+1,2 (20)
 

M ′
i+1 = Mi+1,1 +Mi,2 (21)

 

Ci+1 = EFC(M
′
i+1 + ki+1) (22)

Each  user  in  the  array  mixes  part  of  its  data  with

the antecedent users and sends the other part of its data
to the subsequent user for further mixing.This process is
shown in Figure 4.
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′

M
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Figure 4  The data slicing and mixing in cryptonym array.
 

3) Data transmission and aggregation

Ci (i = 1 n)

After  completing  the  data  confusion,  users  need  to
generate a ring signature for the data ready for upload-
ing  in  equation  (22).  Each  user  uploads  the  encrypted
data  with  the  generated  ring  signature  to
the FC.

(C1, C2, . . . , Cn)After  receiving  all  the  data  from
users,  FC verifies the ring signature and then calculates
the aggregation data as follows:

 

s =

n∑
i=1

(M i
′ + ki) (23)

The  DCPPA  and  CAPPA  are  designed  to  provide
privacy protection for vehicle users. These schemes use a
privacy  protection  method  based  on  data  confusion  to
process sensing  data,  eliminating  the  relationship  be-
tween sensing data and users’ location by data confusion.
Therefore, they can effectively resist STIA. 

IV. Simulation and Analysis
In this  section,  we analyze and simulate the securi-

ty  and  efficiency  aspects  of  the  proposed  schemes  from
data  privacy,  communication  overhead  and  complexity,
conspiracy attack and link failure [39]–[41]. 

1. Sensing data privacy
With the DCPPA algorithm proposed in this paper,

the data submitted by users in the process of data aggre-
gation  cannot  accurately  reflect  channel  characteristics
due to multiple rounds of data confusion and encryption.
When  an  attacker  intercepts  these  confused  data,  they
are unable to infer the driving trajectory of any specific
vehicle. This  is  because  the  confused  data  bears  no  di-
rect relation to the actual data of any individual.

The proposed CAPPA algorithm is carried out in an
environment  without  a  trusted  certification  center.  By
implementing an anonymous sorting method in the CAP-

Privacy Preserving Algorithm for Spectrum Sensing in Cognitive Vehicle Networks 37  



PA algorithm, vehicle users can form a queue with a cer-
tain order based on their needs. The complete sorting of
the queue remains confidential, even to the vehicle users
themselves,  who are only aware of  the user identities  of
their  antecedent  and  subsequent  vehicles,  but  lack
knowledge of the complete queue order. For an attacker
to obtain the data of a certain user, they must first ob-
tain the encrypted confused data, decrypt it, identify the
user’s  antecedent  and  subsequent  vehicles  and  then
launch a  collusion  attack.  The  security  of  CAPPA  de-
pends on public key encryption and data confusion.

Vehicle  users  are  required  to  perform  local  sensing
and interact  with others  to exchange split  sensing data.
The difference between DCPPA and CAPPA lies in the
selection of data interaction objects. In DCPPA, each us-
er must cooperate with its paired user to exchange split
sensing data, and then transmit confused data during the
aggregation process.  On  the  other  hand,  CAPPA  em-
ploys an array setup algorithm that generates  an array.
In CAPPA, each user mixes its data with its antecedent
and subsequent user in the array to continue the subse-
quent aggregation. Both schemes can eliminate the indi-
vidual sensing data characteristics. The underlying secu-
rity  logic  of  the  two  algorithms  is  basically  the  same,
leading to similar privacy protection. For illustration, the
DCPPA is used in this context.

In this  section,  we simulate scenarios where attack-
ers attempt to collect transmitted sensing data from ve-
hicle  users  and  calculate  these  data  to  locate  vehicle
users. We use the MATLAB platform for simulation and
set several roadside base stations and vehicle users to il-
lustrate. Each  primary  user  is  characterized  by  corre-
sponding  signal  parameters,  including  initial  transmit
power,  approximate  signal  coverage,  etc.  The  transmit
power is set at 10 W (40 dBm), the frequency is around
5900 MHz, and the coverage generally extends to 500 m.
Data  beyond  this  range  is  considered  white  noise.  Five
vehicle  users  are  randomly  selected  as  the  observation
objects. The vehicle users calculate their receiving power
according to the propagation loss model and upload the
sensing results to the fusion center. If vehicle users sub-
mit  their  spectrum  sensing  data  directly,  attackers  can
easily locate vehicle users by intercepting spectrum sens-
ing data.  Subsequently,  the  attackers  can draw the  tra-
jectory  of  vehicle  users  through  road  information  and
multiple positioning results. Due to Gaussian white noise
in the environment, a positioning error of less than 20 m
is deemed effective.  In  the  evaluation,  we  set  up  a  uni-
form axe of the network for convenience and ensure that
the selection of  the  origin  of  coordinates  does  not  influ-
ence the evaluation.

We use the above settings and the DCPPA privacy
protection  algorithm  for  sensing  data  aggregation  and
simulate  attackers  attempting  to  locate  a  vehicle  user.
Since the DCPPA scheme is  set  up identity anonymity,
it is difficult for an attacker to obtain the real situation
of  the  vehicle  through  some  measures.  The  positioning

error is shown in Figure 5.
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Figure 5  Location error.
 

From Figure  5 in  our  simulation,  we  can  conclude
that: 1) When the signal strength of the spectrum sens-
ing data intercepted by the attacker is less than the envi-
ronmental noise  threshold,  the  data  becomes  meaning-
less,  rendering  users  untraceable.  2)  When  the  signal
strength of  the  intercepted  spectrum  sensing  data  ex-
ceeds  the  base  station emission intensity,  the  data loses
its  meaningfulness.  3)  Except  for  the  two  cases  above,
the  vehicle  location  obtained  from  the  sensing  data  is
quite different  from  the  actual  location.  Therefore,  at-
tackers are unable to effectively track users using the da-
ta transmitted with DCPPA.

The  experimental  results  demonstrate  that  most  of
the  data processed by the DCPPA can confuse  the  real
results, which  has  a  significant  resistance  to  the  spec-
trum sensing trajectory reasoning attack of the cognitive
vehicle network. The algorithm exhibits robust data pro-
tection performance. 

2. Communication  overhead  and  computational
complexity

On the premise of data security, we discuss the per-
formance  of  the  DCPPA  in  terms  of  communication
overhead and time complexity. A comparative analysis is
conducted  with  four  classical  data  aggregation  privacy
protection algorithms: PPA [30], CPDA [43], SMART [43]
and PHES [44] for comparison. According to the respec-
tive  protocols  of  the  algorithms,  CPDA  and  SMART
share similarities.  The  calculation  is  mainly  concentrat-
ed on the public  key encryption,  resulting in same time
complexities, when utilizing the same public key encryp-
tion algorithm. Taking RSA as an example, it focuses on
public key encryption and hash algorithms. The complex-
ity of encryption and decryption is shown in Table 2.

It can be seen from Table 2 that the time complexi-
ty of DCPPA is of the same order of magnitude as CP-
DA and SMART schemes. PPA, although not disclosing
its key  generation  algorithm,  exhibits  higher  time  com-
plexity based on the encryption algorithm outlined in the
protocol. On the other hand, PHES demonstrates slight-
ly smaller time complexity than that of DCPPA, CPDA
and SMART.
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In  terms  of  communication  overhead,  we  consider
the total overhead within the system, including the data
flow of  user  nodes,  roadside  base  stations  and  aggrega-
tion  centers.  We  simulate  in  MATLAB  and  set  several
nodes  in  the  network  to  calculate  the  communication
overhead.

As  shown  in Figure  6,  the  introduction  of  roadside
base stations results in a marginally higher cost for DCP-
PA than that  of  the  SMART scheme,  with  both  falling
within the same order  of  magnitude.  The overhead ten-
dency  for  DCPPA  is  the  same  as  CPDA  and  SMART
schemes,  exhibiting  a  linear  increase  with  the  growing
number of  nodes.  The  PPA scheme,  because  of  the  fre-
quent  key  generation  and  exchange,  sees  quadratic
growth in  communication  overhead with  the  increase  in
the number  of  nodes.  With  sufficient  nods  in  the  net-
work, it incurs a much higher increase in communication
overhead than other schemes.
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Figure 6  Comparison of scheme overheads.
 

In addition,  we  compare  the  communication  over-
head  among  different  data  aggregation  schemes  at  the
same level affected by cluster size (n) changes. As shown
in Figure  7,  CDPA and  SMART are  greatly  influenced
by cluster size. 

3. Collusion attack
In  this  section,  we  consider  collusion  attacks  in

which  attackers  collaborate  with  other  vehicle  users  to
obtain  sensitive  information.  As  mentioned  above,  in
DCPPA,  all  nodes  except  CA  are  semi-honest  models.
These users complete their own calculations and interac-
tive tasks  based  on  the  calculation  protocol  while  re-
maining  curious  about  the  data  of  other  users,  possibly
leaking their own or other users’ data for extra benefits.
Considering this, attackers may collude with other vehi-

cle users or fusion centers.
Similarly,  we  compare  our  scheme  with  CPDA,

SMART  and  PPA  data  aggregation  privacy  protection
schemes. In the CPDA scheme, the probability of priva-
cy  leakage  caused  by  collusion  is  related  to  the  size  of
the  cluster.  Larger  clusters  require  more  colluding  users
for  attackers  to  obtain  the  real  data  of  a  user.  In  the
SMART  scheme,  the  probability  of  privacy  leakage
caused by collusion is not only related to the size of the
cluster,  but  also  to  the  number  of  data  fragments.  For
the  PPA  scheme,  adopting  the  n-n  threshold,  attackers
need to collude with all other users to obtain the data of
the remaining users due to the existence of a secret shar-
ing algorithm. It shows the same performance as the pro-
posed DCPPA.

It  can be  seen from Figure  8 that  in  extreme cases
where all users form a cluster in CPDA and SMART, the
data leakage probability curves for the four schemes are
coincident, with consistent resilience against collusion at-
tacks. When the CPDA scheme and the SMART scheme
reduce  the  cluster  for  convenience  and time complexity,
their collusion resistance performance decreases. The pro-
posed DCPPA  is  consistent  with  the  PPA  scheme,  re-
quiring  full  collusion  with  all  the  other  users  to  restore
the real data of the remaining single user. 

4. Link failure effects
Combining  the  additive  homomorphic  encryption

schemes  with  additive  homomorphic  threshold  secret
sharing enables  the private distribution and aggregation
of multiple data streams, even in vulnerable networks [44].
We  consider  the  impact  of  a  single  communication  link
failure on overall data aggregation. During vehicle-vehicle
or vehicle-fusion center communication, disconnections in
communication links and data loss can occur. In the pro-

 

Table 2  Complexity of different algorithms

Privacy protection method DCPPA CPDA SMART PPA PHES

Encryption RSA, Hash RSA RSA Self-defining ECC

Decryption RSA, Hash RSA, Dematrix RSA Self-defining ECC

Complexity O
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Figure 7  Comparison of cluster size effects.

Privacy Preserving Algorithm for Spectrum Sensing in Cognitive Vehicle Networks 39  



cess of sensing data aggregation, the utilization of a pri-
vacy protection algorithm for data evolution implies that
the loss of a single link data may affect the overall data
aggregation.

Through comparative experiments with 20 nodes in
the three aggregation algorithms, we measure the affect-
ed  data  ratio.  For  CAPPA  and  DCPPA  algorithms,  a
smaller number  of  clusters  corresponds  to  a  lesser  im-
pact  of  a  single  link  failure  on  overall  data.  The  PHES
algorithm [44] solves  data security and privacy by com-
bining threshold  secret  sharing  with  homomorphic  en-
cryption.  In  the  event  of  a  disconnected  link  and  data
loss,  it  directly  affects  the  data  aggregation,  rendering
the  data  unable  to  be  correctly  aggregated.  In  DCPPA
and  CAPPA,  the  effect  of  communication  link  failure
tends to increase with an increasing number of link fail-
ures.  There  is  no  significant  influence  with  several  link
failures.

It  can  be  concluded  from Figure  9 that the  homo-
morphic  encryption  used  in  PHES  hardly  considers  the
impact of link failure on the overall data aggregation. A
failure  in  one  data  link  within  the  network  affects  all
other data. However, due to the data confusion between
the two parties, the proposed DCPPA in this paper only
affects the data of the paired user data when a single us-
er  link  fails,  with  the  aggregation  of  other  paired  users
unaffected.
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With data confusion, the proposed CAPPA exhibits
similar  performance  in  data  protection  and  provides  a
defence against collusion attacks. Since the step of array
setup  involves  solving  Yao’s  Millionaires’ Problem,  the
communication overhead is higher than DCPPA. 

V. Conclusion
Location  privacy  is  a  growing  concern  nowadays.

This paper  delves  into the issue of  location privacy dis-
closure in cooperative spectrum sensing, with a focus on
two types of  attacks:  sensing trajectory inference attack
and collusion  attack.  To  effectively  preserve  user  loca-
tion privacy, we propose a scheme named data confusion-
based  privacy-preserving algorithm (DCPPA)  for  cogni-
tive vehicle networks, in which data aggregation is based
on  two-party  data  confusion.  This  scheme  involves  the
division  and  confusion  of  the  generated  privacy  data.
The confused data is then transmitted through an inter-
mediate layer, and aggregated at the final stage. Besides,
we  also  introduce  a  cryptonym array-based privacy-pre-
serving aggregation (CAPPA) method for scenarios with-
out a trusted authentication center. We analyze and sim-
ulate the  security  and  efficiency  of  DCPPA,  accompa-
nied by simulations to evaluate its performance. The ex-
perimental results show the effectiveness of our schemes.
In our  future  work,  we  will  optimize  the  data  aggrega-
tion method without an authentication center. 
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