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Abstract — Edge computing, which achieves quick data processing by sinking data computing and storage to the
network edge, has grown rapidly along with the Internet of things. The new network architecture of edge computing
brings new security challenges. Based on this, this paper investigates the edge computing security literature pub-
lished in recent years and summarizes and analyzes research work on edge computing security from different attack
surfaces. We start with the definition and architecture of edge computing. From the attack surface between device
and edge server, as well as on edge servers, the research describes the security threats and defense methods of edge
computing. In addition, the cause of the attack and the pros and cons of defense methods is introduced. The chal-
lenges and future research directions of edge computing are given.
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I. Introduction

Currently, the number of mobile and Internet of
things (IoT) devices deployed in the physical world, as
well as the data they produce, are surging due to the
rapid growth of IoT and 5G technologies. According to
the prediction of the Internet data center (IDC) [1], the
data generated by IoT devices will increase from 33ZB in
2018 to 175ZB in 2025. For traditional cloud computing
network architecture, they collect and process data gen-
erated by IoT devices in cloud data centers. However,
the explosion of massive data makes it face two chal-
lenges. For one thing, the exponential growth of IoT de-
vices will exhaust the bandwidth of cloud computing net-
works, making it impossible to provide high-quality ser-
vices. For another thing, the frequent transmission of de-
vice data may lead to device information leakage, which
increases the possibility of the device being attacked.

Edge computing was created to cope with the chal-
lenges. It provides more stable and reliable services for
edge devices by migrating a part of computing, storage
and network application functions of cloud data centers
to the network edge, which solves the problems of high

latency, heavy computing, storage load, and heavy net-
work bandwidth caused by cloud data centers and de-
vices during data transmission. Meantime, data process-
ing on the network edge side is closer to devices, which
can reduce the risk of device information leakage [2].
Therefore, edge computing architecture has received ex-
tensive attention from domestic and foreign researchers
after it is proposed. However, while edge computing
solves many problems of cloud computing architecture, it
also brings many security threats. Since edge computing
platform is always deployed on edge servers with limited
resources, complex environments, and heterogeneous net-
works, some new edge computing security defense meth-
ods are called to research to deal with cyber-attacks on
edge computing.

In order to summarize these edge computing securi-
ty defense technologies, some literature has reviewed the
current edge computing defense mechanisms. For exam-
ple, reference [3] investigates the edge computing securi-
ty protocols in recent years and gives some existing prob-
lems and future development directions. Reference [4]
summarizes the attack methods and defense methods
faced by edge computing. Both of these literature has in-
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troduced the security defense technology trends of edge
computing based on investigating the current situation of
edge computing security defense, but, their overview
methods are not fine-grained enough. As for reference [5],
it only summarized five defense methods of edge comput-
ing in terms of access control, privacy protection, attack
mitigation, key management, and anomaly detection.
Readers cannot choose their defense method by deter-
mining the attack method according to the specific at-
tack surface. Therefore, this article will summarize the
attack methods and defense methods of edge computing
according to the attack surfaces of edge computing.

The rest of the review is divided into the following
sections. We introduce the idea and fundamental archi-
tecture of edge computing in Section II. After that, Sec-
tion III presents the current mainstream edge computing
attack methods from the aspects of cloud side to edge
side, edge side to device side, and edge side server. The
current defense methods between edge servers and edge
to the device are given in Section IV based on Section
III. Finally, we outline the future directions for security
defense technologies of edge computing in Section V.

II. Concepts and Architecture of Edge
Computing

1. The concept of edge computing

The concept of edge computing originated from the
platform proposed by IBM and Nokia Siemens Network
in 2013, which can run applications in mobile base sta-
tions [6]. The platform can provide services to mobile
users. After that, with the continuous iterative upgrad-
ing of technology, the concept of edge computing has
been constantly perfected.

In the Mobile Edge Computing Industrial Technolo-
gy White Paper [7], which was released by ETSI in 2014,
it is proposed that “Edge computing is designed to com-
plete computing at the edge of the wireless access net-
work instead of the mobile network data center ”. In
September 2015, ESTI further standardized the defini-
tion of mobile edge computing in the Mobile Edge Com-
puting: A key Technology Towards 5G standard [8] re-
leased. In the wireless access network close to the user’s
mobile terminal, mobile edge computing offers an I'T ser-
vices eco system and cloud processing capability with the
goal of lowering latency, enhancing network operation ef-
ficiency, enhancing service distribution capabilities, and
enhancing user experience.

In November 2016, the Edge Computing Industry
Alliance released the Edge Computing Industry Alliance
White Paper [9]. In this white paper, edge computing is
described as being on the edge of the network, near to
objects or data sources. In terms of agile links, real-time
business, data optimization, application intelligence, se-
curity, and privacy protection, it is a distributed open
platform that combines network, computing, storage,
and core application capabilities. It also offers edge intel-

ligent services close by and satisfies the essential require-
ments of industry digitization.

In December 2018, Alibaba Cloud and China Elec-
tronics Standardization Institute released the Edge Cloud
Computing Technology and Standardization White Paper
[10]. According to the study, edge cloud computing, also
abbreviated as edge cloud, is a cloud platform technolo-
gy created on the edge infrastructure using the founda-
tion of cloud computing technology and the advantages
of edge computing. With regard to its compute, network,
storage, and other characteristics, this platform is an
elastic cloud platform.

With a central cloud and IoT terminals, it creates
an end-to-end technical architecture of “Threebody col-
laboration between cloud, edge and terminals”. It de-
creases reaction times, cloud pressure, and bandwidth us-
age by bringing network forwarding, storage, computa-
tion, and intelligent data analysis to the edge while also
delivering cloud services like network-wide scheduling
and processing power distribution.

In 2020, the International Organization for Stan-
dardization (ISO) mentioned in the ISO/IEC TR 23188
standard [11] that edge computing is a platform for data
processing and storage close to terminals.

Summarizing the definition of edge computing in re-
cent years, it can be seen that although different organi-
zations have different definitions of edge computing, they
have something in common. In this paper, we define edge
computing as a distributed computing platform which is
different from cloud computing. It provides cloud ser-
vices at the edge side where close to users or data sources
by migrating the networking, compute, storing and re-
sources from the cloud data center to edge servers. Addi-
tionally, it satisfies the demands of the IT sector in
terms of real-time business, flexible linkages, data opti-
mization, application intelligence, security, and privacy
demands while offering high bandwidth and low network
latency.

2. The basic architecture of edge computing

Unlike the cloud computing architecture, edge com-
puting brings in an edge devices layer between the de-
vice layer and cloud layer, thereby providing high band-
width and low network latency services. Figure 1 shows
the basic architecture of edge computing. In this paper,
we divide the edge computing into three layers, namely
Device layer, Edge service layer, and Cloud computing
service layer. In Figure 1, in edge computing environ-
ment, devices access edge service layer through access
points and base stations of edge service layer (black con-
nection line); and in cloud computing environment, de-
vices access cloud computing service layer through ac-
cess points and base stations of cloud computing service
layer (blue connection line).

The Device layer (DL) is mainly responsible for de-
ploying edge devices used for sensing, computing and
controlling, mainly including IoT equipment and mobile
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Figure 1 The architecture of edge computing and cloud computing.

equipment. IoT equipments are some lightweight devices
with microcontroller. And it uses 4G/5G, WiFi, Blue-
tooth and other wireless protocols to connect to the edge
servers. It can realize functions such as environmental
perception, control as well as data processing by running
on a real-time operating system. Typical IoT devices in-
clude home automation devices, health monitoring de-
vices, smart wearable devices, etc. As opposed to IoT de-
vices, mobile devices, such as smartphones and tablets,
operate on more sophisticated operating systems, like
Android and IOS, which give users customizable inter-
faces that make it simpler to modify programs.

The edge service layer (ESL) is mainly responsible
for accessing edge devices downward, connecting to the
cloud upward. In addition to storing and processing the
data that was uploaded by the terminal device, it also si-
multaneously submits its own processed data to the
cloud data center. As the core of the three-layer architec-
ture, the ESL represents the compute nodes, which is de-
ployed between CCSL and DL, is closer to devices. Typi-
cally, ESL represents the equipments like access points,
routers, base stations, switches and so on. The ESL can
more effectively address the latency, bandwidth, and se-
curity demands of edge devices since it is deployed at the
network’s edge.

The cloud computing service layer (CCSL) has high-
er performance servers and storage devices than the ESL.
It mainly completes analysis tasks and integration tasks
that the ESL cannot handle, and it is also responsible for
storing the data reported by the ESL. Furthermore, the
algorithm and strategy for service development of ESL
can be controlled by CCSL adaptively.

3. Edge Computing Reference Architecture 3.0
In the Edge computing White Paper [12] published

in 2018, the edge Computing Consortium (ECC), which
is made up of well-known companies like Huawei, Shen-
yang Institute of Automation, the Chinese Academy of
Sciences, and the China Academy of Information and
Communications Technology, proposed the Edge Com-
puting Reference Architecture 3.0. Just as Figure 2 dis-
plays, this architecture shows functions of each layer
from different perspectives.

As displayed in Figure 2, the Management service
layer, Data lifecycle service layer and Security service
layer cut cross the entire framework, which can offer es-
sential services. The key duties of the Management ser-
vice layer are unified management for edge computing,
architectural operation monitoring, and monitoring data
delivery to the management platform. Providing inte-
grated management for data pretreatment, analysis, dis-
semination, execution, visualization, and storage is pri-
marily the responsibility of the Data lifecycle service lay-
er. By utilizing the Business orchestration layer, the Se-
curity service layer may specify the logic of the data pro-
cessing. Moreover, It can deploy and optimize data ser-
vices flexibly to satisfy the business requirement of real-
time. The Security service layer covers the whole edge
computing architecture, which ensure safe and stable op-
eration of system by using the unified security adminis-
tration and perception mechanism. The Unified model-
driven service framework, which is at the top of the ar-
chitecture and is based on its vertical structure, is uti-
lized to offer service creation and deployment. The Edge
Computing Reference Architecture 3.0 also divides edge
computing into 3 layers: Cloud layer, Edge layer and De-
vice layer. Edge node and Edge manager make up the
majority of the Edge layer. Edge nodes carry edge com-
puting services on physical hardware, and Edge man-
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Figure 2 Edge Computing Reference Architecture 3.0.

agers use software to to manage Edge nodes uniformly.
4. EdgeX Foundry

A generic open architecture for IoT edge computing
can be found in the open source EdgeX Foundry project,
which is sponsored by the Linux Foundation. The frame-
work enables the universal computing platform to be in-
tegrated at the IoT edge and speeds up the deployment
of solutions through a plug-and-play element ecosystem.
It is hosted on a reference software platform, which is de-
void of any hardware or operating system dependencies.

EdgeX Foundry is primarily divided into South-
bound and Northbound, as shown in Figure 3. The
southbound mostly consists of edge servers and IoT
equipments that connect with the edge servers and gath-
er data from it. The northbound specifically consists of
the cloud for data collection, storage, aggregation, analy-
sis and conversion into information, and the network
part for communicating with the cloud. EdgeX Foundry
is split into 4 microservice layers and 2 enhanced basis
system service layers, and it is situated between south-
bound and northbound traffic. From bottom to top, the
four microservice layers are the Device services layer, the
Core services layer, the Supporting services layer, and
the Application services layer. The Device services layer
proffers users with software development kits to link the
southbound devices. It primarily functions to transfer da-
ta from IoT devices to the Core services layer. Addition-
ally, it can broadcast commands to devices after receiv-
ing them from microservices. As the core of EdgeX
Foundry, the Core services layer can be divided into four
microservice components, mainly including Core data,
Metadata, Command, Confign&Registry. The Core data
service is mainly used to store and manage the data from
the device. The Command service is primarily used to
cache and manage the interactive requests between

southbound and northbound. The Metadata service is
mainly used to provide pairing for devices and services.
The Config&Registry services are mainly used to pro-
vide configuration information for other microservices.
Edge analytics and intelligence services is offered by the
Supporting services layer. Besides, it also provides Rules
engine, Scheduler, Alarms, and logging for the frame-
work itself. The Application service layer can connect to
the CCSL, transmit data to the CCSL, and ensure the
individual operation of EdgeX Foundry. The Manage-
ment service layer and Security service layer are the
Core service layers of the EdgeX Foundry architecture,
which is similar to the Edge Computing Reference Archi-
tecture 3.0. The Management service layer performs
tasks including setting up, updating, initiating, stopping,
and keeping track of EdgeX Foundry processes, among
others. Data and device functionality are protected by
the Security service layer.

III. Security Threats

According to the basic architecture of edge comput-
ing in Section II of this paper, it is clear that the majori-
ty of the edge computing attack surface is found on the
edge server, between the DL and the ESL, and between
the CCSL and the ESL. Since the security threats of the
CCSL and the ESL are similar to those of cloud comput-
ing, this section does not further introduce the security
threats between the cloud and the edge, but focuses on
the security threats between ESL and DL and threats on
ESL. The specific attack methods and their main causes
and hazards are shown in Table 1.

1. Security threats between ESL and DL

In view of the security threat between the DL and
ESL, since IoT devices access the edge servers through
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Figure 3 The architecture of EdgeX Foundry.

Table 1 Causes and main hazards of edge computing security threats

. . Related
Attack surface Attack method Main reason Major hazards . cate
literature
Authentication and Vulnerabilities in authentication and
s s Control host issi 13]-[20
authorization attacks authorization protocols ONLTol HOSt permissions (13]-{20]
The attack tvpe Hidden correlation between sensitive
b Side channel attack data and publicly available side-channel| Leak sensitive data [21]-[30]
between the Edge . .
. information
and Device
Device-based malicious injection Code—level. design vulnerabilities and Device hijacking,
coarse-grained access control . S [31]-[36]
attack . malicious injection
models for devices
Edge server resources are
. H ber of devi d wid d
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on edge servers server data
The attack type of
between the Cloud | Access control attack - - -
and Edge

communication protocols, there is an attack surface be-
tween the DL and the ESL for attackers to exploit. As a
result, we focus on attacks on the IoT and those brought
on via device access. The attack methods mainly include
authentication and authorization attacks, side-channel
attacks and malicious injection attacks based on edge de-
vices.

1) Authentication and authorization attacks

In edge computing, the edge device needs to com-
plete two steps before obtaining the edge server informa-
tion. Firstly, the edge node needs to complete the au-
thentication before accessing the edge server to prevent
malicious and illegal IoT devices from accessing the ESL
and launching attack. Secondly, after the edge device is
connected to the ESL, when the edge device initiates a
request to the ESL, the edge device needs to complete

the authorization of the edge server, and then obtain cer-
tain access rights. For the authentication and authoriza-
tion process of edge devices, encryption algorithms are
generally used to prevent attackers from eavesdropping
and man-in-the-middle attacks. However, some existed
methods still can attack the authentication and autho-
rization process between the DL and ESL.

The simplest and most direct attack on the authen-
tication process between the DL and ESL is the dictio-
nary attack. A dictionary attack refers to the brute force
search method. Attackers input all potential credentials/
passwords into targeted system according to its dictio-
nary, and then observe identified matches [13]. In order
to apply the dictionary attack to the authentication pro-
cess between DL and ESL, Nam et al. conducted re-
search and found that it’s quite easy for offline dictio-
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nary attackers to attack the 3 password-authenticated
key exchange (S-3PAKE) protocol used by Bluetooth
when the two sides of communication establish the ini-
tial session key. An attacker can enumerate all possible
passwords offline to determine the correct one. But this
kind of single-thread dictionary attack is very time-con-
suming, so Nakhila et al. proposed a parallel multi-
threaded dictionary attack method to attack the WPA2-
PSK WiFi network 100 times faster than the traditional
single-thread dictionary attack. However, no matter what
kind of attack type the dictionary attack uses, it is so
difficult to balance the attack overhead and success rate.
Hence, it is necessary to study the vulnerability of the
authentication protocol to increase the probability of the
attacker’s successful attack. In this regard, based on dis-
covered weak binding vulnerability of WPA enterprise
authentication protocol, Cassola et al. [14] describe a in-
novative evil twinning attack. Bhargavan et al. [15] dis-
covered a transcription collision attack against the TLS
authentication protocol. Zhu et al. [16] proposed a one-
cycle attack against sensor-based authentication, which
can bypass current gait authentication.

Additionally, the attacker can use the authorisation
protocol’s vulnerability to carry out the assault on the
devices’ authorization process. For example, in edge com-
puting, the authorization protocol mostly adopts the
OAUTH Protocol [17], [18], which enables third-party
users to obtain authorization of resources without using
user names and passwords, so the OAUTH Protocol has
become the focus of attackers. In 2009, the OAUTH 1.0
protocol was revealed to have loopholes. Attackers could
access the victim’s private resources through the accessor’s
website [19]. Based on this, OAUTH has launched the
2.0 protocol, which is theoretically proven to be secure,
but some wrong implementations can still lead to the au-
thentication process being exploited by attackers. For ex-
ample, Sun et al. [20] presented several key vulnerabili-
ties of the OAUTH protocol based on the analysis of 96
vendor-dependent OAUTH single sign-on systems, which
can enable attackers to take advantage of victims’ re-
sources without their consent.

2) Side channel attacks

By exploiting side channel information, which is read-
ily accessible information that is not privacy-sensitive,
side channel assaults put a user’s security and privacy at
risk. Attackers then investigate the covert correlations to
deduce the side channels’ protected data. In edge com-
puting, attackers can detect sensitive information of edge
servers and devices by exploiting the abundant open in-
formation between DL and ESL, and then launch fur-
ther attacks on edge servers or edge devices based on this
sensitive information. Currently, typical side-channel at-
tacks between DL and ESL mainly use the communica-
tion signals between edge server and devices, as well as
the power consumption of edge devices.

For side-channel attacks based on the communica-
tion signal between DL and ESL, the attacker usually us-

es the communication data signal and the waveform sig-
nal to detect the sensitive information of the system. In
the way of using communication data signals to infer
sensitive data, Li et al. [21] used a differential coding
scheme in video surveillance to infer four standard hu-
man daily activities defined by HIPAA. Apthorpe et al.
[22] infer the behavior of smart home users by exploiting
the encrypted traffic of IoT. Chen et al. [23] performed a
TCP packet injection attack by exploiting the timing
channel vulnerability in wireless routers. A original flow
statistics-based supervised approach to infer the network
service of IoT was introduced by Lopez-Martin et al.
[24]. The suggested method first makes use of a number
of features taken from packet headers before offering en-
hanced detection outcomes. Acar et al. [25] introduced a
novel multi-stage privacy attack against user privacy. By
just passively analyzing the traffic between ESL and
smart home devices and sensors, the approach inferred
the categories of IoT devices, their statuses, and human
behaviour. In terms of using waveform signals to infer
sensitive data, Enev et al. [26] used electromagnetic in-
terference signals released by TV power to infer video
content. Yan et al. [27] infer entry passwords on mobile
devices from WiFi-based side-channel information.

In addition, since devices have different energy con-
sumption when performing calculations and operations,
attackers consider using device power consumption to
conduct side-channel attacks to obtain sensitive data of
devices. Current side-channel attacks based on device
power consumption mainly use smart meter data and os-
cilloscope data. It’s accurate for smart meters to record
the energy consumption of devices, so their data is wide-
ly used by attackers to infer user behavior. As early as 1992,
the non-embedded device load monitoring system pro-
posed by Hart et al. [28] could monitor device state ac-
cording to the energy consumption of a single device, but
the system has not been used by malicious attackers.
Reference [29] introduced a improved non-embedded de-
vice load monitoring system. This system can obtain the
data of household activities such as cuisine, television-
watching, washing and game based on the power dissipa-
tion of smart meters. Moreover, attackers can use ener-
gy consumption data obtained from oscilloscopes to
probe the encryption keys of embedded devices. For ex-
ample, reference [30] proposes to use correlation power
analysis to obtain the AES-CCM master key, which is in-
stalled into firmware of Philips Hue smart lights.

3) Device-based malicious injection attacks

Malicious software installation or injection into a
computer system is referred to as a malicious injection
attack. On traditional Internet devices or general-pur-
pose computers, high-performance firewalls and threat
protection systems can effectively defend against such at-
tacks. However, in the context of edge computing, be-
cause IoT devices have restricted computing capabilities,
high-security protection systems cannot be installed,
moreover, edge devices with a high degree of heterogene-
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ity in both hardware and firmware make IoT devices
more vulnerable to malicious injection attacks. There are
different kinds of zero-day vulnerabilities to help attack-
ers inject malicious software into IoT devices. By lever-
aging these vulnerabilities, attackers can initiate remote
code execution (RCE) attack or command injection at-
tack. For instance, the IoT Reaper, which was found out
in 2017, infected millions of IoT equipments by utilizing
Internet protocol and wireless protocol. Based on at least
30 RCE vulnerabilities, which come from 9 different IoT
equipments, such as network routers, IP cameras and so
on, the virus perform remote malware injection into de-
vices [31]. In addition, there are also malicious injection
attacks on edge devices in academia. For example, refer-
ence [32] describes that based on exist vulnerability of
the firmware update mechanism deployed on Logitech
G600 mouse, it’s not difficult for attackers to inject
firmware through the network or USB. Reference [30]
learned how to remotely and non-contact implant mali-
cious firmware onto IoT equipments via the Zigbee Light
Link Protocol.

However, it is not an easy task to inject malware
with cross-access capability into mobile devices. Major
mobile device operating systems such as iOS and An-
droid use a sandbox mechanism to ensure virtual isola-
tion of each application in memory. Applications cannot
access the resources and content of other applications
without kernel-level permissions, so academia has also
carried out related research on this limitation. Wang et
al. [33] identified APIs that may have permissions for the
injection created by attackers that toward other third-
party applications by summarizing legitimate API calls
at an early stage. After that, an OS-level structure which
name is Android task architecture (ATM) is used by Ren
et al. [34], which can inject malicious UI into applica-
tions passively. Ren’s work has been improved by Xiao et
al. [35] used the active attacks of ATS, making the injec-
tion attacks based on ATS becomes more available in
practice. Although these attack methods have an impact
on IoT devices that use IOS and Andriod as the operat-
ing system, they cannot make significant damage to the
edge computing infrastructure. Attackers frequently pick
malicious third-party libraries because they are more po-
tent and hard to spot. For example, harmful libraries are
founded by Chen et al. [36] in both offcial Android apps
and Apple App Store. According to Google Play Store
and Apple App, there are 6.84% Android apps and 2.94%
iOS apps are using harmful libraries. By exploiting these
malicious libraries, attackers can easily inject code into
IoT devices.

2. Security threats of edge servers

Different from the attack methods between DL and
ESL, the security threats of the edge server mainly con-
sider the attacker disguised as a legitimate user or using
an IoT device to attack the edge server. The main at-
tack methods include device-based DDoS attacks and

edge server-based malicious injection attacks.

1) Device-based DDoS attacks

Compared with cloud computing servers, edge com-
puting servers have fewer computing and storage re-
sources, so edge servers are more vulnerable to DDoS at-
tacks and affect normal services. Usually, the attacker
floods the edge server with malicious packets such as
ICMP, UDP, SYN, and HTTP through the compro-
mised edge device cluster to exhaust the resources of the
edge server, resulting in the edge server’s inability to
handle requests from normal edge devices. For example,
the Mirai botnet [37] launched DDoS attacks on Kreb-
sOnSecurity, OVH, and Dyn edge service providers by
controlling 65,000 edge devices, resulting in the failure of
the edge service providers to provide normal services.
Similar to this, there are variants of the Mirai botnet, in-
cluding Hajime, BrickerBot [38].

2) Malicious injection attacks based on edge servers

In edge computing, the WEB applications accessed
by the user can be deployed on the edge server, so there
are also various attack methods for the WEB applications
on the edge server. Malicious injection attacks against
edge servers mainly include SQL injection attacks, cross-
site scripting (XSS), cross-site request forgery (CSRF),
server-side request forgery (CSRF) attacks, and XML
signature wrapping attacks.

SQL injection is an attack method that occurs in the
back-end database of a WEB application. Attackers take
advantage of the design flaw that the applications do not
detect the validity of user input data, and insert illegal
SQL statements into pre-defined SQL statements of
WEB applications by querying or tampering database,
and then, obtaining all database informations. In edge
computing, there is a database for storing application in-
formation, therefore, SQL injection can be a security
threat in edge computing [39]. Similar to SQL injection
attacks, cross-site scripting attacks also utilize the inher-
ent flaw of edge services that do not verify legitimate
code input. By injecting malicious scripts into the pro-
gram, the browser triggers the execution of malicious
scripts when accessing web pages, which leads to the dis-
closure of application information [40].

The similarity between CSRF attack and SSRF at-
tack is the exploit of weak authentication flaws applied
on edge servers. Attackers can send requests to else edge
servers by pretending as a valid edge server, which may
lead to SSFR and CSRF attack suffered by those edge
servers. Currently, SSRF and CSRF are usually aimed at
classical WEB programs, but reference [41] also lists re-
lated attack methods for edge computing.

XML signature wrapping attack [42] occurs in the
communication protocol used by edge computing infras-
tructure, namely Simple Object Access Protocol (SOAP).
Since the protocol transmits messages in the Extensible
Markup Language (XML) format, an attacker can inter-
cept a legitimate XML message, create a new sticker,
and insert the primary message’s transcript (along with
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authentication parameters like tokens) into the new tag
(also known as a wrapper), resulting in one massive tag-
value pair. Attackers then alter the main component of
the original message with malicious code. The huge tag-
value pair and the modified original message are then
merged and sent to the edge server. Once the edge serv-
er has successfully verified these altered messages after
receiving them, attackers will insert malicious code they
have written into it.

3. Security threats between cloud and edge

Aiming at the security threat between CCSL and
ESL, since edge computing sinks the computing and stor-
age of data to the ESL and the CCSL manages the ESL
uniformly, attackers usually exploit vulnerabilities in the
CCSL to attack the ESL. For example, attackers use ille-
gal access control to data between CCSL and ESL to in-
trude on the cloud platform and then illegally operate
the resources of the ESL, or the attacker uses unsafe API
interfaces to achieve illegal access to cloud services.
These security threats all use the security vulnerabilities
of the Cloud Service Layer to initiate attacks on edge
computing. Therefore, such security threat scenarios will
not be discussed in this paper.

4. Summary of security threat

The characteristics and shortcomings of edge com-
puting security threats in Section III will be summarized
as follows, which are mainly divided into the following
aspects.

1) Authentication and authorization protocol vulner-
ability detection method should be explored based on the
artificial intelligence technology. The authentication and
authorisation processes are vulnerable to the existing dic-
tionary attack’s high overhead and ineffectiveness. There-
fore, finding loopholes in the authentication and autho-
rization protocols is the main attack method of authenti-
cation and authorization attacks. However, it is not easy
to find loopholes at the protocol level, which demands a
significant amount of material and human resources. In
order to achieve the automatic discovery of protocol
flaws, artificial intelligence technologies must be taken
into consideration.

2) Side-channel attacks are stealthy and effective
methods of attack. In edge computing, the interaction
signals between DL and ESL and the power consump-
tion of edge devices become the main battlefield of side-
channel attacks. Attackers can use public information to
infer the sensitive data of the system without accessing
the system. Since this type of attack has strong stealth
and strong lethality in non-contact attacks, the research
on this kind of threat becomes the focus of researchers.

3) Device firmware vulnerabilities are the most seri-
ous security threat in edge computing. At present, be-
cause of the enormous quantity and heterogeneity of
edge computing equipments, firmware is different from
traditional computer systems with mature vulnerability
detection and system protection technologies. Most

firmware lacks effective security protection measures,
once the firmware vulnerabilities of edge devices are ex-
ploited, they will quickly spread and cause serious losses.
The device-based malicious injection attack and device-
based DDoS attack proposed in this section are both at-
tacks launched by exploiting firmware vulnerabilities of
edge computing devices, so how to detect firmware vul-
nerabilities becomes a future research goal.

4) Flood DDoS attacks are replaced by advanced ze-
ro-day DDoS attacks. The current typical DDoS attack
method of edge computing uses flooding TCP, ICMP,
ARP, and HTTP to consume the resources of the edge
server. However, this method is easy to be discovered by
defenders. Therefore, researching new DDoS attack
methods has become an urgent need for attackers. As an
advanced attacker method, zero-day attacks can effec-
tively evade defensive methods by discovering zero-day
vulnerabilities running on edge servers to conduct target-
ed attacks.

5) Malicious injection methods based on encrypted
applications should be studied. Most of the current mali-
cious injection attacks based on edge servers are mainly
aimed at non-encrypted applications, which cannot be ef-
fectively attacked on encrypted applications. Currently,
most web applications use encryption to defend against
malicious injection by attackers. However, most of the
current malicious injection attacks based on edge servers
are mainly aimed at non-encrypted applications and thus
cannot effectively attack encrypted applications. There-
fore, it is meaningful to study malicious injection attack
methods for encrypted web applications.

IV. Security Defense Technology

This section mainly introduces the defense methods
of edge computing security threats given in Section III,
including the security defense methods between DL and
ESL and the security defense methods on the edge serv-
er. Regarding the security defense method between CC-
SL and ESL, this section will not go into details about
the security threat and security defense technology be-
tween CCSL and ESL since they are similar to cloud
computing. The principle of the method and its advan-
tages and disadvantages are shown in Table 2. In addi-
tion, in order for the reader to clearly understand the se-
quential relationship between the various types of the se-
curity defense algorithms, we give the development time-
line of various security defense methods as depicted in
Figure 4.

1. Security defense technology between ESL and
DL

1) Defense techniques for authentication and autho-
rization attacks

From the analysis in Section III, it can be conclud-
ed that there are two main types of attacks on authenti-
cation and authorization, namely dictionary attacks and
the protocol attacks on authentication and authorization.
Dictionary attacks use the weak credentials of the au-
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Figure 4 The development timeline of the security defense methods in edge computing.

thentication protocol to attack the authentication pro-
cess. In response to this attack method, edge computing
vendors and academia initially considered using complex
passwords to block dictionary attacks, but the method
has three limitations. Firstly, the edge computing infras-
tructure has limited computing resources and cannot use
additional resources to calculate complex passwords. Sec-
ondly, a large number of edge users make it impossible

for edge devices to store numerous complex passwords.
Thirdly, there are certain security risks in storing com-
plex passwords on edge devices. Therefore, researchers
consider new defense methods to deal with dictionary at-
tacks. One is to add a layer of authentication processes.
For example, Pinkas et al. [43] proposed to effectively
combine traditional password authentication with chal-
lenges that are easily answered by human users to in-
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crease the cost of dictionary attacks. Some studies use
fingerprints [44], face authentication [45], authentication
codes via SMS messages [46], graphic text [47], and am-
bient sounds [48] as second-layer authentication methods.
This method increases the cost of dictionary attacks to a
certain extent, but also faces the following challenges.
Firstly, these schemes require more or less manual inter-
action, which is unacceptable for edge computing au-
tomation equipment. Secondly, the literature [49]-[51]
proves that the two-layer authentication scheme is not
completely secure.

Another attack method of the authentication and
authorization process is the attack on the authentication
and authorization protocol. The root cause of this attack
method is that the attacker exploits the vulnerability of
the authentication and authorization protocol. So re-
searchers defend the attack of the authentication and au-
thorization protocol by enhancing the security of the pro-
tocol. For instance, in order to defend against attacks us-
ing authentication protocols, the academic community
focus on methods which can enhance the security of
WPA/WPA2 authentication protocols [52], [53] and TLS
authentication protocols [54], [55]. As for attacks using
authorization protocols vulnerability, defenders mainly
enhance the security of the OAuth protocol [56], [57] to
block attacks against authorization. Additionally, because
edge computing platforms own limited resources, some
research about lightweight cryptography are proposed to
defend against authentication and authorization attack.
For example, Prakash et al. [58] proposed a original
lightweight encryption algorithm, which combines LED
and RECTANGLE SPECK. It’s faster, stronger and
lightweight for IOT devices to deploy this cipher. On the
basis of the original PRESENT cipher, Chatterjee et al.
[59] updated the key and decreased the encoded in a nov-
el lightweight PRESENT encryption. The lightweight ci-
pher TEA (tiny encryption algorithm), which encrypts
the value of the key register, is added as a delta value
function to the key register to update it. The new layer
aids in lowering the number of rounds from the current 31
to the minimum 25 needed for security. The performance
of the given approach is enhanced by encrypting the key
register. By examining several software factors including
the N-gram, histogram, frequency distribution, and the
non-homogeneity graph, the suggested approach demon-
strates its superiority. Noura et al. [60] came up with the
One Round Cipher, which is a simple cipher technique.
It is constructed using an ORC, or one round roll, dy-
namic structure. A dynamic key is generated by this al-
gorithm and applied to create two robust substitution ta-
bles, a dynamic permutation table, and two pseudo-ran-
dom matrices. Authors in this article proved that the dy-
namic architecture with a single round were more ran-
dom and safe and defend against statistical attacks and
key-related attacks with experiments.

2) Defense techniques for side-channel attacks

Side channel attack between DL and ESL mainly us-

es the communication signal and the power consumption
of the edge infrastructure to extrapolate the sensitive in-
formation. The main reason of this is that it is very com-
plex and challenging to identify the hidden association
between the protected information and the available ex-
posed information. Therefore, by securing sensitive infor-
mation and limiting side channel access, side-channel at-
tacks can be defended against.

For the defense methods of hiding sensitive data, the
most well-known method is the k~anonymity algorithm [61],
which publishes data with lower precision through gener-
alization and concealment technology. So the same iden-
tifier has k pieces of data corresponding to it, increasing
the difficulty for attackers to obtain sensitive informa-
tion through side channels. As for the kanonymous algo-
rithm, Ling et al. [62] proposed three defense strategies
to defend the introduced side-channel attack based on
network delay. The three ways include the statistical dis-
tribution-based approach, the kmeans clustering-based
strategy, and the k-anonymity-based approach. The tests
show that the k-anonymity-based countermeasure can
successfully strike a compromise between performance
and data leakage. A practical secure deduplication mech-
anism based on A-Anonymity is proposed by Zhang et al.
[63] with theoretical privacy guarantees. The protocol
safeguards data security and ownership verification while
defending against template side-channel assaults in the
covert adversary paradigm. But the algorithm was found
in 2006 that when the values of sensitive attributes in
the equivalence class are the same, the k-anonymous al-
gorithm suffers from homogeneity attacks [64]. Therefore,
the Fdiversity algorithm [64] appeared later, which en-
sures that at least [ different sensitive attribute values
appear in the same equivalence class, further enhancing
the difficulty of inferring sensitive data. However, the I
diversity algorithm also has itself limitations. The imple-
mentation of this technique may be difficult and useless,
as Li et al. [65] noted. Moreover, when the distribution of
a certain value of the same sensitive attribute is signifi-
cantly different from the distribution of other values, it
is not enough to prevent attribute leakage. Based on
this, to get around the l-diversity algorithm’s drawbacks,
Li et al. devised the t-closeness technique.

In addition, since attackers can use communication
traffic [66], [67] to obtain sensitive information of de-
vices and users, side-channel attacks can be defended by
hiding traffic features, such as hiding header features and
statistical features. As for hiding the header feature, it is
to modify the packet information so that the attacker
cannot obtain the useful packet header without affecting
the normal data transmission. Typical technologies in-
clude VPN encryption tunnel technology [68] and DNS
encryption technology [69]. Hiding statistical features is
to hide the overall characteristics of traffic without af-
fecting the normal function of the system. Typical tech-
niques include injecting deceptive traffic between devices
and edge servers to hide the actual activities of the de-
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vice [25].

For the defense method that restricts access to the
side channel, the current typical defense method is the
side channel obfuscation at the source code level. For in-
stance, Molnar et al. [70] suggested altering the C source
code to remove the control flow of the side channel. Fur-
thermore, the fast-moving development of TrustZone
technology led to the generation of TrustZone-licensed
hardware SGX [71], [72], which prevented attackers from
accessing side channels that are not protected by Trust-
Zone.

3) Defense technology of device-based malicious in-
jection attack

For the device-based malicious injection attack in-
troduced in Section III, The device’s code-level design
vulnerability and coarse-grained access control approach
are the primary causes. Based on this, how to prevent at-
tackers from exploiting firmware vulnerabilities has be-
come the current main defensive target. At present, the
main defense methods are firmware vulnerability detec-
tion technology before running and firmware reinforce-
ment technology in running.

For the firmware vulnerability detection technology
before running, it is primarily separated into two cate-
gories: methods for detecting firmware vulnerabilities
based on static analysis and methods for detecting
firmware vulnerabilities based on dynamic analysis. Sym-
bolic execution, taint analysis, and other techniques are
employed by firmware static analysis to examine the bi-
nary code structure and logic without running the
firmware program in order to find vulnerabilities. Sym-
bolic execution is a typical method for firmware analysis
[73], [74], which uses symbolic values as input. The con-
straint solver is used to find precise values that can acti-
vate the target code after the analyzer has obtained the
corresponding path restrictions when the target code has
been reached. FirmUSB, which was proposed by Hernan-
dez et al. [74], enables symbolic analysis of USB firmware
by using Intel 8051 MCUs to detect malicious activities.
The taint analysis’s goal is to determine if the data that
the taint source introduced into the firmware program
may be transmitted directly from that source to the taint
convergence point without any benign processing. If not,
data transfer across the system is secure. Then no, it in-
dicates that the system has security issues including pri-
vacy data leaks or risky data processes [75]-[77]. For ex-
ample, DTaint, a static binary analysis technique Cheng
et al. introduced, leverages taint analysis to find taint-
style flaws in firmware. Firmware dynamic analysis is the
real-time analysis of the state of the program when the
program is running. The standard procedure at the mo-
ment is to detach the firmware program from the hard-
ware devices, run program on simulation software, and
further identify vulnerabilities using fuzzing and other
techniques [78], [79].

In addition to detecting the firmware of the device
before running, there are also firmware hardening meth-

ods when the device is running. For example, based on
the address space layout randomization (ASLR) and in-
struction-set randomization (ISR), Cui et al. introduced
automatic binary structure randomization (ABSR) [80],
which inputed an arbitrary executable file or firmware
and then produced the original variant. The method re-
duces unused code and prevents attackers from detect-
ing attack surfaces. Furthermore, the paper proposed a
software symbiosis approach, which combines the intru-
sion detection and binary firmware detection, to suppress
malicious attack. However, these two mechanisms are
proven feasible theoretically, but they can not be imple-
mented in IoT devices. Li et al. applied blockchain tech-
nology to upgrade the firmware on the IOT devices [81];
nevertheless, the PoW algorithm this design adopts can-
not be satisfied by the IoT devices with limited re-
sources on hardware and time, and it also lacks the abili-
ty to detect malicious code. Additionally, some research-
ers use techniques like EPOXY [82] and MINION ([83] to
partition the firmware into distinct parts in order to im-
plement least privilege isolation and decrease the attack
surface.

2. Security defense technology of edge server

1) Security defense technology of device-based DDoS
attack

According to the method of DDoS attack, it can be
seen that the underlying cause of attack is the protocol’s
vulnerabilities in its architecture, which allows illegal
users to use legal protocols to attack the edge server.
Based on this, it is necessary to choose a corresponding
defense method to make up for the vulnerabilities at the
protocol level. At present, there are two ways to defend
against DDoS attacks. One is packet-level-based traffic
detection method and the other is flow-level-based statis-
tical detection method.

The packet-level-based traffic detection methods re-
alize the filtering of these packets by detecting malicious
or malformed packets flooded by malicious attackers.
The existing research includes the method of adding
packet filtering in congestion control and the packet fil-
tering method based on packet identifiers and whitelist.
Although these methods are effective in detecting DDoS
attacks launched by attackers, they are dwarfed by ad-
vanced DDoS attackers. Tools such as hping3 [14] can
bypass defense methods that against DDoS attacks based
on identifiers by changing the identifiers of packets.

Different from packet-level-based traffic detection
methods, flow-level-based statistical detection methods
detect DDoS attacks initiated by malicious attackers by
using entropy [84], [85] and machine learning [86]—[88].
For the entropy-based traffic detection method, it calcu-
lates the entropy of the traffic of the device to obtain the
entropy and compares it with the threshold set in ad-
vance to determine the DDoS attack initiated by the at-
tacker. For instance, Liu et al. [84] suggested an unique
DDoS detection technique based on information entropy
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and the Fast Fourier transform (FFT). The technique
trains a neural network to recognize DDoS attacks using
features such as FFT coefficients and working informa-
tion entropy. However, this method requires more or less
manual participation, such as setting the threshold of en-
tropy, and it also requires plenty of traffic to detect ac-
curately. Therefore, traffic detection techniques based on
machine learning are utilized in edge computing to
achieve accurate recognition of DDoS attacks. For illus-
tration, Chen et al. [87] suggested a machine learning-
based multi-layer IoT DDoS attack detection system. Al-
gorithms like LSVM, neural networks, and decision trees
were employed by Aysa et al. [89] to identify anomalous
behaviors like DDOS characteristics. By concluding the
above research, we found out that even though the traf-
fic detection method based on machine learning rarely re-
quires manual intervention, this method overfits the traf-
fic and some methods still have the probability of false
negatives.

2) Security defense technology of malicious injection
attack based on edge server

As can be seen from the introduction in Section III,
malicious injection attacks based on edge servers are
mainly divided into SQL injection attacks, XSS attacks,
CSRF/SSRF attacks, and XML signature wrapping at-
tacks. Therefore, this section mainly introduces the de-
fense methods of these attacks.

For SQL injection attacks, early research was divid-
ed into two types by Halfond et al. One type is the de-
fense mode for detection and the other is the defense
mode for prevention [90]. The defense method for detec-
tion uses static analysis, dynamic debugging, black-box
testing and taint analysis to check the code while the de-
fense method for prevention prevents the execution of
any illegal SQL statements by setting proxy filters and
randomizing the instruction set. However, most of these
researches are immature, some of them can only defend
against SQL injection attacks on WEB servers imple-
mented in one language. Therefore, scholars in related
filed proposed an improved mechanism later. For exam-
ple, Bisht et al. [91] propose to check for possible incon-
sistencies by comparing the input query with the expect-
ed query, and even simply dropping the attribute values
to further analyze before executing the SQL comand.
However, these defense methods require a lot of human
interaction, which brings some problems regarding the
feasibility of deployment. With the development of artifi-
cial intelligence technology in recent years, related re-
searchers are looking for approaches which apply ma-
chine and deep learning, such as Jackson et al. [92] us-
ing natural language processing to locate SQL injection
vulnerabilities in programs.

Similar to SQL injection, XSS attack defense tech-
nology has also undergone years of research and has
formed certain results. Gupta et al. [93] divided it into 10
types. For example, using Instruction Set Randomiza-
tion (ISR) to turn malicious code into harmless code and

comparing the deviation between an HTTP web request
and its associated HT'TP response to detect XSS attacks,
etc.

There are limited defense ways to target CSRF and
SSRF since CSRF and SSRF have a relatively short de-
velopment time. In order to detect and prevent XSRF
assaults while being transparent to both the user and the
web apps itself, Jovanovic et al. [94] presented a server-
side proxy-based method for CSRF. Barth et al. [95] de-
scribed an improved referer header approach, which can
protect against CSRF attacks by sending an origin head-
er to WEB server. For SSPF, defense methods against
SSRF are more limited. Fung et al. [96] put forward a
privacy protection mechanism, which can defend against
SSRF attacks by inserting client’s credentials in the re-
quest. Reference [97] modified the static WAF method to
make it capable of defending against SSRF attacks.

For XML signature wrapping attack, defender can
find protection method based on its restricted attack sur-
face and simple attack method. For instance, reference [98]
presented a enhancement based on W3C XML Schema.
Leveraging node counts, Gupta et al. [99] suggested a
technique to identify XML signature wrapping attacks
on signed user calls.

3. Summary of security defense technology

This section summarizes the characteristics and
shortcomings of edge computing defense methods, which
can be mainly divided into the following aspects.

1) The defense method of dictionary attacks still has
many problems. Currently, in order to defend dictionary
attacks against the authentication process, the main de-
fense schemes include setting complex authentication
passwords and setting up a two-layer authentication pro-
cess. However, these two schemes have certain limita-
tions. For example, the limited resources of edge devices
cannot store a large number of user passwords, and the
two-layer authentication process still has certain securi-
ty problems. Therefore, it is necessary to study new de-
fense methods against dictionary attacks.

2) The defense method against side-channel attacks
needs to be improved. Since side-channel attacks can use
publicly accessible information to infer sensitive data, the
current defense research is divided into methods for pro-
tecting sensitive data, hiding traffic characteristics, and
restricting access to the opposite side channel. The first
two methods have certain limitations. For example, the
method of protecting sensitive data has been proved pos-
sible to be exploited by attackers, and the method of hid-
ing traffic will have a certain impact on the normal traf-
fic of the network. The third method fundamentally
solves the possibility of attackers exploiting the side
channel, but currently, there are types of research.
Therefore,the future research direction should focus on
restricting access to the side channel.

3) The firmware’s security protection system has to
be further enhanced. There are various firmware vulnera-
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bilities in the massive and heterogeneous IoT devices in
edge computing, which can be exploited by attackers to
perform remote control of devices and lateral movement
of attacks. At present, the defense against firmware vul-
nerabilities is mainly divided into pre-running detection
and runtime reinforcement methods. Pre-running detec-
tion can find firmware vulnerabilities of devices through
simulation, but advanced attackers can exploit unknown
vulnerabilities to attack. Therefore, the method of run-
time reinforcement is a defense method that needs to be
focused on. However, the current runtime hardening
method will introduce excessive power consumption and
delay when deployed in actual devices, so researching
new firmware protection mechanisms has become an ur-
gent issue.

4) Artificial intelligence-based DDoS attack detec-
tion methods need to be further improved. Existing
DDoS attack detection methods for edge servers mainly
use machine learning methods to detect traffic, but most
of these methods have the problem of overfitting. Based
on this, the detection methods for DDoS attacks in the
future need to be combined with the latest artificial in-
telligence methods to carry out in-depth research.

V. Existing Challenges and Future
Research Directions

1. Challenges

e Edge computing is designed with a lack of securi-
ty considerations. When edge computing was first being
designed, only data storage, computation, and other
tasks were taken into account for sinking to the edge of
thenetwork that can supply high bandwidth and low-latency
services for devices and users. And they didn’t consider
the security issues brought by the introduction of the
edge service layer. Although there are security defense
technologies used on traditional computer equipment
that can address the security issues of edge computing
systems, these security defense technologies are resource-
intensive and cannot be used with edge computing sys-
tems that are lightweight. Therefore, edge computing ur-
gently needs suitable security technology for protection.

e The edge computing system has the asymmetry of
network attack and defense. The current edge comput-
ing security defense technology mainly protects against
existing security threats. For example, after dictionary
attacks and authentication and authorization protocol
vulnerabilities are found, researchers start to study the
defense methods of authentication and authorization at-
tack. In addition, defenders only protect against pub-
lished SQL injection attacks, XSS attacks, CSPF/SSPF
attacks and XML signature wrapping attacks. When an
advanced attacker finds an unknown vulnerability and
takes an attack, the original protection method will be-
come ineffective.

e Firmware vulnerability detection scheme with
limited versatility. Current pre-run firmware vulnerabili-

ty detection methods [72], [74]-[78] and runtime firmware
vulnerability detection [79]-[82] methods can only detect
specific types of firmware. However, the underlying ar-
chitecture and underlying hardware on which firmware
depends are diverse, making it impossible for firmware
vulnerability detection tools to be universal. When test-
ing firmware on a new platform, a new firmware vulnera-
bility detection tool needs to be developed.

e Unpredictable privacy leaks. Most of the current
attack methods against edge computing lead to the risk
of privacy leakages, such as authentication and autho-
rization attacks, side-channel attacks, and malicious in-
jection attacks based on edge servers, especially the side-
channel attacks, where attackers can exploit publicly ac-
cessible information to infer sensitive data about the sys-
tem. Although the current defense methods against side-
channel attacks, including hiding sensitive data [62], [63]
and hiding communication traffic [25], [66]-[69], can in-
crease the difficulty for attackers to speculate sensitive
data to a certain extent, these methods also cause new
problems. For example, the method of hiding communi-
cation traffic [100] can increase the delay of normal traf-
fic transmission. Besides, the edge computing system de-
sign cannot prevent attackers from accessing publicly ac-
cessible information, so the problem of privacy leakage
cannot be effectively eradicated.

e Security protocols with limited applicability. In
edge computing, devices mainly access the edge service
layer through security protocols to complete the authen-
tication and authorization process. However, the design
of current security protocols lacks two considerations:
First, the encryption method used in security protocols
does not consider the performance of edge devices. The
frequent calculation of encryption algorithms will affect
the business of systems. Additionally, the edge comput-
ing system uses traditional encryption algorithms and
does not consider the limited resources of edge servers.
Although there are some researches about lightweight en-
cryption algorithms [58]-[60], these algorithms lack con-
sideration of various attack scenarios; second, there are
complex and diverse application scenarios in edge com-
puting, and the currently used security protocols do not
consider different application scenarios to select different
security protocols.

o Intelligent DDoS attack detection methods lack
adaptability. Currently, in the environment of edge com-
puting, flow-level-based statistical detection methods
based on artificial intelligence [85]-[87] is the main-
stream method that defends against DDoS attack. How-
ever, with the development of attack technology, DDoS
attacks have the stealth characteristics such as low-rate
denial-of-service [101]. For this new DoS attack, the ex-
isting machine learning detection methods cannot adapt
to new attack scenarios and have the probability of miss-
ing alarms.

2. Future research directions

e Defend unknown vulnerabilities in edge comput-
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ing by using active defense technologies. The current se-
curity defense method of edge computing mainly adopts
the passive defense mode of “threat perception, cogni-
tive decision-making, and problem removal”. For exam-
ple, the researchers mainly use passive defense tech-
niques to defend against device-based DDoS attacks and
malicious injection attacks based on edge servers: intru-
sion detection systems [102] and firewalls [103]. However,
this method cannot defend against unknown threats and
vulnerabilities, so active defensive technologies must be
taken into account, such as moving target defense, cyber
mimic defense and other technologies to defend against
attacks launched by attackers using unknown vulnerabil-
ities.

e Al-based threat detection and defense technolo-
gies. At present, Deep learning and machine learning-
based techniques have become popular in network securi-
ty disciplines with the advancement of artificial intelli-
gence technologies. Just as defense technologies against
device-based DDoS attacks, the main research direction
is to detect the occurrence of DDoS attacks by using ma-
chine learning [104] or reinforcement learning [105]. How-
ever, these learning methods may overfit network traffic,
so relevant researchers need to consider the real network
scenarios and select appropriate machine learning algo-
rithms to detect security threats in edge computing sys-
tems. In addition, use intelligent technology to form an
intelligent vulnerability prediction model. The model can
automatically generate vulnerability detection rules, and
then efficiently predict potential firmware vulnerabilities.

e More security communication protocol. The net-
work communication protocol in edge computing has the
following two characteristics. Firstly, the complex and
heterogeneous edge devices make the network communi-
cation protocol lack a unified protocol and authorization
standard. Secondly, the device with limited computing
resources makes the network communication protocol
lightweight and lacks security considerations. Therefore,
future research on edge computing communication proto-
cols should consider high-security factors in combination
with specific scenarios based on considering lightweight.

e Enhanced access control methods. The applica-
tion scenarios in edge computing are complex, and there
are various network attacks against authentication and
authorization. The current research for access control
methods cannot effectively defend against typical at-
tacks of authentication and authorization. Therefore, it is
necessary to study an enhanced access control scheme,
which may enhance the security of the edge computing
system and make it have high scalability under the
premise of limited computing resources of the device.

e Lightweight cryptography techniques with high se-
curity. Block ciphers [106] and stream ciphers [107] are
two recent cryptographic algorithms that are lightweight
in terms of energy, processing capacity, and cost-effec-
tiveness. However, because they do not exhibit resilience
to different threats, neither of these is the best option for

protecting resource-constrained communications in edge
computing systems. Thus, key size reduction, the use of
a more frequent dynamic key, and block size reduction
can all be the subjects of future research.

o Firmware protection technology is based on trust-
ed architecture. The current research about firmware
vulnerability detection technologies is mainly divided in-
to pre-running detection and runtime detection. Howev-
er, both methods exist flaws. The pre-running detection
technology requires a lot of human resources to analyze
firmware vulnerabilities while runtime detection technol-
ogy causes excessive power consumption and latency. Be-
sides, both methods are traditional passive defense tech-
niques. Therefore, it is necessary to proactively protect
against firmware vulnerability threats by building a
trusted defense architecture. For example, deploying
trusted firmware on edge devices and authenticating the
trustworthiness of remote device execution states on de-
vices with limited resources is a future research direction.

e Apply lightweight blockchain technology to edge
computing. Because the blockchain has the advantages of
anonymity and decentralization, applying blockchain
technology to edge computing has natural advantages.
The advantage of decentralization avoids single points of
failure for storage devices in edge computing. The ad-
vanced encryption algorithm of blockchain can ensure
the security of data transmission of edge devices and pre-
vent attackers from conducting side-channel attacks by
sniffing packets. However, edge computing devices have
limited computing resources and the blockchain has secu-
rity problems. Therefore, studying lightweight blockchain
technology is an important research direction in the fu-
ture.

VI. Conclusion

The three-layer system architecture of edge comput-
ing makes the edge computing system have three attack
surfaces. The first attack surface is between the Cloud
computing service layer and the Edge service layer. The
second attack surface is on the Edge server and the third
attack surface is between the Edge service layer and the
Device layer. Based on the three attack surfaces of edge
computing, this paper focuses on the security threats and
defense methods on edge servers and between the Edge
service layer and the Device layer. On the basis of this,
we suggest the issues with edge computing security pro-
tection and the future course of study.
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