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Abstract — Boolean satisfiability problem (SAT) is now widely applied in differential cryptanalysis and linear
cryptanalysis for various cipher algorithms. It generated many excellent results for some ciphers, for example, Salsa20.
In this research, we study the differential and linear propagations through the operations of addition, rotation and
XOR (ARX), and construct the SAT models. We apply the models to CRAX to search differential trails and linear
trails automatically. In this sense, our contribution can be broadly divided into two parts. We give the bounds for
differential and linear cryptanalysis of Alzette both up to 12 steps, by which we present a 3-round differential attack
and a 3-round linear attack for CRAX. We construct a 4-round key-recovery attack for CRAX with time complexity
289 times of 4-round encryption and data complexity 225.
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I. Introduction

Addition-Rotation-XOR (ARX) design strategy is
widely used in many symmetric cryptographic primitives,
where only the addition operation provides non-linearity.
These three kinds of operations are very comprehensible
and perform efficiently in the implementation of software.
Therefore, it is well suited for designing lightweight block
ciphers with ARX structure. There are lots of crypto-
graphic primitives constructed with the ARX structure,
such as block ciphers HIGHT [1], SPARX [2], TEA [3],
XTEA [4], CHAM [5] and SPECK [6], stream ciphers
Salsa20 [7] and ChaCha [8], and hash functions Skein [9]
and BLAKE [10]. The designers also adopted the strategy
to construct ARX-box—Alzette [11], which can be used
to design block ciphers, for instance, CRAX and TRAX.

Differential cyptanalysis [12] and linear cryptanalysis
[13] are two fundamental methodologies applied in the
cryptanalysis of numerous symmetric ciphers, also in-
cluding ARX designs. On the basis of these two kinds of
cryptanalysis, a number of cryptanalytic tools have been
researched, such as zero correlation linear cryptanalysis

[14], high order differential cryptanalysis [15], impossible
differential cryptanalysis [16], and differential-linear crypt-
analysis [17]. For an efficient differential (linear) attack,
the most important thing is to search for differential (lin-
ear) characteristics with the complexity better than brute
force. Thus, automated search methods for differential
and linear trails with better probability or correlation are
a growing area of research due to their efficiency.

At EUROCRYPT’94, the branch-and-bound algo-
rithm [18] was put forward by Matsui to search differen-
tial characteristics (DCs) and linear characteristics (L.Cs)
with better probability or correlation for DES block ci-
pher. It is very strengthful and still widely in use by
now. In 2011, Mouha et al. [19], Wu et al. [20] presented
another automatic method derived from mixed integer
linear programming (MILP) problem. It was applied in
determining the least amount of active Sboxes in differ-
ential and linear attacks. Sun et al. [21], [22] broaden
their framework and gave an MILP model suitable for
bit-oriented ciphers, which can give a more precise as-
sessment of the resilience of ciphers against various at-
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tacks, for example, a linear analysis using MILP is pre-
sented to attack the block cipher GIFT [23]. Recently,
a method grounded in Boolean satisfiability problem
(SAT) [24] is proposed to assess the security of symmet-
ric-key primitive designs. The SAT problem can con-
clude whether a bunch of constraints could be fulfilled by
assigning values to variables. Researchers have produced
some work based on SAT method, including differential
and linear attacks for SIMON cipher algorithm [25], lin-
ear attacks for SPECK and Chaskey [26], and integral
attacks for SHACAL-2 and LEA [27].

Our target is to formulate the searching of ideal dif-
ferential and linear trails of CRAX as a SAT problem.
More specifically, we need to explore the rules on the dif-
ferential characteristics and linear approximations when
they go through three operations of ARX structure, and
use Boolean satisfiability language to represent them.
Then we request the solver to output valid DCs and LCs
with the probability or correlation that we input. Our
work performs well in identifying differential and linear
trails with better probability or correlation, thus we are
able to give CRAX a more thorough security assessment
resisting differential and linear cryptanalysis.

Our contributions We revisit the properties of DCs
and LCs when they pass through the operations of ARX
structure. Then we present the differential and linear
trails of CRAX searched by SAT method. We also give a
4-round key-recovery attack for CRAX. All experiments
are finished on DELL server (48 Core, Intel(R)Xeon(R)
CPU E7330, 2.20 GHz).

Our main results are enumerated in the following.

1) We find a 12-step optimal single-key differential
trail for Alzette with probability 2—59 for the first time,
which takes 30.8 hours. Then we give a 3-round differen-
tial attack for CRAX using this trail.

2) We get a 12-step optimal linear trail for Alzette
with correlation 230 for the first time, which cost 3.8 h,
by which we present a 3-round linear attack for CRAX.

3) We give a 4-round key-recovery attack for CRAX
with time complexity 289 times of 4-round encryption
and data complexity 225.

Table 1 displays the comparisons between our dis-
tinguished differential characteristics, linear approxima-
tions, and previous findings. Note that all the experimen-
tal probability data are provided by us since reference [11]
did not give the details.

Outline In Section II, we present the notations and
recall the construction of CRAX. We give the main defi-
nitions and theorems and construct SAT models for
searching the differential trails and linear trails automat-
ically in Section III. In Section IV, we present our re-
sults and give a key-recovery attack for 4-round CRAX.
Section V is the conclusion of this paper.

II. Preliminaries

In this section, we introduce notation and related
definitions, and give a brief description of CRAX.

Table 1 Outline of different attacks on CRAX

Type | # Round Probability /Correlation Ref.
Theoretical | Experimental
DC 1 26 27596 [11]
DC 1.25 2-10 2994 [11]
DC 1.5 2-18 21799 [11]
DC 1.75 2-26 272569 This paper
DC 9 9—34 9—33.98 This paper
DC 2.25 2739 - This paper
DC 2.5 245 - This paper
DC 2.75 2751 - This paper
CRAX DC 3 259 - This paper
LC 1 22 — [11]
LC | 1.25 95 - [11]
LC 1.5 2-8 - (11]
LC 1.75 2—13 - [11]
LC 2 217 - [11]
LC 2.25 2719 - This paper
LC 2.5 2721 - This paper
LC 2.75 272 - This paper
LC 3 2730 - This paper

Note: DC: differential characteristic, LC: linear characteristic

1. Notation

The notations we used in this paper are listed in
Table 2.

Table 2 Notations

Notation Description
Fo {0,1}
7+ The positive integer field
i The i-th bit of x
zo/LSB The least siginificant bit of x
Tn—1/MSB The most significant bit of @
23] Modula addition operation
D XOR operation
V OR operation
T The NOT operation of x
-y Di_oziyi
KT The left circular rotation of @ by r
x> The right circular rotation of @ by r
<Y zi <wyi,Vi€{0,1,...,n—1}
1a Defined to 1 iff A holds, to 0 elsewhere
step The inner iteration of Alzette
wt(x) The Hamming weight of @
DC Differential characterisitc
LC Linear characterisitc

2. Description of CRAX
CRAX is a lightweight block cipher proposed by



74

Chinese Journal of Electronics, vol. 33, no. 1

Beierle et al. at CRYPTO 2020. The block size of CRAX
is 64-bit and the key size is 128-bit. CRAX is as light as
SPECK and performs better for short messages. Thus,
CRAX can be implemented in real-world applications
like IoT devices [11]. The design of CRAX merely con-
sists of the iterative Alzette, interleaving it with key in-
jections. CRAX uses a very straightforward key schedule
algorithm: the master key is signified by (Ko, K;), and
the 64-bit round key k; = K; mod 2 @ ¢ is used at the start
of round . The round structure of CRAX is depicted in
Figure 1, and the structure of ARX S-box Alzette is de-
picted in Figure 2.

(x5 1)

(X1 Vi)

Figure 1 CRAX round function.
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Figure 2 The Alzette instance Ac.

3. Security analysis of CRAX

We emphasize on the security of CRAX resisting
differential attacks and linear attacks. Since the struc-
ture of CRAX is the iteration of Alzette with the key in-
jection, the cryptanalysis of CRAX can directly refer to
the cryptanalysis of Alzette. According to the definition
of step in Section II.1, we regard Alzette as an ARX-box
comprising of the composition of 4 steps of the form

Tiy1 = (z; B (yi >pi) Oc
Yir1 = Yi O (Tig1 > qi)

where i-th step is characterized by the shift numbers

(i, qi) € Z3a X Zz2. Thus, an r-step attack for Alzette
can be transformed into a j-round attack for CRAX.
Here, we only give the analytical results on Alzette for
simplicity.

On the differential properties, Beierle et al. used the
Algorithm 1 in [28] to calculate the thresholds on the
maximum expected differential characteristic probabili-
ties (MEDCP) of Alzette and gave a 6-step differential
characteristic with probability 2-18 [11]. For 7 and 8
steps, they could not get a tight bound and proved that
valid differential trails with probability higher than 224
and 2732 do not exist.

On the linear properties, Beierle et al. used the auto-
matic method based on MILP described in [29] and the
method based on SAT in [26]. They obtained an 8-step
linear trail with correlation 2-17 [11].

On the differential-linear properties, Liu et al. [30]
gave both theoretical and experimental correlation for a
4-step differential-linear distinguisher for Alzette, which
are 27027 and 2791 respectively. In addition, they first-
ly proposed the notion of rotational differential-linear
cryptanalysis and gave a distinguisher of 4-step Alzette,
where the theoretical correlation is 2—11-37. At Crypto 2022,
Niu et al. [31] improved the analysis in [30]. They gave a
new 4-step rotational differential-linear distinguisher for
Alzette, and the theoretical correlation is 2557, For the
differential-linear distinguishers, they also evaluated the
correlations of the approximations for 4-, 5-, 6- and 8-
step Alzette, where the theoretical correlations are 1,
—970.33 9-4.95 and 2824 respectively.

On the security assessment against impossible differ-
ential attacks, Xu et al. [32] proposed a new automatic
tool to search impossible differential characteristics for
Alzette. For 4-step Alzette, they found 4096 impossible
differential distinguishers with fixed input weight
wty, = 1 and output weight wty, = 1, and 128993 ones
with wt;, = 2 and wity = 1.

III. SAT Models for Operations of CRAX

In this section, we firstly analyze the propagations of
DCs and LCs when they passing through all operations
of CRAX, and introduce the SAT models in [33] for
these operations. There are four operations in total,
which include branching, rotation, XOR and modular ad-
dition. The former three operations are linear so the dif-
ferential and linear propagations are conclusive, while
modular addition is the unique non-linear one.

1. Non-probabilistic models

Due to the rules of differences and linear approxima-
tions passing through branching and XOR are antithetic
[34], the model of XOR (resp. branching) in linear crypt-
analysis matches with the model of branching (resp.
XOR) in differential cryptanalysis. To avoid repetition,
we only list the differential models in the following.

Differential model of branching Figure 3(a) shows
an instance of branching. Suppose we represent the in-
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put difference with w and use v and w to denote output
differences of the branching operation, the constraints
are presented as follows.

Uj\/"UjZl
_|Uj\/’l)j:1
Uj\/—WJj:1
—|uj\/wj:1

Rotation For rotational circular left (resp. right)
shift, the difference and linear mask should also move the
corresponding number of bits to the left (resp. right).

u

S
! v

(b) XOR

B

(a) Branching (c) Modular addition

Figure 3 Instances of (a) Branching, (b) XOR, (c¢) Modular addition.

Differential model of XOR The instance of n-bit
XOR operation is shown in Figure 3(b), we denote the
input differences by w and v and use w to represent the
output difference. The constraints are listed as follows.

Uj\/Uj\/"WjZl
uj\/ﬂvj\/wj:1
_\Uj\/’l}j\/w]‘ZI
_|7.Lj\/_|'l}j\/_\w]' =1

2. Probabilistic models

In this subsection, we analyze the differential and
linear propagations of modular addition. Then we give
the corresponding SAT-based models.

Differential model of modular addition Figure 3
(¢) shows an instance of modular addition. To identify
the differential peculiarities of modular addition, we in-
troduce related definition and theorems at first.

Definition 1 Let u,v denote the input XOR differ-
ences, and w represent the output XOR difference of
ADD operation. The XOR-differential probability (zdp™)
is computed as follows, which indicates u and v spread
to w over the addition operation.

zdpt(u,v — w)

~_ #{(a,b): (a®u)B(bdv)) & (aBb) =w}
- 22n

In [35], Lipmaa and Moriai adopted two steps to cal-
culate zdp™ (u,v — w). First, they check if the differen-
tial characteristic is valid. Then, they computed the dif-
ferential probability zdp™. These two steps can be ex-
pressed in the following two Theorems.

Theorem 1 [35] The differential (u,v — w) is valid
iff the following equations hold.

].) ug D vg D wo :0;

2) Uj EB’UJ' @UJ]' = Uj—1, for Uj—1 = Vj—1 = Wj—1, J €
[1,n—1].

Theorem 2 [35] Suppose that (u,v — w) is a valid
differential characteristic of addition, then we can com-
pute zdpt = 9=)=0 meaujvi i) to ohtain the probability,
where

1, uj=v =w;j
Sy ) — ’ J g J
eq(uj, vy, wj) = {0, otherwise

Suppose we denote the input differences with w and
v, and use w to represent the output difference. Accord-
ing to these two theorems, we can give the differential
model of modular addition with CNF formulas as follows,
where 0 < j <n — 2.

Uj V Vj vV Wy V Uj+1 vV Vj+1 \ Wiyl = 1

U vV Uj \Y Wy V Uj41 \Y Wi41 \Y Wj41 = 1

Uj V Vj V Wy V Uj41 \ Vj+1 V Wit1 = 1

U, vV Uj \Y Wy \ Uj41 V Wi41 \Y Wi41 = 1
Uy vV vy V Wy vV Uj+1 vV Vj+1 \ Wil = 1
Uy \Y ] \ Wy \ Uj41 \Y Wi41 V Wil = 1
Uy V vy V Wy vV Uj41 vV Vj+1 V Wi41 = 1
Uy \Y ] V Wy V Uj41 \Y Wi41 \Y Wil = 1

UO\/Uo\/—\wO=1
’LL()\/_VU()\/UJO:].
_‘Uo\/vo\/wO=1
—ug V =g V 1w =1

Linear model of modular addition Also, we give the
definition of the correlation of LCs through addition op-
eration at first.

Definition 2 We use «,y to denote the input
masks, and signify the output mask with z of addition
modulo 27. The correlation corg can be calculated as the
following equation.

corg(x, vy, z)
=cor(z-(aBb)®dx-ady-b)
=2""(#{a,beFy: z- (aBb)dx-a®y -b=0}
—#{a,beF}:z- (aBb)Dx-ady -b=1})

In [36] and [37], Nyberg and Wallén proposed an al-
gorithm based on rational series to compute the correla-
tion of linear masks of modular addition, and utilized au-
tomaton to make the implementation efficient. In [38],
Schulte-Geers developed a non-recursive algorithm to
compute the correlation, which is derived from the fact
that addition modulo 2" and a vectorial quadratic
boolean function are CCZ-equivalent. Since the latter is
in a form of boolean function, it is more suitable for con-
structing SAT models. Thus we adopt the second algo-
rithm and give the related theorem as follows.

Theorem 3 Let the n-bit vector w satisfies w®
(w>H)e(zeydz)>1)=0, w,—1 =0, where =,y
are the input masks and z is the output mask in a linear
mask of addition operation. Thus we can compute the
correlation by the following equation.

COT(ac,’y,z) _ 1:6@2_\%’1y®z$w(_1)(9369Z)'(y692)2—|w\
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According to Theorem 3, we can know that the
range of the correlation depends on the Hamming weight
of w, and the sign of correlation is determined by the
value of (x @ z)-(y® z). To get a possible linear ap-
proximation, the vector w should follow the constraints
below.

wn,120

Wi = wjt+1 B Tjp1 @yj+1®zj+1,0§j§n—2
aci\/—\zi\/wizl
—uvl-\/zi\/wi:l
Y Vz Vw; =1
-y Vz; Vw; =1

,0<i<n-—1

3. Sequential encoding method

Our target is to search for differential (linear) trails
with probability (correlation) greater than 2—%, and this
kind of condition can always be represented as the Bool-
ean cardinality constraint Z;:OI z; <k, where x; € Fy
and k € ZT. Here, we adopt the sequential encoding ap-
proach in [39] to obtain CNF formulas.

For the Boolean cardinality constraint Z?;Ol z; <k,
the SAT model is shown as follows. Among the formulas
below, t;; (i €{0,1,...,n—2}, j€{0,1,...,k—1}) are

some auxiliary variables we introduced.

X V t070 =1

—tg,; =1, 1<j<k-1
x; Vi = 1

“ti—1,0 Vi =1

—x; V _‘ti—l,j—l \Y ti,j =
—ti—1,j Vit =1

- Voot k-1 =1
“Tp—1V tp_op—1 =1

IV. Application to CRAX

In this part, we display the DCs and LCs for CRAX,
which are searched by resolving the models in Section III
in an automatic manner. We adopt CaDiCaL [40] as our
SAT solver, which is rooted in the conflict-driven clause
learning (CDCL) algorithm [41], [42]. Then, a 4-round
key recovery attack on CRAX is given at last.

1. Differential trials for CRAX

For Alzette, we obtain DCs with the MEDCP for up
to 12 steps, by which we can give a 3-round differential
attack for CRAX. The optimal DCs searched by us are
shown in Table 3. For detail, we also list the DCs of
each step of Alzette in Table 4.

Since the differential cryptanalysis of CRAX is un-
der the premise that the inputs to the addition opera-
tion are independent and each round is also independent,
we need to verify the theoretical probability by experi-
ments. We randomly choose 100 master keys in total. In
regard to every key, we calculate the experimental prob-

Table 3 Differential characteristics for CRAX (in hex)

# Round CRAX

i or or logy ps
0 80020100 00010080 -
1 01010000 00030101 —6
2 41030040 00808040 —32
3 a0901041 51c1b090 —21

2 i=1108; pi - - —59

Table 4 Differential characteristics for Alzette (in hex)
# Step Alzette

i or R log, ps
0 80020100 00010080 -
1 80000000 00010000 —2
2 00000000 00010000 0
3 00010000 00030000 —1
4 00010000 00030000 -3
5 03010202 01010302 -7
6 81800282 004043c2 —6
7 80404140 00c0c143 —9
8 41030040 00808040 —10
9 400000c0 00804000 —6
10 0000000 00803000 —4
11 20801000 41801000 —5
12 20901041 51c1b090 —6

21;1 log, ps - - —59

ability of the distinguisher with random input pairs with
the fixed input differences.

For 4-step Alzette (1-round CRAX), the probability
we observed is 27596 with a specimen size of 210 plain-
text pairs. For 5-step Alzette (1.25-round CRAX), we
use a specimen size of 216 plaintext pairs, and the experi-
mental probability is 2794 compared with the theoreti-
cal probability 2-10. For 6-step Alzette (1.5-round
CRAX), the experimental probability is 271799 com-
pared to the theoretical probability 2—18 for a specimen
size of 225. For T7-step Alzette (1.75-round CRAX), we
use a specimen size of 230 plaintext pairs and the experi-
mental probability is 2-25-69, compared with the theoret-
ical probability 2-26. For 8-step Alzette (2-round
CRAX), the probability we observed is 233:9% using a
specimen size of 240 plaintext pairs, and the theoretical
probability is 234,

And all the comparisons between theoretical results
and experimental results are listed in Table 1.

2. Linear trials for CRAX

We also obtain linear trails with the maximum ex-
pected linear characteristic correlation (MELCC) for up
to 12 steps for Alzette, by which we can give a 3-round
linear attack for CRAX. The best LCs found by us are
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displayed in Table 5. And Table 6 shows the LCs of each
step of Alzette.

Table 5 Linear characteristics for CRAX (in hex)

# Round CRAX

7 or, or log, c;
0 06000201 80020107 -
1 01010001 01000101 -7
2 00000001 00000101 —15
3 85028584 84840100 —8

> logy e - - —30

Table 6 Linear characteristics for Alzette (in hex)
# Step Alzette

7 or, or log, ¢;
0 06000201 80020107 -
1 00020101 02020007 -3
2 00000181 00000001 —2
3 00000181 00000100 —1
4 01010001 01000101 —1
5 0080c0cO 81c0c101 —2
6 81814041 c040c080 —4
7 01018001 010180c1 —6
8 00000001 00000101 -3
9 01800000 80000101 0
10 07030000 80000301 —1
11 c4030180 84020301 -3
12 85028584 84840100 —4

>i—1logyci - - —30

Since we do not make independent assumptions in
linear cryptanalysis, we don’t need to do experiments to
verify the theoretical correlations.

3. Key recovery attack on CRAX

In this subsection, we propose a 4-round key-recov-
ery attack for CRAX. At first, we find a same 6-step dif-
ferential-linear distinguisher of Alzette as in [31], the ex-
perimental correlation of which is 2-1-45. The input dif-
ference is

A = 8000000000000000
and the output mask is
A = 0000004000200000

Then we fix the same A as the input mask of CRAX
and search for the 0.5-round linear approximations. The
output mask with the highest correlation is

Aout = 040b10040206020

The correlation computed is 2—%. Therefore, we could get
a 2-round differential-linear distinguisher for CRAX by

combining these two distinguishers, where correlation is
271‘45 % 274 % 274 — 279.45.
Let the input pair (P, P]

) be generated by the
fixed difference

AP, = P, @ P, = 8000000000000000

where P, is a random plaintext. Let (Coy, C" ) be the
corresponding ciphertexts after 4-round CRAX. As Fig-
ure 4 shows, let u; signify the input value, and v; repre-
sent the output value of the i-th step of Alzette. Accord-
ing to our 2-round differential-linear distinguisher for
CRAX, the following condition holds with the correla-
tion 2—9-45;

)\out ‘U2 = Aout : ’Ué (1)

where Ayt = 040b10040a06020.

P, Vv,
f '
K _>® K 2 *@

V2 Coulvs)
Figure 4 Four rounds of CRAX.

The goal of this attack is to decrypt (Coy, CL) by
one total round and an Alzette. Then, for each of candi-
dates for (us,u%) the condition (1) will be checked to re-
cover the last-round key used in the decryption.

In light of Matsui’s rule of thumb, nearly m = 23x

cor
(7)_2 pairs of plaintexts are needed. That is, we need

to generate 224 pairs of (P,,PJ) with the difference
AP, randomly. The last-round key is 64 bit, thus we
can decrypt (Cyut, C! ) by exhaustively searching for 264
times and get (v3,v4). Then, we put an inverse Alzette
permutation to (vs,v}) and get (ug,wus). Since the XOR
of key doesn’t change the value of vy & v}, the following

condition holds
)‘out U3 = >\0ut : ué (2)

with the correlation 2945 when the guessed key is the
right key. We can use a counter to record how many
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pairs of (us,u}) conforming to condition (2) for each key.
Then we choose the key which gets the highest scores.

Next we analyze the complexity in the key-recovery
phase. We totally choose 2 x 224 = 225 plaintexts, thus
the data complexity is 225. For each pair of (Cyyt, C.,),
we decrypt them by 1 round and guess the last-round
key, then we put an inverse Alzette to (vs,v4). It can be
seen as the decryption by two rounds. Since we use the
exhaustive search algorithm when guessing K3, the
time complexity is 225 x 264 x 2%x2~1 = 289 times of 4-
round encryption. When we recover the remaining 64-bit
key, we can do exhaustive search for 264 times. To recov-
er the whole 128-bit of master key, the time complexity
is 289 + 264 = 289 times of 4-round encryption.

V. Conclusion

In this paper, we research the differential and linear
properties of modular addition, and construct the SAT
models to search for DCs and LCs for CRAX automati-
cally. Since the cryptanalysis for CRAX follows that of
Alzette, we can contrast our results with existing at-
tacks for Alzette. When compared with the previous at-
tacks for Alzette, our distinguished differential character-
istics and linear masks are both extended for 4 steps.
Thus, we obtain the optimal DCs and LCs for 3 rounds
of CRAX for the first time. In addition, we give a 4-
round key recovery attack for CRAX. The time complex-
ity is 289 times of 4-round encryption and the data com-
plexity is 225.
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