Chinese Journal of Electronics
vol. 33, no. 1, pp. 43-57, January 2024
https://doi.org/10.23919/cje.2022.00.339

RESEARCH ARTICLE

A Secure Mutual Authentication Protocol
Based on Visual Cryptography Technique

for IoT-Cloud

Brou Bernard Ehui!, Chen CHEN'2, Shirui WANG?*, Hua GUO"2, and Jianwei LIU!

1. School of Cyber Sciences and Technology, Beihang University, Beijing 100191, China

2. State Key Laboratory of Software Development Environment, Beihang University, Beijing 100191, China
3. Sino-French Engineering School, Beithang University, Beijing 100191, China

4. Beihang Hangzhou Innovation Institute Yuhang, Hangzhou 310051, China

Corresponding author: Hua GUO, Email: hguo@buaa.edu.cn
Manuscript Received October 4, 2022; Accepted April 4, 2023
Copyright © 2024 Chinese Institute of Electronics

Abstract — Because of the increasing number of threats in the IoT cloud, an advanced security mechanism is
needed to guard data against hacking or attacks. A user authentication mechanism is also required to authenticate
the user accessing the cloud services. The conventional cryptographic algorithms used to provide security mecha-
nisms in cloud networks are often vulnerable to various cyber-attacks and inefficient against new attacks. Therefore,
developing new solutions based on different mechanisms from traditional cryptography methods is required to pro-
tect data and users’ privacy from attacks. Different from the conventional cryptography method, we suggest a secure
mutual authentication protocol based on the visual cryptography technique in this paper. We use visual cryptogra-
phy to encrypt and decrypt the secret images. The mutual authentication is based on two secret images and tickets.
The user requests the ticket from the authentication server (AS) to obtain the permission for accessing the cloud ser-
vices. Three shared secret keys are used for encrypting and decrypting the authentication process. We analyze the
protocol using the Barrows-Abadi-Needham (BAN)-logic method and the results show that the protocol is robust and
can protect the user against various attacks. Also, it can provide a secure mutual authentication mechanism.
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I. Introduction

The Internet of things (IoT) has become one of the
most promising technologies that aim to increase prod-
uctivity, reduce cost and improve human quality of life.
It is a global term used for describing scenarios in which
Internet connectivity and computing capability extend to
a variety of objects, devices, sensors, and every item to
generate, exchange and consume data with the minimum
human intervention [1]. At present, the IoT is transform-
ing how businesses are run, how lives are lived, and how
society functions in general. Now, many industry sectors
including healthcare, automotive, manufacturing, con-
sumer electronics, home, etc., have found the potential
for incorporating IoT technology into their products, ser-

vices, and operations. With the concept of IoT, every-
day objects are transformed into smart objects by using
digital entities such as sensors, radio-frequency identifica-
tion (RFID), and localization technologies. These smart
objects are able to interpret and interact with each other
without human intervention. The objects embedded with
the sensor can monitor, sense, and collect data from the
environment and human social life. The main function of
these embedded objects is to collect data from the envir-
onment and transfer such data to the cloud through the
network, where intelligent analytics is applied to extract
meaningful information which is used to predict, opti-
mize, and improve the business and the public infrastruc-
ture operations. These smart objects can generate a vast
amount of data for individuals and organizations. Ac-
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cording to reference [2], by 2025, 180 billion TB of data
will be generated every year. This generated data must
be available and accessible anytime and anywhere on the
network.

With the development of sensor technology, wire-
less communication technologies, and the Internet of
things, cloud computing is becoming a vast growing tech-
nology in various sectors. Many users are connecting to
the cloud using lightweight resources constrained devices.
In addition, cloud computing platform provides various
methods of data storage, data backup and recovery, da-
ta processing, and a variety of services for data access.
Although cloud computing can offer a better solution to
handle a large number of concurrent processes that ex-
ceed the computing capacity of a traditional computer or
workstation, there are still various security challenges to
be addressed. These challenges include data privacy, da-
ta security, cloud computing platform security, cloud
computing services security, and mutual authentication.
Authors in references [3]-[5] have described various secu-
rity threats in the cloud environment. These threats in-
clude data leakage, data breaches, data loss, DDoS at-
tacks, malicious insiders, traffic hijacking, and misuse of
cloud facilities. Many others vulnerabilities and threats
exist. For example, data traffic can be intercepted and
altered by a hacker during the data transmission process.
Unauthorized access to the cloud will result in the leak-
age and misuse of personal information. In addition, the
lack of a secure authentication process can increase the
risk of stealing data from the cloud platform. These fun-
damental challenges need to be considered critical issues.
Therefore, an authentication protocol is required to man-
age and secure the identity of users accessing the cloud
platform. Moreover, a sophisticated security mechanism
is needed to guarantee the confidentiality, integrity, and
authenticity of data traveling through the network and
safeguard the proper function of the cloud platform. Seri-
ous efforts to find strict security solutions need to be pri-
oritized.

Many researchers are focusing their work on solving
security challenges in IoT networks. These challenges in-
clude interoperability, data privacy, access control, and
lightweight protocol which aims to provide a solution for
resource-constrained devices by reducing the key size, cy-
cle rate, throughput rate, power consumption, and area
[6]-[8]. They are also trying to improve the traditional
cryptography schemes or to develop a new security pro-
tocol to protect data transmission between the cloud
platform and users [9], [10].

However, most of these methods are often vulnera-
ble to various cyber-attacks like man-in-the-middle and
others. They are also inefficient against new cyber-attacks.
Therefore, developing new solutions based on different
mechanisms from traditional cryptography algorithms is
required to protect data and users’ privacy from attacks.
In this paper, we suggest a distinctive method different
from the conventional cryptography scheme to provide a

secure mutual authentication mechanism in the IoT-
cloud platform.

The proposed protocol is based on the visual crypt-
ography technique. Visual cryptography is a technique of
splitting a secret image into several shares such that the
original image is revealed by stacking sufficient shares of
the secret image. It was proposed in 1994 by Naor and
Shamir [11] to encrypt secret images such that the origi-
nal image can be retrieved using a human visual system.
It does not need any cryptography computation. The
protocol is also based on a hash function, mask secret,
and symmetric encryption algorithm. The hash function
is used to provide data integrity. Data confidentiality is
ensured by encrypting and decrypting the message using
the symmetric key shared between the user and the
servers (authentication server, cloud server). The mask
secret is generated by taking the XOR of the user pass-
word and a random number generated by the user. It is
used to encrypt the secret image. Before establishing a
secure communication session between the user and the
cloud server, a mutual authentication process is required.
The user requests the ticket from the authentication
server (AS), to obtain the permission for accessing the
cloud services. The protocol guarantees that only authen-
ticated and authorized users can access the cloud. The
proposed scheme enhances security with the use of the
secret image as an authenticator. The security analysis
shows that the protocol can provide a high-security
mechanism to guarantee data integrity, confidentiality,
and authenticity. It is also robust and efficient to resist
many attacks.

The rest of the paper is organized as follows: the
next section presents related work. Section III describes
the network architecture and security requirements. Sec-
tion IV discusses the proposed protocol in detail. Section
V discusses the security analysis of the proposed proto-
col and Section VI concludes.

I1. Related Work

1. Visual cryptography

The visual cryptography mechanism was first intro-
duced in 1994 by Naor and Shamir [11]. In their proposed
scheme they demonstrated a new type of cryptographic
which can decode concealed images without any compu-
tation. This proposed mechanism was only applied to
black and white images where n transparencies of the
original image are generated. Then, by stacking k of
these n transparencies, the original image can be re-
vealed. Many studies have been carried out to improve
visual cryptography systems [12]-[15]. Moreover, an en-
hanced visual cryptography technique and survey are
presented in [16], [17]. In these papers, the black and col-
or images are divided into different shares. The shares
are then encrypted with traditional cryptography algo-
rithms. Their proposed technique provides an efficient
way to secure digital images. All these proposed schemes
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can provide an efficient solution to guarantee image secu-
rity. Because of its high-level security mechanism, it is
crucial to consider visual cryptography technique in de-
signing a secure mutual authentication protocol for en-
suring confidentiality, data integrity, and authenticity in
IoT-cloud environment.

2. Mutual authentication protocols in cloud com-
puting

As traditional system cannot handle the massive
volumes of data generated by IoT devices, the cloud
computing technology is a better solution to handle such
super large amount of data called big data. It offers vari-
ous services to make human life easier and simple. How-
ever, security remains a major challenge in this field. To
address security challenges in cloud computing, many re-
searchers have analyzed security issues on various areas
of cloud computing [18]-][20]. Others have proposed authen-
tication schemes based on password, biometric, steganog-
raphy, and traditional symmetric and asymmetric meth-
ods to ensure data security in cloud environment [21]-[23].
The drawback of these proposed schemes is that they are
based on traditional authentication mechanism such as
username, password, etc., to gain access to the cloud ser-
vices. However, users’ credentials (username, password, ID,
etc.) can easily be compromised, leading to severe vulner-
abilities of cloud services. This can also help the attack-
er to gain access to the cloud services and perform at-
tacks. Arora et al [24] proposed authentication protocol
based on multifactor authentication mechanism for en-
suring data security in cloud ecosystem. They used hy-
brid cryptography system and one time password (OTP)
to design the protocol. OTP is sent to the user by email
for login process. Once successfully login, users are able
to send or retrieve data from cloud platform. Data can
be encrypted and stored using RSA and AES algorithms.
Their protocol was robust and resist various attacks.
However, in 2019, Islam et al [23] analyzed the reference
[24] and found that the protocol is vulnerable to imper-
sonate attack and propose an improved scheme to ad-
dress this drawback. They declared in their paper that if
attacker obtains user’s credentials he/she can gain access
to the cloud, but he/she will not be able to access data
or modify that data. This means that their improved
protocol can only ensure data security within cloud plat-
form, but it is vulnerable to various attacks such as im-
personate attacks, replay attack, and brute force attack.

Moreover, many works have proved the weakness of
these traditional methods. In 2020, Fan et al [25] pre-
sented a lightweight cloud-based authentication protocol
for IoT networks. They show that their protocol was ro-
bust and secure against various attacks. However, in 2021,
Adeli et al [26] pointed out that this protocol is vulnera-
ble to disclosure attacks and proposed an improved pro-
tocol called xperbp. Furthermore, Nimmy et al [27] used
secret sharing and steganography to design a novel mu-
tual authentication protocol for cloud computing. They

claimed that their proposed protocol was efficient and se-
cure against various known attacks. However, authors in
[28] show that the proposed scheme suffers from offline
password guessing attack and is also vulnerable to de-
nial of service attack. As a part of our contribution, we
propose a mnovel secure mutual authentication method
different from the traditional method. We consider the
visual cryptography technique to design the protocol.

ITI. Network Architecture and Security
Requirements

1. Network architecture

The network architecture we consider in this work is
shown in Figure 1. As we can see in this figure, the net-
work contains three main parts: IoT environment, IoT-
cloud platform, and user platform.

IoT environment IoT environment is where
sors are used to collect data from many sources across
the globe. These sensors can be found in any area includ-
ing, agriculture, healthcare, automotive, home, smart
city, smart transport, consumer electronics, aeronautic,
metrological, space, and much more. Sensors represent
the eyes, ears, nose, and fingers of IoT. Today, there are
thousands of different types of sensors. They include,
temperature sensor, motion, moisture, tactile pressure,
gravity, chemical, sound, detecting light, and much
more. When they are embedded in physical objects, they
become smart and they can sense, monitor, and collect
data from the environment. In addition, sensors can de-
tect and measure the concentration of pollution or toxic
substances in the atmosphere without human interven-
tion. They can also decide by themselves to increase pro-
ductivity, reduce cost and improve human quality of life.
These smart objects generate a vast amount of data. Ac-
cording to [29], by 2025, the data volume created by IoT
connections will reach 79.4 Zettabytes.

IoT-cloud platform Cloud is where data from the
IoT environment is stored, processed, and analyzed. Af-
ter collecting data from the environment, sensors send
such data securely to the cloud platform where analyti-
cal techniques are used to extract useful information that
can improve business and human quality of life. Cloud
offers many advantages to IoT technology. It allows pro-
cessing, analyzing, storing, and accessing data in the
same location.

User platform To access data stored in the cloud
platform, the user needs to login to the cloud by using
different kinds of devices like mobile phones, tablets,
computers, and any other devices that can connect to the
Internet. Many users can access data from the cloud in-
cluding doctors, patients, families, engineers, etc.

In this work, we assume that a secure data transmis-
sion mechanism is established between the IoT environ-
ment and the IoT-cloud platform. All the data traffic be-
tween these two parts are encrypted with an advanced
cryptography algorithm. The proposed protocol is used

sen-
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Figure 1 Network Architecture.

between the user platform and the IoT-cloud platform.
Before establishing secure communication between the
user and the cloud server, an authentication process is
required between the user and the authentication server
(AS). The user sends an authentication request to the
AS. The AS authenticates the user and returns a ticket
to the user. The user uses this ticket to establish secure
communication with the cloud server.

2. Security requirements

In this section, we present the different attack types
that attackers can launch in our proposed network. As
we have already mentioned in the previous section, the
proposed protocol is applied between the user platform
and the cloud. There are many weaknesses that attack-
ers can explore to get unauthorized access to the cloud.
Various attacks types can be performed by the attacker
during data transmission between these two parts. They
include:

1) Impersonate attack: Attacker can try to masquer-
ade as a valid user by using user’s information such as
username, user 1D, and password.

2) Dictionary attack: The attacker can use attack
tools to discover the user’s password. Today, many tools
can be used to perform a dictionary attack.

3) Unauthorized database access: Before accessing
the cloud platform, the user needs to create an account
by providing his username, password, user ID, and much
more. All these credentials are stored in a database for
the future authentication process. This database can be
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compromised by the attacker, leading to unauthorized
access to the cloud services.

4) Replay attack: The attacker can eavesdrop on the
mutual authentication message between the user and the
cloud server and replay this captured message later to es-
tablish an authentication session.

5) Man-in-the-middle attack: The attacker will se-
cretly take over confidential communication between the
user and the cloud server. He can intercept, read, modi-
fy and replace the communication traffic.

6) Brute force attack: The attacker can try to guess
the user’s password to decrypt the message between the
user and the cloud server.

In any of these cases, the attacker will be able to
gain access to services and user’s personal data. Hence,
an unquestionable authentication protocol needs to be
designed to protect the system against these security is-
sues. This protocol may be able to provide data integri-
ty, confidentiality, and authenticity. The proposed proto-
col is designed to deal with these security issues.

3. Visual cryptography

Visual cryptography is a secret sharing scheme that
consists of breaking an original image into image shares.
Overlaying the image shares on top of one other reveal
the secret image. It is an encryption technique to hide in-
formation in an image in such a way that it can be de-
crypted by human vision [30]. It does not require any
computation. Visual cryptography was first introduced in
1994 by Naor and Shamir [11]. In their work, they
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demonstrated that black and white secret image can be
encoded into n shares. These shares are individually
printed on transparencies and distributed to n partici-
pants. The participants can decrypt the secret image by
stacking their transparencies together. Having n —1
shares cannot reveal the secret image. At present, many
types of visual cryptography exist. The most commonly
used are k out of k visual cryptography, k£ out of n visual
cryptography, general access structure, and halftone vi-
sual cryptography. In the &k out of k visual cryptography
technique, the original image is divided into k shares
(mostly k& = 2). To reveal the secret image, all the k
shares are needed. Having k — 1 shares will not be able to
reveal any secret information about the secret image. If
one share is lost in the k out of k technique the secret im-
age cannot be revealed. To deal with this problem, Naor
and Shamir have introduced the k out of n visual cryp-
tography technique. In the (k, n) technique, the original
image is divided into n shares. By stacking k of n shares
(k is between 2 to n) together, the secret image is re-
vealed. If less than k shares are stacked together the se-
cret image cannot be revealed. To enhance the security
in the (k, n) technique authors in [31] have developed a
new technique called general access structure. In this
proposed scheme, the original image is split into =
shares, then the n shares are divided into two subsets
namely qualified and a forbidden subsets of shares. Only
k shares from the qualified subset of shares can reveal
the secret image. Less than k shares from a qualified sub-
set cannot decode the secret information. However, the
forbidden subset cannot reveal the secret image even if k
or more shares are stacked together. In halftone visual
cryptography [32], a secret binary pixel called a halftone
cell is encoded into an array of sub-pixels. Halftone share
can be obtained by using halftone cells of an appropriate
size. This technique provides good contrast and also in-
creases the quality of the share.

IV. Proposed Protocol

In this section, we present the different component
of the proposed protocol. The protocol is an authentica-
tion protocol based on the visual cryptography tech-
nique. Visual cryptography is a technique of splitting a
secret image into several shares such that stacking a suf-
ficient number of shares of the secret image reveals the
original image with simple computation for decryption [33].
The proposed scheme is used for ensuring authentication
mechanisms in IoT-cloud platform. The system model
considered in this work contains three main components:
user platform, IoT-cloud platform, and authentication
server (AS). The user platform is any device equipped
with an application that can request service from the IoT
cloud server. The IoT cloud platform is where data is
stored. It provides specific services for users and shares
authentication credentials with the AS to authenticate
the user. AS holds all the authentication credentials of
the user and the server. It represents the central point of

the network system and plays the role of a trusted third
party (TTP). In addition, AS distributes a set of creden-
tials to users and servers for mutual authentication. The
proposed scheme enhances security with the use of the
secret image as an authenticator and provides a security
mechanism to guarantee data integrity, confidentiality,
and authenticity. The protocol is based on four security
mechanisms including visual cryptography, mask secret,
symmetric encryption, and hash function. Visual cryp-
tography is used to split the original image into different
shares. Then, the mask secret is applied to encrypt the
shares. The mask secret has the same size as the original
image and it is not shared through the network. Hence,
the attacker is prohibited from revealing the secret im-
age without having the mask secret. Furthermore, the
user’s password used to generate the mask secret is nev-
er shared through the network. Hash function is used to
provide data integrity during the authentication process
and normal communication process. The hash of the
whole message is calculated before sending it to the serv-
er. When the receiver receives the message from the user,
it calculates the hash of the received message. If the re-
ceived hash matches the calculated hash, then the au-
thentication process continues. Otherwise, it fails. The
symmetric encryption algorithm is used to ensure data
confidentiality by encrypting and decrypting the mes-
sage with the shared secret keys.

The proposed protocol uses three secret keys (SKy a,
SK aserv, SKygers The first two keys (SKya, SKaserv)
are generated by the AS and distributed to the user and
the cloud server before the authentication process. SKy 4
is used between the user and the AS and SK gger, be-
tween the AS and the server. SKy4 is not revealed to
the server and vice versa. The third key (SKagery) is
calculated by both the user and the server using the
XOR of the hash of user’s password (h(Upy)), R', and
the hash of the XORed random numbers (h(N; @ Na)).
It can be represented as follows:

SKUS@T"U = h/(Upw) (&) Ri D h(Nl (&) Ng)

where R’ = P(C%) (using physical unclonable function
(PUF)), C* the challenge for i-th iteration, and R‘: the
response of PUF for C*.

According to [7], PUF is defined as a function that
maps a set of challenges to a set of responses based on
intractably complex physical system. It is characterized
by a challenge-response pair (CRP). It can be represent-
ed by the following equation:

R=P(C)

where C is the challenge, R is the response, and P is the
function. For each input challenge (C), the PUF gener-
ates a unique output that cannot be characterized using
an invasive or a side-channel attack. The set of nota-
tions used to describe the proposed protocol are given in
Table 1.
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Table 1 Notations

Notation Description
U, S, AS User, server, and authentication server identifier.
Ui;a, AS;d, Sid User, authentication server, and server 1D
S XOR operation
Upw User’s password
authy;cket Authentication ticket
Seriicket Server ticket used to access services in the target server
Skua Secret key, used between the user and AS
SK AServ Secret key, used between the AS and server
SKysery Secret key, used between the user and cloud server
N; Random number used for one
shareImgA Secret share image used for authentication
sharelmgB Image retrieved by the AS used for authentication

sharelmgB 1, shareImgB 2

The first part and the second part of the image generated by AS

ShareG, ShareB, ShareR

Shares secret image

Lifetime Ticket’s validity
timestamp The maximum session time
Ct Challenge for the i-th interaction
R? Response of the PUF for C*
NA, NB Values computed by the AS
NC Value computed by user and server.

1. System model

The system model adopted in this work is shown in
Figure 2. As already mentioned in the previous section,
the system model consists of three main components: us-
er platform, authentication server, and IoT-cloud plat-
form. The authentication process is considered for 7 com-
munications scenarios. i) The user using a mobile phone
or other devices sends a request to join the cloud plat-
form to AS. ii) AS verifies the user’s request and sends
the granted ticket to the user. This ticket contains all
the credentials for establishing a connection between the
user and the cloud server. iii) At the same time the AS
sends the user’s authentication credentials to the specific
server that the user wants to access. iv) The user then
sends an authenticator message received from the AS to
the server. v) The server verifies the authentication cre-
dentials received from the user and sends an authentica-
tion request to AS. vi) The AS verifies the authentica-
tion message received from the server and sends a confir-
mation message to the server if the received credentials
match the stored credentials. Otherwise, it sends an
unauthorized access message. vii) The server authenti-
cates the user according to the acknowledgment message
received from the AS. If the server receives an autho-
rized access message from AS, then, it accepts the user
request and establishes a communication session with the
user. Otherwise, it rejects the user’s request and the au-
thentication process fails.

2. Encryption phase

The main goal of the encryption process is to hide
all the secret information contained in the original im-
age using the visual cryptography technique. This makes
the image meaningless. Even if the encrypted image is in-
tercepted by the attacker during the authentication pro-
cess, he/she cannot reveal the original image. Only the
user and the server can retrieve the secret image. In ad-
dition, the secret image is kept secret between the user
and the receiver. To enhance the security robustness in
images, various image encryption schemes have been de-
veloped. These schemes provide new technologies in the
area of image cryptography which requires less computa-
tion and less storage.

The encryption method adopted in our proposed
protocol is proposed by Khalid et al. [15]. This image en-
cryption method is used to encrypt halftone color image
by generating two shares random and key share, which
are the same size as the original color image. These two
shares are based on a private key shared by the sender
and the receiver. At the receiving side the original color
image is revealed by stacking the two shares and exploit-
ing the human vision system. As we can see in the Fig-
ure 3, the encryption process consists of 4 steps includ-
ing generation of the halftone image, split the halftone
image, the generation of the mask secret, and the genera-
tion of the secret image. The details of each step are dis-
cussed as follows.
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Step 1 Create the halftone image.

The dithering technique is used to halftone the origi-
nal image into binary image.

Step 2 Split the half toned image.

The half toned image is split into three layers (Shar-
eR, ShareG, and ShareB).

Step 3 Generate the mask secret.

The mask secret is a random share generated using
the XOR of the user password and a random number
generated by the user. The mask secret is composed of a
set of rows and columns and has the same size as the
original image. There are two types of rows including
even rows and odd rows. The pixel in the even rows are
filled with a random value (either 0 or 1). The odd rows
are filled with the complement value of the pixels in the
even rows directly above it. For example, if the pixel in
the even rows is black then the pixel in the odd row be-
neath it is white. The mask secret is generated on both
the user and the AS sides and is not shared through the

1f share,~0, set the complement of the
corresponding mask secret block values to
the corresponding position of sharelmg.

If share,~1, set the same values of the
corresponding mask secret block to the
corresponding position of the sharelmg.

. P

“Terminal seryef

Cloud

_p Share  Mask  SharelmgA
block secret  block

block —————— Normal path
F F — — — — Clarity path
H o
™

B
o
- AR A

SharelmgR,
SharelmgG,
SharelmgB

SharelmgA

network. If the attacker intercepts the authenticator
(sharelmgA), he/she will not be able to decrypt it with-
out having the mask secret. The mask secret is used to
generate the secret image (i.e., SharelmgA).

Step 4 Generate the secret image.

The secret image (ShareImgA) has three layers (i.e.,
SharelmgR, SharelmgG, SharelmgB). Each layer of the
secret image is constructed based on the mask secret and
the layers of the half toned image. Each layer of the half
toned image is divided into non-overlapping blocks of
size 2 x 1 pixels. The secret image is generated block by
block. If the pixel in the half toned block is black the
corresponding block of the secret image is filled with the
complement value of the two pixels in the corresponding
block of the mask secret. However, if the pixel in the half
toned block is white then the corresponding block of the
secret image is filled with the same values of the corre-
sponding block of the mask secret. The secret image is
formed by combining the resulting layers (i.e., Sharelm-
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¢R, SharelmgG, and SharelmgB). This secret image has
the same size as the original image without pixel expan-
sion, reducing the storage space.

3. Decryption phase

The decryption process is shown in Figure 4. The se-
cret image (ShareImgA) received from the user is split
into three layers (SharelmgR, SharelmgG, SharelmgB).

Split ShareImgA
into three layers
B e

SharelmgA ShareImgR, SharelmgG,

SharelmgB

To reveal the original image, the Authentication Server
uses the user password stored in his database and the
random number received from the user to generate the
same mask secret based on the same process as the en-
cryption process. Each layer is stacked with the mask se-
cret to generate another three layers (ShareR, ShareG,
and ShareB). By combining these three layers the origi-
nal image is retrieved.

Combined
ShareR,
ShareG,

SharelmgG and SharelmgB) with the
generated mask secret

Stack each share image layers (ShareImgR,

ShareB

Generate a mask secret using
user password and the
generated random number.

Mask secret=U,,, @ N;

Generated mask

Figure 4 Image decryption process.

4. Mutual authentication process

In this section, we present the mutual authentica-
tion process. The different steps of the mutual authenti-
cation process are shown in Figure 5. The role of authen-
tication is to ensure that only authorized users can ac-
cess the cloud server. When the user wants to access the
cloud platform, he needs to request a ticket from the au-
thentication server. The AS authenticates the user and
returns a ticket that permits him to access the services.
Only authenticated users can get the ticket for accessing
the server. Before the mutual authentication process, an
initial registration process is required. At this step, the
user needs to create an account by providing his creden-
tials (username, ID, password, etc.). These credentials
are saved in AS database. The next time, if the user
wants to log in, he needs to input his ID and password
on the device. The input password is XORed with the
random number to generate the mask secret which is
used to encrypt the image. The mask secret is generated
from both sending and receiving sides using the same
password and random number. As the user password is
not shared through the network, the hash of the input
password is sent to the AS to verify that the user input
password and the stored password in the AS database
are similar. When the AS receives the message from the
user, it calculates the hash of the user’s stored password
and compares the calculated hash value with the re-
ceived hash. If they are different, the AS returns a pass-
word error message to the user who needs to type the

ShareR, ShareG, ShareB

Decrypted image

right password. Otherwise, the AS starts to generate the
mask secret using the XOR of the user’s stored pass-
word and the random number received from the user to
decrypt the secret image.

The proposed protocol is based on two secret im-
ages. The first secret image called “secret image A” is
used to ensure the authentication mechanism between
the user and the AS using the visual cryptography tech-
nique. This image is randomly selected among a set of
images stored in the user application platform interface
(API) and AS database. The selected image is first half
toned into binary image using the dithering technique.
Then the halftone image is split into three shares called
ShareR, ShareG, and ShareB. The user input password is
XORed with the random number to generate the mask
secret which is used to encrypt each layer of the selected
image. The mask secret is stacked with each layer of
halftone image to form three meaningless layers called
SharelmgR, SharelmgG, and SharelmgB. These three
layers are combined to create the secret image (Share-
ImgA) which is sent to the AS as an authenticator. The
image decryption process at the AS side consists of split-
ting the secret image into three layers (SharelmgR,
SharelmgG, SharelmgB). After that, the user password
stored in the AS database is XORed with the random
number received from the user to generate the mask se-
cret. Each layer is stacked with the mask secret to form
three shares image (ShareR, ShareG, ShareB). The origi-
nal image is retrieved by combining the shares image.
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User

Esky,(Uia, sharelmgA, Ny, h(Uy,) h(msgl))

AS

1

Server

Verify: [h(Upw)]rec = [h(Upw)]cal§ [A(msgD]yec = [R(MsgD)]car-
Authenticates the user by decrypting secret image shareImgA.

Selects (R, C') stored against user’s password, R: response, C: challenge.
Computes: NA = h(Up,) @ R'; NB = h(N, @ N,) ; where R\ = P(CY).

Generates: autheicier = Esk y50r0 (Uias Lif €time, timestamp).

Esk,, (ASiq, sharelmgB_;,, Ny , N, Ci NA, ShareR|,

5 authicker) h(msg2))

ESKASew(ASidl N3, authticket/ h(Upw) 4 Ci NA,NB,
h(msg3))

Verify: [h(msg2)]yec = [h(Msg2)]car

User authenticates AS by stacking ShareR received
from AS and the stored ( ShareG, ShareB).

Computes: NC = h(Up,,) @ P(C"); if NC=NA
Computes: SKysery = NC @ h(N; @ N,)

Eskysers(Uia, SharelmgB_y, Ny, authyicier, h(msg4))

Verify: [h(msg3)]rec = [h(ms.g3)]_cal
Computes: NC = h(Up,,) @ P(C'); if NC=NA
Computes: SKysery = NC @ NB

Verify: [h(msg4)]rec - [R(Mmsg D) ]ca
Sends sharelmgB_; to AS

ESk psery (Sias SharelmgB_y, N3, Nsh(msg5))

5

Verify: [h(msg5)]rec - [R(Msg5)]car

Stacks received sharelmgB_; and stored sharelmgB_,
Generates: Setyicker = Esk g, (Uidr Lif time, timestamp, access control)

Eskysers (ASias Uia,Ns, N, SeTticiet, h(msg6))

Eskysers (Siar NasN7, ACK, h(msg7))

Verify: [h(msg6)] ec - [R(Msg6)]car
Authenticate the user.

Verify: [h(msg7)]rec = [h(Msg7)]ca
Authenticate the server

Figure 5 Network architecture.

The AS then compares the retrieved image with the
stored image. If they match, the AS authenticates the us-
er and returns a ticket to the user which is used for au-
thentication process with the cloud server. The AS also
generates the second image called “secret image B”. This
image is used for ensuring authentication between the us-
er and the target server and it is only known by the AS.
The AS splits the generated image into two shares
shareImgB 1 and sharelmgB » using visual cryptogra-
phy technique. The first share is sent to the user and the
second share is secretly kept by the AS. The user then
sends the first part to the server. Once receiving the mes-
sage from the user, the server transmits shareImg 1 to
the AS. The AS then stacks the two shares to retrieve a
new image called SharelmgB. After that, the retrieved

image is compared with the original image stored in his
database. If the two images match, the AS sends an au-
thorized access message to the server. It also generates a
service ticket that will allow the user to access cloud
server resources. This ticket contains all the user’s cre-
dentials including the user’s ID, timestamp (the maxi-
mum session time), lifetime (the ticket expired time),
and the user access control policy. Once receiving the
message from the AS, the target server authenticates the
user by establishing a communication session with the
user for data exchange. The mask secret, the authentica-
tion ticket, and the service ticket can be represented in
the following equations:

Mask secret = Up,, @ N;

authiicket = Esk a.or, (Uidy Li f €time, timestamp)
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Serticket =ESK ayery (Uids Li f €time, timestamp,
accesscontrol)

The different steps of the authentication process are
explained as follows:

Step1 User — AS

The user initiates the mutual authentication pro-
cess by sending his ID (U;d), the hash of the input pass-
word (h(Upw), the secret image (sharelmgA) the ran-
domly generated challenge number (N;) to the AS (Au-
thentication Server). This message is encrypted using the
secret key (SKya) shared between the user and the AS
during the configuration phase. To ensure data integrity,
the hash of the whole message is calculated.

Step 2 AS — User

Once the AS receives the message from the user, it
first decrypts it, using the shared secret key (SKpya).
Then, it verifies the user’s ID to be sure that the user
has finished the initial registration. After that, it calcu-
lates the hash of the user’s password stored in his
database and compares it with the received hash value
([M(Upw)lreec = ([MUpw)]ear)- If they are different, the AS
returns a password error message to the user and the au-
thentication fails. The user needs to type the right pass-
word to start a new authentication process. Otherwise, it
calculates the hash of the whole received message and
compares the calculated hash with the received hash
([h(msgl)]rec = [R(msgl)]ear). If they match, the authen-
tication process continues. Otherwise, the authentication
fails. The AS uses the user password and the random
number received from the user to generate the mask se-
cret which is used to decrypt the secret image (share-
ImgA) according to the decryption process explained in
Section IV.3. Once the original image is revealed, the AS
compares this image with the image stored in his data-
base. If the two images match, the AS authenticates the
user. Otherwise, the authentication fails. After that, the
AS generates a new image called “secret image B” and
splits it into two shares (shareImgB 1, sharelmgB »)
using the visual cryptography technique. The AS also
generates a ticket containing the user’s ID, username,
lifetime, and timestamp. The AS selects the CRP
(C*, R") saved against the user’s ID (U;4) and generates
NA, NB used to generate the secret key (SKysery)-

The AS then sends the first part of the secret image
B (shareImgB 1), ASiq, N1, N2, NA, the authentication
ticket (authiaet), and the challenge (C?) to the user. It
also selects one layer among the three layers of the se-
cret image (ShareR) and sends it to the user. The shared
secret key (SKpa) is used as the encryption key. The
hash of the whole message is also calculated.

Step 3 AS — Server

The AS sends his ID (AS;q), N3, the authentication
ticket (authiicket), M(Upw ), NA,NB, the challenge (C*), and
the hash of the whole message to the server. Once receiv-
ing the message, the server compares the received hash
and the calculated hash ([h(msg3)]rec =[h(Mmsg3)]car), if
they match, it computes NC using the XOR of the hash

of the user password and the output of PUF using C? as
input value. Otherwise, the authentication process fails.
Then, the server compares NC with NA received from
the AS. If they match, it computes the secret key
(SKysery) using the XOR of NC and NB (SKyser, =
NC @ NB) since the response R’ used by the AS to cal-
culate NA equal the calculated PUF output value
(R" = P(C"))

Step 4 User — Server

When the user receives the message from the AS, it
decrypts it, using the shared secret key. After that, it
calculates the hash of the whole received message and
compares it with the received hash (i.e., [A(msg4)] ec =
[h(msgd)]car). If it is a success the authentication process
continues. Otherwise, the authentication fails. The user
combines the received layer (ShareR) with the stored
layers (ShareG, ShareB). The resulted image is com-
pared to the original image. If the two images match, the
user authenticates the AS and the selected original “se-
cret image A” used for the authentication is destroyed at
the user side. However, this image is marked as an al-
ready used image and saved in a different database at
AS side. If an intruder tries to reuse the same image for
authentication process, the AS will know that the image
had been used and the authentication fails. A new image
will be used for other authentication process. The user
also computes NC using the XOR of the hash of his pass-
word and the output of PUF using C? as input value and
compares NC with NA received from the AS. If they
match, it computes the secret key (SKpygery) using the
XOR of NC and the hash of XORed value of N7 and Ny
(SKysers = NCOh(Ny @ Ny)) since the response R
used by the AS to calculate NA equal the calculated
PUF output value (R’= P(C?%). After that, the user
sends Usq, shareImgB | N2, N3, authgjce, the hash of the
whole message to the target server. SKyger, is used as
the encryption key.

Step 5 Server — AS

Once receiving the message from the user, the serv-
er first decrypts it, using SKyger. Then, the hash of the
whole received message is calculated and compared to
the received hash ([h(msg5)|rec = [R(MSg5)]car). If they
match, the authentication continues. Otherwise, it fails.
The server checks the ticket to see if it matches the user’s
credentials received from the AS. It also verifies the
timestamp to make sure the ticket has not expired. The
server sends sharelmgB i received from the user to the
AS for the verification process. For security issues, the
“secret image B” is only known by the AS. It is not
shared with any party.

Step 6 AS — Server

When the AS gets the message from the server, it
decrypts it using the shared secret key (SK agery). Then,
it calculates and compares the calculated hash and the
received hash. If they are different, the authentication
process fails. Otherwise, the authentication process con-
tinues by stacking shareImgB i received from the serv-
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er with the second part of the “secret image B” already
stored in his database to retrieve a new image called
SharelmgB. The AS compares the resulted image with
the original image. If the two images match, the AS gen-
erates a new ticket called service ticket (Serticket) Which
will allow the user to access to server’s resources. The
service ticket contains user’s ID, timestamp, lifetime, and
user’s access control policy. All encrypted with SK ager-

Step 7 Server — User

Once the server receives the message from the AS, it
decrypts it and verifies the integrity of the received mes-
sage by calculating and comparing the hash of the whole
message to the received hash ([h(msg7)]rec =[h(M3g7)]cal)-
If verification match, the authentication process contin-
ues. Otherwise, it fails. After that, the server checks the
service ticket to see all the access control policy related
to the user request. It also checks the lifetime which de-
termines the ticket expired time and the timestamp, the
maximum session time. Once the checking is done, the
target server authenticates the user and establishes a
communication session with the user for data transmis-
sion. The user can now engage in a secure communica-
tion session with the server.

Once the mutual authentication process is complet-
ed the user and the server secretly share the session key
for secure communication session. In addition, the AS
computes the new Challenge-response pair (CRP) and
saves it against the user’s ID for next mutual authentica-
tion process. It computes as follows:

C™* = h(Upy) ® h(N; ® Niy1) ® h(NA& NB)
R+l — P(ci—i—l)

NA = h(Upw) > Ri+1

NB = h(N; ® N;11)

V. Security Analysis

1. Theoretical security analysis

The proposed protocol can provide various security
mechanisms to protect the network against attacks and
reduce the IoT-cloud security threats. The use of visual
cryptography technique for ensuring mutual authentica-
tion enhances the security robustness, making it efficient
to protect the user’s privacy in IoT-cloud. Furthermore,
the security of the different shares is enhanced using the
mask secret which is generated by taking the XOR of the
user’s password and a random number generated by the
user. The mask secret is not shared over the network. As
a result, if the attacker intercepts the secret image dur-
ing the transmission process, the original image cannot
be retrieved without having the mask secret. Even if, the
user’s password is revealed, the attacker still cannot gen-
erate the mask secret without knowing the random num-
ber. In addition, the symmetric algorithm is used for en-
suring data confidentiality and protecting the network
against men-in-the-middle attacks, replay attacks, etc.
Before sending the message, the sender uses the shared

secret key to encrypt the message. Once the message is
received from the sender, the receiver uses the same key
to decrypt the message. All the secret keys are not
shared through the network. The secret key shared be-
tween the user and the server is computed using the
physical unclonable function (PUF) and the XOR opera-
tion and never shared over the network. Making it im-
possible or infeasible for disclosing. The use of PUF to
provide authentication also increases the security robust-
ness of the protocol. Moreover, data integrity is provid-
ed using the hash function. Indeed, the hash of the whole
message is calculated before transmitting the message.
Once the receiver gets the message from the sender, it
first calculates the hash of the whole received message
and compares it with the received hash if they match,
the receiver authenticates the sender as he knows that
the message is not altered during the transmission. In
this proposed scheme, if the hacker performs a brute
force attack or password guessing to get the user’s pass-
word, it cannot succeed. Because the password is com-
bined with a random number to generate the mask se-
cret at any time the user logs in the system. As the ran-
dom number is used once, the attack cannot succeed us-
ing the password alone. The authentication mechanism
in the proposed protocol is ensured by the authentica-
tion server. Before accessing the cloud platform, the user
needs to get a ticket from this server. This ticket grants
him permission to access to the IoT-cloud services. Mu-
tual authentication ensures that only authenticated and
authorized users can access the cloud.

2. Attacks and security proprieties comparison

To validate the security robustness and perfor-
mances of the proposed protocol, we compare in Table 2
the proposed scheme with other related works in terms of
various attacks and security proprieties such as man-in-
the-middle attack, mutual authentication, replay attack,
unauthorized data base access, dictionary attack, brute
force attack, impersonate attack and much more. The re-
lated protocols are based on conventional cryptography
algorithms such as symmetric and asymmetric algo-
rithms, physical unclonable function, elliptic curve cryp-
tography (ECC), and much more. However, our pro-
posed scheme is a combination of different security
mechanisms including visual cryptography, symmetric
encryption, hash function, and physical unclonable func-
tion.

We used security mechanisms different from tradi-
tional cryptography to design the protocol. As we can see
in the comparison table, the proposed protocol can resist
all attacks presented in that table compared to the relat-
ed protocols. Most of the existing related schemes can-
not resist various attacks such as replay attack, dictio-
nary attack, brute force attack, and impersonate attack.
They also cannot achieve mutual authentication and
unauthorized database access. For these reasons, we can
confirm the supremacy of the proposed protocol over the
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Table 2 Attacks and security proprieties comparison with other related protocols

Attacks and security proprieties Ref. [34] Ref. [35] Ref. [36] Ref. [37] Ref. [38] Proposed protocol
Man-in-the-middle attack Yes Yes Yes Yes Yes Yes
Mutual authentication Yes Yes Yes Yes No Yes
Replay attack Yes Yes Yes No No Yes
Unauthorized database access No No No No No Yes
Dictionary attacks No No No No Yes Yes
Brute force attack No No No Yes No Yes
Impersonate attack No Yes No Yes No Yes
Password guessing No No Yes No NO Yes
Server masquerade No No No No NO Yes
Protect user privacy No No Yes No NO Yes
Data integrity Yes Yes Yes Yes Yes Yes
Confidentiality Yes Yes Yes Yes Yes Yes
Access control policy No No No No No Yes

Note: No: does not resist attack and does not preserve the security properties; Yes: resist attack and preserve the security properties.

other related protocols in terms of security and perfor-
mance. This proves that, designing a secure mutual au-
thentication protocol based on visual cryptography is a
better solution to protect user’s privacy and data in the
IoT-clod platform.

3. Communication cost comparison

The communication cost is an important factor to
evaluate the efficiency of the designed protocol. It helps
determining the total number of bits transmitted during
the authentication process. The lower the communica-
tion cost is, the higher the performance the protocol. To
determine the efficiency of our protocol, we analyzed the
designed protocol and make a comparison with other
proposed scheme.

Without loss of generality, we assume that the size
of encryption and decryption value is 512 bits, the size of
the hash function output is 160 bits, the size of pseudo
identity and other elements presented in Table 1 is 128
bits. By considering the communication phase in Figure
5, we can see that all the authentication credentials are
encrypted before transmitting to the receiver. As the mu-
tual authentication process is completed after seven
steps, the communication cost in our work is 512 x 7 =
3584 bits. The total cost during the mutual authentica-
tion between the user and the cloud server is 3584 bits.
By comparing this value with the related scheme shown
in Figure 6 and Table 3, we find that our protocol re-
quires low communication cost compared to [39] and [36].
it has a higher communication cost compared to [40] and
[41]. But the difference is acceptable. Therefore, we can
confirm that the proposed scheme is efficient and can
provide secure mutual authentication mechanism in IoT-
cloud environment.

4. BAN-logic security proof

The security proof plays an important role in de-
signed network security protocol. In order to validate the

6000
5376

5000

4000 3744

3424 3584

3000 - 2688

2000 -

Communication cost (bit)

1000

O L L L L ]
Ref. [40] Ref. [41] Ref. [42] Ref. [37] Proposed
protocol

Figure 6 Communication cost Comparison.

Table 3 Communication cost comparison

Protocols Communication cost (bit)
Ref. [39] 5376
Ref. [40] 2688
Ref. [41] 3424
Ref. [36] 3744
Proposed protocol 3584

designed protocol, the designers need to find the best
method to analyze and prove the security robustness of
the protocol. Many security proof methods exist. Among
these methods, BAN-logic method is the widely-used.
The BAN-logic method is a set of rules for defining, ana-
lyzing, and proving the security robustness. It proves
how the designed protocol can provide security mecha-
nism to protect the network against attacks. It is also, a
robust validation logic method to prove the mutual au-
thentication of an authentication protocol. In this work,
we used the BAN-logic method to prove the security ro-
bustness of the proposed protocol. We started the BAN-
logic analysis by defining the different security goals (4
goals). After that, we made the assumptions about the
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initialization and set the idealization form of the ex-
changed message. By using the BAN-logic rules, we per-
formed the security proof of the protocol step by step.
We achieved all the defined goals after 15 steps. This
proves that the proposed protocol has a good security
and performance. It can be used to protect user’s priva-
cy in IoT-cloud platform. Furthermore, the protocol is
very efficient in protecting IoT-cloud network against
various attacks. The combination of visual cryptography,
hash function, and symmetric algorithm enhances the se-
curity robustness of the protocol. Making it an efficient
protocol to provide a secure mutual authentication mech-
anism. The BAN-logic security proof process is present-
ed below
1) The assumptions: We make assumptions about
the initialization as follows.
o P =Q &% PP A (X kg
v P=Q|~X
PIEX),PI=EQIMX
: P
R'P|5Q|:>X,P|EQ|EX
3.
2) Security goals: We aim to satisfy the following se-
curity goals

Goaly: User |= User

Goaly: Server |= User

Ry

I
s

shareImgB 1
- ————— Ser'yer

sharelmgB 1
= Server

sharelmgB 1
&>

Goals: User |= Server |= User Server

Goaly: Server |= User |= User

Secrety: shareImgA, h(Upy)

Secrety: shareR

3) The assumptions: We make assumptions about
the initialization as follows.

Py: User |= User SEuay 49

Py AS |= AS EEUA User

SKasery
P3: Server |= AS <—2-"% Server

Py: AS |= AS SE4sery A
Ps: User |= #(Ny)
Pﬁ: AS |E ﬁ(Ng)
Pr: User |= #(Ny)
Pg: Server |= f(Ns)
Py: User |= AS |= User
sharelmgB

Pig: Server |= AS |= User «——= Server

Pyp: User |= AS |= User 2522 Gerper

Pyo: Server |= AS |= User Ehusery, Gorper

Py5: Server |= $(authiicket)

4) The idealized form: The idealized from message
exchange is as follow:

msgy: User — AS(AS,q, Secrety, N1)sky 4
shareImgB 1
=

shareImgB 1
> Se’r’ue’r

sharelmgB 1
p—————— Se'f"(}e‘r

msga: AS — User(AS;q, User

SKusery
Ny, Secrety, User <=2 Server, authiicket)sky 4

msgs
AS — Server(AS;q, N3, authy;cket, User
Server)sK y e,

Server,

SKuysery,
—

shareImgB 1
p— Se?"ver7

msgy: User—Server(U;q, User
Ny, Secrets, authiicket)SKuser

msgs:  Server —» AS(S;q, User
N3, N5)SKasers

msge: AS—Server(AS;q, Uiq, N5, User
Server, N3, N5)SK 4.or

msgr: Server — User(Sia, Na, N7)skpraurs

5) BAN-logic proving process

Step; :  From msgy, Po,
AS |= User |~ (U;q, Secrety, Ny)

Stepy : From msge, Py, using Ry we get User |=

SKusery,

AS |~ (User S Server, User <2 Server )
Steps : From Steps, Ps, using Ro, we get User |=

SK serwv,
AS |=(User Server, User <—2>"% Server )

Steps : From Steps, Py, using Rz, we get User |=

Kusery

sharelmgB 1
P SBTU€T7

sharelmgB 1
e

using Rs we get

sharelmgB

shareImgB 1
>

hareImgB
(User SRR Server,User <——=% Server), get
Goaly
Steps :  From msgs, P3, using R;, we get

Server |= AS |~ (AS;a4, N3, User SEusery Server)

Stepg :  From Steps, P13, using Rs, we get
Server |= AS |= (N3, User SEUseryy Server)
Stepy :  From Stepg, P12, using Rz, we get

Server |= (User SHusers, Server)

Steps : From Stepr, msgy, using Ry, we get Server |=
User |~ (Uiq, N3, User SKusers, Server, Ny, authiicket)
Stepg :  From msgs, Py, using R;, we get
sharelmgB 1
AS |=Server |~ (Siq,User = Server, N3, N5)
Step1o : From msge, Ps, using Ry, we get Server |=
hareImgB
Server |~ (ASiq,Uiq, N5, User AR

Stepy1 : From Stepig, Ps, using R, we get Server |=

AS' |= (AS;4,Uiq, N5, User
Step12 .

Server)

sharelmgB 1
> Se’["’l}e']")

From Stepiy, Pig, using Rs, we get

shareImgB 1
P

Server |= User Server), we get, Goals

Stepys : From Stepg, P13, using Ra, we get Server |=

hareImgB
User |= (User =222 Server), we get, Goaly
Step14 : From msgy, Stepy, using R;, we get
hareImgB
User |= Server |~ (Ny,User PSS Server)
Step14 : From Stepiy, Py, using Ry, we get

shareImgB 1
1

User |= Server |= (User Server),

Goals, (end)

we get,

VI. Conclusion

This paper presents a secure authentication proto-
col based on the visual cryptography technique. This
work aims to ensure user authentication mechanisms in
IoT cloud platforms. The proposed protocol architecture
contains three main components. IoT platform, IoT-
cloud platform, and user platform. The role of the IoT
platform is to collect data from various sources across
the world. Such data are then stored and processed in
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the cloud platform using big data technologies. Before
accessing to such data, the user needs to authenticate
himself and get a ticket from the AS. This ticket per-
mits him to access to IoT-cloud services. The authentica-
tion process is based on two secret images (secret image
A, secret image B) and two tickets (authentication tick-
et, service ticket). Furthermore, the protocol ensures that
only authenticated and authorized users can access the
cloud. The security robustness is enhanced by using four
security mechanisms: visual cryptography, mask secret,
symmetric algorithm, and hash function. We analyze the
proposed protocol using BAN-logic method and the re-
sults prove that the proposed protocol can provide a
high-security mechanism to guarantee data integrity,
confidentiality, and authenticity. The protocol is also ro-
bust and can resist many attack types. As future work,
we will enhance our proposed scheme to protect the pri-
vacy of biometric data in biometric authentication by
splitting the enrolled biometric image into several shares.
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