Chinese Journal of Electronics
Vol.32, No.5, Sept. 2023

A Security Defense Method Against
Eavesdroppers in the Communication-Based
Train Control System

YANG Li!, WEI Xiukun?, and WEN Chenglin'*

(1. School of Cyberspace College, Hangzhou Dianzi University, Hangzhou 310018, China)
(2. State Key Laboratory of Rail Traffic Control and Safety, Beijing Jiaotong University, Beijing 100044, China)
(3. School of Automation, Guangdong University of Petrochemical Technology, Maoming 525000, China)

Abstract — The communication-based train control
system is the safety guarantee for automatic train driving.
Wireless communication brings network security risks to
the communication-based train control system. The eaves-
dropping of the transmitted information by unauthorized
third-party personnel will lead to the leakage of the es-
timated value of the system state, which will lead to ma-
jor accidents. This paper focuses on solving the problem
of defense against eavesdropping threats and proposes an
eavesdropping defense architecture. This defense architec-
ture includes a coding mechanism based on punishing
eavesdroppers, an information upload trigger mechanism
based on contribution, and a random information trans-
mission strategy, and provides a guarantee for the pri-
vacy protection of information. This research makes three
contributions. First, it is the first attempt to construct an
information encoding mechanism with punishing
droppers as the objective function; Second, for the first
time, an information upload trigger mechanism based on

eaves-

contribution is proposed; Third, the strategy of random
transmission of information is proposed. The proposed
method in this paper is verified by taking the medium
and low-speed maglev train as the object. The experi-
mental results show that, compared with Gaussian noise
and non-Gaussian noise mechanisms, the coding mechan-
ism proposed in this paper can not only protect the secur-
ity of information but also make the estimation error of
eavesdroppers tend to be infinite. Using the state estima-
tion error as a metric, the average growth rate of the
state estimation error of the system wusing the trigger
mechanism in this paper is less than 2% while improving
the security of the system. The transmission strategy in
this paper does not increase the system state estimation
error while improving the security of the system.

Key words — The communication-based train con-

trol system, Coding mechanism based on punishing

eavesdroppers, Contribution-based information upload
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I. Introduction

As a key infrastructure in China, the rail transit
system has the characteristics of convenience, economy,
and safety. In recent years, the construction scale of the
rail transit system has developed rapidly [1]-[3]. The
rail transit system covers almost all cities in China.

With the rapid development of computing, control,
communication, and network technologies, traditional
rail systems are also undergoing significant changes.
Computers and information technology are used in rail
transit systems, and new communication-based train
control (CBTC) systems are proposed. The communica-
tion-based train control system uses wireless communic-
ation to transmit the state and control commands of
the train and realizes the automatic control of the train.
The communication-based train control system mainly
includes automatic train supervision (ATS), automatic
train protection (ATP), automatic train operation (ATO),
etc. [4]. In the future, communication-based train con-
trol systems will play an important role in modern rail
transit systems.

The CBTC systems use dedicated wireless commu-
nication technologies such as GSM-R, LTE-R, or IEEE
802.11 [5]. However, an isolated network cannot guaran-
tee network security. With the continuous enrichment
of network attack methods, the characteristics of open
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networks, insider attackers, and the importance of infra-
structure make the security of rail transit systems gain
extensive attention from researchers [6], [7].

There are two main types of common network
threats, namely, active attacks (e.g., denial of service
attacks, spoofing attacks, and replay attacks) and pass-
ive eavesdropping [8]. Research progress has been made
on the problem of active attacks on communication-
based train control systems. However, passive eaves-
dropping on communication-based train control sys-
tems remains a major challenge. Eavesdroppers lurk in
wireless communications to steal transmitted data. The
threat of eavesdropping is different from the threat of
attack. The threat of attack will cause packet loss or
tampering with information, but the threat of eaves-
dropping will only cause information leakage. Different
from existing research results, in this work, we not only
consider an encoding mechanism based on punishing
eavesdroppers but also propose a trigger mechanism
based on contribution upload and a strategy of random
transmission.

The main contributions of this paper are as follows:

1) An information encoding mechanism based on
punishing eavesdroppers is proposed. The encoding
mechanism not only protects the privacy of the trans-
mitted data but also has a punitive effect on eavesdrop-
pers.

2) A trigger mechanism based on contribution up-
load is proposed. If the wireless communication is silent,
the information will not be stolen. A trigger mechan-
ism based on contribution can assess whether the in-
formation is uploaded to reduce the risk of information
theft.

3) A random information transmission strategy is
proposed. This strategy breaks the fixed order of in-
formation transmission. The random order of informa-
tion transmission will make it difficult for eavesdrop-
pers to collect information.

II. Related Work

Several defense methods have been proposed for
communication-based train control systems. In [9], re-
searchers make the system continue to work under DoS
attacks by enhancing the robustness of the communica-
tion-based train control system. In [10], the researchers
proposed an event-based trigger mechanism to enhance
the stability of the system under jamming attacks. Of
course, there is a phenomenon of packet loss in wireless
communication. The nature of the phenomenon is simil-
ar to the nature of jamming attacks. Many researchers
have proposed several solutions to the problem of pack-
et loss in wireless communications. In [11], the research-
ers proposed a recursive filtering method for train con-

trol systems based on communication packet loss. In [12],
researchers developed an algorithm for a communica-
tion-based train control system that can improve the
accuracy and availability of train positioning.

The main defense against eavesdropping threats is
an encoding mechanism. At present, there are few types
of research on eavesdropping defense methods for com-
munication-based train control systems, but progress
has been made in defense methods against eavesdrop-
ping threats in the fields of cyber-physical systems, fed-
erated learning, and industrial Internet systems. In [13],
[14], researchers adopted noise-based coding mechan-
isms to defend against information theft. In [15], the au-
thors propose a novel encoding mechanism to defend
against eavesdroppers, which employs a combination of
linear transformation and noise. The essence of the
eavesdropping defense problem is the same as the pri-
vacy protection problem. In [16], the researchers pro-
posed a method based on non-Gaussian noise slicing
plus noise for the privacy problem of federal learning.
Of course, homomorphic encryption is an important
technology to ensure the privacy and security of inform-
ation. Researchers use homomorphic encryption for
data privacy protection in federated learning [17], [18].
Differential privacy technology is the latest method to
protect data privacy in recent years. In [19], research-
ers applied differential privacy techniques to in-vehicle
cyber-physical systems for protecting the location in-
formation of vehicles. In [20], the researchers review the
recent research progress and future challenges of differ-
ential privacy techniques in industrial Internet systems.
Similarly, researchers not only solve the DoS attack de-
fense scheduling problem but also the eavesdropping de-
fense scheduling problem [8], [21], [22].

Based on the above, according to our research,
there are few existing eavesdropping threat defense
Sys-
tems. If the defense methods in other fields are applied
to the communication train control system, the follow-
ing problems also exist. First, the researcher uses an en-
coding mechanism that adds either Gaussian noise or
non-Gaussian noise. Of course, in recent years, research-

methods for communication-based train control

ers have proposed some improved coding mechanisms
based on Gaussian noise or non-Gaussian noise. These
mechanisms add objective functions such as saving
transmission energy from the perspective of defenders,
but they have not proposed coding mechanisms from
the perspective of punishing eavesdroppers. Then, ho-
momorphic encryption-based methods are not efficient
in handling big data. The work in [8] defends against
eavesdropping threats by scheduling. This does not
serve as a primary defense against the eavesdropping
threat. Finally, researchers have shown in [21] that an
attacker cannot listen to all wireless communication
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channels at every moment. To this end, we propose an
encoding mechanism based on punishing eavesdroppers,
supplemented by a contribution-based trigger mechan-
ism for message uploads and a random transmission
policy. Compared with Gaussian noise/non-Gaussian
noise coding, the method proposed in this paper can
achieve the effect of punishing eavesdroppers. Similarly,
the proposed message upload trigger mechanism and
transmission strategy can further reduce the probabil-
ity of success of eavesdroppers and achieve information
protection.

III. System Model

In this section, we focus on the mathematical mod-
eling of a communication-based train control system.
The communication-based train control system is a rep-
resentative form of a cyber-physical system in the field
of rail transit. In a communication-based train control
system, the onboard train protection
(OATP) on the train transmits the train’s operating

automatic

status (position and speed) via wireless communication
to the access point (AP), which transmits the informa-
tion to the remote ATS via a wired network. Again,
this is a two-way process [23]. After the remote ATS
has performed a status estimation, the information is
sent to the AP via the wired network for train opera-
tion instructions. The AP transmits the train operation
instructions to the OATP on the train through the
wireless network, the OATP determines the speed and
position of the train, and the onboard automatic train
operation (OATO) will execute the train operation [12].
As shown in Fig.1.

Backbone

ATS network

AP1 AP2

Wireless network Wireless network

| ,
ATP|ATO| ATP|ATO

Fig. 1. Schematic diagram of communication-based train
control system.

We use Newton’s dynamic equations to describe
the dynamic equations of the train as follows [24]:

dv(k) W)
MtrW =u(k) — fr(k) — Fgrad(k)

wher z(k) is the position of the train; v(k) is the speed
of the train; u(k) is the tractive force of the train; f,.(k)
is the resistance of the train; M, is the mass of the

train, M = (14+A)M, X\ is the rotation allowance;
Fiaa(k) is the force generated by the gradient, Fypaq(k)=
Mgsin(0(x(k))). Definition #(k) = [27(k)vT(k)]*. The
sensor obtains position information and velocity inform-
ation with a fixed sampling period. The discretization
equation of (1) is as follows:

ik +1) = Az(k) + Ba(k) + E(f(k) + Fgaa(k))  (2)
j(k) = Cx(k) + o (k) (3)

According to [1], considering the diversity of the
train operating environment, multi-sensor systems
(GPS, INS, speed sensor) are adopted to obtain the
status of the train (e.g., position and speed). To do this,
rewrite (3) as follows:

Gi(k) = Ciz(k) + (k) (4)

Based on (2) and (4), the designed recursive filter
is as follows:

@(k + 1|k) =Az(k|k) + Bu(k) + E(f + EFyaa(k))
Ek+1k+1) =2k +1k) + K(k+ DGk + 1)
— Ci(k+1|k)) (5)

where #(k + 1|k + 1) is the best estimate of the state,
K(k+1) is the filter gain, g(k+1) = [g1(k + 1), J2(k+
1),,gz(k—|— 1)], C= [01702,...,01'].

IV. Eavesdropping Defense Mechanism
Design

The state information of the train is preprocessed
before transmission to prevent leakage to eavesdrop-
pers. In this section, we design a defense architecture
against eavesdropping shown in Fig.2, which includes a
triggering mechanism based on contribution evaluation,
an encoding mechanism based on punishing eavesdrop-
pers, and a random transmission mechanism.

1. Trigger mechanism based on contribution

In this subsection, we focus on solving the contri-
bution of information at the k time compared to time
k — 1. Our goal is to design a mechanism based on con-
tribution evaluation to provide guarantees for the safe
transmission of information. Based on the above, we ad-
opt the cosine similarity algorithm as the contribution
evaluation mechanism. The cosine similarity algorithm
is a method for evaluating the similarity of vectors. The
measured values of the i-th sensor at time k£ and time
k—1 are y;(k) and y;(k—1) respectively (written in
short: y(k) and y(k — 1)), as shown below:

‘ k- )
cos(y(k)- vk = 1) = T (e — D]

(6)
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Fig. 2. Eavesdropping defense mechanism framework.

where y(k)y(k—1)=3_7_; ym (k)ym (k—1), ly(k)] is the
length of y(k), [y(k)|l= /35— (W(k)3, = Vy(k)y(k).

A cosine similarity close to 1 indicates that the two vec-

tors are similar.
The contribution G(k) of the measurement value at
the time k is defined as
1

)= oty v 1) g

Therefore, the measurement y¢(k) delivered by the

i-th sensor at time k is

yi (k) = yi(k), G(k) =6 (8)

where, § represents the contribution threshold. The
pseudcode of trigger mechanism based on contribution
is shown in Algorithm 1.

Algorithm 1 Trigger mechanism based on contribution
Input: Measurements y;(k), yi:(k — 1), Threshold §.
Ensure: y§ (k).
1: Calculate the cosine similarity based on formula (6):
_ i(R)yi(k—1) .
cos(yi(k),yi(k — 1)) = Mfmy
2: Calculate the contribution of the i-th sensor at time k
based on (7): C(k) =
cif C(k)>6
yi (k) = yi(k);
: else

1 .
cos(yi (k),yi(k—1))

yi(k) does not transmit;
: end

NS TR W

Remark 1 We use the similarity cos(y(k),y(k — 1))
of the measurements at time k& and time k — 1 as the
criterion to evaluate the contribution degree G(k) of the
measurement value at the time k. If the similarity
cos(y(k),y(k — 1)) of the measurement values at time k
and time k — 1 is higher, the contribution degree G(k)
of the measurement value at time k is lower, and vice
versa. According to prior knowledge, if the wireless
channel is silent, the information will not be stolen. At
k moments, we choose to be silent for the low-contrib-
uting wireless channels. At the same time, the recurs-
ive filter uses the measurement value at time k — 1 as
the measurement value at time k to estimate the state.
For example, a period is defined as k£ moments, and
after the contribution evaluation, there are m moments
when the information is not uploaded. Assuming that
the probability of information being stolen at each mo-
ment is p, then the probability of information theft with-
out triggering mechanism in one cycle is: (%)k, and the
probability of information theft with trigger mechan-
ism in one cycle: (%)(k — m), therefore: (%)kz(%)(k —m).

2. Encoding mechanism

In this subsection, we will describe the encoding
mechanism and the design of the encoding matrix re-
spectively. Firstly, we describe the encoding mechan-
ism. On the basis of what is described in Section IV.1,
we encode the measurements that are assessed for con-
tribution. As shown below:

yi (k) = yi (k) + xa(k) (9)

where x;(k) represents the coding matrix of the de-
signed i-th sensor.

Secondly, we elaborate on the design of the encod-
ing matrix. To punish eavesdroppers, we design the en-
coding matrix. Since we use the random transmission
mechanism of the measurement value (explained in Sec-
tion IV.3), the recursive filter will use the sequential
Kalman filtering algorithm. The sequential Kalman fil-
tering method does not require the inversion of high-di-
mensional matrices. The sequential Kalman filtering
method sequentially processes the measurements of the
sensors arriving at the fusion center, which makes effi-
cient use of the wait time of the state estimator and
better matches the arrival pattern of the actual meas-
urements. More importantly, according to [25], it has
been proved that the sequential Kalman filter method
can achieve the estimation accuracy of the centralized
extended-dimensional Kalman filter method. The re-
cursive (5) is rewritten as follows:

2(klk —1) = Fa(k — 1]k — 1) (10)

P(klk—1)=FP(k—1k—1)FT+Q (11)
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&1 (k) = 2(k|k — 1) + Ky (k) — [z1(k) — Hy@(k|k — 1)]
(12)

Ky (k) = P(klk — )HT[H P(klk — ) HT + Ry] !

(13)
Pr(klk —1) = [I — K, (k)H, ) P(k|k — 1) (14)

in(k“f) = fn—l(km) =+ Kn(k)[zn(k) - Hnin—l(k““)]
(15)

K, (k) = P,_1(k|k)HY [H, P, _1(k|k — 1)HY + R,

(16)

Po(klk) = [ — Ky (k) Hp] Py (k| ) (17)
&(klk) = &n(k|k) (18)

P(k|k) = P, (k|k) (19)

where n is the n-th sensor, z;(k) is the measured value
after decoding.

Assumption The eavesdropper obtains the filter-
ing algorithm-sequential Kalman filtering through long-
term lurk. The eavesdropper steals the transmitted
measurements to obtain the optimal state estimate of
the system. Define the measurement value stolen by the
eavesdropper as y?(k), as follows:

yi' (k) = yi (k)

It is defined that the optimal state estimate calcu-
lated by the eavesdropper based on the stolen measure-
ments is £%(k|k). Based on the defender’s perspective,
to punish eavesdroppers, we establish the objective
function as follows:

(20)

Jim (2 (K1) — 2(01) = (K1) — 2()]] = 00 (21)

where 2%(k|k) — x(k) represents the state estimation er-
ror of the eavesdropper to the system, (k|k)— z(k)
represents the state estimation error of the defender to
the system.

Theorem 1 Using formula (21) as the objective
function, the coding matrix was designed as

Xn(k) = HyA(39(k — 1) — 2(k — 1)) + b (22)
Xn-1(k) = Ho—1 A(2(k — 1) — &(k — 1)) (23)
Xn—2(k) = Hp—2 A(2(k — 1) — &(k — 1)) (24)

(k) = HiA@ (k= 1) —(k—1))  (25)

where n is the last sensor to be transmitted, b is a con-
stant. Algorithm 2 provides the encoding mechanism.
Proof See Appendix A.

Algorithm 2 Encoding mechanism

Input: yi(k) after evaluation by Algorithm 1.

Ensure: y§ (k).

1: Calculate the encoding matrix for the first sensor trans-
mitted: a1 = H1A(2%(k — 1) — &(k — 1));
Calculate the encoding matrix for the transmitted
second sensor: az = HyA(2%(k — 1) — &(k — 1));
Calculate the encoding matrix for the last sensor trans-
mitted: a, = H, A(2%(k — 1) — 2(k — 1)) + b;

2: At time k, encode the first sensor: yf(k) = yi(k) + as;
Encode the second sensor: y5(k) = y5(k) + az;
Encode the last sensor: y;, (k) = y5 (k) + an.

3. Packet random scheduling protocol

In this subsection, we design a multi-sensor packet
scheduling mechanism. For the problem of jamming at-
tacks, an optimal multi-sensor transmission mechanism
is proposed in [21]. The jamming attack behavior is dif-
ferent from the eavesdropping behavior. The jamming
attack behavior will destroy the state estimation, but
the eavesdropping behavior has no destructive effect.
Therefore, unlike [21], we focus on adopting a facile
packet scheduling protocol to reduce the risk of inform-
ation theft. Based on the above, we adopt a random
packet scheduling protocol. The protocol randomly as-
signs communication opportunities to sensor nodes. All
sensors are randomly divided into N(N>1) nodes in ad-
vance. Without loss of generality, each node is assigned
a communication opportunity with equal probability as
follows:

Pr{k =1} = %

At the time k, the delivered measurement y; is

y; (k) = n(k)y; (k) (27)
where 7(k) = diag{0,0,...,0,9;%),0,...,0}, Yiu) =1,
i(k) = random[1, NT; y; (k) = [yi(k), y5(k), ..., yx (k)]

Remark 2 At present, the CSMA/CA protocol is
used for scheduling [12], but the scheduling order of this
protocol is fixed. Since the eavesdropper has limited en-
ergy, it cannot monitor all wireless communication
channels simultaneously for a long time. Compared with
the fixed sequential transmission, random transmission
can reduce the probability of eavesdroppers obtaining
information.

(26)

V. Experiments

To verify the effectiveness of the method proposed
in this paper, we will conduct a series of simulation ex-
periments in this section. The low and medium-speed
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maglev trains in [26] were used as experimental sub-
jects. MATLAB was used as the experimental tool on a
desktop equipped with an Intel Core i5-10210U pro-
cessor running at 2.11 GHz and 8 GB of RAM.

1. Simulation analysis of trigger mechanism
based on contribution

In this subsection, we will conduct an experiment-
al simulation analysis of the proposed contribution-
based triggering mechanism. Fig.3 shows the upload
trigger mechanism of the three sensors, where 1 means
that the message is not passed at that moment and 0
means that the message is passed at that moment.

It can be seen from Fig.3 that sensor 1 does not
transmit information to the remote state estimator at

k =42, 44, 69, 70, 79, 80, 81, sensor 2 does not trans-
mit information to the remote state estimator at k = 17,
18, 20, 27, 34, 38, 42, 46, 49, 50, 62, 65, 66, 80, 81, 86, 93,
94, 99 and sensor 3 does not transmit information to
the remote state estimator at k = 43, 51, 75, 79, 80, re-
spectively. Assuming that the probability of informa-
tion being stolen at each moment is 1/5, the probabil-
ity of information being stolen by the three sensors us-
ing the trigger mechanism and not using the trigger
mechanism in one cycle are

(1/5) x 100 > (1/5) x 93
(1/5) x 100 > (1/5) x 79
(1/5) x 100 > (1/5) x 95

(a) 1 LI I I TTTT T T T T T T T T T T T T T T T T T T 7T TTTTTTTT TTTT T T T T T T T T T T T TTTT
P
wn
O I T T N N N N N N A N N N A A 0 O O A BN 1 I N T T T N U N N N O A O A O L1011 I T T O O O O A A A B O
0 5 10 15 20 25 30 35 40 45 52 95 100
®) 1
o
g
5
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0
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
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5
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Fig. 3. Information upload. (a) Sensor 1; (b) Sensor 2; (¢) Sensor 3.

The estimation error of the recursive filter is used
as the evaluation index. Fig.4 shows the estimation er-
ror of the recursive filter. The blue dashed line seg-
ment represents the state estimation error without us-
ing the trigger mechanism, and the red solid line seg-
ment represents the state estimation error using the
trigger mechanism. Define agv_Error_ 1 to represent
the mean value of state estimation error without trig-
gering mechanism, and agv_ Error 2 to represent the
mean value of state estimation error using trigger mech-
anism. Then the mean state estimation error growth

agv_FError_2—agv_Error_1
agv_FError_1

rate can be expressed as gr =

agv_Error 1, agv_Error_2 and gr are illustrated in
Table 1. The state estimated average error growth rate
of state 1 is 0.42%, and the state estimated average er-
ror growth rate of state 2 is 1.58%.

Through the analysis of simulation experiments, it

x, ()
Soooo
OB
:

h L ) AVA PR )
10 20 30 40 50 60 70 80 90 100

k

x, (k)

10 20 30 40 50 60 70 80 90 100
k
—Trigger mechanism is used - Trigger mechanism not used

Fig. 4. State estimation error. (a) z1; (b) z2.

Table 1. State estimation error mean

agv_Error 1 agv_Error_2 gr
0.2396 0.2406 0.42%
0.4249 0.4316 1.58%
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can be seen that the contribution-based triggering
mechanism proposed in this paper has little influence on
the estimation error of the recursive filter. According to
prior knowledge, the longer the wireless channel re-
mains silent, the lower the probability of an eavesdrop-
per obtaining information. Based on the above, the ef-
fectiveness of the contribution-based triggering mechan-
ism proposed in this paper is proved.

2. Simulation analysis of coding mechanism

In this subsection, we present an experimental sim-
ulation analysis of the proposed coding mechanism.
Same as Section V.1, the estimation error of the recurs-
ive filter is used as the evaluation index. Fig.5 shows
the state estimation error of the recursive filter. Fig.6,
Fig.7, and Fig.8 show the state estimation errors of the
information sender and the information stealer. The red
line segment represents the state estimation error of the
information sender, which is the same as shown in Fig.5.
The blue line segment represents the information steal-
er’s state estimation error. Specifically, the difference is
that Fig.6 uses the coding mechanism proposed in this
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Fig. 5. The state estimation error of the recursive filter.
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posed in this paper. (a) Error;; (b) Errors.
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Fig. 7. State estimation error based on Gaussian noise cod-
ing [27]. (a) Errory; (b) Errors.
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Fig. 8. State estimation error based on non-Gaussian noise
coding [16]. (a) Errory; (b) Errors.
paper, Fig.7 uses the Gaussian noise-based coding
mechanism proposed in reference [27], and Fig.8 uses
the non-Gaussian noise-based coding mechanism pro-
posed in [16].

Through the analysis of simulation experiments, it
can be seen that the mechanism using Gaussian noise
coding and the mechanism using non-Gaussian noise
coding can increase the state estimation error, but the
estimation error will not tend to infinity. The coding
mechanism proposed in this paper can also increase the
state estimation error, and can cause the state estima-
tion error of the information eavesdropper to tend to in-
finity, thus achieving the purpose of punishing the
eavesdropper. Based on the above, the effectiveness and
advanced nature of the coding mechanism proposed in
this paper are proved.

3. Simulation analysis of random
ing protocol

schedul-

In this subsection, we will perform an experiment-
al simulation analysis of the proposed stochastic
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scheduling protocol. The same as Sections V.1 and V.2,
the estimation error of the recursive filter is used as the
evaluation index. We use the transport protocol shown
below (this protocol is a randomly defined protocol):

[3,1,2], mod(k,2) ==
(2,3,1], mod(k,3)==0
[1,2,3], otherwise

where [3,1,2] indicates
sensors as sensor 3, sensor 1, sensor 2; [2,3,1] indicates

the transmission sequence of

the transmission sequence of sensors as sensor 2, sensor
3, sensor 1; [1,2, 3] indicates the transmission sequence
of sensors as sensor 1, sensor 2, sensor 3. mod(a,b) is
the remainder of dividing b by a. Fig.9 shows the state
estimation error values with and without the random
scheduling strategy. Define agv Error _norm to rep-
resent the mean value of state estimation error without
using random scheduling protocol, agv_ Error _random
to represent the mean value of state estimation error
using random scheduling protocol, and then the growth

rate of mean state estimation error can be defined as
agv_Error_random—agv_Error_norm

agv_Error_norm ’ which are

gr_rd=

shown in Table 2.

Error, (k)

Error, (k)

50 100 150 200 250 300
k
~The random scheduling protocol is not used
~Random scheduling protocol is used

Fig. 9. State estimation error based on random scheduling
protocol. (a) Errory; (b) Errors.

Through the analysis of simulation experiments, it
can be seen that the protocol based on random trans-
mission proposed in this paper has no effect on the es-
timation error of the recursive filter. This conclusion is

Table 2. Estimation error mean of random scheduling

protocol
agv_Error_norm agv_Error_random gr_rd
0.2629 0.2629 0%
0.4703 0.4703 0%

the same as that of the sequential Kalman filtering al-
gorithm. According to a priori knowledge, it takes a lot
of energy for an eavesdropper to monitor all communic-
ation channels. The eavesdropper needs to choose the
order of the eavesdropping channel. For this reason, we
use a random transmission protocol to reduce the prob-
ability of the eavesdropper to obtain information. Based
on the above, the validity of the random transmission
protocol proposed in this paper is proved.

VI. Conclusions

This paper designs an eavesdropping defense archi-
tecture consisting of a coding mechanism based on pun-
ishing eavesdroppers, an information upload trigger
mechanism based on contribution, and a random in-
formation transmission strategy. Our proposed architec-
ture combines an encoding mechanism, an event-

triggered mechanism, and an information transfer
strategy. First, the contribution of the information is
evaluated to determine whether the information is
transmitted. Then, an encoding mechanism is per-
formed based on the information after evaluation. Fi-
nally, the encoded information is transmitted using a
random transmission strategy. The effectiveness of the
proposed method has been demonstrated by conduct-
ing experiments on low and medium speed maglev
trains. There are many challenges exist in the current
manuscript version that did not consider the energy
saving of the transmitter, and the information at the re-
ceiving end cannot be used directly and needs to go
through a decoding mechanism. Future research direc-
tions include the improvement of Kalman filtering al-
gorithm based on coding mechanism, the coding mech-
anism based on penalty of eavesdroppers and transmit-
ters with limited energy, and the multiplicative coding

mechanism.

Appendix A. Proof of Theorem 1

(25 (k|k) — z(k)) — (&n(k|k) — (k)
=iy (k|k) — &n(k|k)

=25 _1(klk) + Kn(yy — Hadf o (K|K)) — En—1(k|k) — Kn(yn — Hndn—1(k[k))

nan + (I — KnHyp)(2%_, (k|k) — Zn_1(k|k))

K n
= Knan + (I — KnHy) (32

—Az(k — 1|k — 1) = Kn—2(yn—2 — Hn—2A2(k — 1|k — 1)))

+( n72(k|k) + anl(yi,l - anli%72(k|k)) — Zn—2(klk) — Kn-1(yn—1 — Hn—1&n—2(k[k)))
= Knan + (I - Kan)anlanfl + (I - Kan)(I - anlanl)( %
+ (I - Kan)Kn—lan—l + (I - Kan)(I - Kn—lHn—l)(

(k|k) — &n—2(k|k)))

Z -2
Az (k — 1k — 1) + Kn_o(yo_y — Hy_2Ad%(k — 1k — 1))

=Knan+ Kn_1an-1—KnH,K,_1an-1 + (I — Kan)(I — anlanl)(Aia(k — llk‘ — 1) — A:fj(k‘ — 1|/€ — 1) + Kn72(y272 — yn72)
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Koo Hp 2 A(@(k — 1|k — 1) — 3%(k — 1]k — 1))
=Knpan + Kn_1an—1 — KnHpnKpn_1an-1

+(I — KnHp)(I — Kn-1Hp—1)[Kn—2an—2+ (I — Kn_oH,_2)A(&%(k — 1|k — 1) — &(k — 1|k — 1))]
=Kpan+Kn_1an-1— KnHpnKp_1an_1

+(I = Kp-1Hy1 — KnHp + KnHy Ky 1Hp—1)[Kn—2an—2 + (I — Kn—2H,_2)A@%(k — 1|k — 1) — &(k — 1]k — 1))]
=Kpan+Kn_1an-1— KnHpyKpn_1an-1+Kpn_2an—9o— K, 1H, 1K, _2an_9— KnHyKp_san—o+ Ky Hy Ky 1H, 1K,_2a,_9

+(I — Kpn_1Hp—1 — KnHn + Kn HnKp—1Hp—1)(I — Kp—oHp—2)A(@%(k — 1|k — 1) — &(k — 1|k — 1))
= Knan + (Kn—l — KanKn_1)an_1 -+ (Kn_g - K, 1H, 1Kn,—2— KyH,K,,_2+ KanKn_1Hn_1Kn_2)an_2

+[(I - Ky, oHp o—Kpn_ 1Hy 1 —Kp_1Hyn 1Kpn_oHy,_o—KyH+ K H,Kyy_oH,,_ o+ KnoaH,Ky_1Hp_1

—KpnHnKp_1Hn 1Kn_2Hp_2)A(3%k —1lk — 1) — 2(k — 1|k — 1))]

(1]

2]

(4]

(8]

(9]

[10]

Let: xn(k) =

Ho A (k—1) — @k — 1)) + b, xn—1(k) = Hno1 A@*(k — 1) — &(k — 1)), xn—2(k) = Hn_2A(@%(k — 1) — @(k — 1)).

Therefore: £¢(k|k) — &;(k|k) = Al2¢(k — 1|k — 1) — Z;(k — 1]k — 1)] + K, b is an increasing function and tends to infinity.
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