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   Abstract — While the Internet of  things brings con-
venience to people’s lives, it will also bring people hidden
worries  about  data  security.  As  an  important  barrier  to
protect  data  security,  identity  authentication  is  widely
used in the Internet of things. However, it is necessary to
protect  users’ identity  privacy  while  authenticating  their
identity.  Anonymous  authentication  technology  is  often
used  to  solve  the  contradiction  between  legitimacy  and
privacy in  the  authentication  process.  The  existing  an-
onymous  authentication  scheme  has  many  problems  in
practical application such as the inability to achieve com-
plete  anonymity,  the  high  computational  complexity  of
the algorithm,  and  the  corruption  of  the  central  author-
ity.  Aiming at  the privacy of  authentication,  we propose
Zero-Cerd, a self-blindable anonymous authentication sys-
tem based  on  blockchain  and  dynamic  accumulator.  The
self-blinding properties  of  the credential  enable the users
themselves to  generate  a  new validly  pseudonymous  cre-
dential. With  the  help  of  zero-knowledge  proof  techno-
logy,  users  can  prove  the  validity  of  their  credentials
without  disclosing  any  information.  Security  analysis
shows that  our  scheme has  achieved  the  expected  secur-
ity  objectives.  Compared  with  the  existing  schemes,  our
scheme  has  the  advantages  of  complete  anonymity  and
high  efficiency,  and  is  more  suitable  for  IoT applications
with privacy protection requirements.

   Key words — IoT, Blockchain,  Anonymous authen-

tication, Privacy protection, Dynamic accumulator.

 I. Introduction
The  Internet  of  things  (IoT),  namely  the  Internet

connected  by  all  things,  is  a  huge  network  formed  by
combining various information sensing devices with the
network to  realize  the  interconnection  of  people,  ma-
chines, and things. The development of IoT has gradu-
ally  penetrated  into  all  aspects  of  people’s  lives,  and

traditional activities have been increasingly replaced by
online activities. However, the complex and open char-
acteristics  of  the  IoT  are  also  full  of  unknown  hidden
dangers. Along  with  the  occurrence  of  privacy  disclos-
ure, information theft and other events, privacy protec-
tion has gradually become a hot research topic, and re-
searchers  have  put  forward  many  effective  solutions
[1]–[4].

Identity  authentication  is  an  important  means  to
solve system security management [5]–[7]. It can effect-
ively ensure  the  authenticity,  legitimacy,  and  unique-
ness of user identity and prevent illegal personnel from
entering  the  system.  The  existing  authentication
schemes  have  many  problems  in  practical  application
due to their  defects  or  network environment problems,
which  embody  in  the  following  aspects:  first,  the
schemes heavily rely on the third-party credential man-
agement center and give it too much power. This cent-
ralized authentication mode is prone to the single point
of  failure  and  trust  crisis.  Second,  users  need  to  show
their credentials  to  prove  their  legitimacy  in  the  au-
thentication  process,  which  often  divulges  the  users’
personal identity information. Third, most of the exist-
ing  schemes  do  not  support  unlinkability  which  means
it  is  easy for  a  malicious  adversary to learn something
about user information, or to link the execution of two
authentication algorithms.  Finally,  when  the  user  mis-
behaves or the credential is leaked, the credential needs
to  be  revoked  in  time.  The  revocation  problem  is  still
relatively complex. In the distributed network environ-
ment  with  high  privacy  requirements,  a  decentralized,
efficient  and  completely  anonymous  authentication
scheme will be favored.

Ouaddah et al. [8] proposed a completely decentral- 
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ized anonymous access control mechanism based on the
idea of bitcoin [9], which can realize end-to-end authen-
tication.  The  mechanism  uses  access  tokens  instead  of
bitcoin to realize a variety of new transaction types, in-
cluding resource registration, access token grant, delega-
tion,  and  revocation  of  an  access  token.  This  paper
holds that the idea of anonymous transactions with bit-
coin addresses can realize the privacy protection of user
identity.  However,  it  should be pointed out that if  the
goal is to achieve complete privacy, only pseudonym is
not  enough.  Several  studies  have  shown  that  bitcoin
provides  a  limited  form  of  unlinkability,  that  is,  users
always create pseudonyms when connecting to the bit-
coin system. However, due to the openness of the block-
chain, anyone can find all transactions involving a giv-
en address, conduct static analysis of the blockchain or
actively monitor network information to decrypt users,
and  mine  the  association  between  bitcoin  address  and
users’ real-world  identity,  that  is,  to  achieve  de-an-
onymization. Aiming at the problem of weak privacy of
bitcoin,  Miers et  al.  [10]  proposed  a  zerocoin  protocol,
which is an extension of the bitcoin protocol. The pro-
tocol uses  a  strong  RSA  accumulator  to  realize  com-
pletely anonymous e-money transactions without intro-
ducing a new trusted party and changing the bitcoin se-
curity model in other ways.

Combining the ideas in [8] and [10], this paper pro-
poses Zero-Cerd,  a  completely  anonymous  authentica-
tion scheme based on blockchain and dynamic accumu-
lator. The main innovations of this paper are summar-
ized as follows.

• Firstly,  we  propose  a  distributed  identity  au-
thentication  scheme  based  on  blockchain,  in  which
blockchain is  used as a bulletin board to record public
parameters, public keys, and related transaction inform-
ation.  Different  from  the  currency  transaction  form  of
traditional blockchain,  our scheme realizes  identity au-
thentication through credential transactions.

• Secondly, by using accumulator and zero-know-
ledge proof  technology,  users  can  independently  con-
vert their credentials and prove the legitimacy of their
credentials. At  the  same  time,  the  corresponding  cre-
dential information is not exposed in the showing phase.

• Finally, we use the dynamic accumulator as the
credential revocation  manager.  In  this  scheme,  the  dy-
namic  accumulator  contains  all  valid  user  information.
When  credential  authority  (CA)  revokes  a  user’s cre-
dential,  the  accumulator  value  will  be  updated,  and
each legitimate user can update his evidence independ-
ently. It can simplify the management of revocation in
the scheme.

The remainder of the paper is organized as follows.
In Section II, we present the related work. The prelim-

inaries  are  given  in  Section  III,  the  system  model  and
formal definition in Section IV. Section V describes the
proposed system  and  analyzes  the  security  of  our  sys-
tem. In Section VI, we make comparisons and perform-
ance evaluations of our system. The last Section is the
conclusion.

 II. Related Work
There is  a  sequence  of  researches  regarding  an-

onymous identity authentication such as [11]–[21].
In  2004,  Camenisch et  al.  [11] introduced  an  au-

thentication scheme  with  weak  anonymity  and  attrib-
ute  privacy  through  randomization  technology  but  the
size of  credential  increases linearly with the number of
attributes, and do not provide the selective revocation.
Yang et al.  [12] proposed a lightweight anonymous en-
tity authentication scheme with revocation but they did
not focus on the privacy of single attribute. Ruj et al. [13]
proposed  a  decentralized  access  control  technique  with
anonymous authentication based on attribute-based en-
cryption,  which  provides  user  revocation  and  prevents
replay  attacks.  One  disadvantage  is  that  the  access
policy is public, which will cause certain privacy disclos-
ure.  Kumar et al.  [14] proposed a lightweight anonym-
ous authentication scheme. In their scheme, identity an-
onymity  is  realized  by  using  symmetric  encryption,
which  will  lead  to  serious  symmetric  key  maintenance
problems. Jia et al. [15] introduced an efficient identity-
based anonymous  authentication  protocol  for  the  pri-
vacy  problem  in  mobile  edge  computing,  and  formally
proved the security of their protocol. However, the pro-
tocol does  not  consider  the  problem  of  key  manage-
ment. Wang et al. [16] designed an anonymous authen-
tication scheme by combining an identity mixer scheme
[17]  with cryptography components such as zero-know-
ledge  proof.  The  anonymity  of  the  scheme  is  reflected
in:  when  the  user  presents  the  credential,  the  verifier
can specify  the  user  to  show the  corresponding  attrib-
utes and hide the attribute values that do not need to
be presented. However, the scheme does not realize the
function of complete anonymity. Sonnino et al. [18] pro-
posed a selective disclosure credential scheme, which in-
tegrates with blockchains  to  ensure  confidentiality,  au-
thenticity,  and  availability.  Unfortunately,  the  scheme
does not address the issue of  credential  revocation.  Yu
et  al.  [19]  proposed  an  anonymous  authentication
scheme BASS based on blockchain combined with cryp-
tographic  technologies  such  as  dynamic  accumulator,
digital  signature,  and  zero-knowledge  proof.  In  the
scheme, the  blockchain  is  used  to  record  necessary  re-
cords such  as  public  parameters,  public  keys,  and  cre-
dential  revocation lists.  CA can selectively  revoke user
credentials according to the actual situation. There are
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many  rounds  of  interaction  in  the  credential  issuance
process, and  the  execution  efficiency  needs  to  be  im-
proved.

At  present,  references  [22]–[24]  use  the  special
properties of  group  signature  or  ring  signature  to  con-
struct  anonymous  authentication  schemes.  The  idea  is
that  individuals  sign  on  behalf  of  groups.  The  verifier
can  verify  that  the  message  is  signed  by  a  member  of
the group, but cannot know the specific member, so as
to  realize  the  function  of  anonymity  of  the  signer.
However,  the  computational  complexity  of  these
schemes is  high  and  their  efficiency  needs  to  be  im-
proved.

 III. Preliminaries
In  this  section,  we  showcase  the  associated  basic

knowledge. See Table 1 for the notations used herein.
  

Table 1. Notation description

Notations Descriptions
G1, G2, GT Three cyclic multiplicative groups

U = {u1, u2, · · · , un} The user’s identification set
λ A security parameter

(pkui , skui ) User’s key pair registered in blockchain
(pk, sk) CA’s key pair

∆ An accumulator maintained by the CA
∆′ An accumulator calculated by the DU
ω ∆A witness against accumulator 
ω′ ∆′A witness against accumulator 
CRL A credential revocation list
E(·) Encryption algorithm
H A collision-free hash function
σ A credential issued by the CA
π A zero-knowledge proof of knowledge

 
 

 1. Blockchain
Blockchain was originally known as the underlying

technology of Bitcoin. It was not until 2015 that block-
chain became a prominent concept by researchers. Con-
sisting of  peer-to-peer  (P2P)  network,  consensus  pro-
tocol, transaction, smart contract, and a series of other
technologies, blockchain can provide a trusted and dis-
tributed network environment. This new technology has
solved  the  security  risks  brought  by  the  centralization
model. Applications based on blockchain technology can
provide a new direction to reduce the middleman role.

 2. Bilinear groups
G(1κ) κ

G = (G1, G2, GT , e(·, ·)) G1

G2 GT

q e : G1 ×G2 → GT

Let  be  a  group  generation  algorithm  and 
denotes  a  security  parameter.  The  algorithm  outputs
public parameters , such that ,

, and  are three multiplicative cyclic groups with
the same order .  denotes a comput-
able bilinear map that satisfies the following properties:

e(ga1 , g
b
2) = e(g1, g2)

ab a, b←R• Bilinearity. , for all 

Z∗
N g1 ←R G1, g2 ←R G2 and ;

e(g1, g2) ̸= 1• Non-degeneracy. ;
g1 ←R G1,

g2 ←R G2 e(g1, g2)

•  Computability.  Given  the  elements 
,  can be computed efficiently.

 3. Zero-knowledge proof of knowledge

ZKPoK(x) : y = gx

x ∈ Zq

y = gx

ZKPoK(x, y) : h = gx ∧ c = gy

x y

h = gx c = gy

The  definition  of  zero-knowledge  proof  is  that  the
prover can make the verifier believe that a statement is
correct without providing any useful information to the
verifier. The zero-knowledge proof used in our protocol
can be instantiated using the technique of Schnorr [25].
For  instance,  let  denotes  a  ZKPoK
protocol that proves the knowledge of  such that

. More complex relation instances can be proved,
e.g.,  denotes  a  zero-
knowledge proof of  knowledge of the elements  and 
that satisfy both  and . By using the Fiat-
Shamir  heuristics  [26], we  can  convert  a  ZKPoK  pro-
tocol to be noninteractive.

 4. Accumulators

g2 G2 ĝ ∈ G1

Ŷ = gy2 y ∈ Zq (k1, . . . , kn)

∆ = ĝ
∏n

i=1(y+ki)

ωi = ∆
1

y+ki

ki e(∆, g2) = e(ωi, Ŷ gki
2 )

ki ∆
ki ωi

Accumulators  were  introduced  by  Benaloh  and
Mare [27] as a way to combine a set of values into one
short  accumulator,  such  that  there  is  a  short  witness
that a given value was incorporated into the accumulat-
or. In this paper, we use the pairing-based dynamic ac-
cumulators  in  [28].  Set  as  generators  of , ,

 for .  For a set of values ,  the
accumulator  is  computed  by . At  the
same  time,  we  can  compute  a  witness  for
value , such that . We can prove

 is  accumulated in  without revealing any informa-
tion about  and  by use of a zero-knowledge proof of
knowledge. The proof is denoted by
 

ZKPoK{(ki, ωi) : e(∆, g2) = e(ωi, Ŷ gki
2 )}

 5. Pedersen commitment scheme
Pedersen commitment [29] is based on discrete log-

arithm problem,  which  allows  one  party  to  generate  a
commitment to  a  secret  message  while  keeping  it  hid-
den. The specific calculation process is as follows.

g h G

loggh m

r ∈ Zq

C = gmhr

m

r gmhr

C

Let  and   be  elements  of  such  that  nobody
knows .  In  order  to  commit  to  a  message ,  the
committer chooses a value, , at random and com-
putes the commitment  and sends it to the re-
ceiver.  When  the  committer  is  required  to  reveal  the
message committed, the committer reveals the values 
and  which are used by the receiver to compute 
and compare it to the previously received .

A Pedersen  commitment  scheme  has  two  proper-
ties:  binding and hiding.  The binding property ensures
that the  committing  party  cannot  change  a  commit-
ment  already  made.  The  hiding  property  ensures  that
the commitment does not reveal any information about
the committed secret.
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 IV. System Model and Formal Definition
 1. System model
Zero-Cerd involves four entities: credential author-

ity (CA), data owner (DO), data user (DU), and block-
chain as shown in Fig.1.

CA: The CA is responsible for establishing the sys-
tem, generating  system  public  parameters,  issuing  cre-
dentials  to  legitimate  users,  and  publishing  the  public
information to the blockchain.

DU: A DU can obtain public parameters on block-
chain and interact with CA to obtain its credential. To
realize  anonymous  authentication,  DU  can  hide  their
credentials  through  the  Blind  algorithm  and  prove  to
DO that they have legal credentials.

DO: A DO can obtain public parameters on block-
chain and interact with DU to verify the legitimacy of
their  credentials.  When  the  credential  is  verified,  DO
can provide corresponding resource services to DU.

Blockchain: In  our  scheme,  the  blockchain  is  re-
garded  as  a  bulletin  board  for  recording  some  public
parameters, public keys, and encrypted information.

 2. Formal definition of the Zero-Cerd
Zero-Cerd  consists  of  Setup,  CAKeygen,  Grant,

Blind, Showing, Verify, and Revocation algorithms. The
specific process is as follows.

(1λ)→ (params)

λ

params

Setup .  It  is  run  by  the  CA  and
takes a security parameter  as input and outputs the
public parameters .

(params)→ (∆, pk, sk,CRL)
params

∆ (pk, sk)

CRL

CAKeygen .  It  is  run
by the CA and takes  as input and outputs the
initial accumulator , a key pair , and an empty
credential revocation list .

(params, ui)→ (σ)

params sk ui

σ

Grant . It is run by the CA and
takes , ,  and  DU’s  identification  as  input
and outputs the DU’s credential .

(σ, params)→ (c, skc)

params σ

c

skc

Blind .  It  is  run  by  the  DU
and takes  and  as input and outputs  a  com-
mitment  of  a  new  credential,  as  well  as  a  trapdoor

.
(params, c, skc)→ (π)

params c skc

π

Showing .  It  is  run  by  the
DU and takes , commitment , trapdoor  as
input  and  outputs  a  proof  of possession  a  valid  cre-

Blockchain

DO CA DU

Setup

phase

Setup the system and upload

public parameters to blockchain

CAKeygen

phase

Grant

phase

Generate public keys, secret keys,

accumulator value and an empty CRL 

Issue a credential for the DU Get the credential

from secure channel

Generate a new

credential by itself, and

publish it to blockchain

Generate a proof of

possession a valid credential

Blind

phase

Showing

phase

Verify

phase

Verify the correctness

of the above proof

Revocation

phase
Revoke a user by update CRL

 
Fig. 1. Components of Zero-Cerd.
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dential.
(params, c, π,∆)→ {0, 1}

π params,

c, π, ∆

Verify .  It  is  run  by  the
DO  to  verify  a  credential  proof .  It  takes 

 as input and outputs 1 if the credential is valid.
Otherwise outputs 0.

(CRL, uj)→ (CRL)
params CRL uj

CRL
∆

Revocation .  It  is  run  by  the
CA and takes , ,  as input and outputs a
new . At the same time, CA updates the accumu-
lator .

 3. Security requirements
The security of the Zero-Cerd system is defined by

the following definition.
We first describe the anonymity experiment, which

ensures that the adversary cannot link a given creden-
tial to the credential associated with it, even when the
attacker  provides  many  of  the  credentials  used  in  the
showing phase.

Anonymity: A  Zero-Cerd  system  satisfies  the  an-
onymity  requirement  if  every  probabilistic  polynomial
time adversary has a negligible advantage in the follow-
ing experiment.

• Setup. The challenger runs the Setup algorithm
and returns parameters to the adversary.

(cb, skcb) b ∈ {0, 1}

• Phase 1. The challenger takes parameters as in-
put  and  runs  the  Blind  algorithm.  Then,  it  outputs

, where .
(params, c0, c1)

C

(params, ci, skci, C ∪ {c0, c1})
π π

• Challenge.  The  adversary  takes 
as  input  and  outputs  a  commitment  set . The  chal-
lenger  takes  as  input,
generates a proof , and returns the proof  to the ad-
versary.

b′ b

b = b′
• Guess. The adversary outputs a guess,  of . If
, then the challenger returns 1; otherwise returns 0.

|Pr[b = b′]− 1
2 |

We define  the  adversary’s  advantage  in  the  above
game  as .  Anonymity  definition  states
that given two blind credential and one proof, one can-
not  do  much  better  than  guess  which  blind  credential
was showing.

Next, we define other security objectives.
Credential soundness: A malicious user cannot con-

vince  an  honest  verifier  that  he  has  a  credential  if  he
does not own it.

Credential  revocation:  In  the  Zero-Cerd  system,
CA  can  revoke  the  user’s  identity  to  ensure  that  the
credential is invalid.

 V. The Specific Process of the Zero-Cerd
 1. Main idea
Among  the  known  solutions  to  the  authentication

and  revocation  problem,  the  dynamic  accumulator  is
one of  the  most  promising  solutions,  which  has  excel-
lent communication  complexity.  Moreover,  when  com-
bined  with  zero-knowledge  proof,  it  provides  an  ideal

solution for anonymous authentication.

e, r

c e

r

c

π1

e

∆′ c

π2 σ

The construction idea of Zero-Cerd is inspired by [10].
We assume that all users share a bulletin board, that is,
blockchain. A  DU  can  initially  obtain  an  original  au-
thentication credential  from  CA.  To  achieve  anonym-
ous authentication, DU needs to run a Blind algorithm
to  generate  a  new credential  Zero-Cerd.  It  first  selects
two  random  numbers  and generates  the  commit-
ment value  of the two random numbers, where  rep-
resents a new credential  and  is a trapdoor.  DU pub-
lishes  to the bulletin board and consumes the original
authentication credential  at  the  same  time.  In  the  au-
thentication  stage,  DU  uses  the  dynamic  accumulator
and  zero-knowledge  proof  technology  to  prove  that  he
does  master  the  legal  credential  without  exposing  any
information on the one hand and that his  original  cre-
dential  is  still  valid  without  being  revoked  by  CA  on
the  other  hand.  Specifically,  DU first  produces  a  zero-
knowledge  proof  for  the  two  statements:  1)  DU
knows an  that  is  included in  the  global  accumulator

 and 2) DU has a trapdoor that opens commitment .
Then, DU continues to generate a zero-knowledge proof

 for  the statements:  its  original  credential  has  not
been revoked.

In our scheme, the user can only give value to the
Zero-Cerd by consuming the original credential. Even if
the  user’s  original  credential  has  any  taints,  it  cannot
be associated with the Zero-Cerd.

 2. Our construction
We now describe the concrete Zero-Cerd scheme.

(1λ)→ (params)

1λ G1, G2, GT

q e : G1 ×G2 → GT

g1 g2 G1 G2

H : {0, 1}∗ → Zq

U = {u1, u2, . . . , un}
n

(q,G1, G2, GT , e, g1,

g2,U)

Setup . Based  on  a  security  para-
meter ,  the  CA  generates  cyclic  groups 
with order . Let  be a bilinear map.
Set  and  as generators of  and , respectively,
and select collision-free hash function .
Let  represent  the  DU’s identifica-
tion  set,  where  denotes  the  number  of  users.  Then,
CA  puts  the  public  parameters 

 on the blockchain.
(params)→ (∆, pk, sk,CRL)

x, y, z ∈ Zq ĝ ∈ G1 pk = (g2, g
x
2 , g

z
2)

∆ = ĝ(y+u1)···(y+un) Y = gy2

(pk, Y, ĝ,∆,CRL = ∅)

sk = {x, y, z}

CAKeygen .  The  CA
takes  the  public  parameters  as  input  and  randomly
chooses ,  to compute ,
the  accumulator  and  .  The
CA generates  an empty credential  revocation list  CRL
and puts  on the blockchain. The

 is kept secretly by CA.
(params, sk, ui)→ (σ)

h ∈ Zq

σ = (σ1, σ2) = (gh1 , g
h·(x+z·ui)
1 )

ωi = ∆
1

y+ui ui {σ,wi}

Grant . In this phase, CA is-
sues credential for the DU. It randomly chooses 
and  computes  credential 
and witness  of . It sends  to DU.

(σ, params)→ (c, skc) e(σ1,

gx2 · g
z·ui
2 ) = e(σ2, g2)

ei, ri ∈ Zq

Blind .  DU  checks  if 
 holds  to  verify  the  validity  of  the

credential. Then, DU randomly chooses , and
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c = gei1 ĝri ei
ui c ei ri

c

σ

skc = (ei, ri)

computes , where  represents a new creden-
tial for  and  represents a commitment of  and .
DU embeds  in the output of a blockchain transaction
that  spends  the  original  credential  granted  by  CA
and keeps  in secret.

(params, c, skc)→ (π)

E ei /∈ E ⊥
y′, si ∈ Zq

∆′ = ĝ(y
′+e1)···(y′+en)

ω′ = (∆′)
1

y′+ei Y ′ = gy
′

1 Cω′ = ω′g
si

ei+y′

1

π1 = ZKPoK1{(ei, si, ri, y′, ω′) : c = gei1 ĝri∧
∆′ = (Cω′)ei+y′

( 1
g1
)si}

Showing .　 DU  chooses  an
arbitrary  set  of  credentials .  If ,  output .
Otherwise,  DU  randomly  chooses  and com-
putes  accumulator  and  witness

, , . Then, it gener-
ates a proof 

 as is shown in Table 2.
  

Table 2. ZKPoK1

ĝ, g1, g2, E,
∆′, Y ′, Cω′ , Cei

Prover Verifier
rα, rβ , rφ ∈ Zq

t1 = grα1 · ĝrφ

t2 = Crα
ω′ · ( 1

g1
)rβ

η = H(Cω′ , t1, t2)

sα = rα − η · (ei + y′)
sβ = rβ − η · si

sφ = rφ − η · ri
t1,t2−−−−−−→

sα,sβ ,sφ
Verify

t1 = cη · Y ′η · gsα1 · ĝsφ

t2 = ∆
′η · Csα

ω′ · ( 1
g1

)sβ

 
 

σi

ei π2

σi

ϕ ∈ Zq Si = Y ϕ

π2 = ZKPoK2{(ϕ, ui, ωi) : Si = Y ϕ ∧ e(∆,

g2) = e(ωi, Y gui
2 )}

π2

π2

π′
2 = ZKPoK′

2{(κ, rw, ui, ωi) : a = Y rw∧
e(d,Y )
e(∆,g2)

= e(g1,a)·e(g1,g2)κ
e(d,g2)ui

}

DU has  to  spend  its  original  credential  to  give
itself  the  validity  of  the  newly  generated  credential

.  At the same time,  it  generates  a  proof  to  prove
that  its  original  credential  has  not  be  revoked.  DU
randomly chooses  to compute  and gen-
erates a proof 

 as shown in Table 3. Before sending
proof  to the  verifier,  the  prover  needs  to  do  a  con-
version operation as in Table 4. Then,  can be trans-
formed  into 

.
  

ZKPoK′
2Table 3. 

ĝ, g1, g2, Y, Si,∆

Prover Verifier
ρw, ρu, ρκ ∈ Zq

T1 = Y ρw

T2 =
e(g1,g2)

ρκ

e(d,g2)ρu

η′ = H(T1, T2, Si)

sw = ρw + η′ · rw
sκ = ρκ + η′ · κ
su = ρu + η′ · ui

T1,T2,sw,sκ,su−−−−−−−−−−−→ Verify

Y sw = T1 · aη′

e(g1,g2)
sκ

e(d,g2)su
= T2 ·

(
e(d,Y )

e(∆,g2)·e(g1,a)

)η′

(π1, π2,∆
′, E)Finally, DU outputs the values .

(params, c, π1, π2, E,∆)→ {0, 1}
π1, π2 params π1, π2

Verify . DO  veri-
fies the proof  by using , outputs 1 if 
is valid. Otherwise output 0.

(CRL, uj)→ (CRL)
uj CRL uj CRL = CRL∪{uj}

∆new = ∆
1

y+uj

Revocation .  To  revoke  a  user
, CA updates  with , where .

At  the  same  time,  CA  computes  a  new  accumulator

 3. Correctness analysis
i (i ̸= j)

ωi ∆new

ωnew
i

For  every  user  who can  use  personal  ori-
ginal witness  and new accumulator  to compute
a  new  personal  new  witness .  It  computes  a  new
witness as follows:
 

ωnew
i = ω

1
y+uj

i

=
(
∆

1
y+ui

) 1
y+uj

=

(
∆

1
y+ui

∆
1

y+uj

) 1
uj−ui

=
( ωi

∆new

) 1
uj−ui

uj

π2

Obviously,  except  for  the  revoked  user ,  other
users  have  the  ability  to  compute  new witnesses  alone
and generate valid proof .

ZKPoK1The DO verifies the  as follows:
 

t1 = cη · Y
′η
· gsα1 · ĝsφ

= (gei1 · ĝri)η · g
y′·η
1 · gsα1 · ĝsφ

= gei·η+sα+y′·η
1 · ĝri·η+sφ

= grα1 · ĝrφ

ei, ri, y
′

The verification of the equation shows that the DU
does have . DO continues to verify the following
equation.
 

t2 = ∆
′η
· Csα

ω′ ·
(

1

g1

)sβ

= (ω′)η·(ei+y′) ·
(
ω′ · g

si
ei+y′

1

)sα

·
(

1

g1

)sβ

= (ω′)η·(ei+y′)+sα · g
(

si
ei+y′ )·sα

1 · g−sβ
1

= (ω′)rα · g
(

si
ei+y′ )·rα

1 · g−η·si
1 · g−sβ

1

=

(
ω′ · g

si
ei+y′

1

)rα

·
(

1

g1

)η·si+sβ

= Crα
ω′ ·

(
1

g1

)rβ

   
Table 4. Transfer

g1, g2, Y, Si,∆

Prover Verifier
rw ∈ Zq

a = Y rw , d = ωig
rw
1

κ = rw · ui
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ei
∆′

The  verification  of  this  equation  shows  that  is
really accumulated to  by DU.

ZKPoK′
2Next,  the DO verifies  the . The first  veri-

fication process is as follows:
 

Y sw = (gy2 )
ρw+η′·rw

= Y ρw · Y η′·rw

= T1 · aη
′

rw

The verification of the equation shows that the DU
does have .

Obviously, the following equation holds.
 

e(d, Y ) · e(d, g2)ui = e(∆, g2) · e(g1, a) · e(g1, g2)κ

By  transformation,  we  can  obtain  the  following
equation.
 

e(d, Y )

e(∆, g2) · e(g1, a)
=

e(g1, g2)
κ

e(d, g2)ui

Then, the second verification process is as follows:
 

T2 ·
(

e(d, Y )

e(∆, g2) · e(g1, a)

)η′

=
e(g1, g2)

ρκ

e(d, g2)ρu
· e(g1, g2)

κ·η′

e(d, g2)η
′·ui

=
e(g1, g2)

sκ

e(d, g2)su
.

σ

The  verification  of  the  equation  shows  that  DU’s
original credential  has not been revoked.

 4. Security analysis
For a cryptographic protocol, it is necessary to first

determine  the  security  objectives  to  be  achieved,  such
as the indistinguishability of the encryption scheme and
the  unforgeability  of  the  signature  scheme.  Then  it  is
necessary  to  construct  a  formal  adversary  model,  and
then reduce the attack on the cryptographic protocol to
the  attack  on  the  known  difficult  problems  by  using
probability theory  and  computational  complexity  the-
ory. This is a general idea to prove the security.

The security of the Zero-Cerd system is defined by
the following lemmas.  The security  goals  including an-
onymity, credential soundness, revocation. The security
properties of Zero-Cerd are derived from the security of
dynamic  accumulator  [28]  and  Pedsersen  commitment
[29]. In  the  process  of  security  proof,  the  security  at-
tack on the Zero-Cerd system can be reduced to the at-
tack  on  the  commitment  scheme and soundness  of  the
ZKPoK.

Lemma  1  If the  zero-knowledge  proof  of  know-
ledge is computationally zero-knowledge, then our Zero-
Cerd system satisfies the anonymity property.

Proof  The Zero-Cerd  system  satisfies  the  an-
onymity  requirement  if  every  probabilistic  polynomial

time adversary has a negligible advantage in the follow-
ing experiment.

params = (q,G1, G2, GT , e, g1, g2,U)
U

H : {0, 1}∗ → Zq

• Setup.  First,  the  challenger  generates  the  sys-
tem  parameters ,
where  represents the DU’s identification set, and se-
lects collision-free hash function .

eb, rb ∈ Zq

cb = geb1 ĝrb cb eb
rb (cb, skcb) skcb = (eb, rb)

b ∈ {0, 1}

• Phase 1. The challenger takes parameters as in-
put  and  randomly  chooses ,  and  computes

, where  represents a commitment of  and
.  Then,  it  output ,  where  and

.
(params, c0, c1)

C

(params, cb, skcb, C ∪ {c0, c1})
π π

π

• Challenge.  The  adversary  takes 
as  input  and  outputs  a  commitment  set . The  chal-
lenger  takes  as  input,
generates  a proof ,  where the generation process  of 
refers to the above showing algorithm. Then, the chal-
lenger returns the proof  to the adversary.

b′ b

b = b′
• Guess. The adversary outputs a guess,  of . If
, then the challenger returns 1; otherwise returns 0.

c

π

The security of our system stems from the fact that
the  commitment  is  a  perfectly-hiding  commitment
and the proof  is  at least computationally zero-know-
ledge.

b

|Pr[b = b′]− 1
2 |

Note  that,  all  values  in  the  security  game  process
provided to the adversary are distributed as in the real
protocol  with  all  but  negligible  probability.  Moreover,
all  are independent of  the bit . The advantage of  ad-
versary  is negligible.

ZKPoK1 ZKPoK2

Lemma  2  Zero-Cerd achieves  credential  sound-
ness if  and  are sound.

params, c, skc
ZKPoK1 ZKPoK2

ZKPoK1 ZKPoK2

ZKPoK1 ZKPoK2

Proof  In  the  showing  phase,  DU  computes  the
related  tuples  using ,  random  elements
and  produces  two  proofs,  and  ,  that
prove  the  validity  of  the  DU’s credential.  The  sound-
ness property of  and  ensures that if a
user  can generate  and  that  can pass
the  verification,  then  there  exists  an  extract  algorithm
that outputs the witness.

ZKPoK2

Lemma  3  Zero-Cerd achieves  credential  revoc-
able if  is sound.

CRL uj

CRL CRL =

CRL ∪ uj

∆new = ∆
1

y+uj

ωi

∆new

ωnew
i ZKPoK2

Proof  In the  Zero-Cerd  system,  the  CA  is  re-
sponsible  for  maintaining  the .  When a  user  is
revoked,  the  CA  updates  the  list  with 

. At the same time, CA computes a new accu-
mulator .  Only  users  who  have  not  been
revoked  can  use  personal  original  witness  and  new
accumulator  to compute a new personal new wit-
ness  and then generate a valid . The cal-
culation process is described above.

ZKPoK2

ZKPoK2

The soundness property of  ensures that if
a user can generate a  that can pass the verific-
ation, then  there  exists  an  extract  algorithm that  out-
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puts the witness.

 VI. Performance Analysis and
Comparison

In this  section,  we  implement  Zero-Cerd  to  ana-
lyze the efficiency of the algorithm.

 1. Complexity analysis

G1 G2

E1, E2,M1 M2

GT P, F T

The algorithm complexity  analysis  of  Zero-Cerd is
shown  in Table  5.  The  exponentiation  operation  and
multiplication  operation  in  and   are  denoted  by

, and , respectively. The pairing operation,
exponentiation  operation,  and  multiplication  operation
in  group are denoted by , and , respectively.
  

Table 5. Complexity analysis of Zero-Cerd

Algorithm Computation cost
CA Keygen 1E1 + 3E2

Grant 3E1

Blind 2E1 + 2E2 + 1M1 + 1M2 + 2P

Showing 9E1 + 3E2 + 4M1 + 2P + 1F

Verify 7E1 + 2E2 + 5M1 + 1M2 + 5P + 5F + 4T

Revocation 1E1

 
 

 2. Efficiency evaluation
We  implement  Zero-Cerd  on  Intel  Xeon(R)  Gold

5118  CPU 2.30  GHz  and  4.00  GB RAM with  Ubuntu
20.04.3 LTS operating system. We run the algorithm 10
times and then adopt the average value. Table 6 shows
the execution time of Zero-Cerd.
  

Table 6. Efficiency evaluation of Zero-Cerd

Algorithm Execution times (s)
Setup 0.000,124,4

CA Keygen 0.008,593,5
Grant 0.042,060,6
Blind 8.404,571,2

Showing 16.873,546,8
Verify 18.593,575,3

Revocation 0.029,407,5
 
 

GT

We  compare  the  performance  of  Zero-Cerd  and
BASS  [19],  and  the  comparison  of  the  time  cost  is
shown in Fig.2 and Fig.3. We can see that in the Grant,
Showing, and Verify phases, the efficiency of Zero-Cerd
is significantly  better  than  that  of  BASS.  This  is  be-
cause in the Grant phase, to achieve the purpose of pri-
vacy protection, the BASS scheme realizes the anonym-
ous issuance of credentials by using algorithms such as
zero-knowledge proof, blind signature, and unblind. The
computational complexity of  these algorithms is  higher
than that of Zero-Cerd. In the Showing and the Verify
phases, the BASS scheme uses more multiplication, ex-
ponentiation,  and  pairing  operations  in  the  group
than the  Zero-Cerd scheme.  The efficiency of  other  al-

gorithms  is  basically  the  same,  because  there  is  not
much calculation process in either scheme.
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Fig. 2. Efficiency comparison (Setup, CAKeygen, Revocation).
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Fig. 3. Efficiency comparison (Grant, Showing, Verify).
 

 3. Comparison with related works
We  compare  the  Zero-Cerd  with  related  work  in

terms  of  security  properties  and  the  credential  size  in
Table 7. In terms of unlinkability, all the schemes com-
pared have this property, so the attacker cannot distin-
guish  whether  the  certificate  originated  from the  same
user in two sessions. As for the security feature of iden-
tity  privacy,  reference  [12]  does  not  consider  it  in  its
scheme.  References  [16],  [17]  need  to  present  relevant
attribute  information  according  to  the  requirements  of
the  verifier  in  the  authentication process,  so  these  two
schemes are not completely private. In terms of revoca-
tion,  references  [11],  [16]–[18] does  not  consider  the  is-
sue of credential revocation, which will affect the prac-
tical  application  of  the  scheme.  In  [11],  [16],  [17],  [19],
the size  of  credential  increases  linearly  with  the  num-
ber of attributes, while in other schemes, the credential
size  is  constant.  From  the  horizontal  comparison,  we
can see that Zero-Cerd has advantages on the whole.

 VII. Conclusions
Anonymous  authentication  technology  can  solve

the contradiction between legitimacy and privacy in the
authentication process. In this paper, we propose Zero-
Cerd, a  blockchain-based  completely  anonymous  au-
thentication scheme  that  supports  revocation  and  cre-
dential soundness. We do theoretical analysis and simu-
lation experiments to prove the security and enforceab-
ility of the scheme.
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