Chinese Journal of Electronics
Vol.32, No.2, Mar. 2023

Remote Data Auditing for Cloud-Assisted
WBANs with Pay-as-You-Go Business Model

LI Yumei! and ZHANG Futai?

(1. School of Computer Science, Hubei University of Technology, Wuhan 430068, China)
(2. Fujian Provincial Key Laboratory of Network Security and Cryptology, College of Computer and Cyber Security,
Fugian Normal University, Fuzhou 350117, China)

Abstract — As
sisted wireless body area networks (WBANSs) provide

an emerging technology, cloud-as-
more convenient services to users. Recently, many re-
mote data auditing protocols have been proposed to en-
sure the data integrity and authenticity when data own-
ers outsourced their data to the cloud. However, most of
them cannot check data integrity periodically according to
the pay-as-you-go business model. These protocols also
need high tag generation computation overhead, which
brings a heavy burden for data owners. Therefore, we
construct a lightweight remote data auditing protocol to
overcome all above drawbacks. Our work can be de-
ployed in the public environment without secret channels.
It makes use of certificate-based cryptography which gets
rid of certificate management problems, key escrow prob-
lems, and secret channels. The security analysis illus-
trates that the proposed protocol is secure. Moreover, the
performance evaluation implies that our work is available
in cutting down computation and communication over-
heads.

Key words — Cloud-assisted wireless body area net-
works, Periodic auditing, Certificate-based cryptography,

Pay-as-you-go business model, Public environment.

I. Introduction

Wireless body area networks (WBANSs) are often
used to improve the quality of medical treatment and
guarantee the human health-care service [1]. It relies on
all kinds of sensors to collect medical data and fulfill re-
mote vital signs monitoring of patients. The scale of
medical data grows over time, and the storage burden
will lead the device to be inefficient. Cloud computing
as an auxiliary means provides flexible storage capabil-
ity and cheap services for data owner. Cloud-assisted

WBANSs overcome the inherent weaknesses of tradition-
al WBANSs and enable the data owner to store and pro-
cess the collected data conveniently [2], [3]. However, it
faces kinds of internal attackers and external attackers.
A dishonest cloud service provider (CSP) can mask
medical data corruption or data loss to maintain an ex-
cellent reputation. Even worse, a malicious adversary
can disturb diagnostic results through falsifying some
medical data. The incorrect diagnostic results may
delay the treatment of patients and cause serious med-
ical incidents. Among these security issues, the integ-
rity auditing of outsourced data is crucial.

Downloading the entire file is the intuitive method
to check the integrity of data [4]. However, this is not
practical because the solution is inefficient. Remote
data auditing is a popular model that allows a party to
check data integrity without downloading all data con-
tents [5]. It generates probabilistic proof by sampling
random sets of data blocks. Recently, scholars have pro-
posed many schemes to check outsourced data integ-
rity [6]-[12], each has its pros and coms. A common
weakness of these schemes is that they only support
content integrity checking. It is not applicable to the
CSP which using the pay-as-you-go business model [13].
In pay-as-you-go business model, a data owner pays fees
for the data in each period based on the storage volume
indiscriminately. Therefore, a third party auditor
(TPA) should have the ability to check the data integ-
rity and authenticity periodically.

In the pay-as-you-go model, data owners only need
to pay for uncorrupted files according to actual storage
volume. The CSP charges the storage fee based on the
data storage conditions. As shown in Fig.1, storage fee
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should comply with the following principles: 1) The
data owner pays the storage fee for each period in a
regular way if the file keeps intact; 2) If any data error
is detected in auditing phase, the data owner will not
pay the storage fee and the CSP should compensate for
the damaged file; 3) If the data owner removes a file
from the CSP, he/she pays the storage fee to CSP on
demand by this date [14]. A remote data auditing
(RDA) protocol which satisfies the above application
should support integrity auditing of both content and
time of storage (i.e., timestamp). An obvious solution is
to attach a timestamp at the end of the outsourced
data to mark the storage time. However, a weakness is
that the timestamp may be lost or corrupted as there is
no relationship between the timestamp and individual
data blocks. The solution that an authentication tag
generated for each data block includes the timestamp is
efficient. It ensures a strong binding between the
timestamp and individual data block.
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Fig. 1. Pay-as-you-go model integrated with RDA.
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Moreover, there exists another neglected problem
that a data owner cannot prove the file has been up-
loaded to CSP. If a file is lost, the CSP may deny the
fact that the file was stored in CSP. Most of existing
auditing protocols only focus on partial data damage
and loss. The case that the entire file was erased by the
CSP is ignored. In this situation, the CSP can claim
that it never received the file from the data owner. An
effective way to solve the problem is that the CSP re-
turns an unforgeable voucher to the data owner while
receiving complete file. Using this method, there is no
dispute that the CSP should undertake the obligations
for all data damage and loss. Besides, the voucher
should be updated by the CSP if the file keeps intact in
the last period. It also indicates that the data owner
has paid the storage fee for the previous period.

In this paper, we design an efficient certificate-
based remote data auditing protocol. Considering the
computing power of WBANS, one of the main motiva-
tions of our work is to reduce the computation cost in
tag generation. In the real world, the storage fee is one
of the important factors for data owners to select a ser-
vice provider. To increase competitiveness, it is neces-
sary to reduce the size of relevant auditing information.
Besides, a certificate-based cryptosystem (CBC) is
preferable in cloud-assisted WBANs. It can be de-

ployed in public channels without a honest and trusted
third party.

1. Our contributions

We construct a practical remote data auditing pro-
tocol for cloud-assisted WBANs with pay-as-you-go
business model, which can audit data integrity regu-
larly. The innovations of this paper are as follows.

1) We design a novel auditing model that the TPA
will audit data integrity spontaneously periodically ac-
cording to the auditing period. Besides, the model can
prevent CSP from hiding data damaged or lost to evade
compensation.

2) We construct a homomorphic verifiable tag,
which has low tag generation overhead and verification
overhead. Besides, the size of a data block tag is short.

3) We put forward an efficient remote data audit-
ing protocol according to pay-as-you-go business model.
It is a valuable application of CBC in checking data in-
tegrity.

Moreover, we show the correctness of our protocol
and provide rigorous security proof under the random
oracle model. We also compare the overhead of our pro-
tocol with several other related protocols in computa-
tion, communication, and storage. Besides, we show the
performance of our work is desirable through experi-
ments.

2. Related work

All sensors in WBANs are usually assigned to col-
lect and monitor users’ physical information [15].
However, low storage power and computing power lim-
it the development of WBANs. With the development
of cloud computing, the CSP can assist users in storing
these sensors’ data. The integrity and authenticity of
data stored in the CSP is widely concerned by users.
The technique of proof of storage (PoS) allows a verifi-
er to check the data integrity without holding a local
copy [16]. It offers an optional solution for auditing out-
sourced data integrity [4].

There are two interesting PoS models, namely
proof of retrievability (PoR) and provable data posses-
sion (PDP). The notion of the former was presented by
Juels et al. [17] in 2007. In this protocol, the data own-
er can retrieve the entire file. The notion of PDP was
first proposed by Ateniese et al. [5] in the same year.
They proposed two different PDP protocols which
based on RSA cryptosystem and homomorphic verifi-
able tags (HVTs). The two protocols can both ran-
domly choose some data blocks to detect files, and en-
tire files are not required. To reduce the computation
and communication overheads, Shacham and Waters [18]
constructed a novel HVTs using BLS signature [19].
Later, various PDP protocols based on the construc-
tion has been proposed [20]-[30]. Yu et al. [21] pro-
posed an identity-based remote data integrity verifica-
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tion protocol which reaches the perfect data privacy-
preserving. Although the protocol is shaken off the bur-
den of certificate management, the verification over-
head increases linearly with the number of the chal-
lenged data blocks. Zhang et al. [29] introduced an iden-
tity-based cloud storage auditing protocol for shared big
data with efficient user revocation. Li et al. [30] pro-
posed a certificateless public data integrity checking
protocol for data shared among a group. He et al. [26]
presented a certificateless public auditing protocol for
cloud-assisted WBANSs. Their protocol does not suffer
from public key certificate management and key escrow
problem. Huang et al. [31] proposed a certificateless
public verification scheme for data storage and sharing
in the cloud. However, the storage space occupied by
the data block tag in these protocols is larger than the
data block itself.

In 2013, Wang et al. [7] assumed that each block
consisting of n sectors in their protocol and comprises n
sectors’ signatures into one using homomorphism. That

is to say, the size of a data block is (n X ¢)-bits and the
size of its corresponding signature is g¢-bits. It also
achieves the shortest query for a challenge. Wang et al.
[32] proposed a remote integrity auditing protocol,
which not only permits checking data content, but also
allows checking the log information about the origin,
type, and consistency of the data. Yan et al. [33] intro-
duced a remote data possession checking protocol which
supports dynamic data. Wu et al. [14] presented two
protocols for pay-as-you-go business model which al-
lows the data owner or the TPA to verify the integrity
of data content and its timestamp. The protocol leaks
no information on data content and timestamp to TPA.
Thokchom et al. [34] proposed a data checking protocol
for storage of shared dynamic data in untrusted CSP
revocation of users.
However, there still exists an issue that the tag genera-

with privacy-preserving and

tion cost increases as the size of the file grows. Besides,
the CSP has to store at least additional (n x ¢)-bits re-
lated information for file auditing.
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Fig. 2. The remote data auditing system.

II. System Model and Design Goals

1. System model

There are three types of parties called the data
owner, the CSP, and the TPA in a remote data audit-
ing system. The CSP is dishonest, it may generate
forged proofs that can pass the verification. The TPA is
honest, it performs the data auditing periodically on be-
half of the data owner. Fig.2 shows the system model
and we give the working process below.

1) The data owner splits a file into data blocks,
and generates tags for all data blocks and timestamp.
The data owner then uploads these data blocks with
the corresponding tags to the CSP.

2) The CSP will store these information if the file
is correct and return a voucher to the data owner. The
voucher indicates that the data is intact at this time.

Note that, the CSP will update and return the voucher
after receiving the storage fee.

3) The TPA initiates a challenge to the CSP for
file auditing at the end of each period. The CSP gener-
ates a proof and sends it to TPA.

4) The TPA checks the correctness of the proof
and returns a result to the data owner. The data owner
pays the storage fee according to the pay-as-you-go
model.

2. Design goals

In a practical remote data auditing protocol for
cloud-assisted WBANs with a pay-as-you-go business
model, the following objectives are required.

1) Correctness: It is possible to generate valid
proofs if and only if the CSP possesses the original file
and timestamp.
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2) Verifiability: The TPA can check the file integ-
rity using partial data blocks without accessing the ori-
ginal file.

3) Periodic auditing: The TPA can audit data in-
tegrity spontaneously according to the timestamp and
auditing period.

4) Accountability: There is no dispute that the
CSP is the responsible party if any error is detected.

5) User friendly: The storage space occupied by
data block tags should be smaller than the data block
itself. The data owner pays as few storage fees as pos-
sible for secure storage without hindering data integ-
rity auditing.

ITI. Preliminaries and Definition

1. Mathematic background

Definition 1 (Bilinear map)
order groups Gi,Go, Gp with ¢ elements, and for all
g c Gy and h € Gg, e: Gy x Gy — Gr is a bilinear map
if the following properties hold:

1) Bilinearity: The equation e(g?, k%) = e(g,h)®®
holds if a, b are randomly choosed in Z3.

2) Non-degeneracy: e (g, h) # 1 for some g, h.

3) Computability: There exists an efficient al-
gorithm to compute e(g, h).

Definition 2 (Collusion attack algorithm with &
traitors (k-CAA) problem assumption)
T € Z;,l given {g € Gy,h” ? Ga,h1,...,hy € Zz,gﬁ7

.., g*" } | to compute g¥+r* when h* & {hy,..., hi}.

There is no algorithm to solve the k-CAA problem

with a non-negligible advantage in probabilistic polyno-

Given three prime

For an integer

mial-time.

Definition 3 (Modified k-CAA problem assump-
tion) For three integers x,a,b€Zy, given {g,9°€Gy,
ho WY € Go, ha, ..., by € 22,977 .. g7 }, to com-
pute g% when h* ¢ {hq,..., h} or g?.

There is no algorithm to solve the modified &-CAA
problem with a non-negligible advantage in probabilist-
ic polynomial-time.

2. Formal definition

We define a certificate-based remote data auditing
protocol (CB-RDAP), which consists of eight polynomi-
al-time algorithms.

1) Setup: The CSP takes input a security paramet-
er 1* and outputs (pp, msk), where the parameter pp is
published in system and the master private key msk is
only known by the CSP.

2) UserKeyGen: The user takes input (pp,ID) and
outputs a user’s public/private key pair (upkrp,uskrp),
where JD denotes a user’s identity.

3) Certify: The CSP takes input (pp, msk, ID,

upkrp) and outputs the corresponding certificate

Certrp.

4) TagGen: The user takes input (pp,ID,uskrp,
Certrp, fname,t, F) and outputs a verifiable label 7
and a file’s signatures {o;}, where fname denotes the
filename, F' = (myq,...,m,,) denotes a file including m
data blocks, and ¢t denotes the timestamp.

5) Confirm: The CSP takes input (pp,msk,ID,T)
and outputs the auditing period 7 and a voucher 7 if
the file keeps intact, outputs “failure” otherwise.

6) Challenge: The TPA takes input (pp,ID,7,T)
and outputs a challenge chal periodically according to T'.

7) ProofGen: The CSP takes input (pp, ID,7,{0;},
chal) and outputs a possession proof PF.

8) ProofCheck: The TPA takes input (pp, ID, upkrp,
7,chal, PF) and outputs 1 if PF passes the verification,
otherwise outputs 0.

Correctness: For any

(pp, msk) < Setup(1*)
(uskrp,upkrp) < UserKeyGen(pp, ID)
Certrp < Certify(pp, msk, ID, upk;p)

if (7,{0:}) « TagGen(pp, ID, uskrp, Certrp, fname,
t, {m;}), chal + Challenge(pp, ID, 7, T)and PF «+
ProofGen(pp, ID, 7, {o;}, chal), then 1 < ProofCheck
(pp, ID, upkrp, T, chal, PF).

A CB-RDAP is secure if it meets the following re-
quirements:

1) If the challenged file stored in CSP is intact and
PF is generated by ProofGen(pp, ID, T,{0;},chal) hon-
estly, the probability of ProofCheck(pp, ID,upkip,T,
chal, PF) = 1is 1.

2) If the challenged file is damaged or deleted, the
probability of the CSP could forge a valid proof PF is
negligible.

3) The CSP cannot deny it has received a file from
the data owner successfully if the voucher 7 is gener-
ated by the algorithm Confirm(pp, msk, ID, ).

3. Security model

To ensure the correctness and integrity of the data,
a secure CB-RDAP should resist the following attacks:
1) The third party (CSP or system users) can forge a
tag of data block. 2) The CSP can replace the new chal-
lenge response with the expired valid proof to deceive
the data owner. 3) The CSP can generate a valid proof
PF by using non-challenging data blocks and tags.

In a secure CB-RDAP, three types of adversaries
that can be involved to cover these attacks. The Type I
adversary models system user’s ability to forge data
block tag. It can change the public key for some users,
and the target user’s certificate keeps secret from the
adversary. The Type II adversary who plays the CSP
has the ability to forge data block tags. It holds the
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master secret key and does not have permission to sub-
stitute the target user’s public key. The Type III ad-
versary models the ability of CSP to forge a valid proof,
it attempts to generate a valid proof when some data
blocks are damaged. Generally, the following oracles are
provided for adversaries.

e User-key-gen Oracle. The adversary sends a user’s
identity I D to the oracle. The oracle generates the user’s
public/private key (upkrp,uskrp) by running the al-
gorithm UserKeyGen and returns this public/private
key to the adversary.

e Corruption Oracle. On input a user’s identity
ID, the oracle outputs the corresponding private key
uskyp if ID has been queried a User-key-gen oracle.
Otherwise nothing is returned.

e Certification Oracle. The adversary sends a user’s
identity 7D and its public key upk;p to the oracle. The
oracle will run the algorithm Certify to obtain Cert;p
and return it to the adversary.

o Key-replace Oracle. The adversary provides a
user identity ID and a novel public/private key pair
(upkyp,usk;p) to the oracle. The oracle records the
newly public/private key pair.

e TagGen Oracle. It inputs a user’s identity D,
the filename fname with the timestamp ¢ and data
block m € F. The oracle outputs the data block’s tag o.

o ProofCheck Oracle. The adversary generates a
proof PF, and returns PF and the corresponding chal-
lenge chal to the oracle. The oracle outputs 0 or 1.

We define the security model of CB-RDAP by the
game (Game 1, Game 2, Game 3) between the ad-
versary A(Ar, A, Anr) and the challenger C. Besides,
we claim that the advantage of A wins the game is the
probability of A breaks the scheme.

1) Game 1 (Type I adversary Aj):

Initialization: Taking a security parameter 1* as in-
put, the challenger returns the public parameter pp to
A; by running Setup(1*) and keeps system master
private key msk secret.

Query: A; is allowed to make the query to User-
key-gen oracle, Corruption oracle, Certification oracle,
Key-replace oracle, and TagGen oracle adaptively.

Forge: Aj outputs (ID*,upkip, 7, m* € F,o*). A
wins the game if the following conditions hold,

a) Ar has never queried the certificate of 1D*.

b) ID* has never been launched Corruption query
by the adversary Aj.

¢) (ID*, fname*, m*) has never been asked the tag
by the adversary Aj.

d) ProofCheck(pp, ID*, upk;p, 7*, L, m*, o*)=1.

2) Game 2 (Type II adversary Ay):

Initialization: Taking a security parameter 1* as in-
put, the challenger returns pp and msk to Ay by run-

ning Setup(1*).

Query: Ap can adaptively make the User-key-gen
oracle, Corruption oracle, and TagGen oracle.

Forge: Apoutputs  (ID*,upkip, v, m* € F,c*).
An wins the game if the following conditions hold,

a) ID* has never been launched Corruption query
by the adversary Aj.

b) (ID*, fname*, m*) has never been asked the tag
by the adversary Af.

¢) ProofCheck(pp, I D*, upkip, 7%, L,m*, o*)=L.

3) Game 3 (Type III adversary Ap):

Initialization: Taking a security parameter 1* as in-
put, the challenger returns the public parameter pp to
A

Query: Apr can adaptively make TagGen oracle,
and ProofCheck oracle.

Challenge: C generates a challenge chal and sends
it to Apg. On receiving chal, Ay computes a proof PF
and sends it to C.

Forge: Apr outputs  (ID*,upkip, 7", chal®, PF™).
A wins the game if the following coditions hold,

a) ProofCheck(ID*, upk*,7*, chal, PF) = 1, where
PF=(m¢F,0o).

b) There is at least a challenged data block has
never been submitted to the TagGen query.

Definition 4 A CB-RDAP is secure if the ad-
vantage of the probabilistic polynomial time adversar-
ies A, App, A win Game 1, Game 2, Game 3 is negli-
gible, respectively.

IV. The Proposed Protocol

1. Construction

The construction of linear homomorphic verifiable
tags in our protocol is inspired by the work of Ateniese
et al. [5] and Shacham et al. [18]. Our goal is to reduce
the signature generation cost and the size of the signa-
ture over the file. We describe algorithms of our pro-
tocol as follows and present the workflow in Fig.3.

1) Setup: The CSP takes input a security paramet-
er 17*, this
G1, Ga, Gy with prime order ¢ (the size of ¢ is determ-
ined by \), a generator g € Gy, a generator h € Go, and
a bilinear map e: Gy X Go — Gyr. The CSP then
chooses  four  collision-resistant  hash  functions
H: {07 1}* — Gl, Ho : {0, 1}* — ZZ, Hs: {O, 1}* — Gl,
Hy:{0,1}" = Z? The CSP sets the system master
private key msk =s and the system public key

algorithm selects three cyclic groups

mpk = h®, where s is randomly selected in Zj. The CSP
outputs the system public parameters pp = (¢, G1, Ga,
Gr,e,g,h,mpk, Hy, Hy,Hs, Hy) and stores the system
master private key msk = s secretly.

2) UserKeyGen: The user takes input parameters
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Fig. 3. Workflow of the remote data auditing protocol.

pp, this algorithm sets his/her private key usk;p =«
and his/her public key upk;p = h*, where z € Z, is
randomly selected in Z7. The user with an identity 1D
requests a certificate to the CSP by providing the pub-
lic key upkrp.

3) Certify: It takes the public parameters pp, sys-
tem master private key msk and a user identity 1D as
input, the CSP generates a certificate Cert;p =H; (ID,
upkrp)® for user with identity 7D after checking the
authenticity of the user identity. Then, the CSP sends a
certificate Cert;p to the user.

If e(Certip,h) =e(Hy(ID,upkrp),mpk) holds,
the certificate is valid.

*

4) TagGen: Given an encrypted file F € {0,1}
with the filename fname and the timestamp ¢, the data
owner first splits F into m blocks m;,..., m,, (each
block includes n block sectors) and computes the file la-
bel 7 = fname||t||m||sigusk;p (frame,t,m). The data
owner then computes the tag of m;, 1 <i < m with
o, = (Bi - Cert;pri=t O‘j'm”)“’“11£>+ﬁ, where ; = H3(ID,
i, fname),a; = Hy(ID, j,upkrp), @ = Ho(ID, fname,t,
.y My, 0,) to the CSP.

5) Confirm: On receiving a file from the data own-
er, the CSP will perform verification on it. The CSP re-
turns “failure” if the file is damaged. Otherwise, the
CSP sets the latest audit time # = ¢, generates a vouch-

upkrp), and sends (7, mq,01,..



254 Chinese Journal of Electronics

2023

er m = sigmsk(ID, fname,t,t,T) and returns 7 to the
data owner.

Note that, the auditing period T is chosen by the
data owner according to the actual demand, and the
latest audit time { =7+ 7T and the voucher 7 will be
updated after receiving the storage fee from the data
owner.

Upon receiving the voucher m from the CSP, the
data owner stores the file label 7, the voucher « and
the auditing period T in local. Meanwhile, the data
owner provides (ID,upkrp,7,T) to TPA for audit peri-
odically.

6) Challenge: The TPA runs this algorithm. For
each period, it chooses a subset I C [1,m] randomly and
selects ¢;€Z," for every i € I. At the end of each audit-
ing period T, the TPA launches a challenge
chal = {ID, fname,t, (i,¢;) : i € I} to the CSP.

7) ProofGen: Upon receiving a challenge chal, the
CSP computes and returns the proof PF = {m,d} to
the TPA, where m=>_ c¢;m;=(m1,...,My),0=[] 0;°.

i€l iel

8) ProofCheck: On receiving a response PF, the
TPA computes (3; = H3(ID,i, fname),o; = Hy(ID, j,
upkrp),t = Ha(ID, fname,t,upkrp) and then checks
the proof by the following equation

e(7, upkrp - h™)

— e (H 5h> e (Hy(ID, uphyp) =52 57" mpk )
iel
(1)

If the above equation holds, the challenged file is
intact. The data owner pays the storage fee to CSP.
Otherwise, the data owner claims for compensation.

2. Correctness

Assume all the entities faithfully follows the pro-
tocol, we can check the correctness of the verification
equation.

e (6, upkrp - hﬁ)

=e <H 0, hx“‘>

icl

T+10
=€ (H B;ci - Hl(ID,UkaD)SZ;Lzl a.f'mj>  hEti
i€l

=e <H B - Hl(ID,ukaD)SZ;lzl g
iel

— e (H ﬁﬁ‘,h) e (HL (1D, uphyp)=5=: 55, mpk)
i€l
(2)

3. Security analysis
We prove the proposed protocol is secure under ad-

aptive chosen identity attacks and adaptive chosen file
attacks in random oracle model. The security proof is
conducted as follows: 1) The single tag of the data
block is unforgeable. 2) The proof PF is unforgeable.

Theorem 1 If the advantage of forging the single
tag by Aj is at most € with the running time ¢, the ad-
vantage of the challenger to solve the modified &-CAA
problem is ¢ > (1 — qiu)q”‘q'f(l — qtlﬁ)q‘fm
GusGrsGe, G are the times of User-key-gen query, Cor-
ruption query, Certification query and TagGen query,
respectively.

Proof Appendix A shows the detailed proof.

Theorem 2
versary forges the single tag is at most € with the run-

€, where

If the advantage of a Type II ad-

ning time ¢, the advantage of the challenger to solve the
k-CAA problem is ¢ > (1 — i)‘“(l — ﬁ)‘“me,
and qy, g-, g+ are the times of User-key-gen query, Cor-
ruption query and TagGen query, respectively.

Proof Appendix B shows the detailed proof.

Theorem 3 If the challenged file is damaged or
deleted, the CSP cannot forge the valid proof with a
non-negligible probability.

Proof Appendix C shows the detailed proof.

4. Periodic auditing

If the data owner uploads all data blocks and file’s
related information successfully, the CSP will provide
some audit periods (such as a week, a month, etc.) for
data owner to choose. The data owner selects appropri-
ate auditing period T according to actual needs.

The data owner with the identity I D must provide
public key wupkrp, the file name fname and the num-
ber of data blocks m to the TPA for public auditing. In
our protocol, the data owner provides some additional
information including the latest auditing time # = ¢ and
the auditing period 7" to TPA. The TPA can compute
the latest audit time according to ¢ =t + T, and then
realize periodic auditing. The TPA can issue a valid
challenge according to fname and m at the latest audit
time. In summary, the TPA can audit the file and
timestamp stored in CSP periodically.

5. Accountability

The data owner and the CSP are the two entities
that can be responsible for files. Once the file is detec-
ted to be damaged, the error may be happened during
data upload phase or storage phase. To reduce the con-
troversy, we add the confirm function in our protocol.
The CSP will generate and return a voucher 7 to data
owner if the file’s related information (fname,t, m) and
all data blocks are verified to be correct. This voucher
can be used to prove that the file has been uploaded
successfully. After that, any data error being detected
must be the storage error.
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6. User friendly

In a remote data auditing system, the CSP stores
all data blocks’ tags to ensure data integrity. The data
owner has to pay storage fee for storage volumes of
tags. In our protocol, the size of each data block ™ is
(n x g)-bits (each sector is an element of Z, and n is
the number of data block’s sector) and the size of its
corresponding tag o is about g¢-bits (i.e., an element of
G1). The data owner only needs to pay the fixed stor-
age fee. We can find that the bigger of the data block
the lower of storage fee. However, n should be set a
reasonable value since the CSP is required to return a
proof PF = {m, &} in auditing phase. If the data block’s
size is too large, it will bring high communication cost.
Therefore, to reduce the storage cost, n should be as
large as possible without obstructing the data integrity
auditing.

V. Performance Evaluation

1. Theoretical analysis

We summarize the efficiency and functionality of
our protocol in terms of computation cost, communica-
tion cost, storage cost and detection rate. Moreover, we

also show a comparison among our protocol, Wang et
al’s protocol [7], and Wu et al.’s PDP protocol [14]. For
simplicity, in this section we assume the data owner
stores a file with m data blocks, and each block con-
tains n-sectors. The TPA checks the integrity of file by
challenging ¢ different data blocks. Moreover, we de-
note the notations in Table 1.

Table 1. Notations

Notions Descriptions
Ty A map-to-point hash computation cost
Tp A bilinear pairing computation cost

Tey, Tey; TEr | An exponential cost in G, G2, Gp, respectively

Torys Taags Thag | A multiplicative cost in G1, G2, G, respectively
|G1l, |Gz2l, |GT| | The binary length of an element in G1, G2, G
|Z4]

The binary length of an element in Z,

|sig]| The binary length of the cited signature scheme

1) Computation cost: In Table 2, we list the com-
putation cost of our protocol and the other two proto-
cols. The comparison results show that the computa-
tion cost of our protocol is independent with the num-
ber of data block sectors n. Moreover, our protocol has
lower the computation cost.

Table 2. Comparison of computation cost

Ref. TagGen ProofGen ProofCheck

(7] mn(2Tg, +Tg +Tw,) (c=1)Tn, + cTE, +1nTE, T:TICVZ‘ j_):%lw: j_T;ITP
[14] mn(2Te, + Ty + Tw,) (c+2)Tg, + (¢ = )T, + 2T, $;T21Tf12;]\/(1: i EZDMI
Ours m(2Tg, +Tu +Twy) T, + (c— )Ty, EFC;EZ)?;E%A;; ng;P(C — )T,

2) Communication cost: From the Table 3, we can
see that the data owner uploads mn|Z,| + m|G1| + |sig]
bits to the CSP in our protocol, which is fewer n|Gq|
bits than the comparison protocols. In the auditing
phase, our protocol costs (c+ n)|Z4|+|G1| bits to
transfer information, it is lower than Wang et al.’s pro-
tocol [7], and acceptable compared to Wu et al.’s PDP
protocol [14].

Table 3. Comparison of communication cost

Ref. Outsourcing storage Auditing

[7] mn|Zq| +m|G1| + |sig] | (c+n)|Zg| + |G1| + n|Gr|
(14] | mn|Zg| + (m 4+ n)[G1| + |sigl | (c+4)|Zq| +3|G1| +2
Ours | mn|Zg| +m|G1] + |sig] (c+n)|Zq| + |G|

3) Storage cost: We only consider the storage cost
at CSP side. The CSP will store all verification inform-
ation which includes all data blocks and data blocks’

tags. The CSP costs mn|Z,| + (m + n)|G1| + |sig| to
store verification information in Wang et al.’s protocol
[7]. While in [14], the CSP will cost about (mn + 1)|Z4|+
(m+n)|Gy| + |sig| to store verification information.
The CSP only needs to cost mn|Zy| + m|Gq| + |sig| to
store verification information in our construction. Obvi-
ously, the storage cost in our protocol is less than the
other two protocols.

4) Detection rate analysis: Suppose m is the num-
ber of the total data blocks, and x < m is the number
of the corrupted data blocks, then k = x/m is the file
corruption rate. If a file is corrupted, we use P, to de-
note the probability of being successfully detected. Let
¢’ denote the number of the corrupted data blocks that
are chosen in challenge phase. We can see that P, =
1if e>m—uz, and P, =P{cd >1} =1—-P{d < 1}if
c<m-—uzx.

Since P{c' < 1}= (?;;) = (7'L_7i?""(£:17_(f:1()c)_1)), and

c

m—z—(c—1) < m—x—1 < m=z D {sllows:
m—(c—1) — m—i — m 77T '
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From (3), we have 1 — P, < (1 — k)°. Therefore, to
make P, > 0.99, if the file corruption rate k is 3%, the
TPA needs to choose 151 data blocks randomly; If
k = 5%, the TPA needs to choose 90 data blocks ran-
domly.

2. Experiment analysis

We evaluate experiments on a laptop (4GB RAM,
Intel i5 3.2 GHz quad-core processor), and employ the
standard paring f.param of JPBC [35] to run these pro-
tocols. In standard paring f.param (80-bit security
level), the size of elments in G, is 160 bits and in Gs is
320 bits. We choose a 1 MB (1048576 bytes) file to test
the performance of our protocol, and the size of data
sector is 160 bits. Therefore, m and n should satisfy
1600m=—ln < 1048576 < 160mn

1) Tag generation cost: Let n vary between 1 and 100.
We measure the computation cost of our protocol,
Wang et al.’s protocol [7], and Wu et al.’s protocol [14]
in the tag generation phase. We employ the BLS [19] to
implement all the cited signature schemes in the three
protocols.

As shown in Fig.4, the experimental results show
that the tag generation cost is nearly constant for sign-
ing a file in [7] and [14], and the time cost will reduce
as the growth of n in our protocol. It only requires 2.17
s to sign a 1 MB file with 525 data blocks and 100 sec-
tors. Besides, the computation cost almost unchanged
as the growth of n in the comparison protocol.
Moreover, we compare the tag generation cost for dif-
ferent file sizes in Fig.5, and our protocol is efficient.

300
—a— [7] —— [14] Our protocol
250
e —— - = P §
200 -

150 +

Time (s)

100

50 F

0 f X v .
0 20 40 60 80 100
The number of sectors

Fig. 4. Compuation cost for tag generation.

2) Proof generation cost: We test the proof genera-
tion cost by playing the role of the CSP. In this experi-
ment, we split the file into 2622 data blocks (the sector
size is fixed at 20), and choose ¢ at the range of 20 to 160.
In Fig.6 , the proof generation cost is lower when
¢ =160 than ¢ = 20. Furthermore, the time cost in-

2500 u [7] = [14]

Our protocol

2000 -

1500 -

Time (s)

1000 -

500

IMB

0

5MB
The size of file

10MB

Fig. 5. Tag generation cost for different files.

creases linearly in the above three protocols as ¢ grows.
The difference of the three protocols is tiny. The proof
generation cost is about 0.3 s for 160 challenged data
blocks in our protocol.
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Fig. 6. Proof generation cost.

3) ProofCheck cost: The TPA runs the algorithm
ProofCheck to verify the validity of the proof. Let ¢
vary between 20 and 160. Fig.7 illustrates that our pro-
tocol takes less cost to detect proofs than the other two
protocols. Besides, the proof verification cost increases
linearly with ¢ in all three protocols. The proof verifica-
tion cost is about 0.55 s for 160 challenged data blocks
in our protocol.

950

—m— [7] —— [14]

Our protocol
850 +

750 +

Time (ms)

20 40 60 80 100 120 140 160
The number of challenged blocks

Fig. 7. Proof verification cost.
4) Detection rate: Considering the number of the

challenged data block from 20 to 160, we give the prob-
ability of successfully detecting whether the file is con-
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taminated. We test the file with 3%, 5%, 10%, and 15%
corruption rates, respectively. From the Fig.8, we can
observe that the more data blocks are selected, the
higher probability of detecting the damaged files. If the
file corruption rate is 3%, Fig.8 shows 140 data blocks
are required to get a detection rate higher than 0.99,
while 100 data blocks are required if the detection rate
is not less than 0.97. If the file corruption rate is 15%
(i.e., 67 data blocks are corrupted), Fig.8 shows 40 data
blocks are required to make the detection rate close to 1,
while 20 data blocks if the detection rate is not less
than 0.96. The results show no difference from the the-
oretical analysis.
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Fig. 8. The probability of detecting successfully.

VI. Conclusions

This paper presents a protocol for auditing data re-
motely, which is suitable for pay-as-you-go business
model. In our construction, the TPA can check wheth-
er the data is stored correctly according to the auditing
period. The data owner pays storage fee according to
the pay-as-you-go business model if the file keeps in-
tact. Once a file is detected error or lost, the data own-
er will stop to pay storage fee and require the CSP to
compensate for the damaged file. We prove the correct-
ness and security of our protocol in random oracle. We
then test the computational cost from theoretical and
experimental aspects, respectively. The experiment res-
ults illustrate that the proposed protocol in this paper
is more practical than other two protocols.

Appendix A. Proof of Theorem 1

Theorem 1 proves that our protocol is secure against the Type I
adversary which can change the public key and keep the target user’s
certificate secret.

Proof Suppose pp = (¢,G1,G2,Gr,g,h,e) are public para-
meters, and there exists an algorithm B to settle the modified k-CAA
problem in polynomial-time.

For z,a,b € Zy, given a modified k-CAA problem instance
ab ab
{hlv"’yhk S ZZ, g,gb € G, h®, h® € Go,g=th1, ..., g=thk }7 B

can compute gﬁ when h* ¢ {h1,...,hs} or go®.

Initialization (Phase 1): B lets pk = h%, chooses a hash function
Hy : {0,1}" X Zgq — Zq, and sets three hash functions Hi, Ho, H3 as
random oracle. Let v : Go — G denote one-way mapping and sig is
a secure signature scheme. pp = (q,G1,G2,Gr, g, h,e) are known to
both B and Aj.

Oracle simulation (Phase 2): A; issues oracles adaptively.

o User-key-gen query. Suppose the i-th identity is marked as
ID;, and B chooses IDjy from {IDi,...,IDgq,} as the challenge
identity. B stores (ID;,usk;,upk;) list that is called L, and initially
empty. B will check the list L, when receiving a query from A;. If B
finds ID; in the Ly, list, then sends (usk;,upk;) to Ar. Otherwise, B
does as follows:

1) If ¢ # I, B chooses z; € Zg* at random, sets upk; = h™i and
usk; = ;. In this case, B returns (usk;,upk;) to Aj and inserts
(ID;,usk;,upk;) into Ly,.

2) If 4 = I, B arranges upk; = h*, where the user private key is
unknown to B. In this case, B adds (ID;, A, upk;) into the list Ly,
and returns upk; to adversary Aj.

o Hj query. B stores (ID;, Hi;,d;) list that is called Ly and
initially empty. If B finds ID; in the Ly list, then sends Hj; to Aj.
Otherwise, B does as follows:

1) If i#1, d; € Zq* at
Hy (ID;,upk;) = g%, sends Hy; to Aj and inserts (ID;, Hy;,d;) in-

B chooses random, computes
to L.

2) If i = I, B arranges H; (ID;,upk;) = g°, returns Hy; to ad-
versary Aj and inserts (ID;, Hy;, L) into Ly;.

o Corruption query. When receiving a corruption query from Ay,
B terminates the simulation and outputs | if ID; =IDjor ID;is
not in L, Otherwise, B finds x; from L, and returns it to Aj.

o Certification query. B holds (IDi7 Ce'rtIDi) list that called L.
and initially empty. If B finds ID; in L., then sends Certrp, to Aj.
Otherwise, B does as follows:

1) If i#1, Certrp, = Hi(ID;, upk;)* =
(¢p(h)%)e = 4p(h*)%, where d; is extracted from Ly list. The B re-
turns Certrp, to Aj and adds (IDi, CertIDi) into L. list.

2)If i =1, B outputs | .

B calculates

o Key-replace Query. B checks if g“Sk/ = upk/ hold when receiv-
ing a novel (usk/,upk/) on ID;. If the equation holds, then B in-
serts (ID,-7 usk,, upk;) into Lq,.

o Hy query. B stores (IDj, fname,t,upk,;, Hoj,c) list that is
called Lgo and initially empty. If B finds (ID;, fname,t)in Lo,
then returns Hg; to the adversary. Otherwise, B does as follows:

1) If ¢ # I, B picks Ha; € Zg randomly, and returns Ha;. Also,
B inserts (ID;, fname,t, upk;, Ho;, L) into L.

2) If ¢ = I, B flips up a coin. B uses ¢ = 1 to represent heads up
with the probability ¢, and uses ¢ = 0 to represent tails up with the
probability 1 — .

a) If c = 1, B selects Ho; € Zg at random, and Ha; &{h1,....,hg}.
B then sends H>(ID;, fname,t,upk;)=H;to A;, and adds
(ID;, fname, t, upk;, Ha;i, c) into Lo list.

b) If ¢ =0, B chooses he {h1,...,hg} that has never been se-
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lected, and sets Ho(ID;, fname,t, upk;) = h. Finally, B sends h to
the adversary, and inserts (IDi, fname,t, upk;, fL, c) into Lgo.
, Bm) that is called
L3 and initially empty. If B finds (ID;, fname) in Lgs, then sends
B, -, Bm to Ar. Otherwise, B does as follows:
1) If ¢# I, B randomly chooses f1,...
Hsj (ID;, j, fname) = 84,1 < j < m. Breturns fi,...
, Bm) to the list Lgys.

e Hj query. B stores (ID;, fname,fi,...

,Bm € G1 and sets
, Bm to Ap
and stores (I Dy, fname, B1,. ..

2) If i = I, B first takes out Hy; from L, list and randomly se-
lects 7j € Z7,1 < j <m. B then computes 8; = (¥ (h”) - w(h)i‘)rﬂ'
and sets H3(IDy, j, fname) = B5. B returns fB1,...,0Bm to A and
stores (ID;, fname, 31, ..., Bm) to the list Lys.

o TagGen query. Aj selects ID;, the filename fname, the file’s
timestamp ¢ and a data block mj; € F,j € [1,m], user’s current
private key usk; (If the upk; has not been replaced, then usk; = L).
B outputs | if ID; has not been created.

1) If i # I, B first seeks usk; from Ly, Certrp, from L. and
Ho; from Lyo.

a) B computes sigysk,; (fname,t,m) and sets the file label
T = fnamel|t||m||sigysk; (frname,t,m).

b) B computes the tag of the data block m; by the following

equation
n 1
o= (53‘ ~Ce7"t1DAZk:1 H4(1D,k)‘mjk) @+ Ha;
i

c) B responds label 7 and data block’s tag o to Ar.

2) If 4 = I, the user’s certificate Certrp; of 1Dy is unknown to
B. B iterates over L.

a) B aborts the simulation if ¢ = 1.

b) B takes out Hoy = h € {h1,...,hy} from Ly if ¢ =0 and
upk; is original.

c) B calculates sigysk, (fname,t,m) and sets the file label
T = fnamel|t||m||sigysk, (frname,t,m).

d) B computes the tag of the data block m; by the following

equation
1
0 = YR - ((g"0) FHF ) Dher HAUD)

e) B responds label 7 and data block’s tag ojto Ap

Output (Phase 3): Aj outputs (ID*, upk*,7*, m*, o*). A; wins
the game if the following conditions are held:

a) A corruption query on ] D* has never been launched.

b) As has never queried the certificate of 1 D*.

¢) (ID*, fname*,7*, m*) has never been asked the tag.

d) Proof check (pp, ID*, upk}p,7*,L,{m* 0*})=1. B knows
usk™ even if A has replaced public key. We have:

o* = (H3(ID*,upk™) - CertIZDszl Ha(ID" k)-mi

1
) wsk*FRT
— (w(h)r*(usk*+h*) .gabzzzl H4(ID*,k)/mk)m

(R - (g SRt HaUD" b)) o

o* O\ (Thoy Ha(ID* k)y-mg) ™!
~ (i)
Y(h)"

= (¢ (D" = IDy)

where h* = Ho* (ID*, fname*, t,upk™) = h, usk* =z, msk=a
and Hz(ID*,upk*) = ¢(h)" (@+h"),

If ID* #IDjor ID* =1IDjbut ¢* =0, B aborts the game.
Otherwise, if ¢* = 1 and h* ¢ {h,..
ified k-CAA problem.

1) If A; has never replaced the public key upk* B computes
g% as the solution of the modified k-CAA problem.

., hi}, B can compute the mod-

2) If A; has replaced the public key wupk® B computes

(usk*«kh*)
) as the solution of the modified k-CAA

gab — ( g%
problem.

Probability analysis: Suppose B can get the solution of the modi-
fied k-CAA problem, the following conditions must be held:

a) E1: The simulation has never been aborted in the Corruption
query phase, Certification query phase, and TagGen query phase.
And the probability is Pr[Ei] =(1— )artae(1— L) >
(1— q%)quqc(l —¢)a,

b) E2: Ap forges a valid signature. The probability is
Pr[E2|E1] = e
¢) FEs: ID*=1IDyand c*=1. The probability is

Pr[E3| By A Bp] = £

The probability that B succeeds is € = Pr[Eq A E2 A E3)
Pr[E1] - Pr[E2|E1] - Pr[Es|E1 A E3] > (1 — qiu)q”“lc(l — () q%e
Since ¢ = qt—ﬂ_l (1 —¢)9¢  can take the maximum value, we have

1\ 9rtae 1 qt 1
e > (1 — —) (1 — ) €
qu gt + 1 (¢t + 1)qu

Appendix B. Proof of Theorem 2

Theorem 2 proves that our protocol is secure against the Type II
adversary which has the master key but cannot change the public
key.

Proof Suppose pp = (¢,G1,G2,Gr,g,h,e) are public para-
meters, and there exists an algorithm B to settle the k-CAA problem
in polynomial-time.

For z € Zg, given a k-CAA problem instance {hi,...,h € Zy,
gEth”EGg,gﬁ,... ;
h* & {h1,...,hg}.

Initialization (Phase 1): B selects s € Zg™ at random and com-

_ 1 1
,g%T" e}, B can compute g=+h* when

putes pk = h®, chooses a hash function Hy : {0,1}" X Zq — Zg, and
Hy,Hy,H3 as

1 : G2 — G denote one-way mapping and sig is a secure and effi-

sets three hash functions random oracle. Let
cient signature scheme. Both B and Ajp hold pp = (¢,G1,G2,Gr,
g, h,e,pk, Hy).

Oracle simulation (Phase 2): Ay issues oracles adaptively.

e User-key-gen query. Suppose the i-th identity is marked as
ID;, B chooses IDy from {ID1,...,IDg,} as the challenge identity.
B stores (ID;,usk;,upk;) list that is called L, and initially empty.
B will check the list L,, when receiving a query from Ajy. If B finds
ID; in L., then responses (usk;, upk;). Otherwise, B does as follows:

1) If 4 # I, B selects x; € Zg* at random, sets upk; = h*i and

usk; = ;. In this case, B returns (usk;,upk;)to Ay and inserts
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(IDj, usk;, upk;) into L.

2) If ¢ = I, B arranges upk; = h*, and B doesn’t know the user’s
private key. In this case, B adds (ID;, A, upk;) into L., and returns
upk; to A

o Hjpquery. B stores (ID;, Hyj,d;) list that is called Ly and
initially empty. If B finds ID; in Ly, then sends Hy; to Aj. Other-
wise, B selects d; € Zg randomly and does as follows:

1) If ¢ # I, B computes Hy (ID;, upk;) = g%, sends Hy; to the
adversary and inserts (ID;, Hi;,d;) into L.

2) If 1 =1, B computes Hi (ID;,upk;) = g%i/5 sends Hi; to
the adversary and inserts (ID;, H1;,d;) into L.

¢ Corruption query. When receiving a corruption query from Ayj,
B terminates the simulation and outputs | if ID; = IDj or ID; is
not in L, Otherwise, B finds x; from L,, and returns it to Aj.

o Hy query. B stores (ID;, fname,t,upk;, Hoj,c) list that is
called Lyo and initially empty. If B finds (ID;, fname,t)in Lgo,
then returns Hg; to the adversary Ajp. Otherwise, B does as follows:

1) If ¢ # I, B selects Hy; € Zy randomly, and returns Hy; to the
adversary. Also, B inserts (ID;, fname,t, upk;, Ha;, L) into Lga.

2) If ¢ = I, B flips up a coin. B uses ¢ = 1 to represent heads up
with the probability ¢, and uses ¢ = 0 to represent tails up with the
probability 1 — .

a) If ¢c=1, Bselects Ha; €Zy; at random, and Hyi ¢ {h,...,
hi}. B then sends Ho(ID;, fname,t, upk;) =Hs; to Ajp, and adds
(ID;, fname, t,upk;, Ha;, ) into Lo list.

b) If ¢ =0, B chooses h € {h1,..
lected, and sets Ha(ID;, fname,t,upk;) = h. B then returns h to

., h} that has never been se-

A, and inserts (ID;, fname, t,upk;, h, ¢) into Lgza.

., Bm) list that is
called Lpgs and initially empty. If B finds (ID;, fname)in Lpys,
then sends S, ...

1) If ¢#1, Bselects pfi,...
Hsj (ID;, j, fname) = 85,1 < j <m. Breturns fi,..
, Bm) to the list Lprs.

2) If i = I, B first takes out Hy; from L, list and randomly se-
lects rj €Zy,1<j<m. B then computes ;=1 (h")" - ((h)H2i)T5
and sets H3(IDjy, j, fname) =B;. B returns fi,...,Bm to Ap and
stores (ID;, fname, 1, ..., Bm) to the list Lys.

e Hj query. B stores (ID;, fname, B1,..

, Bm to the adversary. Otherwise, B does as follows:
,Bm € G1 randomly and sets
-y Bm to An

and stores (ID;, fname, B1,. ..

o TagGen query. Aj chooses a user identity ID;, the filename
fname, the file’s timestamp ¢t and a data block m; € F,j € [1,m],
user’s private key usk;.

1) If i # I, B first seeks private key wusk; from L, and the Ha;
from Lgo.

a) B computes sigysk,; (fname,t,m) and sets the file label
T = fnamel|t||m||sigysk, (frname,t,m).

b) B computes the tag of the data block m;,1 < j <m by the

following equation

1
o = (,Bj _¢(hs)di k=1 H4(1D,k)'mk) z;+Hy;

c) B responds label 7 and data block’s tag o to Aj.
2) If i = I, B fist looks up Lyo.
a) If ¢ = 1, B aborts the game.

b) If ¢ =0, B computes sigys,; (frname,t,m) and sets the file
label T = fnamel|t||m||sigysk, (frname,t,m).
c) B computes the tag of the data block m;,1 < j < m by the

following equation
oj = 'l,Z)(h)TJ . (g f’~'+}q2i )di 22/:1 Hy(ID,k)-my,

d) B responds label 7 and data block’s tag o to A

Output(Phase 3): Ay outputs (ID*, upk™,7*, m*, c*). Ap wins
the game if the following conditions are held:

a) A corruption query on ] D* has never been launched.

b) (ID*, fname*,7*,m*) has never been asked the tag.

¢) ProofCheck(ID*, upk*,7*, L, {m*, o*})=1. That is,

IS my 1
o* = (H3(ID*,upk™) - Cert%fl Ha(ID,k)-m; ) usk* R
- (¢(h)7-*(usk*+h*> ) gd S R_y Hy(ID,k)-m; )m

_ w(h)r* . (gwlﬁ»h*)dz?:l Hy(ID,k)-my

o* )(dZZ=1 Hy(ID,k)-my)~ "

(ID* = IDy)

where h* = Ho* (ID*, fname™*, t*, upk™) = h and H3(ID*,upk*) =
¢(h)r*(z+h*).

If ID* #1Djor ID* =IDybut ¢* =0, B aborts the game.
Otherwise, if ¢* =1and h* ¢ {h1,...,hr}, B looks up Lgs, and

)(22:1 Hy(ID,k)-mj) ™" as the solution of

compute gﬁ = (#
the k-CAA problem.
Probability analysis: Suppose B can get the solution of the k-
CAA problem, the following conditions must be held:
a) E1: The simulation has never been aborted in the Corruption
probability is

query phase and TagGen query phase. The

Pr(Ba) = (1— L)t (1= Lo > (1—L)ymrbae (1 - o

b) FEs: Aj forges a valid signature. The probability is
Pr[E2|Eq] = e
¢) FEs: ID*=1IDyand c¢* =1. The probability is

Pr[E3|E1 A Bs] = £
In summary, the probability that B succeeds is € =Pr[E1AE>
/\E3] :Pr[El] . Pr[EglEl] . Pr[E3|E1 A EQ] > (1— é)‘” (I—C)Qt ée .

Since ¢ = (1 —¢)9¢ can take the maximum value, we have

1

qe+1’
1 qr 1 qt 1

e > (1 — —) (1 — ) €
qu gt +1 (gt + 1)qu

Appendix C. Proof of Theorem 3

Proof We suppose the adversary Ay can forge a valid proof
successfully.

Simulation: The system initialization and the oracle simulation
are the same as in Game 1 or Game 2.

e ProofCheck. Ay generates the proof PF using some data
blocks’s tags, and sends PF and challenge to B. B checks PF and
sends the result to Ar.

o Challenge. chal={(¢,¢;):i€I,IC[1,m],c; €Zq} are chosen
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by B as a challenge. There is at least a challenged data block that

never been queried tag. B then sends the challenge to A.

o=

Forge: The adversary A outs a valid proof PF = {m: S eimy,
iel

I1 5:¢ 7 and sends it to B.
i€l

Probability analysis: Since the forged proof is valid, it satisfies

e(&,upk™ - h"")fe | T] 8%, h

iel

= e(Hy(ID* upk*)Xi=1 HeIDT30 ™5 pp)

Assume that the real proof for the challenge chal is PF={m,c},

it can also make the equation holds.

e(o,upk™ - h"") fe [ [T B, b

icl

= e(H1(ID*, upk*)>=i=1 H4UIDTD 5 p)

Since the hash function is collision resistance, the adversary A

can get the only response when it issue a Hj query on the same input.

Similarly, Ha query and H3 query. Obviously, the above two equa-

. . - . C; - .
tions are equal, ie., o =g, that is, [] o;* = [] 6:. Because

iel i€l

0;,0; € G, there exists z;,y; € Zj satisfying o; = g% and ; = g¥i.

We get gicl Ci%i = gXier Ci¥i e, > icr CiTi = )_;er CiYi, which

means Y, ci(z; —y;) = 0. Since ¢; € Z}, we get z; = y; modgq.

This is contrary to the previous results. According to the Theorem 1

and

Theorem 2, the probability of forging a single tag is negligible.

Thus, the probability of forging a proof successfully is negligible if a

file has been deleted or damaged.

(1]

2]

(3]

(4]

(5]

(6]

7]

Theorem 3 is proved.
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