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Abstract—Vector mean estimation is a central primitive in
federated analytics. In vector mean estimation, each user i € [n]
holds a real-valued vector v; € [—1,1]%, and a server wants to
estimate the mean of all n vectors; we would additionally like
to protect each user’s privacy. In this paper, we consider the
k-sparse version of the vector mean estimation problem. That is,
suppose each user’s vector has at most £ non-zero coordinates
in its d-dimensional vector, and moreover, £ < d. In practice,
since the universe size d can be very large (e.g., the space of all
possible URLs), we would like the per-user communication to be
succinct, i.e., independent of or (poly-)logarithmic in the universe
size.

In this paper, we show matching upper- and lower-bounds for
the k-sparse vector mean estimation problem under local differ-
ential privacy (LDP). Specifically, we construct new mechanisms
that achieve asymptotically optimal error as well as succinct
communication, either under user-level-LDP or event-level-LDP.
We implement our algorithms and evaluate them on synthetic
and real-world datasets. Our experiments show that we can
often achieve one or two orders of magnitude reduction in error
compared with prior work under typical choices of parameters,
while incurring insignificant communication cost.

I. INTRODUCTION

Federated analytics and learning allow a cloud provider
to learn useful statistics and train machine learning models
using data aggregated from a large number of users (e.g.,
browsing history, shopping records, movie ratings). Since
many of these data types are privacy-sensitive, a line of recent
work has focused on enabling privacy-preserving federated
analytics [8], [10], [27], [28], [32], [54]. A central primitive
in privacy-preserving federated analytics is called vector mean
estimation. Suppose n users each have a real-valued vector
v; € [=1,+1]%, and the collection of all users’ vectors
is called the input configuration, henceforth denoted v =
(v1,...,vn) € [=1,1]%™. The server wants to estimate the
mean of the users’ vectors without compromising each indi-
vidual user’s privacy. Frequency estimation [8] can be viewed
as a special case of vector mean estimation where each user
has a binary vector v; € {0,1}¢ indicating whether the user
owns each of the d items in some universe; the server wants
to estimate the frequency of each item. Besides frequency
estimation, vector mean estimation is a key building block
in numerous applications, such as frequent item mining [50],
key-value data aggregation [30], linear regression [43], fed-
erated learning model updates [38], and (stochastic) gradient
descent [1], [17], [48]. Many of these applications are being
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deployed by companies such as Google [27], Apple [51], and
Microsoft [22].

In this context, a standard privacy notion is local differential
privacy (LDP) [34]. Informally, LDP (Def. 7) requires that
if a single user changes its input, the distribution of the
server’s view in the protocol changes very little. In other
words, the transcript observed by the server cannot allow the
server to accurately infer any single individual’s input. Two
commonly-studied notions of LDP include user-level LDP
(Def. 10) and event-level LDP (Def. 8). In event-level LDP,
we want that the distribution of the server’s view to be close
under two neighboring input configurations v € [—1,1]¢"
and v/ € [—1,1]¢™ that differ in exactly one coordinate
(which may correspond to a single event for a single user). In
user-level LDP, we want that the distribution of the server’s
view to be close under two neighboring input configurations
v and v’ that differ in the contribution of a single user,
possibly involving all d coordinates of that particular user.
Unless otherwise noted, throughout this paper, we consider
an information-theoretic notion of privacy, i.e., privacy should
hold without relying on any computational assumptions.

Sparsity in vector mean estimation. In numerous practical
applications, each user’s vector v; € [—1,1]% is sparse. We
say that a vector v; € [—1,1]¢ is k-sparse iff at most k
coordinates are non-zero. Different users could have different
sparsity patterns, i.e., different sets of non-zero coordinates.
For example, imagine that the universe consists of the URLs
of all websites in the world, and each user’s vector denotes
whether a user has visited each URL. Another example is
from natural language processing: imagine that the universe
is all possible bags-of-words of size three, where a user’s
input contains all occurrences that appeared in their emails.
In such examples, k£ is much smaller than the universe size
d. Sparsity has also been leveraged as an algorithmic tech-
nique in the (non-private) federated learning literature. For
example, Konecny et al. [35] showed that sparsifying the
gradient vectors in federated learning can significantly reduce
communication while maintaining accuracy.

In some cases, the universe may even be too large to
efficiently enumerate, e.g., the space of all possible URLs. In
such cases, instead of writing down an estimate of the entire
mean vector ¥ := 1 3" | v;, we want the server to instead be
able query an estimate of v, for any x of its choice (e.g., the
fraction of users that has visited a specific URL of interest).
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Due to the prevalence of sparse vectors in real-world
applications, we ask the following important question:

Can we achieve locally differentially private k-sparse
vector mean estimation with efficient communication and
small estimation error?

The most naive approach is to apply the standard random-
ized response mechanism [6], [25], [56] to each coordinate
henceforth we refer to this approach as “naive perturbation”.
For the case of event-level LDP, naive perturbation achieves

5( 5\1/5) L-error with high probability where ¢ is the privacy

budget and 6() hides (poly-)logarithmic factors. While this
simple mechanism actually achieves asymptotically optimal
error in light of well-known lower bounds [8], it has a high
O(d) communication cost.

One interesting question is whether we can achieve succinct
communication that is independent or only logarithmically
dependent on the universe size d for sparse vectors. Several
prior works [2], [3], [7], [8], [12], [18], [19], [27], [53], [54]
have explored this question for 1-sparse vectors, i.e., assuming
that each user holds exactly one item out of a large universe
of d items. The latest results [7], [8], [12], [19], [54] in this
line of work showed how to achieve asymptotically optimal
error while paying only logarithmic bandwidth — note that in
the 1-sparse case, event-level LDP is the same as user-level
LDP up to constant factors.

In comparison, the more general case of k-sparsity is less
understood, and currently, we do not have matching upper
and lower bounds for schemes with succinct (e.g., logarith-
mic) communication. Although some prior schemes [30], [43]
achieve communication that is succinct in the universe size
d under even user-level differential privacy, they suffer from
Q(+/d) error, thus making them unsuitable for our motivating
scenarios where d can be very large. Other works [46], [55]
combine sampling and a 1-sparse mechanism: this approach
achieves better asymptotic error than [30], [43] while still
maintaining succinct communication, but their asymptotic
error is a vk or k factor away from optimal, depending on
whether we care about user- or event-level LDP.

A. Our Contributions and Results

We give the first locally private constructions for vector
mean estimation that achieve succinct communication and op-
timal error (up to polylogarithmic factors). Our contributions
include new upper- and lower-bounds, as well as an empirical
evaluation of our algorithms.

Upper bounds: communication-efficient LDP mechanisms.
We devise new schemes that satisfy e-LDP (either user-level
or event-level) with the following desirable properties:

o Communication efficiency: Our mechanisms have com-
munication cost that is independent of the universe size
d, and depends only on k, i.e., the maximum number of
non-zero coordinates per user.

e Optimal error. Our schemes satisfy (nearly) optimal error
for any e-LDP mechanism.

Specifically, we prove the following theorems. Although
not explicitly stated below, all of our upper bounds below
assume the existence of a pseudorandom function (PRF) with
parameter \; however, the PRF is needed only for measure
concentration and not needed for privacy.

Theorem 1 (User-level LDP). There exists an e-user-level-
LDP mechanism for the k-sparse mean vector estimation
problem that achieves O(log k+ \) per-client communication,
and with probability at least 1 — 8 — negl()\), it achieves

0] (i\/ klog("/ﬁyzlog(d/ﬁv Loo-error. Moreover, the mecha-

nism is non-interactive, i.e., it involves only a single message
from each client to the server.

Theorem 2 (Event-level LDP). There exists a non-interactive
e-event-level-LDP mechanism for the k-sparse mean vector
estimation problem that achieves O(klogk + X) per-client
communication, and with probability at least 1 — 3 — negl()),
log(d/B)

- Lo-error.

it achieves O <i
Bassily et al. [8] showed that any event-level LDP mecha-
nism for mean estimation (even when k£ = 1) has to suffer from

at least () %\/ % error. In light of their lower bound, our

event-level LDP mechanism achieves optimal error. In fact,
it turns out that our user-level LDP mechanism also achieves
(nearly) optimal error but to show this we will need to prove
a new lower bound as mentioned shortly below.

Table I compares our results with prior works, and show
how we achieve asymptotical improvements. Notice that our
event-level scheme consumes more bandwidth than the user-
level scheme, partly because the optimal error bound for event-
level LDP is more stringent than for user-level LDP. It is an
open question whether we can further reduce the bandwidth
for event-level LDP while still preserving optimality in error!

Lower bound for k-sparse LDP vector mean estimation.
We extend the proof technique of Bassily and Smith [8] and
prove a new lower bound for any user-level LDP mechanism
for vector mean aggregation. Our new lower bound almostly
tightly matches the upper bound in Theorem 1 (up to a
logarithmic gap in n), showing our user-level LDP upper
bound achieves nearly optimal error.

Theorem 3 ((Informal) Lower bound for user-level LDP).

Any (e, o(ﬁgn)) user-level LDP mechanism for vector mean

aggregation must suffer from at least ) (1\/ klogff”“) error

in expectation.

Empirical evaluation. We implemented our algorithms with

"Throughout, we assume that the number of queries made by the server
into the estimated mean vector is polynomially or subexponentially bounded
in the security parameter (denoted A) of the PRF, depending on whether the
PRF has polynomial or subexponential security. In cases where the server
does not query the entire universe d, we take Lo error over the queries that
are actually made.
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TABLE I

Comparison with prior work. The “k-fold repetition of 1-sparse” and “Sampling + 1-sparse” schemes are strawman constructions explained in Section II.

Event-level LDP

User-level LDP

Name Comm. Cost Lo Error Comm. Cost Lo Error
. VE [logd
k-fold repetition of 1-sparse O(klogd) O(¥=4/222) - -
Sampling + 1-sparse [46], [55] same as user-level O(logd) O(%q/ = )
. . logd k
Naive Perturbation [6] O(d) O( <£2) O(d) O(Z4/ 5 )
Harmony [43] same as user-level O(logd) O(i On
PCKV [30] same as user-level O(logd) O( Vd e
Ours O(klogk +2)  O(L\/ &%) | O(logk + A) V’“(’g" ,/

Lower Bounds

ey |

C++2. We evaluated our algorithms using both synthetic and
real-world datasets. With the synthetic dataset, we could more
easily control the parameters k, d, and n, and we could plot
the asymptotic behavior of our algorithms. In comparison with
prior communication-efficient works, our algorithms achieve a
5.0x reduction in L., error and a 29.6x reduction in mean
square error for both event- and user-level LDP, for a typical
choice of parameters, e.g., n = 10°, d = 10°, k = 64 and € =
1.0. At the same time, our algorithms consume insignificant
communication cost. The report size is smaller or up to a few
times larger than a TCP/IP packet headers (20 bytes).

We also tested our algorithms on several real-world datasets.
Experiment shows a 1.8x to 7.3x reduction in L, error and
a 3.1x to roughly 114.3x reduction in mean square error
compared to prior schemes.

Additional contributions. Besides the commonly con-
sidered user-level and event-level LDP, as a by-product
of our upper bound constructions, we come up with a
communication-efficient LDP mechanism under a more gen-
eralized L-neighboring notion. Two input configurations v =
(v1,...,vn) € [=1,1]%" and v/ = (v],...,v)) € [-1,1]¢"
are said to be L-neighboring, iff they are otherwise identical
except for one user’s coordinates v; and v}, and moreover,
|lv; — vi|li < L. Roughly speaking, a mechanism satisfies
(e, 8)-LDP for L-neighboring input configurations if the server
cannot (e, §)-distinguish two L-neighboring input configura-
tions (under the standard distance notion of (e, ¢)-differential
privacy). Note that the commonly known user- and event-level
LDP notions are special cases of the above more generalized
notion, for L = 2k and L = 2, respectively. Therefore,
introducing the generalized L-neighboring notion allows us
to study user- and event-level LDP under a more unified lens;
and indeed we use it as an intermediate stepping stone to
get our main results (Theorems 1, 2, and 3). We believe that
this generalized L-neighboring notion can be of independent
interest in some practical applications. For example, Abadi et
al. [1] considered a gradient clipping technique where each

’https://github.com/wuwuz/sparse-vector-aggregation

user would clip its gradient vector to a smaller range (thus
pruning excessively large or small values) before sending it to
the server. This technique allows them to more tightly bound
each user’s contribution.

II. TECHNICAL ROADMAP

In this section, we give an informal technical overview of
our results.

A. Background: Optimal LDP mechanisms for I-sparse vec-
tors

Our algorithm for the generalized k-sparse setting is in-
spired by the Binary Local Hashing (BLH) algorithm [54],
which is an LDP mechanism for the 1-sparse binary vector
setting. Let the non-zero coordinate index of client 7 is z;.
Each client samples a hash function s; : [d] — {—1,1} and
computes the bit z; = s;(z;). To ensure e-LDP, client 4 flips z;
with probability 1/(e€+ 1) and submits the potentially flipped
bit (denoted by Z;) to the server. For coordinate x, the server
first computes how many clients’ bits match the hash value of
x, i.e., t; = [{i € [n] | si(x) = Z;}|. The server then estimates

the mean value of coordinate x as zﬂ (2t; — 1). The BLH
algorithm has an L, error of O lo;(fd , which is proven

to be asymptotically optimal for 1-sparse vectors [8]. However,
we will see next that adapting this approach to the k-sparse
setting is nontrivial.

B. Warmup: An event-Level LDP mechanism for frequency
estimation

For simplicity, we first focus on the special case of designing
a frequency estimation mechanism that satisfies event-level
LDP. Recall that the frequency estimation problem is a special
case of our general formulation of vector mean estimation. In
frequency estimation, each client ¢ € [n] has a binary vector
v; € {0,1}%, denoting whether the client owns each item
from a universe of d items. The server wants to estimate the
frequency of each item. Once we understand how to design an
event-level LDP mechanism for frequency estimation, we can
later extend our techniques to 1) support user-level LDP; and
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2) support the more general case of vector mean estimation
where the client’s vector is from a real domain.

Strawman: k-fold repetition of the 1-sparse scheme. Recall
that prior works [8], [19], [54] have proposed 1-sparse fre-
quency estimation mechanisms that achieve optimal error, that
is, O(%ﬁ) error, incurring only logarithmic communication.
In our problem, each client owns k items rather than 1.
Therefore, a strawman idea is through a k-fold repetition of
the 1-sparse scheme. Specifically, each client can pretend to
be k virtual clients, and each virtual client owns only one
item. Imagine that we run a 1-sparse scheme over these kn
virtual clients. Since each client acts as k virtual clients,
its communication cost is O(k) which is independent of the
universe size d. The resulting L., error would be O(E\/lﬁ)
over all kn virtual clients. In reality, we want to take the mean
over the n real clients. After renormalizing, the actual error is
O(%).

This strawman scheme gives non-trivial bounds, but does
not achieve optimal O(ﬁ) error.

Our idea. We devise a new scheme that combines the elegant
ideas behind the 1-sparse mechanism by Wang et al. [54] with
a new random binning idea. Our approach is as follows:

e Each client i € [n] does the following:

1) Sample two random hash functions h; : [d] — [k] and
8¢ [d] = {-1,1}.

2) Let {z1,...,2x} € [d]* denote the k items belonging to
client ¢ € [n]. For each j € [k], place x; into the hash bin
indexed h;(x;). Note that in total, there are k hash bins
per client.

3) For each hash bin j € [k], compute B;; :=
> vebin, Si(2) +Lap(¢) where Lap(¢) denotes Laplacian
noise of average magnitude %

4) Send to the server the tuple (h;, si, {Bi ;}jex)) where h;
and s; denote the description of the two hash functions.

o Server estimates the fraction of clients that own an ar-
bitrary item 2* € [d] using the following expression:

% Zie[n] B hi(ar) - si(@").

As mentioned later, to get our desired bounds, we need the
hash functions h; and s; to be pseudorandom — however, we
stress that the pseudorandomness assumption is needed only
for load-balancing among the hash bins and not for proving
privacy. In other words, our scheme satisfies information-
theoretic LDP. Specifically, to sample a pseudorandom func-
tion (PRF), the client samples a random seed whose length is
related to the strength of pseudorandomness and independent
of d. To send the description of the hash function to the server,
the client sends the pseudorandom seed to the server.

Finally, in practice, the client can clip each B; ; to an integer
value between [~O(k), O(k)] before sending it to the server
— this does not affect the privacy analysis or our asymptotic
error bound. In this case, the per-client communication of our
scheme is at most O(klog k) plus the description of the hash

function (e.g., the seed of a PRF).

Informal utility analysis. To gain intuition, we present an
informal analysis of our scheme. The formal proofs (for the
more generalized vector mean estimation scheme) are deferred
to Section IV-A. Note that understanding the utility analysis
also helps to understand why the scheme works.

Henceforth, we use bin; to denote the set of items client
i places into its j-th bin (and when it is clear from the
context which client ¢ we are referring to, we may omit 7).
Let Cjj = >, cpini Si(x) be the true aggregated “count” of
the j-th bin belongiﬁg to the i-th client. Suppose that the server
wants to know the frequency of item z* € [d]. To do this, the
server computes the summation ;. Bip,(zv) - si(27) =
Yietn) Cinser) 5i(T*) +Xicin Lap(1) — note that here we
have not normalized the sum with the % factor yet, we can
defer this step to the end. The second part of the summation
>ien Lap(£), is the summation of n independent Lap({)

noises, and thus its magnitude is roughly 5(@) The first
part of the summation ;. Cin,(x+) - 8i(2*) can be further
decomposed into two sources of contributions:

1) Each client ¢ who owns x* contributes one +1 term to
the summation because (s;(7))? = 1.

2) For each client ¢ and each item z # x* owned by the
client such that h;(z) = h;(z*), it contributes s;(x) -
s;(z*) to the summation, which is a random choice of
—1 or +1 assuming that s;(-) is a random oracle.

Thus, 1) corresponds to to the true count of the item x*,
whereas 2) is can be viewed as the result of a random walk
of expected length O(n), i.e., a random noise of magnitude
roughly O(y/n). In particular, the length of this random
walk is upper bounded by the total load of the hash bins
> ieln] |bin§1i<$*) , which is O(n) assuming that each h; is
a random oracle.

Summarizing the gbove, the estimated count is the true
count plus roughly O(@) noise. Finally, when the server
normalizes the above sum by % to compute the average, the
resulting error becomes ’Ov(%) Note that in Theorem 2, the

€

precise expression for the error bound has an extra log % term
which we ignore here, where (3 is the failure probability for
the error bound. Specifically, the log d term arises from taking
a union bound over the universe of d elements and the log%
term comes from a precise measure concentration bound on the
error — we defer these precise calculations to the subsequent
technical sections.

At this point, it is helpful to observe that in this construction,
the error comes from two sources — this observation will later
help us to generalize the scheme to user-level LDP:

e Noise component: the first source of error is the sum of n
independent Lap(%) noises, one for each binzi(x.*) where
i€ [nl;

o Colliding items component: the second source of error is
the random contribution of either +1 or —1 from each
element z # z* that each client i places into its bin
biny,, (-

Remark 4. In the above, we assumed that the hash functions
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h;’s and s;’s are random oracles. In practice, we instantiate
the hash functions using pseudorandom functions.

Informal privacy analysis. We now give an informal privacy
analysis, while deferring the formal proofs to Section IV-A.
We want to show that the scheme satisfies e-event-level-LDP.
Fix the hash functions hq,...,h,,s1,...,S,, and consider
two input configurations v, v’ € {0,1}4™ that differ in only
one position. Let C; ; = Zm ebin, s;(x) be the true aggregated
“count” of the j-th bin belonglng to the ¢-th client, when the
input configuration is v; and let C’ be the corresponding
quantity when the input conﬁguratlon is v/, It must be that all
C;,j and C} ; are the same everywhere except for one bin j*

corresponding to one client ¢*. Moreover, for the only location
where they differ, it must be that |C;» ;« —Cl. gl = 1. Having

3
observed this, it is not too hard to show that adding Laplacian

noise of average magnitude % to each bin suffices for achieving
e-event-level-LDP.

C. Extension: A user-level LDP mechanism for frequency
estimation

One trivial way to obtain user-level LDP is to directly
use the aforementioned warmup scheme and simply apply
standard privacy composition theorems [26], [33] to reset
the parameters. Specifically, to achieve e-user-level-LDP, we
would need to plug in a privacy parameter of 7 when invoking
the warmup scheme. This results in an error bound of ’Ov(#)

which is an 5(\/%) factor away from optimal.

Strawman: sampling + 1-sparse mechanism. Another straw-
man idea for each client to randomly sample 1 item out of its
k items, apply the 1-sparse mechanism to the sampled items,
and finally, renormalize the estimate accordingly [46], [55].
Unfortunately, it is not hard to show that the resulting error
would again be O( f) an O(V'k) factor away from optimal.
Note also that if a client has strictly fewer than k items, it
needs to first pad its input to k with filler items, and then
apply the the sampling and 1-sparse mechanism.

Our approach. Our approach is to generalize our warmup
mechanism. Suppose we want to achieve (e, d)-LDP under L-
neighboring input configurations. Recall that two input config-
urations v = (vy,...,v,) € {0,1}¥™ and v/ € (v},...,v,) €
{0,1}4™ are L-neighboring iff they differ in only one user’s
contribution v; and v}, and moreover, |v; — vi|; < L. Note
that user-level LDP is simply a special case where L = 2k.
In other words, we want the server’s view to be (e, 5)-close
for two input configurations v = (vy,...,v,) € {0,1}4"
v € (vy,...,v)) € {0,1}4" under the distance notion of
the standard (e, 0)-differential privacy definition [25]. In our
reasoning below, we will carry around the parameter L, and
in the end, we can plug in L = 2k to get the user-level LDP
result. However, as noted earlier in Section I, the more general
scheme parametrized by L can be of independent interest.
Our generalized scheme is almost the same as the warmup
scheme, except with the following modifications:

« Each client now has b hash bins rather than £ bins as in
the warmup scheme. For now, we leave the choice of b
unspecified, and work out the optimal choice later.

« Each client i € [n] now computes the noisy sum B; ; as
Bij =Y cbin, 5i(w) + Lap((;) where

09
min(L, y/bLlog %)

Informal privacy analysis. Consider two L-neighboring input
conﬁgurations v and v/, and fix all hash functions h1,...,h,
and s1,...,8,. Let C; ; := erbini s;(x) be the true “count”

of bln] under v and let C’ be the corresponding quantity
under v'. Now, consider the vectors C = ={Ci j}iem),jep and
= {C} ;}icn).jelp)- We want to show that |C C'l; <

min(L, O(y/bL - log 2) with probability 1 — 4. If so, adding
the aforementioned noise is sufficient for achieving (¢, §)-LDP
under L-neighboring. Now, |C — C’|; < L is easy to see.
Therefore, it suffices to show that [C—C'|; < O(y/bL - log %)
with probability 1 —4§. Due to standard measure concentration
bounds, when we change v to v/, for any fixed b|n it holds

that |C; ;—C; ;| < O(y/ log =—=12) with probability 1—7 Taking
a union bound over all b b1ns we have that |C — C'|; <

O(y/bL -log %) with probability 1 — 6.

Informal utility analysis and optimal choice of b. As in
the earlier event-level LDP scheme, the error in the final
summation Zie[n] B; hy(z+) - si(x*) — without normalizing
it with the 1/n factor yet — comes from two sources:

e Noise component. The noise component consists of the

summation of n independent Lap(Z) noises where ¢’ =

O(e)
min(L,y/bLlog &)’
V/n-min(L, {/bLlog 2)).

e Colliding items component. The contribution from all
colliding elements can be viewed as a random walk of
length that is equal to the number of colliding elements
in all n bins {binj, (,+)}icin)- The number of colliding
elements is concentrated around its expectation ”Tk with
high probability, and thus the colliding items component

results in roughly O(\/ k) error.

The total error is minimized when the noise component is
roughly equal to the contribution from colliding elements, and
we derive the optimal choice of b as

O (f), if L <ks

b= 6} (\/E) , otherwise. M

When the above optimal b is chosen correspondingly, both
error components are roughly equal (omitting the logarithmic
factors). Specifically, for the the case when L < k%, both
error components are roughly 0 (%L\/ﬁ) for the other case,

both error components are O (%(kL)%\/ﬁ) Keep in mind

Thus, the total noise is roughly O(1
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that for our final error bound, we need to apply an extra 1/n
normalizing factor to the above terms.

Summarizing the above, we obtain a mechanism that sat-
isfies (¢, d)-LDP under L-neighboring, with per-client com-
munication cost O(b) where b is shown in Equation (1), and
its choice depends on whether L < k3. Further, the scheme

achieves O (% min(L, (kL)i)\/g> error after applying the
extra 1/n normalization factor.

For the special case of user-level-LDP, which can be cap-
tured by k-neighboring LDP, using the above calculation, we
conclude that the optimal choice of b should be b = 1. In this
case, the error is roughly O(%) So far, the scheme described
above achieves (¢,0)-LDP with a non-zero §. However, for
the special case of user-level LDP, we can use an additional
clipping technique to obtain e-LDP. We defer the detailed
exposition of this technique to subsequent sections.

Finally, observe that for L = 1, i.e., for event-level-LDP,
the optimal choice of b = O(k). This shows that our event-
level-LDP scheme in Section II-B is also a special case of the
above more generalized scheme.

D. Generalizing to real-valued vectors

In the more general case, each client ¢ holds a real-valued
vector v; € [—1,1]¢, with at most k < d non-zero coordinates.
For example, each non-zero coordinate may represent the
rating a user has given to a movie that it has watched. Chances
are, each user has watched relatively few (k) movies out of
the entire universe of d movies.

It is not difficult to generalize the aforementioned schemes
(Sections II-B and II-C) to real-valued vectors. The only
modification is the following: each client i now computes B; ;
as follows for j € [b] where b denotes the number of bins per

client: )
By j = Z si(x) - vie + Lap (€,>

z€[d]

where v; , denotes the z-th coordinate of the client’s vector
v;, and the choice of € is the same as before. Note that since
our event-level-LDP scheme (Section II-B) is a special case
of the scheme in Section II-C, the above works for the event-
level-LDP scheme too.

The proof of the above generalized scheme is similar in
spirit to the binary case but requires more careful calculation.
In the subsequent technical sections, we directly prove the
real-valued case, since this is the more general form.

E. Lower bound

The framework in Bassily and Smith [8] provides a lower
bound for the event-level LDP under 1-sparse setting. Our
event-level LDP upper bound tightly matches the lower
bounds and therefore closes the case for event-level LDP.
We observe that it is starightforward to extend Bassily and
Smith [8]’s proof to user-level-LDP, and the resulting lower
bound matches the error achieved by our earlier upper bound.
We defer the detailed presentation of this lower bound to
Section VI.

III. PRELIMINARIES AND DEFINITIONS
A. Background on Differential Privacy

Differential privacy was first proposed by Dwork et al. [25].
and has since become a widespread privacy notion.

Definition 5 ((¢,0)-close). We say the distributions of two
random variables, X and X' are (e, 6)-close iff they have the
same domain D and for every subset S C D,

Pr[X € S] < e Pr[X’' € S| +4.

Definition 6 ((e,d)-Differential Privacy). A function f is
(¢,0)-DP w.rt. some neighboring relation ~ on its input
domain iff for every pair v,v' € Domain(f), s.t. v ~ v/,
the distributions of f(v) and f(v') are (e, 6)-close.

If a function f is (e, 0)-DP, we also say that f is e-DP for
short (w.r.t. the neighboring relation ~).

B. Sparse Vector Mean Estimation

Consider n clients, indexed by the set [n] = {1,2,...,n}.
Each client has a real-value vector v; € [—1,1]%. Also, each
vector v; is k-sparse, i.e., it has at most £ non-zero coordinates.
Different clients may have different non-zero coordinates. We
use the notation v := (v1, ..., v,) to denote all clients’ inputs,
and we also refer to v as an input configuration. A server
wants to estimate the mean vector, o = = > ie[n) Vi through a
non-interactive mechanism.

In a non-interactive mechanism, each client sends a single
message to the server, and the server then computes an esti-
mate of the mean vector o = 1 37, e[n) Vi- Both the clients and
the server can make use of randomness in their computation.

Henceforth, let ~ denote some symmetric neighboring
relation defined over two input configurations v € [—1,1]¢"
and v/ € [—1,1]4™.

Definition 7 (Local differential privacy (LDP)). A non-
interactive mechanism M satisfies (e, 8)-LDP w.r.t. the neigh-
boring relation ~, iff for any two input configurations v €
[—-1,1]%" and v’ € [—1,1]4™ such that v ~ V', it holds that

Pr[viewpn(v) € S] < e Pr[viewp (V') € S]+ 6

where Viewa(v) is a random variable representing the
server’s view upon input configuration v; in particular, the
view consists of all messages received by the server.

If a mechanism satisfies (e,0)-LDP, we also say that it
satisfies e-LDP (w.r.t. to some neighboring relation ~).

Definition 8 (Event-level LDP). We say that a mechanism
satisfies (e, d)-event-level-LDP, iff it satisfies (€,0)-LDP w.rt.
the following neighboring relationship: two input configura-
tions v = (vy,...,v,) € [-1,1]%" and v/ = (v},...,v]) €
[—1,1]4™ are considered neighboring, iff they differ in at most
one position (i.e., one coordinate contributed by one user).

Definition 9 (User-level LDP). We say that a mechanism sat-
isfies (e, 8)-user-level-LDP, iff it satisfies (e,0)-LDP w.r.t. the
following neighboring relationship: two input configurations
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v and v’ are considered neighboring if they differ in at most
one user’s contribution.

Definition 10 (LDP for L-neighboring). We say that a mech-
anism satisfies (e,0)-LDP for L-neighboring, iff it satisfies
(e,0)-LDP w.rt. the following L-neighboring notion: two input
configurations v and v' are considered L-neighboring, iff the
two vectors are otherwise identical except for at most one
user’s contribution v; and vj; and further, for the user i where
the two vectors differ; it must be that ||v; — vj||1 < L.

For the case of k-sparse binary vectors where each client’s
v; € {0,1}9, the following simple facts hold. A mechanism
satisfies (e,0)-LDP for 1-neighboring, if and only if it is
(e, 8)-event-level-LDP. A mechanism satisfies (e, §)-LDP for
k-neighboring, if and only if it satisfies (¢, §)-user-level-LDP.
More generally, for the case of k-sparse real-valued vectors
where each client’s v; € [—1,1]¢, the following facts hold. If
a mechanism satisfies (e, §)-LDP for 2-neighboring, it must
also satisfy (e, d)-event-level-LDP. If a mechanism satisfies
(e,0)-LDP for 2k-neighboring, it must also satisfy (¢, §)-user-
level-LDP.

Throughout the paper, unless otherwise noted, we use Lo-
error to characterize the utility of our vector mean estimation
mechanism. Specifically, L,-error takes the maximum abso-
lute error over all d coordinates.

For the special case where &k = 1, Bassily and Smith [8]
proved the following lower bound on the error of any (¢, d)-
event-level-LDP mechanism — note also that for the case k =
1, event-level and user-level LDP are the same up to a constant
factor.

Theorem 11 (Lower bound on the error of single-item fre-
quency estimation [8]). Suppose that k = 1. For any ¢ = O(1)
and 0 < 6 < o( 557, any non-interactive mechanism that
satisfies (e, d)-event-level-LDP must incur expected Lo, error

of magnitude at least
Q).

Q<mm<

IV. SPARSE VECTOR MEAN ESTIMATION
A. Algorithm

We give a unified algorithm that can be parametrized to
achieve either event-level or user-level LDP, or LDP under
L-neighboring. Our proposed algorithm is presented in Algo-
rithm 1.

In the above algorithm, the clipping algorithm is needed
only if we want to achieve (e,0)-DP under user-level LDP
— see Section IV-D for more details. For all other cases, we
achieve (e, d)-LDP.

Further, in the above algorithm, we assumed that the server
computes the entire mean vector. However, when the universe
size d is very large (e.g., the space of all possible URLs), the
server may not want to write down the entire mean vector.
Instead, it may wish to query 9, for a specific item x € [d],
e.g., the frequency of a specific URL. In this case, the server

log(d)

en

Algorithm 1: Non-interactive Algorithm for k-Sparse
Vector Mean Estimation

1 Parametrize bin number b, clipping range 7, noise
parameter A according to Table IV-A;

2 Client-side algorithm given input vector v;:

3 Randomly pick a hash function h; : [d] — [b]

4 Randomly pick a hash function s; : [d] — {—1,+1}

5 for j € [b] do

6 Bij < Xieidn =i i

7 Bi,j = Clip[*nﬂ”?] (Bi,j)

8 /*clipping needed only for pure user-level LDP */
9 Bi,j — Bi,j + Lap(%)

10 end

Send (h;, s, Bi, ..., BN,) to the server
Server-side algorithm:
For all coordinate x € [d):

Ug 4= %Zie[n] Si(x)éi,hi(x)

e e
WO

need not iterate through every z € [d], it only needs to invoke
Line 13 for the items z € [d] that it cares about.

Discreting real-numbers for transmission. In the above
algorithm, we assumed that the client is transmitting real-
valued numbers to the server. In practice, we can truncate and
discretize real-valued numbers before transmitting, and ensure
that the per-client communication cost is only O(blog k). The
additional error introduced in the discretization process is
asymptotically absorbed by the existing error terms, and there-
fore this step does not introduce any additional asymptotical
error. See Appendix C-A for details.

Theorem 12 (Main theorem). Assuming nk/b > log(5d/f).
Assuming the hash functions h and s are random oracles.
Algorithm 1 satisfies L-neighboring (€, d)-LDP. With proba-
bility at least 1 — 3, the algorithm 1 outputs an estimation

© with Lo error of O ((\/E+ % log(d/B)

n
client communication cost is O(blogk).

) . The per-

Note that in practice, we can instantiate h and s with
pseudorandom functions (PRFs) rather than random oracles.
As mentioned earlier, the computational assumption here is
not needed for the privacy but only for measure concentration.
3

We present the privacy-related proof in Section IV-B and the
utility-related proof in Section IV-C. For the communication
cost analysis, see the discussion in Appendix C-A.

B. Privacy Analysis

Notice that the general L-neighboring LDP notion captures
the requirement of event-level LDP(L = 2) and user-level

3In theory, we can replace it with (almost) t-wise independent hash
functions. For our measure concentration bounds to hold, we need t to be
about logarithmically large, and a suitable hash function with a logarithmic
description length, see [39]. We use PRF because it gives better constants for
the concentration bound.

428



Cases \ #Bins b  Clipping Range  Laplacian Noise Magnitude A Loo Error Comm. Cost
Event-level LDP(L =2) | < o0 2 O(Ly/ leeld/B)) O(klog k)
L< ¥k = 00 L O(LLy/lo8ld/E) O(klogh)
L> ¥k ok o0 3/bL10g(25/2) O (kL log(k/L8)) /5By 0(, [E 10gk)
User-level LDP (L = 2k) 1 2k log(4n/B) 2n O(L/klog(n/p)/ ald/B)) O(log k)
TABLE II

SUMMARY OF THE PARAMETERS UNDER DIFFERENT LDP SETTINGS, THE CORRESPONDING UTILITY GUARANTEE AND THE COMMUNICATION COSTS.

LDP(L = 2k). Therefore, we only need to prove our algorithm
is L-neighboring LDP and instantiate with corresponding L
value for event- and user-level LDP. For now, we take the bin
number b as an unspecified variable and we will provide the
optimal selection of b later in the utility section.

Given two neighboring input configuration v,v’, from
which one client’s inputs are different, denoted as vectors v, v'.
Then, ||jv—v'|l; < L. We wish to bound the L, difference for
the “raw bin values” By, ..., B, and Bj, ..., Bj generated by
two independent invocations of the client’s algorithm.

Claim 13. Given any two neighboring vectors v,v'. Taking the
randomness of h and s, ifPr[Z]E[b] |Bj— B[ > A] <6, then
adding Laplacian noise of La p( ) ensures the two invocations
of the client-side algorithm’s output distributions are (€,0)-
close.

The proof is simple that one can compute the privacy budget
loss in each bin and the total budget will be bounded by e.
We defer the proof to the appendix C-B.

For ~any h,s, rewrite > . ;|B;

Zje[b] Zle[d],h(l):j s(1)(vj —
the s(I) term can be removed and the above expression is
at most >y D ie(an(t)=; Vi — Uil whicl: is exactly L.
This proves the privacy property when L < k3 where we set
A= L.

Moreover, we want to further prove that the difference after
the binning is bounded by O(v/bL). The intuition is that the
binning process “squeezes” the difference, so that we can add
smaller noise. For example, let’s say a pair of neighboring
vectors v, v differ in coordinates  and y. Say v, = v, =1
and v}, = Uz// = —1. The original L; difference in the two
coordinates are 4. Suppose the client samples a hash function
h such that h(x) = h(y). Then, we know that with probability
1/2, the random =1 function s turns out to have outputs that
s(z) = —s(y). In this case, the influence in coordinates = and
Yy, ie., vy —v,| and |v, — v, |, cancel each other out in the
bin because |(s ( Yoz + s(y)v y) (s(z)vy +s(y)v,)| = 0. We
formally claim the following lemma:

B =
v%)|. With absolute inequality,

Lemma 14. Assuming L/b > log(20/8). Consider any two
neighboring vectors v,v' € [—1,+1]¢ such that |[v—2'||; < L.

We have that Pr |32,y |B; — Bj| > 3\/bL1og(20/8)| < 6.

Proof. Fix a bin j. Define random variables Z; = I[h(l) =
jls()(vy—vy) for L € [d] and Z = 3,1y Z1- Zs distribution

is exactly the difference in bin j after bining. We know that the
variables {Zl}le[d] are independent and bounded by [—2,2].
Also, E[Z7] = $(v — v]))? < 2(u; — v]). Let p = £. Using
Bernstein’s 1nequahty, setting ¢t = 34/ log(2b/6), we have

Pmm>ﬂ<2mp<—

<2exp <

142

2
>iea BIZ7+ 3 t)
S plog(2b/6)

2u 4 24/ log(2b/0)

g
) 5/2b 2;4+2x/p.log(2b/(§)

Using the contgiittion that p 9: L > log(b/9),
- > 2
we have ot iog @) = 8 > 1. Therefore,

Pr {|Z\ > 3«/ulog(2b/5)] < §/b. Taking the union bound
over all b bins, we have the total difference in all bins are at

most 34/bLlog(2b/0) with probability at least 1 — 4. O

By Claim 13 and Lemma 14, setting the noise parameter
to A = 34/bLlog(2b/6) is enough to achieve (e, d)-privacy
under L-Neighboring LDP, assuming L/b > log(2b/§). In
practice, when we search for the optimal b, we will carefully
set b such that the condition L/b > log(2b/0) is held.

C. Utility Analysis

We first provide the simplified version of the utility part for
the main theorem for general parameter settings — bin number
b, clipping range 7 and the noise parameter A. The full proof
is deferred to Appendix C-C. Then, we will discuss how to
choose the optimal b to achieve the best utility under different
scenarios.

Proof. (Sketch) Fix an index x € [d]. The server computes
the estimation d, as 0, = £ 3,1 5i(%)B; b, (z). We bound
the error by the three steps: 1) binning; 2) clipping; 3) adding
Laplacian noise.

Binning error. The absolute error of binning is
‘% Zie[n] Vi — % Zie[n] Bi,hi(m)si(x)‘. Define random
variables Y;; = I[h;(I) = hi(x)]vigsi(1)si(x) as the

error introduced by coordinate ! # x in client ¢’s vector.
The error is equal to |%Zie[n] > iefd) e Yidl- Since we
model the hash function h; as random oracle, the hash
collision probability is % Also, the hash function s; is a
uniform +1 function, so we have Y;; = v;; with prob.
& and Y;; = L We consider all nk

T —wv;; with prob. 5.
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non-zero coordinates and we can use the analysis for a
zero-mean random walk with total length of "Tk Using

Berstein’s inequality, we can prove that for all coordinate z,

12 ey e = & Sieuy B oysil@)] = O[5/ 140
with probability at least 1 — O(3).

Clipping error. We actually prove that the clipping range is
large enough, so that the clipping error is zero with high
probability. We directly compute the raw bin value B;;’s
moment generating function and conclude that it is a sub-
Gaussian r.v. with a variance at most k. That means the
absolute bin values will roughly be O(v/k). Set the clipping
range to 1 > +/2klog(4nb//3). Using concentration bound
for sub-Gaussian variables and taking union bound over all
nb bins across n clients, we conclude the probability of the
clipping error being zero is at least 1 — O(3).

Laplacian noise error. Finally, we look at the absolute error
term introduced by adding Laplacian noise. It turns out that
the error’s distribution is the same as the distribution for the
mean of n i.i.d. Laplacian variables with parameter %. Using
the concentration bound for Laplacian noise and taking the
union bound over all x € [d], the maximal error is bounded

by O (f\/ log(s/ﬁ)) with probability 1 — O(f3).

Combine the above arguments. By taking the union bound
and setting the constants appropriately, we can conclude that

( \/*+ > \/m ) with probability
O

the L. error is O

Selecting the number of bins b. We show how to set the
number of bins b to minimize error. Fix £ and L. From
the privacy analysis section, we know that A can be set to

min(L, 34/bL1og(2b/¢)). Define functions f;(b) = \/Z—F z
and fo(b) = \/; + /bLlog(2b/d)/e. The error can be

rewritten as min(fy(b) + f2(b)) - O(f) Optimizing f;(b),

the optimal b is b} = <% and fi(b}) = L. Optimiz-
ing f2(b), the optimal b is roughly b5 = Ligl and
5

fa(b3) = O(%(kLlog(%))%). Then, by comparing two
local minima, we conclude that when L < k%, the op-

e log(d/5) ) When

timal b is <5 and the error is O <f

2
€k and the error
Llog 5

L > k3, the optimal b is roughly

isO( (kLlog(2& )) )

concrete constants into con51derat10n that we perform a pa-
rameter search for b, predict the final error and select the best
b accordingly.

log(d/ B >). In practice, we also take

D. Achieving (e,0)-user-level LDP

We analyze how the extra clipping step in Algorithm 1
achieves pure-LDP in user-level setting. The idea is to push
the “failure probability” ¢ in privacy definition to the utility

Datasets | #Clients n | #Items d | #Records | Sparsity k

Clothing [44] 47958 1378 79285 6

Renting [42] 105571 5850 183052 11

Movies [45] 138493 26744 7019990 100
TABLE IIT

REAL-WORLD DATASET.

theorem’s failure probability 3. We first observe that in user-
level LDP, we have the neighboring distance L = 2k and the
optimal bin number selection is b = 1. We now consider the
magnitude of the “raw bucket value” B;; for client each <.
We simply have B; ; = Zle[d] v;,15;(1). Take the randomness
of the random =+1 function s;. We can see the distribution of
B; 1 is similar to a zero-mean random walking with at most k
steps, where each step’s length is at most 1. Using Berstein-
type concentration bound, We can prove that with probability
1—O(p), for all client i € [n], |B; 1] < \/2klog(4n/fB). See
the detail proof in Appendlx C-C. Let n = \/2klog(4n/B).
We see that the difference in B;; and B; ; in two independent
invocation of the client-side algorithm given input v, v’ are at
most 27 with probability 1 after clipping. That means we only
need to set the noise parameter A = 27 and the algorithm
s (€,0)-user-level-LDP. Plug the parameters into the main
theorem, we know the utility guarantee of this optimization
is O(Ly/klog(n/B)y/ W). We see the utility guarantee
of this optimization is similar to the original unclipped version

— they are both O(%%) In practice, this clipped version has
much smaller constant factor in terms of error.

V. EVALUATION
A. Setup

Implementation. To evaluate our approach, we implement it
with C++, compile it with gcc4.8 and the C++11 standard. We
use 40-bit random seeds to generate the hash functions. For
simplicity, we directly use 32-bit floating numbers to store and
transmit real values.

Datasets. We evaluate the algorithms for both synthetic and
real-world datasets. For the synthetic dataset, we assume there
are 10° users, each with a vector of dimension d and sparsity k.
We first randomly sample the non-zero coordinates according
to Zipf’s distribution with a suitable degrading parameter (s =
1.4). We choose the Zipf’s distribution because it naturally
appears in real-world data analytics. For each sampled non-
zero coordinate, the actual value is sampled from a Gaussian
distribution with mean p = 1 and standard deviation o = 0.3.
Then the values are clipped to [—1,1].

For the real-world dataset experiment, we downloaded three
open-sourced datasets from Kaggle, including an online cloth
shopping dataset [44], a clothing renting dataset [42] and a
movie rating dataset [45], where each record describes one
activity (purchase, rent, or rating, respectively). Table V-A
gives more information about the datasets. We select those
records with client feedback ratings and normalize them to
[—1,1]. Given the sparsity parameter is k, for clients with
more than k records, we randomly sample & records.
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Metrics. We consider both utility and communication cost
fixing the privacy level (i.e., fixing ¢ and §). To measure
utility, we use the L, error and the mean square error (MSE).
Given ¢ = %Zie[n] v; as the true mean vector and v as the
estimation vector, they are defined as:

1 2
Lo Error = b — U] MSE =" (i, — 0,
ITor géa[sﬁ |U v | d (’U v )

z€[d]

For the communication cost, we measure the per-client com-
munication cost: We sum up the byte-length of all the reports
from the clients and compute the average report size.

Evaluation Roadmap. We split the experiments into three
groups: user-level LDP setting, event-level setting LDP, and
the L-Neighboring setting. Within each group, we measure
different methods varying three parameters: sparsity k, privacy
budget e (in most cases, we use § = 0; but when § > 0, e.g.,
for the naive perturbation scheme with Gaussian noise, we
always use § = 107°), and dimension size d. We mainly
compare our proposed method with the k-fold repetition-
plus-1-sparse mechanism (referred as k-fold repeition), the
sampling + l-sparse mechanism (referred as sampling), the
naive pertubation mechanism (with Gaussian Noise [6]), Har-
mony [43] and PCKV [30]. We run the experiment 10 times
and report the average error and the average communication
cost.

B. Performance under User-level LDP

User-level LDP is the more standard setting in LDP an-
alytics. Existing methods are mostly designed for user-level
LDP. We first compare our method against existing ones in
this setting.

Varying sparsity k. We plot the L., error results in Fig-
ure 1(a) and the MSE results Figure 1(d). In our theoretical
analysis, we prove that the L, error of our algorithm scales
with v/k. The sampling + 1-sparse method’s error scales with
k, and other algorithm cannot utilize the sparsity. The figures
show that our method has the smallest estimation error for the
whole region when k ranges from 1 to 1024. The error of the
sampling solution and the naive perturbation mechanism scales
with k and they perform worse than PCKV and Harmony when
the sparsity k is larger than /d.

Varying privacy budget e. The results are shown in Fig-
ure 1(b) and Figure 1(e). With larger privacy budget, all
schemes except Harmony achieve better estimation errors.
However, when the dimension d is sufficiently large, Harmony
and PCKV suffer from a (N)(%) error. In the relatively high
privacy budget region, PCKV shows better performance. Our
method always has the smallest error in the reasonable large
privacy budget range.

Varying dimension d. In many use cases, the domain size
(vector length) can be extremely huge, such as all possible
products on Amazon, all possible URL and all geographical
location on the earth. In this experiment, we only measure the
top 100 coordinate with the largest absolute mean value. This
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is actually inspired by a real use case where the domain size
is sufficiently and the server only wishes to compute the value
for a limited keys (e.g. website access analysis). The results
are shown in Figure 1(b) and Figure 1(e). Our method provides
an important feature — its utility and communication cost
decouple from the domain size. Our method can maintain a
stable estimation error even with very large dimension d, while
using minimum communication cost. The naive perturbation
scheme needs to communicate O(d) bits between the clients
and the server. In the very dense case, where k& ~ d, PCKV
and Harmony has slightly better estimation error because our
method has the extra /logn term in the error. However, in
the more sparse case, all other methods fail to provide any
meaningful guess. The noticeable drop in the large d region
of the error curves for PCKV and Harmony is because they
basically output a meaningless zero vector.

C. Performance under Event-level LDP

The results are plotted in Figure 2. Theoretically (from
Table I), our method is better than other methods by at least a
polynomial gap vk in terms of the Lo error. The following
experiments verify the theoretical results.

Varying sparsity k. The results are shown in Figure 2(a) and
Figure 2(d). The results matches our theoretical results that
our methods are not scale with k£ in event-level LDP. It also
outperforms other methods for the whole range.

Varying privacy budget €. The results The results are shown
in Figure 2(b) and Figure 2(e). The higher privacy budget are
beneficial to all methods’ utility performance. Our algorithm
still has the best estimation performance for the whole range.

Varying dimension d. The results are shown in Figure 2(c)
and Figure 2(f). Again, our algorithm has decoupled from the
dimension d and it has much smaller error estimation than
other methods.

D. Performance under L-Neighboring LDP

The neighboring distance L provides a better way to
describe the middle ground between user-level LDP and
event-level LDP. Our algorithm has theoretical Lo, error of

min{O(L), O((kLlog(1/6)%)), O(vklogn)} - O(%,/*E4).
In the experiment, we fix the sparsity & = 64 and vary the
neighboring L, distance from 1 to 128. In the case when L <
k, the parameter configuration with O((kLlog(1/8))3) error
growing factor should have asymptotically advantage over the
configuration with O(v/klogn) growing factor. However, in
practice, we realize that the latter scheme(the algorithm with
clipping) has a much smaller constant factor. Hence, in the
case when k is not large enough, we only see the optimized
clipping scheme dominates the unclipped scheme. The mixed
strawman solutions, including k-fold repetition scheme and
sampling scheme, can only adapt to either event-level LDP or
user-level LDP. PCKV and Harmony cannot fully utilize the
relaxed privacy as a way to improve the estimation error. The
naive perturbation mechanism has worse scaling factor than
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Fig. 1. Comparing the utilities of our method and existing approaches under user-level LDP. The subfigures in the top and bottom row show the results of
L error and MSE, respectively. The subfigures in the left, middle, and right column varies sparsity k (from 1 to 1024), € (from 0.5 to 3.5), and dimension

d (from 64 to 10°), respectively (while fixing the other two parameters).

Event-level LDP User-level LDP

Event-level LDP User-level LDP

Name Comm. Cost | Loo Err. | MSE Comm. Cost | Loo Err. | MSE Name Comm. Cost | Loo Err. | MSE Comm. Cost | Loo Err. | MSE
k-fold repetition 28 ‘ 0.092 ‘ 0.00059 - - - k-fold repetition 404 0.25 0.0033 - - -
Sampling - - - 8 018 0.0034 Sampling > = 5 8 1.0 0.29
Naive Perturbation 5512 0.17 0.0023 5512 041 | 0014 Naive Perturbation 109052 0.12 0.00082 109052 10 | 0.081
Harmony - - - 8 1.0 0.13 Harmony - - - 8 1.0 0.49
PCKV - - - 8 0.70 0.038 PCKV - - - 8 1.0 0.24
Ours 9 0.040 | 0.00019 9 0098  0.00095 Ours 105 0.034  0.000065 9 025 0.0021
TABLE IV TABLE VI
EXPERIMENT RESULTS FOR THE CLOTHING DATASET. EXPERIMENT RESULTS FOR THE MOVIE DATASET.
Name Event-level LDP User-level LDP . X X
Comm. Cost | Loo Err. | MSE | Comm. Cost | Loo Brr. | MSE the Lo, error, which is roughly 2.4, 3.3 and 8.0 in the three
k-fold repetition 48 ‘ 0.085 ‘ 0.00050 - - - :

Sampling i g g s R — datasets correspondingly. The Harmony and PCKV schemes
Raive Perturbation | 23400 0.12 0.0010 23400 | 040 | 0012 do not output very meaningful estimation in the experiments
armony - - - 8 1.0 0.24 . . . . .
PCKV - - - 8 | 10 0.074 because their algorithms have error scaled with the dimension
Ours 13 0.033 | 0.000083 9 0.11 | 0.00091 J

TABLE V :

EXPERIMENT RESULTS FOR THE RENTING DATASET.

our method, but in the turning point where L = \/klogn, it
roughly matches the error of our method.

E. Real-world Dataset Experiments

We compile the Clothing, Renting and Movie dataset to the
sparse vector mean estimation problem. The description of
the datasets can be found in Table V-E. Our method achieves
best accuracy in both event-level LDP setting and user-level
LDP setting by a magnitude of gap. Specifically, compared to
our method, the strawman scheme has an extra Vk factor in

VI. LOWER BOUND
In a previous work [8], Bassily and Smith showed a lower

bound of Q | 1,/18d

n

on the L, error under the 1-sparse

case with the constraints of (e, o(m))-LDP (Theorem 11).
The 1-sparse case can be seen as a special case for the general
k-sparse vector mean estimation under event-level LDP. Our
algorithm for event-level LDP matches this lower bound,
making the error bound tight in the event-level LDP case.

We observe that it is not hard to extend the framework and
1 /klog(d/k)
€

™ on the L, error

prove a lower bound of )
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Fig. 2. Comparing the utilities of our method and existing approaches under event-level LDP. The plotting convention follows that of Figure 1: subfigures in
the top and bottom row show the results of Lo error and MSE, respectively. The subfigures in the left, middle, and right column varies sparsity k (from 1
to 1024), € (from 0.5 to 3.5), and dimension d (from 64 to 10°), respectively (while fixing the other two parameters).

of k-sparse vector mean estimation under the user-level LDP.
For completeness, we present the full proof below.

Notation. In the lower bound proof, each client ¢ has a k-
sparse input vector v; € S = {v € {0,1}¢ : |[v|1 = k},
where the special case k 1 is essentially the one-item
frequency estimation problem [8]. Note that since this setting
is a special case of real-valued mean vector estimation, the
lower bound applies to mean vector estimation more generally.

Each client ¢ applies an (e, d)-differentially private (where
any two inputs in S are neighboring) algorithm Q;(-) inde-
pendently to produce z; = Q;(v;) in some report space Z.
The server computes v := A(zy,...,2,), which estimates
L%, vi. Then the following lower bound holds.

Theorem 15 (Lower bound on error, k-sparse mean vector es-
timation). Let 0 < ¢ = O(1) and 0 < 6 = o(;15; ). Suppose
for each client i, the (randomized) algorithm Q; : S — Z
is (€, 0)-differentially private, where any two inputs in S are
considered as neighboring. Moreover, A : Z" — S is a
(potentially randomized) aggregator function.

Then, there exists some distribution P on S (depending
on Q;’s and A) such that if every client i independently
generates a report z; = Q;(v;), where v; is sampled from P
independently, the expected error of estimating v := % > Vi
has the following lower bound:

E[||A(z1, ..., 2n) — T]|] > min {Q (\/@) ,1},

where log |S| = log (%) > klog(d/k).

Plugging in the definition of S, the following corollary gives
our main lower bound for user-level-LDP.

Corollary 16. Observing that if L = 2k < \/d, then any two
inputs in S has L, distance at most L. Hence, in this case,

E[||A(z1,- -, 25) = Uloc] = min{Q(1y/ #229), 1}

Proof roadmap. Just like Bassily and Smith, our goal is
to find a “hard” joint distribution P on the clients’ inputs
v = (v1,...,vy,), such that the expected L., estimation error
is large for any (e, d)-user-level LDP algorithm, Here, the
expectation is taken over the randomness coming from the
input sampling and the algorithm. We construct the distribution
P as following. First, a vector V € {0,1}¢ is sampled
uniformly at random from a candidate set S that includes all
binary k-sparse vectors in {0, 1}%. Next, each client’s input v;
is sampled i.i.d from a distribution P‘(,") (using the same V
for all users) as follows:

V o wp. n @)

v; =
U wp 1-—n
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Fig. 3. Comparing the utilities of our method and existing approaches under
L-Neighboring LDP.

where U is drawn uniformly from S. The distribution 79‘(,")
is an instance of an n-degrading channel [8]. To prove that
any (e, d)-LDP algorithm has large error with respect to qu")
for at least one v € S, we view the problem as an encoding-
decoding process, then bound the error using Fano’s inequality.
Each client ¢ generates a report z; = Q;(v;). The joint reports
z := (21,22, ...,2,) are viewed as a noisy encoding of V. In
an attempt to recover V, the server aggregator function A is
applied to produce the mean estimation .A(z). Then, to decode
the original V, the server removes the bias introduced by
the degrading channel then rounds the estimation A(g\) to the
nearest binary vector V. A decoding error occurs if V # V.
The lower bound proof relies on two bounds on the proba-
bility of decoding error. On one hand, the differential privacy
of each Q; implies that the mutual information I(V;z) is
small, which means that the decoding error probability is large
by Fano’s inequality. On the other hand, a small L. -error
estimation of the mean vector implies that the original V' can
be recovered from A(z) with high probability. These effects
limit the decoding error probability and give us a lower bound
on the mean vector estimation error. That is, for small enough
0 = 0(5715g7)» we find a distribution P over candidate set S

that implies a lower bound of (1 %) on the L., -error

of mean vector estimation. By considering k-sparse vectors in
{0,1}4, (for which |S| = (Z)), we obtain the lower bound of

Q0 (i /klogéd/k))

In the interest of space, we defer the detailed lower bound
proof to Appendix D.
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APPENDIX A
ADDITIONAL PRELIMINARIES

Theorem 17 (Sequential Composition Theorem [26]). Assume
the distribution of X and X' are (e1,01)-close. If for any
of x € Domain(X), the posterior distribution of random
varaible Y conditioned on X = x and random variable Y’
conditioned on X' = x are (eq, 62)-close, then the distribution
of (X,Y) and (X',Y") are (€1 + €3,01 + d2)-close.

Theorem 18 (Post Processing Theorem [26]). Assume the
distribution of X and X' are (e,0)-close. Then for any
(randomized) function f, the distributions of f(X) and f(X')
are (e, 0)-close.

APPENDIX B
RELATED WORK

Frequency estimation under LDP. Privacy-preserving fre-
quency estimation is a fundamental primitive in federated
analytics. Earlier works in this space focused on the case when
the universe size d is small, and these works often suffer from
per-client communication cost proportional to d. For example,
RAPPOR and its variants [27], [53], [58] encode each client’s
item with one-hot encoding and performs coordinate-wise
randomized response (RR) [56], which suffers from at least
d communication cost. Various subsequent works [2], [3], [7],
[81, [12], [18], [28], [53], [54] focused on how to compress the
communication especially when the universe size d is large,
but each client has only one non-zero coordinate (i.e., the
1-sparse case). Some of these algorithms [2], [7], [8], [12],
[18], [54] achieved optimal estimation error and using only
logarithmic bandwidth.

When each user can have up to k items, one approach is to
ask users to sample one item to report (e.g., [46], [55]) using
the 1-sparse protocol (reviewed above) as a black-box. This
approach introduces an error that is a v/k factor away from
optimal for user-level LDP, and a k factor away from optimal
for event-level LDP.

Vector mean estimation under LDP. For vector mean esti-
mation under LDP, a few earlier works [23], [24]. showed how
to achieve optimal error for the dense case when d =~ k, absent
communication constraints. Bhowmick et al. [9] showed how
to achieve asymptotically optimal accuracy when € > 1,
but they require €2(d) communication. Following works, such
Harmony [43], Wang et al. [52], Li et al. [37] and Zhao et al.
[62] improve the utility compared to [23]. However, all of the
above works focused on the dense case and did not consider
sparse vectors. Chen et al. [18] achieved optimal error and
succinct communication for the 1-sparse case. The PrivKVM
work [59] proposed an interactive protocol for vector mean
estimation but it suffers from at least v/d error; the approach
was later improved [60] but the protocol is still interactive.

Practical challenges with LDP. LDP mechanisms have been
deployed in practice [27], but two concerns have been raised
by practitioners. One is the privacy leakage of LDP in the
repeated setting, where repeated aggregation processes are
performed for the same client set and the privacy leakage
accumulates over time. Memoization, used by Rappor [27],
is one of the standard techniques to prevent this circumstance
by reusing the random seed for the local randomizers, making
the privacy leakage as a one-time event. Also see [14], [31]
for other works on the release of continuous DP statistics.
Another potential issue is data poisoning attacks [13],
where malicious clients contribute intentionally corrupt data to
disrupt the aggregation results. Restricting individual clients’
contributions and clipping are the most common techniques
to prevent data poisoning. Moreover, assuming a common
reference string (of length equal to the security parameter),
generic zero-knowledge proofs can also be used to prove that
their input vector is within some anticipated range and the
clients computed the local randomizer correctly. This limits the
influence of each client. See [11], [21] for related discussions.

Sparse aggregation and data release in the central setting.
Previous works [4], [20], [36], [63] discussed the differentially
private release of a k-sparse vector v € [0, u]¢ (u can be large)
in the central setting. The definition of neighboring databases
in this work is also defined by L; distance; a neighboring input
pair v ~ v iff |Jv — v’||; < 1. For example, recent work in
this area presents the ALP mechanism [4] and shows how to
privately encode a k-sparse vector with O(klog(d + u)) bits
with L., decoding error of O(@). However, these works
are either biased [4], [36] or require the non-zero coordinates
of the vector to be significant, i.e., Q(logd/e) [20]. As such,
they are not directly applicable to our aggregation setting.

Other definitions of differential privacy. Rényi differential
privacy (RDP) [40] is a generalization of (e, §)-differential pri-
vacy based on Rényi divergence, such that it allows smoother
composition with multiple private mechanisms [29]. We leave
designing RDP vector aggregation mechanisms as an open
question.

An orthogonal line of work considered computational dif-
ferential privacy (CDP) [41] in distributed analytics [10], [15],
[47], [61]. Some of these works showed how to compute
distributed summation with error comparable to central DP,
relying on cryptographic assumptions. Recently, Bagdasaryan
et al [5] considered frequency estimation under CDP assuming
1-sparsity, with the extra assumption that the frequency vector
must be sparse too. For the more general setting of k-sparsity
that we consider, it is not known how CDP can further improve
the accuracy in comparison with LDP, while still preserving
succinct communication. We leave this as an open question.

Count sketching. Our methodology is also similar to the well-
known count sketch algorithm [16], a dimensionality reduction
technique widely used in non-private settings. Count sketch
has had numerous applications such as feature hashing [57]
and other machine learning and statistical applications [49].
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However, most of these works are not designed with privacy
in mind. Our techniques for making the algorithm private also
differ from techniques used in the non-private literature. For
example, feature hashing relies on the insight the L, distance
is preserved by the hashing with sufficiently many bins, but we
instead rely on the insight that the L; distance is compressed
by the hashing.

APPENDIX C
ADDITIONAL DETAILS OF OUR UPPER BOUND
CONSTRUCTION

A. Discretization of Real Values for Communication

The clients need to send the reports tuple
(hi, SZ-,BM, ...,tB;p) to the server. For the h; and s,
the client can send the random seed for the PRF to the server
and the communication cost is O(§). Here, £ is the security
parameter and with only negl(£) probability, the randomness
will be broken. The bucket values are unbounded real values.
We actually know the “raw bucket value” B; ;,..., B, are
trivially bounded by [—k,k]. The unbounded part comes
from the Laplacian noise and it has good concentration
property. We can clip the value again with range [—U,U],
where U = k + (2) log %. We know if a random variable
7 ~ Lap(2), then Pr[|r| > t] < e~**/*. Using union bound,
we know that the magnitudes of all nb Laplacian random
variables are smaller than (2)log %”b with prob. 1 — 3/10.
Then, we know for all clients, the report values are bounded
by [-U,U] with prob. 1 — 3/10. Then, we discretize the

value using the unbiased discretizer

pSC(@) = {m, wp. 1= (z — |])
] +1, wp. z — |z]
We need to prove the error introduced by discretization
is small. We denote the discretized version of Bf as BS.
Trivially, for ¢ € [n], |th($)sc(a:) — B{s®(x)] < 1, and
also E[bec(m)] = E[B{]. Using Hoeffding’s inequality, we

can prove that |1 > cen] bec(w)sc(x) -1 D el Bis ()] <
o) log(d/B)

n
the above argument, we conclude that error introduced by the
communication process is asymptotically equal or less than
the error introduced by other process.

with prob. at least 1 — $/10d. Combining

B. Additional Details for the Privacy Proof

Claim 19 (Restatement of Claim13). Given any two neigh-
boring vectors v,v'. Taking the randomness of h and s, if
Pr[}° ey [Bj — Bj| = A] < 6, then the two invocation of the
local randomizers’ output distributions are (e, 0)-close.

Proof. The clipping process will only make the difference
smaller. Conditioned on the case that } ., [B; — Bj| < A.
Then, we can bound the ratio between the probability density

function of the r.v. B; +7; and B;- +rj:forany x1,..., 2 €

Ra

_ Hje[b] exp(5[lz — Bj|)
[,cp oxp(&le — BI])

Po(NjerBj + 15 = x|h, 5) _
pv (NjerBj + 15 = xlh, 5)

€
=exp {1 > (e =By |z = B)))
JE[?]

<exp ; Z |Bj — B| | < exp(e).
J€lb]

Therefore, the distribution of B; and B} is (e,0) close. By
post-processing theorem, the joint distribution of the final re-
port By,..., By and B;,..., B} is still (¢, 0)-close. Consider-
ing the failure probability § such that some randomly sampled
h and s cause 3, \Bj~ — B > d, the distriPutions ~for
the whole outputs (h,s,Bi,...,By) and (h,s,Bf,...,By)
are (e, d)-close.

O

C. Full Proof of the Utility Theorem
Below we give the full proof of the utility statement in

Theorem 12.

Proof. Our proof bound the absolute error incurred step by
step. Fix an index = € [d]. The server computes the estimation
by 88 By = £ i1 5i(%) Bip, (x)- We bound the error by the
three steps: 1) binning; 2) clipping; 3) adding Laplacian noise.

|Uz — Vgl
1 1 -
=\n Z Vix — n Z Si(x)Bi,hi(:r)
1€[n] i€[n]
1 1
<|- EZ[:] Vig — ‘62[:] Bi hy(2)5i(2)

1 1 _
+ E .Ez[:] Bi,hi(z)si(x) - E Z Bi,hi(x)si(x)

i1€[n]

1 _ 1 -
| Z B hi(xysi(z) — - Z B; b, (x)si(T)
i€[n]

i€[n]

We now look at the binning error term | 3,1, Vi —
%Zie[n] Bzhl(x)sz(x” We have Bl"hi(aj) = Zle[d] H[hl(l) =
hi(z)]vis:(1). Define random variables Y;; = I[h;(l) =
hi(z)]viis:(1)s;(z) for i € [n],l € [d]. Then the error term
can be rewritten as |1 2 icn] 2oteld) e Yial- Since s;(-) is a
random =+1 function, s;(I)s;(z) can be seen as an independent
uniform 1 random variable. Also, the hash function h; is a
random oracle, so for [ # z, Pr[I[h;(I) = hi(z)] = 1] = {.
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So we know E[Y;,;] = 0,E[(Y;,)?] =
can use the Bernstein’s Inequality:

Z >, Yulzt

[n] le[d] Iz

1,2 1
FVi < 3. Thus, we

<f3€}:p (nt)
Zze n Zle d ,l;ém [( ? l) }

1nt>
<2exp (— (nt)

2 > ) nt2
prpmmerll Bahe Ul Bk e vl
5+ gnt &+ gt

Using the fact that k/b > log(5d/f)/n and setting ¢ =

@(\/% M) with a proper constant, we can prove that

Pr(| 5 Y i Ciepaize Yitl > 1] < B/10d. That means,

| S ey Ve — 2 ey Boamysile)| = O[5/ el

with probability 1 — 3/10d.

Next, we look at the clipping error term
|% Zce[n] Biahi(l) Si (I) %L Zie[n] Bz7hl(1)51($)| We
actually try to prove the clipping range is large enough,
so that, with probability 1 — 3/2, for all i € [n],j € [b],
B;; = Bm», i, |B; ;| < n. Then, the error term becomes
zero naturally. Fix any 4, j. B, j = Zle[d] I[h; (1) = jlsi(D)vsy.
We define a random variable X; = I[h;({) = j]s;(!)v; ;. Then
we know B; ; = Zle[d] X;. Its moment generating function
is

ol

Elexp(sB; ;) H exp(sX;)
leld]
1 1
— 1 _ = _ 78’01’[ S’Ui,l
H < b + 2b(e +e )>
le[d]
< gte e < I exo (/2
le| d] le[d]

(%)
S exp 7 .

Hence, B; ; is a sub-Gaussian random variable with vari-
ance k. When n > +/2klog(4nb/B), Pr[|B;;| > n] <
2exp(——) = 2exp(—log(4nb/B)) = B/2nb. Using union
bound, we prove that, with prob. 1 — 8/2, for all ¢ € [n],j €
[b], ‘Bi,j| < n, i.e., BIL‘,j = Bi,j.

Zv

le[d

=exp

’ % Zie[n] Blyhz(T)sl(x) -
%Zze[n] By, (z)5i(x)|. We know that for all j € [b],i € [n],
B;j = By; + 1, where r;; ~ Lap(2). Also, using the
fact that Laplacian distribution is symmetrlcal over positive
value and negative value and s;(x) is a uniform random +1
variable, the error term can be rewritten as | 3, en] Tishi(a) |
We know that the Laplacian noise Lap(2)’s distribution is
a sub-exponential distribution subE(%). Using the concen-
tration bound for sub-exponential random variable, we can
prove that with prob. 1 — %Zie[n] B hy(x)si(w) —

1Zz€[n]Bzh (2)5i ()] <O< \/@)

Taking the union bound over all x € [d], we prove that
with probability at least 1 —58/4, maxue(a) | 2icqn Vi —

7 et 5i(@) Bin |<0(<\[+ )W)

APPENDIX D
DETAILED LOWER BOUND PROOF

In this section, we give the detailed proof of Theorem 15.

Estimation of distribution mean. Because the empirical
average T is concentrated around the distribution mean E[P]
(Lemma 20), it suffices to consider the expected error of
estimating E[P] by the following quantity:

5(A7P) éE[”A(thQv"' _E[P]Hoo]ﬂ 3)

where the randomness comes from sampling v; from P, the
randomized algorithms Q;’s from all clients and the estimator
A. The following result (which is also used in [8]) implies
that it suffices to prove the same asymptotic lower bound for
E(A;P) to achieve Theorem 15.

)

Lemma 20 (Empirical Average vs Distribution Mean). Let V
be the empirical average of n i.i.d. samples from P. Then,

BV BIPll] < 0 (y/257) o (3220,

Analyzing expected error via an encoding-decoding pro-
cess. Given randomized algorithms Q;’s and aggregator
function A, the lower bound framework in [8] consider
the following encoding-decoding process. Denote n :=
min{O(1,/ 218y 1},
1) Sample V uniformly at random from S.
2) Each client ¢ receives the same V' from the previous step,
and performs the following actions independently.
o Sample v; from P‘(," ), where for v € S, the distribution
() is defined as in (2).
o Apply local LDP mechanism Q;(-) to obtain z; :=
Qi (vq).
3) Using the aggregator function A(-), compute Y =
%(.A(zl, cnzy)— (=) 23 sv).
Round Y to V € {0,1}%, i.e., for each j € [d], IA/J =1
if Y 2 , and O otherwise.
4) Define the event error as V' # V.
The crux of the proof depends on the following bounds on
Pr[error]:
« A lower bound by Fano’s Inequality:

(v, e Zp, 1
Prlerror] > 1 — ( ’Zlfog |é|z )+ 4)
Since conditioning on V, the z;’s are independent, we
have: I(Viz1,...,2n) = 3, LV 24).

An upper bound on I(V;z;) = I(V;Q;(v;)) using the
differential privacy of Q; will be given in Lemmas 22
and 23.
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« An upper bound on Prlerror] is given in Lemma 21.

Lemma 21 (Low Decoding Error). Suppose for all v € S,
E(A;PSV) < L. Then, Prlerror] < 1.

Proof. Observe that the event error implies that for at least
one j € [d], the difference between the j-th coordinates of Y
and V is at least 1, ie., [|[Y — Ve > 1.

Hence, by Markov’s inequality, the probability of this event
is at most 2- E[||Y — V||]. Finally, as shown in [8], observe
that: B[V — Vo] = 1 - By [€(A; PI)] < 45, which gives
the result. O

Bounding mutual information via differential privacy. The
following lemmas from [8] give upper bounds on the mutual
information between the input and the output of differentially
private algorithms.

Lemma 22. Suppose 0 < e = O(1) and 0 < 6 < e. Let V be
a random variable that is uniformly distributed on a discrete
set S. Suppose the output of the (randomized) algorithm Q :
S — Z is (¢, 0)-differentially private where any two inputs in
S are considered as neighboring. Then, the mutual information
between the input variable and the output report is bounded:

I(V;Q(V)) = O(€* + glog |S| + glog(e/é))

Lemma 23. Suppose 0 < ¢ = O(1) and 0 < § < 1 and
Q: S — Zis (¢,0)-differentially private. Define the algorithm
QM = S — Z as follows: on input v € S, sample V from
’qu") (which is defined in the encoding-decoding procedure)
and return Q(V'). Then, the output of Q' is (O(ne), O(nd))-
differentially private.

Finalizing the proof of Theorem 15. For the sake of
contradiction, we assume that for any distribution P on S,
E(A;P) < {5. Then, Lemma 21 implies that decoding error
happens with Prlerror] < 1.

In view of Fano’s Inequality (4), a contradiction can be
achieved if I(Vzlégi‘szlm <i

By Lemmas 22 and 23, for each i, I(V;z;) < O(n?e® +
2log|S| + £log(e/d)).

By choosing sufficiently small n = min{@(%\/ %, 1}
and 0 = o(—=-—), it follows that:

nlogn

I(Viz1,zn)+1  _ 2oiepm) 1(V520)+1 1
“Tog 18] = log [T 5. where the' first
equality holds because conditioning on V, the z;’s are inde-
pendent.

Hence, we have obtained the desired contradiction that
completes the proof of Theorem 15.
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