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Abstract— The copyright infringement is a critical issue for
original copyright owners of multimedia objects like videos,
photographs and graphic designs which are uploaded on various
peer-to-peer image sharing systems and websites. Copyright
infringement negatively impacts copyright holders’ interest by
performing some extent of modifications in the original uploaded
content. Various frame modification and image processing
techniques like frame compression, frame speed manipulation,
grayscale conversion, cropping and rotation are used by the
copyright violators for modification of the original multimedia
content. This paper proposes a perceptual hashing technique
using Karhunen-Loeve Transform (K-L Transform) for detecting
the copyright violations of the multimedia content, so the work
acknowledgement should be provided to the original copyright
holders.
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I. INTRODUCTION

In the digital era of Internet, copyright violation is one of
the major problems faced by the photographers, video
providers, graphic designers who sell their content through
stock photo and video agencies. The definition for the term
copyright violation is: “without being the original author
getting acknowledged for the content by just making little
changes in the video or images” [12].

There is a continuous expansion in the distribution of data
which comes in the formats of video, audio, image, texts on
information-sharing portals and websites [9, 14]. In the digital
platform of Internet, they are frequently vulnerable to stealing
and tempering [8] which is a crucial concern in digital
forensics as copyright violation.

Somebody may use the data for purposes like getting the
economic benefits [22] which can actually be get secured in
some of the form. Under the digital forensic copyright
protection act which remains in different form globally, using
other’s data without their agreement is a criminal offense.
Thus, different practices are getting formed as a solution by
the researchers worldwide to this existing problem, which in
real scenario has accomplished few success [20].

Some conventional cryptographic hash matching methods
like SHA-1 and MD5 are used for multimedia content
matching by certain websites to ignore the copyright violation
with the existing database record. But they suffer from
avalanche effect. Thus, certain changes in the original content
would come out as an extreme value change in the resultant
hash [16]. So, if there is a slight change made in the
multimedia content like images and video keyframes, the
conventional cryptographic hashing methods are less likely to
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identify them. This will totally avoid the exposure of
copyright violation [3].

For this reason, perceptual hash function is a major
solution to the appeared problems in copyright infringement
detection. The feature it holds is the correspondence between
the hash of the marginally tempered input and the original
input [13]. So, the perceptual hash is effective in recognizing
the modified images and videos frames which in real does not
change their appearance.

In this paper, we propose an approach to figure out the
copyright infringement issues for multimedia objects using K—
L Transform. K-L Transform has some excellent properties
which makes it different from other transforms. These
properties are presented in figure 1.

The next section describes the related works. The proposed
methodology for copyright infringement is described in
section 3. At the last, section 4 describes the conclusion and
future scope of the proposed methodology.

II. RELATED WORK

Copyright infringement is the main focus of this part along
with the previous studies (state-of-the-art) and approaches. To
extract the visible features, Watson’s model has been used in
[18] which combined the approaches of image-block-based
and key-point-based features and results the computation of
perceptual hash. The method is useful in precisely detecting
the locally tempered regions and plays a crucial role in
perceiving the image content. The hash length soars to tens of
thousands is the major shortcoming of the model.

In [22], based on the shape of the image and Hu invariants
moments, perceptual image hashing is given. But the Hu
invariant moments are not convenient for translation, rotation
and scale kind of operations in transformation matching.

Discrete Cosine Transform (DCT) technique is used in
[20] which illustrates an approach based on perceptual hash in
image for feature extraction. Matching the perceptual hash of
target object frame and Hamming distance is minimized at the
same time in the approach to get the similarity in the nearest
frame.

The methods given in [3] converts the RGB image into
grayscale image which gets divided then into 4x4 and 8x8
blocks. Then the 2D coefficients is calculated for all the
blocks. Also, the Euclidean distance is used for identification
of similar kind of blocks. Due to the discard of the high
frequency of pixel values, this approach is not adequate.

The work in [15] is to extract texture features for the
encoding of a dual-cross pattern (DCP). In this salient
structural feature is applied for calculation of image hash and



reduction of texture features. For classification purpose of the
tempered image, the derived hash is secure but not desirable.

Figure 1. Properties of K-L Transform

For detection of forgeries, an image’s hue modification has
been used in [7] which is based on Photo Response Non-
Uniformity (PRNU) approach. The tempering localization
detection i.e., detection of tempered region is the more focus
point in a real scenario.

In [1, 4] IPFS is used for watermarking details storage of
an image. The blockchain-based decentralization concepts are
used here which applies a cryptographic hash technique for
generation of the digital signature and to establish the content
authentication of an image. The avalanche effect can affect the
conventional cryptographic approaches and thus the
perceptual feature extraction of image cannot be done
properly. The image data with the corresponding hash values
are stored in blockchain structure but still the concept is
lagging behind in authentication of the duplicate and modified
images on the IPFS and blockchain structure.

The authors in [5] proposed the Least Significant Bit
(LSB) techniques benefit for authentication of content of an
image. But when the noise has been added in the image, it
fails to perceive the image exactly and it is appropriate only
for grayscale images.

To secure the attributes of an image correctly, a Discrete
Fourier transform (DFT) is used in [19] for perceptual hash
generation. The resultant hash is of 144 bits and it is actually
larger than the original perceptual hash of 64 bits.

For identifying the similar images, a histogram-based
perceptual hash (fingerprint) is used in [6]. In this work, for
video frame detection the same algorithm is applied i.e., the
frame which is most similar with the destined frame. Also, the
way creates a hash of variable length which is based on length
of the videos.

For the keyframe extraction purpose, a high dimensional
space is constructed in [11]. Representation of the individual
frame can be calculated in an efficient manner by the
keyframes. For a video sequence, the keyframe can lose the
dynamic effect but the approach of keyframe selection can
either represent or make a matching of the originally generated
video content.

The authors in [21] has used the perceptual hash technique
for computation of the frame’s hashes. In the work, an edge
matching also known as brightness technique is used to
discard the extra frames of a video, though the technique is
sensitive for the frame’s brightness. It is a golden section
method to get the candidate frames and for frames hash values
matching, the Hamming distance is utilized. Here the frame’s
entropy is set to local maximum.

Scale Invariant Feature Transform (SIFT) approach is used
in [2, 10, 23, 24] in an image to identify the analogous
features, although it only identifies the region of the image
i.e., partial-duplicate image detection. It also fails in image
matching when a lot feature changes occur and lags in
identification of discriminating pixels when occurred a blurred
operation.

III. PROPOSED METHODOLOGY

The main objective of the proposed methodology is to
propose a secure distributed network framework where
copyright infringement for multimedia objects can be
mitigated effectively. Figure 2 presents the proposed
framework. The proposed framework is divided into two parts
to redress the problem of copyright infringement.

Uploading of multimedia objects: In this part, any person
can upload their images and videos with its details. They do so
to get the credits of their work.

Generation and matching of Perceptual hash: Proposed
framework generate perceptual hash of the uploaded
multimedia objects in this part. Matching of generated hash
function with the existing hash function is also performed
here.
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Figure 2. Proposed Framework for Copyright Infringement



The working of proposed methodology for copyright
infringement detection is presented with help of flowchart in

figure 3.
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The steps involved in proposed methodology are:

1. In the first step, uploading of multimedia objects to the
distributed network is performed by users. This user
can be anyone who wants to upload their genuine work.
If not, they can be a copyright violator who modifies
the images by using various frame modification and
image processing techniques like frame compression,
frame speed manipulation, grayscale conversion,
cropping and rotation. The aim of this malicious user is
to claim his ownership on marginally modified images.

2. The second step is the calculation of Perceptual Hash
of the multimedia objects by the system using K-L
Transform.

3. In this step, matching of Perceptual Hash is performed
with existing hash function of image/video which is
already in the storage.

4. After matching of Perceptual Hash, if similarity of
Perceptual Hash is more than or equal to fifty percent,
then copyright violation is found and the object is
rejected for uploading to the distributed network.

5. Contrarily, if the similarity of Perceptual Hash is less
than fifty percent, then uploaded multimedia objects
will be added to the distributed network storage. The
Perceptual Hash of the uploaded object is also added to
the network as metadata. Proposed methodology has
considered 50% similarity as threshold value due to
existing work [17] for evaluation of text similarity.

_

Figure 3. Flowchart of Proposed Methodology

A. The Desirables for Image Transforms

The reason to choose K-L Transform for calculating
Perceptual Hash is its excellent properties that is shown in
figure 1. Calculating perceptual hash needs image
transformation which can be done by many different ways.
Therefore, a good image transformation technique has some
desirables which are shown in figure 4. The K-L Transform
also fulfills these desirables for image transforms.
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Figure 4. Desirables for Image Transforms

B. 2-D K-L Transform of Images
For a 2-D random process {x(m, n)}, m, n € [0, N — 1]
which has zero mean, the 2-D KL transform of image matrix
x can be calculated as:
X=¥"'x¥,; (1)
where W;' and W, are 1-D KL matrices applied to
columns and rows of the image, respectively. The inverse KL
transform can be calculated as:
x =Y, X¥; 2)
The eigen-images (or basis images) of 2—D KL transform,
are K(k,1) =%,,8,, (k, 1) € [0, N — 1] where &, is kth
column of ¥; and &, is Ith row of W§.
Image x is decomposed as a linear combination of these
eigen-images with the KL coefficients, X(k, I)s, i.e.
Xir = SN TIS X DK D (3)
However, this requires ﬁndlng two KL matrices ¥; and
v,.
C. Perceptual Hash using K—L Transform
The generation of Perceptual Hash involves following
steps:
(a) In the first step, original image size is reduced into 8 x
8 pixels.
(b) The second step is grayscale conversion of image.
(c) In this step, K-L Transform (KLT) and calculation of
KLT coefficient using equation (3) is performed.
(d) In the fourth step, computation of average value @ is
performed using equation (4)

1
a =¥ Nea1 X @
(e) Using mean value a, comparison of 64 KLT
coefficients is performed. 1 and 0 is placed for higher
and lower intensity respectively. It is mentioned in
equation (5).

hi — {{0, xk,l < a},{l, xk,l > a},} (5)

v (k1) € [0,63]



() In the last step, 64 bits perceptual hash is generated by
applying equation (5).

The obtained perceptual hash is used to compare the
similarity of two different images. For this purpose
hamming distance (H;) is used which is mentioned in
equation (6).

Hy = ?=1Z?=1|htl.j - hi2,j| (6)

IV. CONCLUSIONS AND FUTUTE SCOPE

Copyright infringement is a leading issue in reference to
multimedia objects and its detection is very challenging. In
this paper, proposed work presents an approach for copyright
infringement by perceptual hashing using K-L transform. In
future, blockchain and IPFS will be employed for sharing of
multimedia objects among peers. To avoid copyright
infringement, perceptual hashing using K-L transform will be
used.
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