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ABSTRACT Modular Open Systems Approach (MOSA), a recent initiative to increase competition in the
defense market, has become a directive to new acquisition programs. It is a United States Department of
Defense (DoD) initiative for designing composable systems with open standards that can be acquired from
independent vendors, while allowing an adaptive response to evolving threats. Implementation of MOSA
was signed into law in the National Defense Authorization Act for Fiscal Year 2021, requiring regulations
to facilitate DoD’s access to and utilization of modular system interfaces and implementation of openness
across major acquisition programs. MOSA’s objectives include interoperability, technology refresh, increased
competition, innovation, and cost savings. Determining an effective strategy to realize this intent is of
paramount importance to industry. Current MOSA research focuses on developing guidelines for incorpo-
rating modularity and open standards into DoD acquisition. Given the concurrent priority regarding system
security and cyber-resilience, there is a gap in open literature regarding architectural and design guidelines
focused on security and cyber-resilience requirements for MOSA. This systematic mapping resulted in the
selection of 33 relevant research papers. A hybrid approach of inductive and deductive qualitative coding
was used as a method of rigor in extracting answers to the research questions.

INDEX TERMS Cyberattacks, interoperability, modular open systems, open architectures, risk management

framework (RMF), systems security engineering.

I. INTRODUCTION
Implementation of Modular Open Systems Approach
(MOSA) by the United States Department of Defense
(DoD) and its contractors is now law as stated in the National
Defense Authorization Act for Fiscal Year 2021 [1]. This law
requires regulations and guidance to facilitate DoD’s access
to and utilization of modular system interfaces as well as the
implementation of modular open system approaches across
major defense and other relevant acquisition programs. The
motivation of using MOSA is to improve interoperability,
technology refresh, competition, innovation, and cost
savings [2]. Because government contractors are required
to follow this approach, it is necessary to establish a strategy
that also incorporates system security engineering concepts
and guidelines into the lifecycle of MOSA-compliant systems.
To develop secure MOSA-compliant systems, it is im-
portant that the government and contractors address the
vulnerabilities and attacks that could be exacerbated by the

attributes of MOSA, such as interoperability, configurability,
and open standards. In this article, a systematic mapping study
is presented to understand the attack vectors that could af-
fect modular open system as well as the security functions
that could be applied to mitigate these attacks. Therefore,
the goal of this study is to identify from literature possible
attack vectors that pose a threat to modular open systems and
the security functions that could be used to mitigate these
attack vectors. The main contributions of this study are as
follows:
1) an understanding of the attributes that make a system
modular and open;
2) the identification of attack vectors that could pose a
threat to modular open systems;
3) the identification of security functions to mitigate the
identified attacks.
The rest of this article is organized as follows. Section II
of this article discusses the methodology used for this study,
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FIGURE 1. Systematic mapping process.

and Section III presents the results of the study. Section IV
describes this study’s threats to validity. Finally, Section V
concludes this article and suggests future directions. Appen-
dices A and B of the Supplementary Material provide the
full suite of attack vector and security function data collected
during the course of this study.

Il. STUDY METHODOLOGY
This section describes the methodology used for this literature
review and synthesis study.

A. SYSTEMATIC MAPPING PROTOCOL

The study was conducted using the systematic mapping
guidelines proposed by Petersen et al. [3] and the security
engineering systematic guidelines proposed by Felderer and
Carver [4]. The mapping process performed was also comple-
mented by using the systematic literature review guidelines
proposed by Kitechenham [5].

B. MAPPING REVIEW PROCESS

This section describes the steps involved in the mapping re-
view process, as illustrated in Fig. 1. The publications selected
for this research synthesis were published between 2015 and
2021. The systematic mapping protocol was performed be-
tween August 2020 and March 2021. An additional update to
this study was performed by repeating the protocol between
August 2022 and December 2022 for papers published be-
tween 2020 and 2022. The selected papers are presented in
Table 1.

D. RESEARCH PAPER SELECTION
Inclusion Criteria: The following were the inclusion criteria
used in the study.

11: Paper is peer-reviewed (including peer-reviewed confer-
ences).

I2: Paper addresses both system modularity and security OR
discusses security for a modular open system.

I3: Paper was published between 2015 and 2022.
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TABLE 1. Search Strings and Selected Research Papers

Database | Search String Title Abstract Full- Comments
Selection | Selection | Text

IEEE (“modular open 24 12 12 Searched in
system” OR Journals and
modularity OR Conferences
modular) AND only
(security OR
cybersecurity OR
“information
assurance” OR
“system integrity”)

AND (threat OR
attack OR
vulnerability)

SPIE (“modular open 14 10 8 Searched in
system” OR Journals and
modularity OR Proceedings
modular) AND only
(security OR
cybersecurity OR
“information
assurance” OR
“system integrity”)

AND (threat OR
attack OR
vulnerability)

Science (“modular open 17 9 0 Only accepts eight|

Direct system” OR Booleans.
modularity OR Publications
modular) AND Searched:
(security OR 1) Computers
cybersecurity OR and Security; 2)
“information Future
assurance”) AND Generation
(threat OR attack Computer
OR vulnerability) Systems; 3)

Journal of
Systems and
Software; 4)
Procedia
Computer
Science; 5)
Computer
Networks; 6)
Renewable and
Sustainable
Energy
Reviews; 7)
Journal of
Information
Security and
Applications; 8)
Information
Sciences; 9)
Journal of
Cleaner
Production.

Scopus ("modular open 28 20 7 Document type:
system” OR article or
modularity OR conference
modular ) AND ( paper. Looked
security OR in title, abstract,
cybersecurity OR keywords
"information
assurance" OR
“system integrity” )

AND ( threat OR
attack OR
vulnerability )

Springer (“modular open 89 55 4 Searched in:

Link system” OR Engineering
modularity OR Articles
modular) AND Computer
(security OR Science Articles
cybersecurity OR Engineering
“information Conferences
assurance” OR Computer
“system integrity”) Science
AND (threat OR Conferences.
attack OR
vulnerability)

Exclusion Criteria: The following were the exclusion crite-
ria used in the study.

E1: Paper discusses modularity but not security.

E2: Paper discusses security for nonmodular open systems.

E3: Paper discusses security but not modularity.

E4: Paper is gray literature (i.e., technical report, nonpeer
reviewed conference presentation).
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ES5: Paper is not written in English.

Snowballing: To guarantee that no relevant papers were
missed, the snowballing process was applied, in which the
references of selected papers were reviewed. Snowballing
identified 18 papers, two of which were selected for this study.
The papers selected proceeded to the data collection step.

E. DATA EXTRACTION AND SYNTHESIS

To effectively answer the research questions, a data collection
form was established as part of the extraction process. In
addition, a qualitative coding approach was used to extract
data for each of the research questions. This process consisted
of inductive qualitative coding where codes were created from
emerging data obtained from the research papers and deduc-
tive coding, in which an existing theory or framework was
used to a priori define the codes to be used as categories during
the inspection of the literature. Once definition codebooks
were documented for each research question, relevant text
from the studies was categorized based on each code, thus
providing a systematic count and categorization for each code.
To analyze and synthetize the data for the research questions,
a combination of descriptive statistics and frequency analysis
was used. The results were graphed and tabulated.

F. GOAL AND RESEARCH QUESTIONS

The goal of this systematic research study is to identify and
analyze refereed publications that address both security and
modularity, with the purpose of identifying attack vectors and
security functions for modular open systems. The following
research questions are addressed in this study.

RQ1: What attributes of the studied systems make them
both modular and open? The purpose of RQ1 is to determine
the applicability of the systems presented in the selected re-
search papers, as not all are developed under the umbrella
of MOSA but may exhibit the attributes of a modular open
system. To determine the attributes as presented in literature,
a combination of deductive and inductive qualitative coding
was used. A modular and open system attributes codebook
was documented by using the definitions of open system, open
system architecture, open standards, and open interfaces, as
described in [6]. Codes were also added from [7], [8], [9], and
[10] using an inductive process as these papers were revised
as part of the study.

RQ2: What attack vectors have been presented in the litera-
ture for modular open systems? To understand the attack vec-
tor patterns presented in literature for modular open systems,
the attacks were categorized according to the attack pattern
domain categories established by MITRE Corporation’s Com-
mon Attack Pattern Enumeration and Classification (CAPEC)
[11]. These domains are as follows:

1) software;

2) hardware;

3) communications;

4) supply chain;

5) social engineering;
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FIGURE 2. Publication venue type.

6) physical security.

The CAPEC domains were used as the initial codes to cat-
egorize the attacks extracted from literature. A second round
of deductive coding was used to further categorize each at-
tack with an attack pattern within its corresponding CAPEC
domain.

RQ: What security functions have been proposed in lit-
erature to address attack vectors in modular open sys-
tems? The security functions collected from the selected
papers were categorized using the National Institute of Stan-
dards and Technology (NIST) Risk Management Framework
(RMF) security control families [12]. These control fami-
lies are Access Control, Awareness and Training, Audit and
Accountability, Assessment, Authorization and Monitoring,
Configuration Management, Contingency Planning, Identifi-
cation and Authentication, Incident Response, Maintenance,
Media Protection, Physical and Environmental Protection,
Planning, Program Management, Personnel Security, Person-
ally Identifiable Information Processing and Transparency,
Risk Assessment, System and Services Acquisition, System
and Communications Protection, System and Information
Integrity, and Supply Chain Risk Management. The RMF
control families were used as the initial codes to categorize the
security functions extracted from literature. A second round of
deductive coding was used to further categorize each security
function with a security control within its corresponding RMF
control family.

Ill. STUDY RESULTS

A total of 33 papers were selected through this systematic
mapping study. These are presented in Table II. Most of the
selected papers were published in conference proceedings,
followed by journal publications and one magazine, as shown
in Fig. 2. The papers selected were classified according to
the categories proposed by the authors in [4] and [13]. Pub-
lications, such as literature reviews and systematic mappings,
were not excluded from this study and these categories are
included in the classification schema. Most papers fell under
the solution proposal category, as shown in Fig. 3. Seven of
the papers were classified as evaluation research and seven
as validation research. These were further subcategorized as
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TABLE 2. Selected Papers

Title Database Reference
A secure design-for-test infrastructure for lifetime [14]
security of SoCs IEEE

Safety and security aware framework for the [15]
development of feedback control systems IEEE

Designing safe and secure autopilots for the urban [16]
environment IEEE
Cyber-Physical Systems Security—A Survey IEEE [8]
Open Platform Systems Under Scrutiny: A [17]
Cybersecurity Analysis of the Device Tree IEEE

Cyber Security Concerns Regarding Federated, Partly [18]
IMA and Full IMA Implementations IEEE

The Need for a Secure Modular Open Systems [91
Approach (MOSA): Building the Case Using Systems

Thinking Methodologies IEEE

Attacks on Distributed Sequential Control in [19]
Manufacturing Automation IEEE

A Multicycle Pipelined GCM-Based AUTOSAR [20]
Communication ASIP IEEE
Cyber-Attacks in Modular Multilevel Converters IEEE [21]
Securing Robots: An Integrated Approach for | IEEE [22]
Security Challenges and Monitoring for the Robotic

Operating System (ROS)

Security Threat Analysis and Treatment Strategy for [23]
ORAN IEEE

Security Risk Assessment and Risk Treatment for [24]
Integrated Modular Communication Scopus

Big Missions, Small Solutions Advances and [10]
Innovation in Architecture and Technology for Small

Satellites Scopus
Considerations and examples of a modular open [7]
systems approach in defense systems Scopus

Security Mechanisms Used in Microservices-Based [25]
Systems: A Systematic Mapping Scopus

Security ~ Considerations in  Modular ~ Mobile [26]
Manipulation Scopus

Openness and Security Thinking Characteristics for [27]
IoT Ecosystems Scopus

Railway Defender Kill Chain to Predict and Detect [28]
Cyber-Attacks Scopus

Mission Systems Open Architecture Science and [29]
Technology (MOAST) program SPIE

Joint Communications Architecture for Unmanned [30]
Systems (JCAUS) SPIE

Designing the next generation of sensor systems using [31]
the SOSA standard SPIE

A systems approach to achieving the benefits of open [32]
and modular systems SPIE

Chaos engineering experiments in middleware [33]
systems using targeted network degradation and

automatic fault injection SPIE

Protecting publish/subscribe interactions via TLS and [34]
a system-wide certificate validation engine SPIE

Secure Internet of Things Architecture (SIoTA) on the [35]
battlefield SPIE

The rise of open architectures in the U.S. Department [36]
of Defense SPIE
Systematization and security assessment of cyber- | Springer [37]
physical systems Link

Security Challenges in Cyber-Physical Production | Springer [38]
Systems Link

Alignment of safety and security risk assessments for | Springer [39]
modular production systems Link

Enabling a Zero Trust Architecture in Smart Grids | Springer [40]
Through a Digital Twin Link

Integrated Modular Avionics — Past, present, and [41]
future Snowballed
Towards an Architecture-Centric  Approach to [42]
Security Analysis Snowballed

Paper Classification

Systematic Philos?jphical, '
Mapping, 3% 6% Evaluation
Opinion Paper: ' Research, 21%
12%
Literature
Review, 3%

Validation
Research, 21%

Solution
Proposal, 33%

FIGURE 3. Paper classification.

Evaluation and Validation Research Paper
Subclassification

Discussion/Argument

7% \

Experiment
29%

Case Study
64%

FIGURE 4. Paper subclassification.
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FIGURE 5. Modular system attributes.

* Table Il Acronyms: System on Chip (SoC), Integrated
Modular Avionics (IMA), Galois-Counter Mode (GCM),
AUTomotive Open System Architecture (AUTOSAR),
application-specific instruction set processor (ASIP), open
radio access network (ORAN), Internet of Things (IoT),
Sensor Open System Architecture (SOSA), Transport Layer
Security (TLS)
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case studies, experiments, or discussion/argument papers, as
shown in Fig. 4.

A. RQ1 RESULTS: MODULAR OPEN SYSTEM ATTRIBUTES

Fig. 5 presents the modular open system attributes extracted
from the selected papers. In the papers selected, modular
design was reported 30 times, followed by interoperability
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FIGURE 7. Software domain attacks.

(20) and open standards (15). RQ1 was utilized as validation
that the selected papers pertained to systems under study that
possess the characteristics of modular open systems and were
appropriate to include in this SMS.

B. RQ2 RESULTS: ATTACK VECTORS

A total of 170 attack vectors were reported across all selected
papers. By using qualitative deductive coding, the attack
vectors were categorized according to the attack domains es-
tablished by the CAPEC by the MITRE Corporation. These
attack domains are as follows: Software, Hardware, Com-
munications, Supply Chain, Social Engineering, and Physical
Security. As shown in Fig. 6, 65 Software attack vectors
were reported, 54 Communication attack vectors, followed
by 38 Hardware attack vectors and 6 Supply Chain attack
vectors.

Of the Attack domains presented, the top four were further
analyzed due to being the most relevant to modular open
system attacks on common software, common hardware, com-
mon communication protocols, and common supply chain
interfaces. These attack vectors from the selected literature
were categorized by using qualitative deductive coding.
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FIGURE 9. Hardware domain attacks.

Fig. 7 presents the decomposition of those attacks catego-
rized under the Software domain. Malicious Logic Insertion
(14) and Software Integrity (4) attacks were the most re-
ported in the selected literature. Software domain attacks that
only appeared once or twice in the literature are represented
under the “Other” category. Examples of Software domain
attacks in the “Other” category are: code injection, intercep-
tion, reverse engineering, fuzzing, configuration/environment
manipulation, and shared resource manipulation.

The attacks categorized under the Communications domain
are shown in Fig. 8. Interception (13) and Content Spoofing
(10) were the most reported.

Fig. 9 presents the Hardware domain attacks reported. The
top two reported were Malicious Logic Insertion (7) and
Shared Resource Manipulation (7).

Finally, the Supply Chain domain attacks are shown in
Fig. 10. Modification During Distribution (3) and Modifica-
tion During Manufacture (2) were the attacks most reported
under this domain.
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Supply Chain Domain Attacks Reported
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FIGURE 10. Supply Chain domain attacks.
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C. RQ3 RESULTS: SECURITY FUNCTIONS

A total of 349 security functions were reported. By using
qualitative deductive coding, these security functions were
categorized using the NIST RMF security control families.
Fig. 11 shows the results of this categorization. The top four
control families represented were System and Communica-
tion Protection (112), System and Information Integrity (69),
System and Services Acquisition (34), and Access Control
(33). The Personnel Security and Personally Identifiable In-
formation Processing and Transparency control families are
excluded from Fig. 11 because no security functions were
mapped to those categories.

The top four control families were further analyzed, and
the security functions obtained from the selected literature
were further categorized. Fig. 12 presents the decomposition
of the System and Communications Protection controls. Most
of the security functions in this category (32) mapped to SC-7
Boundary Protection, SC-8 Transmission Confidentiality, and
Integrity (24), followed by SC-13 Cryptographic Protection
(13).

Fig. 13 presents the further decomposition of the System
and Information Integrity controls. Most security functions
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Security Functions Mapped to System and Communications Protection

Number of Security Functions Reported

SC Security Control

FIGURE 12. Security functions mapped to System and Communications
Protection.

Security Functions Mapped to System and Information Integrity
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FIGURE 13. Security functions mapped to System and Information
Integrity.

Security Functions Mapped to System and Services Acquisition
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FIGURE 14. Security functions mapped to System and Services Acquisition.

fell under the category of SI-4 System Monitoring (24) fol-
lowed by SI-7 Software, Hardware, and Information Integrity,
followed by (15) and SI-3 Malicious Code Protection (9).
Fig. 14 presents the security functions mapped into System
and Services Acquisition. Most of the functions were mapped
to SA-11 Developer Testing and Evaluation (13), followed by
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Security Functions Mapped to Access Control
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FIGURE 15. Security functions mapped to access control.

SA-3 System Development Lifecycle (12) and SA-15 Devel-
opment Process, Standards, and Tools (5).

Finally, Fig. 15 below shows the breakdown for the reported
security functions mapped to Access Control. Most of the
functions were mapped to AC-3 Access Enforcement (19),
AC-17 Remote Access (6), and AC-4 Information Flow En-
forcement (3).

IV. THREATS TO VALIDITY

This section describes the threats to validity for this study and
the steps taken to mitigate them. The threats to validity clas-
sification used therein are motivated by the threats to validity
map performed by Zhou et al. [43].

A. CONSTRUCT VALIDITY

Construct validity refers to the selection of the appropriate
measurements for the concepts studied by this research [43]
and how well these concepts and their indicators have been
defined [44]. In this study, threats to construct validity include
the restricted timeframe of the study selection and the po-
tential of incomplete search terms and inadequate qualitative
codes definitions.

The papers used in this study were published between 2015
and 2022. This study was initially performed between Au-
gust 2020 and March 2021, and to mitigate the exclusion of
relevant recent research, the protocol was repeated between
August 2022 and December 2022. The search terms were de-
fined based on modular and open system concepts and tested
via a trial search as shown in Fig. 1. One database in particular,
Science Direct, only accepted eight Booleans, which prohib-
ited using the exact search phrase and for repeatability, this
was documented in Table I. The search performed between
August and December 2022 also included the synonym terms
“open architecture” and “open system architecture,” which
uncovered additional studies dated to early 2020, however it
is possible that relevant studies in the 2015-2019 timeframe
were missed.

To systematically categorize the responses to the research
questions, definition codebooks were created for each of the
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qualitative code categories used to extract the modular open
system attributes, attack vectors, and security functions from
the literature. This mitigates the threat of inadequate quali-
tative code definitions and improves the repeatability of the
study. As previously shown, literature definitions of open sys-
tem architecture and modular systems definitions were used
to create the modular open system code definitions. MITRE’s
CAPEC and RMF control families were used to define codes
for the attack vectors and security functions.

B. INTERNAL VALIDITY

Internal validity refers to whether this study provides suf-
ficient evidence to support its claims [45]. In this study,
threats to internal validity include the potential bias in study
selection, unsatisfactory data synthesis, and subjective inter-
pretation of the extracted data.

Only one researcher was involved in developing the system-
atic mapping study protocol and then performing the study.
However, detailed exclusion and inclusion criteria were de-
fined and reviewed by the researcher’s advisory committee.
This helped mitigate the subjectivity of study selection. In
addition, and given that not all papers were specific to mod-
ular open systems, RQ1 served as validation for the selected
papers. This question pertained to assessing the modular and
open system attributes of the systems under study in each of
the selected papers. Snowballing was also used to capture any
papers not initially discovered during the database search.

A protocol for data extraction and synthesis using quali-
tative coding was also defined. This mitigates any bias during
these phases, as specific definition codebooks were defined for
the data extracted. The interpretation of the data is presented
as is from the data extraction in graph format to allow for
the accurate presentation of the number of attack vectors and
security functions recorded from the selected literature.

C. EXTERNAL VALIDITY

External validity refers to how well the results of this study
can be generalized [45]. This threat can particularly affect the
generalizability of the results to systems that are compliant
with DoD’s MOSA requirements and DoD open architecture
systems because not all the papers selected are specific to
MOSA open standards. However, this threat is mitigated by
the results obtained from RQI1 assessment of modular open
attributes of the systems under study. That being said, the
results can also be generalized to a multitude of systems, such
as cyber physical systems, SCADA, and Internet of Things.

D. CONCLUSION VALIDITY

Conclusion validity refers to the degree to which conclusions
reached in this study are reasonable given the data collected
[45]. In addition, it deals with how the protocol of this study
can be repeated to obtain the same results [43]. Threats to
conclusion validity include the misclassification of the papers
selected for the study, researcher bias in data extraction, and
the potential of subjective interpretation of the data extracted.
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To mitigate paper misclassification, specific definitions
were leveraged from [4] and [13]. Inductive qualitative coding
and deductive qualitative coding were used to lessen the risk
of data extraction bias. Each paper was read and relevant
text for modular open system attributes, attack vectors, and
security functions were categorized according to the definition
codebooks for each of the research questions. Again, only one
researcher developed the protocol and conducted the study
and may affect the subjectivity of the study’s conclusion.

V. CONCLUSION
The primary findings of this study are discussed in this sec-
tion.

A. MODULAR OPEN SYSTEM ATTRIBUTES

The modular open system attributes reported the most in the
selected studies were modular design, interoperability, and
open standards. Notably, the attributes of flexibility, acquisi-
tion from independent vendors, and standard interfaces were
also frequently mentioned. The security analysis on these
systems under study applies to modular open systems given
the attributes described and allows for the researcher to ex-
trapolate attack vectors that potentially threaten modular open
systems. In addition, it can be argued that the security func-
tions identified through this study will have applicability in
protecting modular open systems from these attack vectors.

B. ATTACK VECTORS

As shown earlier, the attack vectors presented in the selected
papers were categorized according to the CAPEC attack do-
mains. Most of the attacks fell under the Software domain, and
were further categorized mostly as Malicious Logic Insertion,
such as malware, that would aim to steal private information
[8], execute denial of service attacks to affect system avail-
ability [16] and attack from other modules in the system [24],
[25]. Some Software domain attacks were further categorized
as Software Integrity attacks, notably attack vectors that ex-
ploit system updates, software uploads, and reprogramming,
whether by unwitting or malicious users [8], [10], [22], [26].

Communications domain followed Software in number of
attacks reported. Most of these were further categorized as
interception and content spoofing. Examples of interception
attacks found in the literature were eavesdropping on private
data or credentials [8], [19], [35], interception of transmitted
information [18], and monitoring sensor data [38]. Examples
of content spoofing are radar data spoofing [16], spoofing
attacks on address resolution protocol in SCADA systems [8],
GPS/global navigation satellite systems (GNSS) navigation
data spoofing [18], and speedometer data spoofing [20].

A number of Hardware domain and supply chain domain
attacks were also recorded. Hardware domain attacks were
mostly categorized as Malicious Logic Insertion and Shared
Resource Manipulation. Examples are attacks, such as hard-
ware trojans [14], [16], [37], data manipulation in memory
[16] and infected memory [8], extraction attacks from direct
memory access, peripheral address manipulation [17], and
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power system disruption [18]. Manipulation During Manu-
facture and Manipulation During Distribution were notable
attack vectors within the Supply Chain domain. Examples
include malicious microcontrollers in which a supplier inserts
a hardware trojan [14] and infected counterfeit parts [9], [18],
[26].

C. SECURITY FUNCTIONS

It may not come as a surprise that most of the security func-
tions reported in the selected papers could be categorized
under the RMF system and communications protection con-
trol family. One particularly important attribute of modular
open systems is the adherence to open interface standards
by the modules composing the system. SC-7 Boundary Pro-
tection, SC-8 Transmission Confidentiality and Integrity, and
SC-13 Cryptographic Protection were the top three controls
extracted in this family. Protecting information being trans-
mitted across the standard open interfaces, with or without
cryptographic protection, is an important mechanism dis-
cussed in literature [8], [18], [20], [23], [24], [26], [28],
[30], [35]. Understanding the boundaries of the modular open
system (such as trusted/untrusted modules [29], critical and
noncritical module boundaries [8], and multilevel security
[8], [30], [31]) enables the selection of the correct security
mechanisms to protect data being transmitted across those
boundaries and maintaining the integrity of modules within
a trusted boundary.

The top three controls in this family were SI-4 System
Monitoring, SI-7 Software, Firmware and Information In-
tegrity and SI-3 Malicious Code Protection. Mechanisms
presented in the research papers, such as securely booting the
system [17], [35], [41], monitoring the system environment
for intrusion [8], [24], [28], [31], cryptographically securing
data and verifying their integrity [8], [31], [37], verifying
software integrity [28], [31], and protecting against malicious
code and malicious software updates [24], [26] fall into these
three categories. These security functions complement the
SC-7, SC-8, and SC-13 security functions because they estab-
lish the known integrity state of the system and monitor that
this state is not compromised during the operational lifecycle
of the system by malicious software or other attacks.

SA-11 Developer Testing and Evaluation and SA-3 System
Development Lifecycle were the top two control categories
extracted for this family. SA-11 covers functions from litera-
ture, such as risk management [27], security assessments and
testing [8], [18], fuzzing [22], [42], and penetration testing
and static code analysis [42]. Security functions that fall under
SA-3 are secure integration of components into the system
[8], rapid upgrades [7], [10], technology refresh (of security
modules or compromised non-security modules) [7], [30], and
securing the design and manufacturing lifecycle process of a
system [8], [18].

Notably, security functions that mapped to AC-3 Access
Enforcement were the most reported under the Access Control
family. Some examples are access management for com-
missioning, maintenance, and reprogramming [26], access
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controls for smart grids and industrial control systems [8],
access control on cyber-physical production systems [38], and
role-based access control on railway systems [28].

In conclusion, a systematic literature mapping study was
conducted to identify attack vectors and security functions for
modular open systems. In total, 33 research papers were se-
lected after an extensive search in several databases. Inductive
qualitative coding and deductive qualitative coding were used
to categorize the attack vectors and security functions. Several
results and analyses were discussed. Mainly, the attack vectors
were categorized, and this showed that most fell under the
Software, Communications, and Hardware CAPEC attack do-
mains. The attacks were further categorized as attack patterns
within the top domains. Security functions were also extracted
from the literature, and these were categorized using the RMF
control families, concluding that most security functions were
of the System and Communications Protection, System and
Information Integrity and System and Services Acquisition,
and Access Control families. Furthermore, the top controls for
each family were also discussed and analyzed.

VI. FUTURE WORK

This systematic study was the first step in setting the problem
space for understanding attack vectors relevant to modular
open systems to then identify the potential mitigations to these
attacks. The study synthesized the key findings of 33 selected
research papers. There are several questions left unanswered,
however. Further analysis should be conducted on mapping
the identified attack vectors to the identified security functions
with the purpose of pinpointing attack vectors that require
further mitigation. Furthermore, if an attack was not identified
in this study, it does not necessarily indicate that modular open
systems are not susceptible to it. Given the proprietary nature
of cyber incidents in both industry and defense, such reports
may not be currently available to the public and additional
research may be needed. Correlation between real-world cy-
bersecurity incident data specific to systems that have modular
and open system characteristics with the attacks identified in
this study are also future research avenues that may provide
more technical insight of MOSA attack vectors and vulnera-
bilities.

Of the attacks identified in this study, one challenge is
determining the trusted and untrusted boundaries given differ-
ent supplier security provenances. Based on these challenges,
MOSA has the potential to exacerbate supply chain risk and
exploring how to mitigate these risks has the potential to
highly impact research in this area.

Maintaining the integrity of the system during operation is
also critical and was identified as a needed security function
in literature. For example, malicious software and hardware
logic insertion both during the operation of a system and due
to supply chain domain attack vectors, such as manipulation
during manufacture or distribution, are top concerns reported
in the studies. Because of this, thought needs to be given
to other aspects of a system lifecycle as well. For example,
establishing a secure framework for hardware and/or software
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updates in the MOSA construct is important because there is
the possibility that module updates introduce lower security
postures into a system and can later affect the system’s op-
erational phase. Requirements for compliant standard open
interfaces are necessary for MOSA to work, however sim-
ply because a module is designed with compliant interfaces
does not guarantee a synergy of operation once installed in
a system. Future work and research on applying a secure
framework, such as zero trust as applied to smart grids [40]
and to embedded and cyber-physical systems [46], [47], to
MOSA cybersecurity has the potential of addressing these
security concerns and attack vectors.
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