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ABSTRACT Effective management of hazards is at the heart of achieving acceptable safety for any
safety-critical system. With the recent advancement in model-based systems engineering, various hazard
management techniques have been proposed as a means to transition from a document-based paradigm,
such as hazard logs implemented in a relational database to a model-based paradigm with standardized
modeling languages. However, a review of the state-of-the-art has shown that the existing methods do not
provide sufficient traceability to integrate hazard management with other system lifecycle activities. To
address this gap, a new model-based hazard management technique, BSafeML, is developed. BSafeML is a
unified modeling language profile, and a procedure extending the existing systems modeling language and
SafeML profiles with language for modeling the behavior of hazards and mitigations. BSafeML integrates
the structural and behavioral views of hazards, supporting traceability and semantic consistency over them
and with the wider system-of-interest. Specific behaviors supported by BSafeML include accident sequences
and ordered action of safety functions. BSafeML is evaluated in a case study of a waste package emplacement
system in the context of geological disposal of radioactive waste. A hazard log, including a range of
hazard types, is converted to model-based format with BSafeML. The evaluation is further supported by a
stakeholder survey that revealed mostly positive attitudes toward the safety function modeling by BSafeML.

INDEX TERMS Geological disposal facility (GDF), hazard log, hazard management, model-based systems
engineering (MBSE), SafeML, systems modeling language (SysML).

I. INTRODUCTION
The management of hazards is fundamental to safety engi-
neering [1]. The principal artifact of hazard management,
the hazard log, is used to structure hazard identification and
assessment activities to capture the outcomes of these activ-
ities and to track the implementation of safety requirements
derived from hazard assessment. The use of documents to
record hazard logs relies on free-form text to describe haz-
ards, text-based references between hazards and other safety
artifacts, and manual processes to control the development of
hazard information. These features pose significant challenges
to consistency, traceability, and change control in hazard man-
agement.

Unsatisfactory solutions to these challenges in hazard man-
agement have inevitably contributed to catastrophic accidents.
For instance, a seminal investigation of the loss of Nim-
rod XV230 [2] revealed a number of hazard records in the
hazard log made reference to engineering mitigations that
simply did not exist on the aircraft. Another notable exem-
plar accident was the explosion and fire at the Buncefiled
oil depot in 2005 that resulted in 40 people being injured.
The accident investigation [3] revealed a number of man-
agement failures, the first of which to be listed in the report
was the absence of traceability between major hazards and
“the safety-critical equipment and systems designed to control
them”.
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Model-based systems engineering (MBSE) is increasingly
adopted to realize benefits in consistency, traceability, and
efficiency under change in the architecture of complex sys-
tems [4]. These are precisely the improvements that are
needed in hazard management; however, there are not any
well-established techniques for formal hazard modeling that
can be integrated with MBSE. Various approaches have been
proposed; however, they lack validation in real project envi-
ronments. The adoption of model-based hazard management
will depend on whether or not it can succinctly express all
of the information recorded in the conventional hazard logs.
Suitable research is required to demonstrate this.

This work also has a specific motivation from industry.
Nuclear Waste Services (NWS) is the organization respon-
sible for delivering a geological disposal facility (GDF) for
radioactive waste arising from the U.K. nuclear industry [5].
As a major U.K. infrastructure project, the use of building
information modeling (BIM) in the delivery of the GDF is
mandatory [6]. BIM [7] is a fundamentally digital approach,
establishing a coherent data model over all design artifacts.
The increasing complexity of infrastructure projects has also
motivated the introduction of systems engineering methods
to the domain, with systems engineering guidance recently
published by the Institution of Civil Engineers [8]. There
follows a need to establish a digital thread connecting BIM to
the systems engineering activities. This has previously been
demonstrated in the context of BIM for space habitats [9].
Recent research has identified MBSE as a suitable basis for
the digital thread [10], and MBSE adoption is increasing in
the infrastructure and energy sectors [11].

A GDF is a safety-critical system, and the safety case for
its operation and eventual closure is of paramount impor-
tance [5]. The digital thread must, therefore, extend into the
safety domain if its benefits are to be fully realized in GDF
delivery. This may be facilitated by a model-based description
of safety information and of hazards, in particular, that can be
integrated with MBSE.

Motivated by these industrial needs, this work offers a
new model-based hazard management technique in a timely
fashion. The technique, referred to as BSafeML, is a read-
ily implementable profile that extends the systems modeling
language (SysML) [12] and the SafeML profile proposed by
Biggs et al. [13]. The novelty of this technique is that it sup-
ports the modeling of behavioral aspects of hazards in ways
that are coherent with the structural aspects of the hazards,
thereby establishing visualizable traceability and ensuring se-
mantic consistency between digital artifacts, contributing to
the development of digital threads for safety-critical systems,
such as a GDF.

The rest of this article is organized as follows. In Section II,
six use cases (UCs), compiled from standards in safety-critical
industries, are presented. This is then followed by Section III
offering a critical review of the existing model-based hazard
management techniques against the UCs. Subsequently, In
Section IV, we present the BSafeML profile in which its
development is driven by the UCs and the identified issues

in the existing techniques. The profile is evaluated through a
GDF case study in Section V and further assessed through
stakeholder questionnaire in Section VI. Finally, Section VII
concludes this article.

II. HAZARD MANAGEMENT UCS
Taking a systems approach to the design of a model-based
hazard management technique, we compiled six hazard man-
agement UCs from a in-depth review of hazard management
standards and guidance in the aviation, nuclear, defense,
and rail domains. The UCs describe the “problem space” of
hazard management, and are, therefore, used to assess the
existing model-based techniques for hazard management (see
Section III) and will be used as the “requirements” that drive
the development of BSafeML (see Section IV).

In the description of the six UCs, the concept of hazard
log will be used, which is conventionally referred to as a
document-based approach paired with a data management
system, such as a relational database [14]. However, in this
context, the description does not preclude model-based “haz-
ard logs” as a solution to the UCs.

UC1. Record identified hazards: The primary use of a
hazard log is to record the hazards revealed by hazard iden-
tification activities. The U.K. Civil Aviation Authority (CAA)
defines a hazard log as “a structured way to record the hazards
identified pertaining to a project or system” [15]. EU Aviation
Safety Agency (EASA) guidance [16] recommends that the
“organizations should wherever possible maintain a central-
ized log of all identified hazards” in its eight steps of risk
assessment. Both sources of guidance recommend referencing
the original hazard identification study in the hazard log by
means of unique identifiers.

UC2. Group causes under hazards: Hazards can be consid-
ered to arise via several possible causes. This relationship is
illustrated by the left-hand side of a bow–tie representation of
a hazard. Hazard logs must be able to capture such grouping of
causes under hazards. EASA guidance [16] provides a hazard
log template wherein each hazard is presented as a table with
rows of the table corresponding to causes (“safety events”
in the EASA nomenclature). Office for Nuclear Regulation
(ONR) guidance [17] also recognizes the use of hazard logs
(“fault schedules” in the ONR nomenclature) to associate the
subjects of hazard analysis with their causes. The importance
of accurately capturing this grouping is stressed because inap-
propriate subdivision of hazards can result in “evasion” of any
assessment criteria based on failure frequency [17].

UC3. Track hazards through the assessment: Hazard logs
are used as live records to track the status of hazards and
the status of the response to each hazard throughout a safety
project. This UC is reflected in the U.K. Defense Standard
00-56 for Safety Management Requirements [18], which stip-
ulates that “the contractor should update the hazard log
throughout the contract to ensure that it accurately reflects
the status of the design, hazard analysis, safety analysis, and
safety engineering activities.” CAA guidance [15] provides
more detail on the information that needs to be recorded to
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fulfill this UC. In summary, the hazard log should record
the current and next stages of the assessment process plus
author and date information about the last update and next
required update. Each hazard is effectively subjected to a con-
trolled workflow, the status of which is recorded in the hazard
log.

Furthermore, the hazard log should record whether each
hazard is “open” or “closed” [15] where “closed” indicates
that the hazard has been fully assessed and appropriate
mitigation implemented. This is emphasized in the CEN-
ELEC 50128 standard for railway control and protection
systems [19], which requires the duty holder to “ensure
that the related hazard logs and remaining nonconformities
are reviewed and that all hazards are closed in an appro-
priate manner through elimination or risk control/transfer
measures.” Hazard management must also accommodate the
“reopening” of hazards or addition of new hazards, in re-
sponse to design changes, modifications to operating systems,
or occurrence of incidents [18].

UC4. Link hazards to other system and safety artifacts: The
bow–tie representation of hazard management associates a
hazard with three other types of system safety artifact: causes,
consequences, and safety measures. EASA [16] and CAA [15]
recommend also capturing the safety measures, termed risk
controls and mitigations in the respective guidance documents
and consequences in the hazard log. This ensures that each
hazard can be traced to the subsystems that protect against it.
ONR guidance [17] explicitly recommends tracing to safety
measures, safety functions, and safety requirements, and also
the “operating mode, plant configuration, or plant state” rel-
evant to the hazard. The hazard log can, therefore, be used to
trace between hazards and all key artifact types in a system
description: functions, components, requirements, and states.

ONR guidance further describes traceability among causes,
hazards, and safety measures as a “golden thread.” This name
emphasizes the importance of this UC to the development of a
safety case. Defense Standard 00-56 provides similarly strong
emphasis [18]: “Traceability is fundamental, without it, it is
not possible to understand how the results of low -level activ-
ities contribute to demonstrating satisfaction of requirements.
If traceability is lost, then this can seriously undermine the
validity of the hazard log, and hence the safety case for a PSS
[product, service, or system].”

UC5. Link hazards to safety arguments: Safety cases typ-
ically contain an argument over the hazards associated with
a system [2], where each hazard is claimed to be addressed
by the implementation of suitable safety measures. The set of
identified hazards is the context for such an argument, and the
hazard log provides a convenient reference when stating this
context. Hazard logs may also be used to provide references
from each hazard to specific claims in the safety case that
address that hazard [17].

UC6. Communicate hazard information: The previous
UCs describe how hazard information should be organized.
The last UC concerns with communicating this informa-
tion to stakeholders. Defense Standard 00-56 emphasizes the

visibility of the hazard log throughout a safety project [18].
CAA guidance [15] describes the use of hazard logs at project
milestones, for example, to demonstrate the completeness of
hazard management to stakeholders prior to a system entering
into operation. ONR guidance [17] also recognizes the “fault
schedule” as a key regulatory interface, providing regulators
with an overview of hazard management at a nuclear facility.

III. EXISTING PROPOSALS FOR MODEL-BASED HAZARD
MANAGEMENT
Several approaches to model-based hazard management have
been proposed in recent research. This section presents a
review of these proposals and discusses the extent to which
they exploit the benefits of model-based techniques and sat-
isfy the hazard management UCs as formulated in Section II.
This review does not cover attempts to conduct model-based
safety assessment using standardized modeling languages as
the dedicated safety model. The authors in [13] and [20]
provide an account of relevant research on generating fault
tree analysis and failure mode and effects analysis informa-
tion from unified modeling language (UML) [21] and SysML
models, but these are hazard assessment rather than hazard
management techniques; hence, they will not be considered
in this work.

A. MODELS OF HAZARD INFORMATION
An intuitive starting point in the investigation of model-based
hazard management is to construct a model of hazard infor-
mation with an established modeling language. Berenbach
and Wolf [22] provide such a proposal in which the various
artifacts involved in hazard management are represented in
a UML class diagram. The focus of this research is on re-
quirements management in general; however, the derivation
of requirements from hazard analysis is addressed specifi-
cally. The model provides traceability among hazards, safety
requirements, causes, and other system artifacts. These are
all defined as UML classes where the attributes provide the
data typically included in a hazard log, for examples, hazard
description, probability, and severity. The model also asso-
ciates causes with instances of the UML UC: using the system
in a certain way and in a certain context gives rise to the
hazards. Causes are also linked to the system component that
is “implicated” in the hazard. The one-to-many relationship
between the hazard and cause classes allows for modeling
of hazard grouping as defined in the relevant UC for hazard
management, as defined in Section I.

This model has been implemented in a modeling tool
and used in a trial project [22]. The claimed benefits in-
clude specifically: improved traceability, the ability to view
complex relationships between artifacts, and the model as a
configuration-controlled single source of truth.

A limitation of this work is that it presents only a sin-
gle model rather than a modeling technique as such. Each
project following this approach would need its own UML
model that may be difficult to compare to models in other
projects. The presented model [22] is, therefore, effectively a
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proof-of-concept that requires further development to deliver
a standardized and reusable technique. The model also relies
strongly on the UML class attributes to describe hazard char-
acteristics, which are essentially free-form text. The model is,
therefore, susceptible to semantic inconsistency in much the
same way as a document-based hazard log.

There is ongoing work to apply a similar approach to the
modeling of safety case information, including hazard in-
formation, in the U.K. nuclear industry [23]. This approach
uses SysML block definition diagrams to describe all of the
system and safety artifacts referenced in the safety case for
operating a new nuclear reactor design in the U.K. The model
provides traceability among hazards, safety measures, safety
functions, safety requirements, and claims in the safety case.
This example is, therefore, particularly relevant to the safety
argument traceability UC.

B. PROFILES FOR SPECIFIC SAFETY STANDARDS
The approach described in Section III-A may be enhanced
using the UML extensibility features. Creation of a model-
ing profile for hazard management, rather than just a model,
supports reusability across projects. Modeling profiles may
be created for general purpose hazard management or for
alignment to specific safety standards. Examples of the latter
approach are provided by Vepsäläinen and Kuikka [24] for
the IEC 61508 functional safety standard and for its auto-
motive adaptation ISO 26262 by Beckers et al. [25]. Both
approaches define stereotypes for the safety integrity level
(SIL) and automotive SIL concepts from the standards with
enumerations capturing the various integrity levels and risk
categories. These techniques demonstrate the relevance of
model-based hazard management across domains, as well as
the extensibility of UML to create domain-specific modeling
techniques. Close alignment with a specific standard may sup-
port the safety argument traceability UC if conformance to the
standard is an important safety case claim, but conversely, this
may limit general applicability.

C. PROFILES FOR GENERAL HAZARD MANAGEMENT
Müller et al. [20] propose a generic, i.e., not standard specific,
approach for integrating hazards into the modeling of a sys-
tem. They propose a hazard analysis methodology based on
a SysML model of the system together with a profile defin-
ing the hazard management extension. The profile includes
hazard, cause, consequence, and safety measure stereotypes
derived from the SysML block. Safety functions and mal-
functions are also defined, derived from the SysML action,
permitting explicit functional modeling of hazards; these are
represented in an activity diagram on an alternate path to
the normal control flow. The proposed methodology proceeds
from UC definition to preliminary hazard identification to
generate safety requirements, exploiting the SysML require-
ments syntax. This is followed by functional and physical
architecture development within which malfunctions, hazards,
safety functions, and safety measures are modeled using the
new stereotypes.

A significant benefit of this approach [20] is the provision
of a behavioral description of hazards using the malfunctions
and safety functions. This permits modeling of a series of
safety functions that act in some order, which is a feature of
the bow–tie representation of hazards. The use of SysML is
also beneficial for integration with the broader system model.

The profile [20] is demonstrated with a simple model and
hazard analysis of a coffee maker. The technique still requires
validation in a more complex context as the authors acknowl-
edge. Furthermore, the relationship between the malfunction
and hazard stereotypes is unclear; this may lead to inconsis-
tency in how they are used in models, limiting the semantic
control provided by the technique. The behavioral aspect of
the technique also focuses on misuse and malfunction; it is
not clear how external events would be accommodated.

An alternative hazard management based on SysML is the
“SafeML” profile proposed by Biggs et al. [13]. This is in-
formed by the IEC 61508 and ISO 26262 standards, as well
as the ISO 12100 machinery design standard, but is intended
to have more general applicability than the techniques refer-
enced in Section III-B. SafeML models a harm context as the
situation that converts an inherent hazard into an actual harm.

Harm contexts in SafeML [13] may be associated with
SysML blocks, activities, and UCs, representing compo-
nents, processes, and interfaces that may fail. This provides
a flexible language of hazard causation, traceability to other
system elements, and a means of fulfilling the hazard group-
ing UC. Safety measures are implemented by the stereo-
types <<PassiveDefence>>and <<ActiveDefence>>that
may be attached to the harm context and SysML requirements
to provide a coherent description of derived safety require-
ments. Hazard attributes, such as probability and severity
categories, are implemented as tagged values. These features
of SafeML provide it with a relatively high degree of semantic
control over the expression of hazard information, compared
with the other techniques reviewed, in a manner compatible
with the bow–tie representation of hazards.

A limitation of SafeML [13], particularly in comparison
with the profile proposed by Müller et al. [20], is that it
does not provide a means of explicitly modeling the func-
tional behavior of hazards and safety measures. These are
represented only structurally, although the safety measures
can be linked to SysML requirements that may be functional
in nature. It is, therefore, not clear how to model multiple
safety measures acting in an order (as commonly expressed
in a bow–tie diagram) or how to differentiate preventative and
mitigative safety measures. SafeML also requires validation
in more complex contexts than the presented test cases of a
kettle and laser pointer.

D. WORKFLOW AND AUDIT ASPECTS OF HAZARD
MANAGEMENT
The research discussed in Section III-A–III-C focuses on
modeling the relationships between hazards and other system
artifacts. An equally important aspect of hazard management
is describing the provenance and workflow status of hazard
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TABLE 1. Comparison of the Features of Existing Model-Based Hazard Management Proposals

information. “SafeTIM” [26] is a UML model of such in-
formation. SafeTIM explicitly models the composition of a
hazard log by a number of hazards, with defined relationships
to the authors of the hazard records and the techniques used to
identify the hazards. Versioning of hazard information is also
modeled, although an explicit “open” versus “closed” status
is not. SafeTIM does not attempt to model the relationships
between hazards and other system artifacts.

SafeTIM [26] demonstrates that project and audit informa-
tion for hazard management can be modeled. It is unclear,
however, if a unified model of technical hazard information
and project control information is desirable or if it is prefer-
able to model only the technical hazard information while
controlling it under a suitable configuration management tool.

E. SUMMARY OF REVIEW
Recent research has demonstrated a variety of approaches to
modeling hazards, from creating models aligned to specific
domains and standards to new modeling profiles for gen-
eral hazard management. The most developed techniques use
SysML with custom extensions to integrate hazard informa-
tion into the system model. Both functional and structural
approaches to describing hazards and their relationships with
other system artifacts have been attempted, with advantages
and disadvantages inherent to each. The reviewed techniques
have been trialed in several domains, including process, nu-
clear, and automotive. However, validation in real projects
with complex systems is so far lacking. This is understandable
given that MBSE itself is a developing discipline and not fully
established in all domains.

Table 1 compares the features of the reviewed techniques.
All of the techniques reviewed provide traceability improve-
ments over document-based approaches. Semantic consis-
tency is improved to varying extents, more so in the case
of the well-developed modeling profiles because they effec-
tively specify new language for the description of hazards.
The simpler models of hazards (using unextended UML class
or SysML block diagrams) do not support reusability and
standardization to the same extent and rely on the modeler
to consistently describe hazard properties in class attributes.
Improvements in traceability and semantic consistency are
directly relevant to the hazard management UCs defined.

Work to date has not reproduced the expressiveness of the
bow–tie method in full. The proposals of the authors in [13]

and [20] capture different but separately incomplete the as-
pects of bow–tie. The former is capable of modeling safety
functional behavior, but this feature may be difficult to apply
to external hazards and lacks traceability to the structural view
of hazards. The latter (SafeML) provides well-defined seman-
tics for relating hazards to inherent harm potentials, causes,
consequences, safety measures, and safety requirements; it
lacks, however, any behavioral representation and cannot ex-
plicitly model safety measures acting in a given order.

Models of system behavior may include both function-
based and state-based descriptions, as exemplified by the
activity and state machine diagrams of SysML. While tech-
niques implementing traceability between hazards and system
functions have been proposed, no literature has been identified
that explicitly considers the relationships between hazards and
system states. The importance of traceability to system states
is recognized in the relevant hazard management UC and the
Nimrod accident [2].

Most of the reviewed research does not explicitly address
the hazard management workflow UC. This aspect of hazard
management may be modeled explicitly, as demonstrated by
the SafeTIM model [26], but it is unclear if this is preferable
over fulfilling the UC with appropriate tool selection instead.
A model, such as SafeTIM, may perhaps be used in the design
of a model configuration management tool.1

IV. BSAFEML
The design, development, and implementation of BSafeML
is primarily driven by UC1, UC2, UC4, and UC6, as intro-
duced in Section II, with the goal being enhancing current
model-based approaches to hazard management as reviewed
in Section III, while facilitating future works in managing
hazards in real time (as per UC3) and linking model-based
hazard artifacts to safety arguments in a safety case (as per
UC5).

A. DEFINITIONS AND NOTIONS
To aid the understanding of the technical contents of
BSafeML and corresponding discussions, the following def-
initions of key terms are being adopted.

Inherent Hazard: A part of a system or its environment with a
potential to cause harm.

1SafeTIM provides traceability between hazard provenance and workflow
information, but not between hazards and other system artifacts.
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FIGURE 1. BSafeML profile.

Hazard Realization: A system state that may lead to an acci-
dent through, otherwise, normal behavior; it is also known
as a “fault,” “fault condition,” or “fault group” in the nuclear
industry.

Hazard: When used without further qualification, refers to
both inherent hazards and hazard realizations.

Harm: A qualitative adverse effect of an accident.
Consequence: The severity of a harm.
Cause: An internal component failure, human error, or exter-

nal event that may lead to a hazard realization.
Fault Sequence: The causal chain of events linking a cause to

a hazard realization and subsequent accident.
Safety Function: A system behavior intended to prevent haz-

ard realizations or reduce their consequences.
Safety Measure: A system, component, or person that imple-

ments a safety function.
Mitigation: Mitigation refers to both safety functions and

safety measures, including those that prevent hazard real-
izations as well as those that mitigate consequences.

Further to the above definitions, the diagrams presented in
BSafeML profile and models will follow the following con-
sistent color scheme: yellow indicates the standard UML [21]
and SysML [12] elements, orange indicates the SafeML [13]
elements describing hazards, green indicates the SafeML el-
ements describing mitigations, red indicates the elements of
the new BSafeML technique describing hazards, and blue in-
dicates the BSafeML elements describing mitigations. Finally,
in the description of BSafeML profile and its procedure in the
subsequent sections, metamodel elements are italicized.

B. BSAFEML—PROFILE
The BSafeML profile is depicted in Fig. 1. The structural
description of hazards supported by BSafeML is inherited
from SafeML [13]. Some of the inherited SafeML stereotype

names are changed in BSafeML to match nuclear industry
terminology. Inherent hazards are related to harms by hazard
realizations. Both inherent hazards and hazard realizations
can be traced to any relevant elements of a SysML [12] model
of the system-of-interest using standard SysML connectors.

Mitigations in BSafeML are defined functionally, in con-
trast to SafeML where they are defined structurally. A
BSafeML hazard realization is related to one or more safety
functions via the risk reduction elements. Any safety function
may be decomposed into lower level safety functions using the
standard SysML part association. Safety functions can also
be invoked on an activity diagram describing an activity of
the system-of-interest and related to other actions using the
standard SysML object flow and control flow connectors. If an
object flow to or from a safety function represents a safety-
critical input/output, the flow is stereotyped as a safety signal.
Safety functions may also be allocated to structural elements
of the system, i.e., safety measures, using the standard SysML
partitions on the activity diagram.

Fault sequences are represented in BSafeML on sequence
diagrams, with lifelines corresponding to the relevant ele-
ments of the system-of-interest. The loss of function and
incorrect function stereotypes are used to show messages that
should or should not have been sent, respectively, and thereby
lead to a hazard realization. Fault sequences are grouped
under hazard realizations as owned behaviors.

The behavioral features of BSafeML differ to those of
Muller et al. [20] by inheriting the safety functions from
SysML activity (so that they can be associated with hazards
in the structural views) and by inheriting the fault sequence
elements from SysML interactions (so that they can be
owned behaviors of a BSafeML hazard). In [20], both safety
functions and malfunctions inherit from SysML action, so
they cannot be related to the structural view in a controlled
way.
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C. BSAFEML—PROCEDURE
The following steps explain how BSafeML is used. Prior to
the application, it is assumed that the system-of-interest has
been modeled using SysML and that this system model is
accepted for conducting hazard-related activities.

1) Identify the inherent hazards and potential hazard real-
izations associated with the system-of-interest.

2) For each identified hazard realization, create a package
in the system model.

a) In the new package, create a block definition di-
agram and arrange on it the hazard realization as
an association block between the inherent hazard
and the harm.

b) On the block definition diagram, link the hazards
and hazard realization to the system elements that
give rise to them.

c) Consider the various causal sequences that lead to
the hazard realization to:

i) create a fault sequence for each and repre-
sent the sequence of events on the corre-
sponding sequence diagram;

ii) associate the fault sequence with the hazard
realization as owned behaviors.

d) Define the mitigations against the hazard realiza-
tion as safety functions on the block definition
diagram by:

i) associating the safety functions with the
hazard realization using a risk reduction;

ii) decomposing the safety functions, as
needed, into lower level safety functions on
the block definition diagram.

e) Place the safety functions, as invocations, into the
activity diagrams that describe the general behav-
ior of the system-of-interest:

i) On each activity diagram, connect the
safety functions to each other and to other
actions or parameter nodes using the ap-
propriate flow connectors;

ii) Give any safety-critical object that flows the
safety signal stereotype;

iii) Allocate the safety functions to structural
elements using partitions on the activity di-
agram.

f) Place the packages corresponding to the various
hazard realizations on a package diagram; this
package diagram serves as the overall hazard log
with the diagrams within a given package repre-
senting an individual hazard.

V. GDF CASE STUDY
A. GDF SYSTEM MODEL
One of the motivations for this project is to investigate the
use of model-based hazard management in the specific context
of a GDF for radioactive waste, as explained in Section I. A
SysML model of a GDF is, therefore, constructed to provide

FIGURE 2. Principal components and requirements of a generic GDF.

a basis for the case study. The model is based on international
consensus on geological disposal of radioactive waste [28],
[29]. It is sufficiently generic so as to be representative of
geological disposal in general and not of any country or
organization specifically. The level of detail in the model cor-
responds to the system definition stage of a typical life cycle.

The principal components and requirements of a GDF are
defined in Fig. 2. These include an engineered barrier sys-
tem that provides containment of waste underground and an
emplacement system that moves the waste packages and the
engineered barriers to the appropriate underground locations.
The engineered barrier system comprises multiple individual
barriers that may be buffers, backfills, or seals. These features
of geological disposal are explained in International Atomic
Energy Agency guidance [29]. Additional diagrams repre-
senting the generic GDF model are provided in the research
data [30] for readers who are unfamiliar with geological dis-
posal. These diagrams are not used directly in the BSafeML
evaluation.

The case study focuses on the emplacement system and, in
particular, the process of emplacing radioactive waste pack-
ages at the appropriate underground locations. The principal
functions involved are shown in Fig. 3. Fig. 4 provides a view
of the generic GDF facilities. Waste packages are imported
to the GDF in shielded transport containers. The containers
are moved underground through an access way, also called a
“drift.” The waste packages are removed from the transport
containers and emplaced in an underground disposal vault,
and the empty transport containers are decontaminated and
exported off-site.

A sample of hazards associated with GDF emplacement
operations is assembled to support comparison of BSafeML
against a document-based hazard log. The generic GDF model
itself is kept sufficiently generic so as to be a representative
of geological disposal in general and not of any country or
organization specifically. This sample is presented as a hazard
log in Table 2. It includes both errors of commission and omis-
sion, human errors, internal component failures, structural
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TABLE 2. Nonexhaustive Tabular Hazard Log for Generic GDF Waste Package Emplacement Operations

FIGURE 3. Functional breakdown of the waste package emplacement
process.

FIGURE 4. Generic GDF waste package handling facilities.

failures, external events, continuous processes, and discrete
operations. This is reasonably comprehensive in the range of
hazard types, and therefore suitable to evaluate BSafeML.

B. TABULAR HAZARD LOG TO BSAFEML MODELS
The GDF SysML model and sample hazard log correspond to
the first two steps of the BSafeML application procedure, as
defined in Section IV-C. The remaining steps of the procedure
were followed to produce a BSafeML version (graphical mod-
els) of the (tabular) hazard log. For clarity, this section will
only demonstrate diagrams produced for the “exposure to a
waste package during unpacking operations” hazard (as in the
first row of Table 2). BSafeML diagrams that were produced
for the remaining hazards are included in the accompanied
research data [30] for interested readers. The BSafeML haz-
ard realization diagram for the “exposure to a waste package
during unpacking operations” hazard is shown in Fig. 5. The
hazard describes the potential for a GDF worker to enter the
area where a radioactive waste package is being removed
from its shielded transport container, thereby exposing the
worker to radiation. The realization diagram shows two of the
key features of BSafeML: these are namely the traceability
between the hazard realization and the fault sequence, where
the fault sequence is an owned behavior, and between the
hazard realization and the safety functions. The diagram also
demonstrates the key features of SafeML [13] that are retained
in BSafeML: these include the traceability to other system
elements (namely the “unpack waste packages from transport
containers” activity) and the controlled semantics with which
the hazard realization, inherent hazard, harm, and risk reduc-
tion are described.

The safety functions in this diagram describe an interlock
system that prevents the worker from accessing the area when
the waste package is present. The safety functions are shown
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FIGURE 5. BSafeML hazard realization diagram for the hazard—“exposure
to a waste package during unpacking operations.”

FIGURE 6. BSafeML activity for safety functional behavior associated with
waste package unpacking operations.

acting in the “unpack waste packages from transport contain-
ers” activity diagram, as presented in Fig. 6.

There are two fault sequences associated with the container
unpacking hazard realization, as shown in Fig. 5. One involves
the worker erroneously opening the facility door, and the
other involves the door itself failing in the open position. The
latter fault sequence does not introduce any new functional
behavior, but rather a nonfunctional reliability requirement.
This part of the mitigation is, therefore, modeled using ele-
ments from SafeML. The fault sequences are represented in
BSafeML sequence diagrams in Figs. 7 and 8, respectively.
Fig. 8 shows only the fault condition fragment, for brevity,
as the rest of the sequence is already shown in Fig. 7. These
diagrams demonstrate the BSafeML fault sequence modeling
capability in the GDF context, showing, respectively, an error
of commission and an error of omission. Traceability is pro-
vided through the lifelines, which are elements of the GDF
system model, and through the owned behaviors of the hazard
realization.

FIGURE 7. BSafeML fault sequence diagram for inadvertent entry into a
hazardous area.

FIGURE 8. BSafeML fault sequence fragment (c.f. Fig. 7 showing a shield
door failing open.

Finally, Fig. 9 shows a package diagram with one package
defined for each of the modeled hazard realizations. Within
each package are the relevant BSafeML diagrams. This pack-
age diagram serves as the model-based hazard log itself, with
each package corresponding to an entry in a document-based
hazard log. Stakeholders interacting with the hazard log in the
tool can start from the package diagram and easily navigate to
the desired hazard information.

C. DISCUSSION
Based on the BSafeML capability demonstrated in the GDF
case study, we argue that profile has successfully satisfied
UC1, UC2, and UC4 of the four model-based hazard man-
agement UCs that it intends to address. However, there are a
few observed limitations during the GDF study.
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FIGURE 9. Model-based GDF hazard log implemented with BSafeML.

First, the interpretation of inherent hazard to hazard re-
alization could be misleading when the hazard realization
is associated with more than one inherent hazard (see the
diagrams produced for the vehicle derailment hazard that is
associated with the radioactive material in the waste packages
and the earthquake, as detailed in the research data as an
example [30]). This is because the hazard realization acts as
a SysML association block between an inherent hazard and a
harm. While one hazard realization may be related to many
hazards or harms, the hazards and harms must be related
one-to-one with each other and the relationship between a
pair represented as an association block. This syntax breaks
down when the relationship between hazards and harms is
many-to-one. Currently, additional hazards are linked to the
harm with a simple association. This is unsatisfactory because
it leaves the additional hazards only indirectly traceable to the
hazard realization. It may also be confusing to stakeholders of
the model.

Another potential issue observed from the construction of
Fig. 5 is the modeling of mitigations that are dependent. The
risk reduction associating each mitigation with the hazard
realization has a tagged value, “frequency reduction,” speci-
fying the reduction in frequency of occurrence of the hazard
realization. This could be easily misinterpreted if the mitiga-
tions are dependent: a stakeholder might incorrectly assume
that the stated risk reductions are provided separately and
should be multiplied to give the total risk reduction.

VI. STAKEHOLDER EVALUATION
A pivotal claim for any model-based approaches, compared
with document-based approaches, is that they offer better
stakeholder communication through graphical models. The
GDF case study conducted in Section V does not offer an
evaluation of BSafeML against UC6 formulated in Section II.
Therefore, a qualitative study is performed to assess how
well BSafeML communicates hazard information to relevant
stakeholders. The results are presented in this section.

A. EVALUATION STRATEGY
The stakeholder evaluation approach is primarily based on a
predesigned questionnaire but administered to each respon-
dent (stakeholder) in a one-to-one video call, lasting 1 h.

The time limit is considered mandatory to assess the under-
standability of BSafeML models in a constrained time frame.
The one-to-one format is chosen for certain advantages as
identified by Gillham [31], specifically to permit clarification
of the questions and diagrams used in the questions and to
elicit additional unstructured feedback that might give deeper
insight into the answers given.

The audience is carefully selected to ensure the validity of
the result. The respondent must be the following:

1) be experienced safety engineers;
2) have a senior role;
3) practice or supervise hazard-related engineering activi-

ties, e.g., hazard identification, assessment, etc.;
4) have working knowledge in GDF waste package em-

placement system;
5) not have significant experience in model-based ap-

proaches to hazard management;
6) little familiarity with SysML.
The first three criteria were defined to ensure that respon-

dents have sufficient experiences in document-based hazard
management techniques to be able to give comparative views
to BSafeML, which is model-based. The fourth criterion is
needed to ensure that the time used by the respondent to
understand the safety aspects in the case study is minimized
in the 1 h time frame such that most time can be used to assess
the technique rather than the hazards themselves. In addition,
the last two criteria were defined to remove potential bias to-
ward favoring model-based approach before seeing BSafeML
in action.

Due to the nonstandard format of the questionnaire ad-
ministration, the specific criteria on respondents, and limited
resources, seven candidates from the GDF safety case team
at NWS were identified as appropriate and have all agreed to
participate the stakeholder evaluation.

B. QUESTIONNAIRE DESIGN
The questionnaire is formed of three parts.2 The first part is
consisted of a set of five diagnostic questions posed along-
side standard SysML diagrams of the generic GDF model.
The purpose of these questions is to identify any correla-
tion between respondents’ attitudes toward standard SysML
diagrams and their attitudes toward BSafeML diagrams, by
splitting the respondents into groups who do and do not find
the standard SysML diagrams to be clear. A statement is
included asserting that the diagrams do not necessarily cor-
respond to the GDF designs of any particular organization
or country. This is to limit potential systematic bias due to
respondents being sampled from members of the U.K.’s GDF
project: it is important that respondents understand that their
answers will not have an effect on their day-to-day work.

The second part of the questionnaire starts with Q5
that presents Table 2 to the respondent to establish mutual
understanding of the system and hazards of interest. This is

2Full questionnaire containing a total of 20 questions is provided in the
accompanied research data [30] for interested readers.
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then followed by a set of 12 evaluation questions that ask
about the respondents’ attitudes toward BSafeML diagrams,
e.g., the ones presented in the case study in Section V, when
compared with what is presented in the table in Q5. These
questions aim to establish the extent to which respondents find
BSafeML diagrams to be clear, if the behavioral extensions
introduced in BSafeML improve their understanding of the
hazards, and if they prefer the BSafeML or the tabular views
of the hazard log.

The third part of the questionnaire is formed of three reflec-
tive questions, probing reasons for the other answers given.

The evaluation and diagnostic questions use Likert scales
to measure the strengths of respondents’ attitudes. Five-point
scales are used but the middle option is implied, so only four
options are listed on the questionnaire. Respondents’ general
attitudes toward each BSafeML diagram are queried sepa-
rately to their attitudes about particular aspects and to their
preferences for (graphical) model versus table. The general
question about the overall clarity of the models is asked first
in each instance.

An effort is made to avert social desirability bias by word-
ing questions in terms of the clarity of models rather than
the knowledge of the respondents: the form “is the diagram
clear?” is used instead of “do you understand the diagram?”.
Respondents are also told that critical and complementary
views are of equal value to the study and suggest the normalcy
of not finding the diagrams to be clear.

C. RESULTS OF THE EVALUATION
Respondents who answered positively (“agree” or “strongly
agree”) to at least two of the SysML diagnostic questions
in the first part are considered to have passed the SysML
diagnostic, i.e., they expressed a partial understanding of the
SysML diagrams. The respondents who passed and failed
the SysML diagnostic are treated as separate groups in the
subsequent analysis.

The analysis on the second part of the questionnaire has
revealed the following key highlights.

On Q6, Q7, Q11, and Q13 that are dedicated to BSafeML
hazard realization diagrams, e.g., Fig. 5, the respondents were
almost evenly split in whether they found the models to be
clear. Most of them found the tabular hazard log (see Table 2)
to be more effective at communicating information about the
hazard than the hazard realization diagrams. It is worth noting
that limitation in presenting one hazard realization-to-many
hazards, as discussed in Section V-C, is also independently
identified by several respondents. Respondents who failed
SysML diagnostic are found to lean toward models being
unclear.

On Q8, Q9, Q12, and Q16 that are dedicated to BSafeML
activity diagrams, e.g., Fig. 6, responses are noticeably more
favorable toward BSafeML, and even more, so only if re-
spondents who passed the SysML diagnostic are considered.
Most respondents agreed that the BSafeML activity diagrams
improve understanding of the safety functions. Those that
did not were confused by the name of the safety signal

FIGURE 10. Responses summed over all questions.

stereotype: they interpreted this to refer to instrumentation
specifically, rather than a safety-critical input/output gener-
ally, due to their previous experience of the term being used
in that way. It is plausible that an alternative stereotype name
would have resulted in all respondents finding the BSafeML
activity diagrams to improve understanding of the safety func-
tions. Several respondents commented on the capability of the
BSafeML activity diagrams to support further hazard identifi-
cation and to provide a subject for the HAZOP technique [32]
specifically.

Finally, on Q14 and Q15 that are dedicated to BsafeML
sequence diagram, e.g., Fig. 7, the responses are again mixed:
roughly half the respondents found the fault sequence dia-
grams to be clear and to improve understanding, with the
remainder finding the opposite. Positive comments regard-
ing these diagrams emphasized their clarity over long textual
descriptions, especially in the case of more complicated se-
quences. Negative comments mostly concern the text notation
on the diagrams, which strongly reflects the software engi-
neering heritage of UML, and the presentation of both the
normal operation and fault condition as alt fragments: it was
suggested that this would be clearer with more whitespace
between the fragments.

In general, the responses show some correlation between
the responses to the BSafeML diagrams and the responses to
the SysML diagnostic questions. This is more apparent if the
responses are aggregated over Q6 to Q16, as shown in Fig. 10.
In this figure, answers that “agree” or “strongly agree” that the
BSafeML diagrams are clear or improve understanding and
answers that state a preference for the BSafeML diagrams
over the tabular hazard log are counted as favorable toward
BSafeML; answers that “disagree” or “strongly disagree”
with those statements or express preference for the tabular
hazard log are counted unfavorable toward BSafeML. The
result here suggests that BSafeML is clear and adds value to
most stakeholders who also find standard SysML diagrams
to be clear, and vice-versa. These results suggest a need for
further training in model-based techniques—a need that was
reflected in comments made by several respondents.

For results on the third part of the questionnaire, it can
be concluded that the overall attitude toward BSafeML is

VOLUME 1, 2023 91



CUTAJAR AND JI: BSAFEML: A MODEL-BASED HAZARD MANAGEMENT TECHNIQUE FOR SAFETY-CRITICAL SYSTEMS DEVELOPMENT

mixed. The results, as per Q18, indicate that three respon-
dents preferred the tabular presentation of the hazard log and
three preferred the BSafeML presentation; one respondent
abstained from this question. As per Q19, the most common
reason given for preferring the tabular version was clarity and
intelligibility with three responses. Reasons for preferring the
BSafeML model were mixed with two responses each for clar-
ity and intelligibility, expressiveness, and integration with the
general system model. Most respondents, despite expressing
a preference for one or the other, commented that, in reality,
a variety of formats are important in hazard management
(including text, tables, and diagrams). In the final question,
Q20, five of the seven respondents believed that BSafeML
would add more value as the maturity of the GDF design
increased. One respondent abstained from this question and
one respondent believed that BSafeML would add less value
in a more mature design context.

D. LIMITATIONS OF THE RESULTS
Evidently, resulting from the relatively narrow selection crite-
ria, the stakeholder evaluation is limited primarily by the small
sample size. The statistical significance of any trends present
in such a small sample is necessarily small. The criteria may
introduce systematic bias, if the safety professionals are not
representative of hazard management stakeholders generally.
The extent of such bias (or any social desirability bias) can-
not be determined without involving more respondents from
other geological disposal organizations. Acknowledging these
shortcomings, the respondents are nevertheless geological
disposal safety experts, so the results have some degree of
validity.

The small number of respondents also precluded pretesting
of the questionnaire [33], [34] as that would require a sepa-
rate test sample. Even with pretesting, there are fundamental
limitations on determining the validity of attitude-based ques-
tions [35], [36]. A more rigorous evaluation would, therefore,
require other measures in addition to the expressed attitudes of
stakeholders. Other such measures could include project key
performance indicators relating to hazard management, e.g.,
the time taken to progress a hazard log through a review pro-
cess or the frequency with which hazard traceability problems
are raised by project members.

Overall, a complete validation of BSafeML would require
a large sample of randomly selected respondents, pretesting
of the questionnaire, additional case studies from diverse
projects and domains, and more objective measures than
stakeholder attitudes alone. These will be the subjects of a
future work.

VII. CONCLUSION
In this article, we have presented a new model-based haz-
ard management technique, BSafeML, extending the existing
SafeML technique to support coherent and integrated model-
ing of both the structural and behavioral aspects of hazards
and their mitigation. This is a novel contribution to the field
of model-based hazard management, providing a promising

solution to the complete model-based description of hazards,
thereby offering improved understandability of a hazard log
and enabling wider traceability to digital artifacts produced in
typical model-based approaches to the engineering of safety-
critical systems.

The usage of activity and sequence diagrams in the mod-
eling and management of the behaviors of hazards and their
mitigation is particularly insightful. They offer plausible
means to model, respectively, safety functions and fault se-
quences, which are, otherwise, poorly addressed in the current
state-of-the-art. This claim is supported by the stakeholder
evaluation in which the behavioral modeling attracted the
most positive feedback. The interrelationships of these behav-
ioral models to other system artifacts, such as test cases and
safety case arguments, are of particular interest for a future
work.

Limitations of BSafeML has been accounted for in the case
study discussion and through the analysis of the stakeholder
questionnaire. While acknowledging the BSafeML can be
further improved to address issues identified through the eval-
uations, it is worth noting from the stakeholder engagement
that a model-based approach is only as good as the compe-
tency of the engineers in practicing model-based approaches.
This insight could raise a worrying concern when considering
the fact that the evolution of model-based technique relies
on better modeling languages, which themselves continue to
evolve to becoming more capable, but likely also more com-
plex and difficult to master by the practitioners. This would
eventually defeat the original intention of any model-based
approach, such as facilitating stakeholder management by
means of offering intuitive diagrams.
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