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Abstract—Heterogeneous networks (HetNets) merge different
types of networks into an integrated network system, which
has become a hot research area in recent years towards next-
generation communication networks. HetNets aim to effectively
exploit network resources and provide seamless connectivity for
heterogeneous objects. Unlike other networks, HetNets hold such
characteristics as heterogeneity, openness, distribution, multi-
domain involvement, thus are susceptible to various security
threats and attacks. Traditional security approaches are not suf-
ficiently effective in defending against them. With extensive study
and practice, researchers found that trust models offer effective
measures to enhance the security and reliability of a network
system. However, there still lacks a comprehensive survey on the
recent advances of trust models in HetNets. In this paper, we fill
this gap. We first retrospect the history of HetNets research and
introduce important concepts related to trust. Then, we propose
a set of criteria that a sound trust model should satisfy, which
can also serve as a measure to evaluate the quality of a trust
model, i.e., Quality of Trust (QoT). We provide taxonomies of
trust models and their applications, and continue with a thorough
review on trust models in HetNets. Based on the review, a list
of open issues is highlighted, and corresponding future research
directions are suggested to advance the research on trustworthy
HetNets.

Index Terms—Trust models, heterogeneous networks, trust,
quality of trust, trust management.

I. INTRODUCTION

THE FIFTH-GENERATION (5G) mobile communication
technologies are being rapidly developed and progres-

sively commercialized, making the Internet of everything
and heterogeneous connections increasingly common [1].
Recently, researchers are beginning to discuss 6G, which
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could be a large-scale heterogeneous network (LS-HetNet).
Such a network comprises different types of networks, e.g.,
satellite networks, air networks, marine networks and terres-
trial networks, intending to support anywhere and anytime
networking with high Quality of Service (QoS). The specific
characteristics of LS-HetNet, such as heterogeneity, openness,
distribution and multi-domain involvement, introduce new
challenges about trust, security and privacy, including cross-
domain communications, identity management, trustworthy
routing, etc. Traditional security solutions (e.g., Public Key
Infrastructure (PKI)) are not sufficient to address them. For
example, traditional security solutions can only resist external
attacks but fail to cope with internal ones [2]. This is because
external attacks are carried out by entities that do not belong to
a network [3]. External attackers perform extrinsic behaviors
(e.g., eavesdropping on information and injecting erroneous
data) to disrupt the normal operation of a network, which can
be mitigated by setting up a defensive line, such as encryption
and authentication [4]. On the contrary, internal attacks come
from compromised entities that are part of a network. Internal
attackers can pass through traditional safeguards and then
behave maliciously. And further, in comparison with exter-
nal attacks, the impacts of internal attacks are more severe as
insiders may possess privileged access rights and know where
sensitive information is stored. Fortunately, trust can empower
a network system to defend against internal attacks by con-
tinuously monitoring and evaluating the current and historical
behaviors of each entity. It also addresses the poor scalability
and low flexibility of traditional security solutions.

Trust can be defined as the belief of one entity over another
entity regarding a specific task or action [5], [6]. In the com-
munication and networking field, it aims to mitigate potential
risks in a network. The 6G White Paper advocates that the 6G
network must support embedded trust to eliminate national
security concerns [7]. ITU-T recommends that trustworthy
networking is needed to provide a trustable environment in
HetNets [8]. To establish trustworthy networking, trust evalu-
ation is needed to determine whether an entity is trustworthy or
not. All in all, trust is becoming more and more important for
future LS-HetNets. The variety of network entities involved in
such networks expands the scope of trust (e.g., communication
trust and data trust [9]) and increases the difficulty of enabling
and maintaining trust. Hence, it is worth investigating trust
models that describe the whole process of trust establishment
and discuss how trust decisions are made. The trust model
helps in digitalizing and managing trust in a system and can
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TABLE I
COMPARISON OF OUR SURVEY WITH OTHER EXISTING SURVEYS

be applied to achieve many goals, such as access control [10],
intrusion detection [11], service management [12] and secure
routing [13], [14].

Many researchers have surveyed trust and trust models
in different fields with distinctive perspectives. Researchers
in [15] and [16] focused on the design dimensions of
a trust calculation model in Internet of Things (IoT).
Souissi et al. [17] reviewed trust models from the aspects
of data perception trust, communication trust and data
fusion trust in Wireless Sensor Network (WSN) assisted IoT.
Ahmed et al. [18] summarized all trust-related elements in
IoT, such as trust properties, Trust Management (TM) levels
and trust metrics. Some popular TM schemes in IoT and Social
IoT (SIoT) were systematically analyzed and evaluated in [19]
and [20], respectively. The classification and application of
TM techniques were presented in [21] and [22], respectively.
Movahedi et al. [23] focused on TM schemes dealing with
attacks on trust in Mobile Ad hoc NETworks (MANETs).
Vehicular Ad hoc NETwork (VANET), as a specific exam-
ple of MANET, has been extensively studied with regard to
its trust models. Some researchers classified trust models in
VANETs into data-oriented, entity-oriented and hybrid mod-
els [24], [25]. Hussain et al. [26] reviewed traditional and
emerging TM techniques for VANETs. Hbaieb et al. [27]
discussed TM in Internet of Vehicles (IoV). In addition,
Ahmad et al. [28] presented a survey on trust and reputation
management in 5G and traditional networks. Benzaïd et al. [9]
explored trust dimensions (e.g., trust in AI models and NFV)
that should be considered in 5G and its beyond, as well as

discussed potential trust enablers. Valero et al. [29] presented
a review on trust models in previous standardization propos-
als of 5G/Beyond 5G (B5G). However, these surveys only
focus on a single type of network and are not compre-
hensive. Regarding integrated HetNets that are supported by
multiple different networking techniques, few previous surveys
cover their trust models. Moreover, existing related surveys
are absorbed in summarizing trust modeling techniques and
exploring related challenges, but neglect the trustworthiness
of trust models (i.e., Quality of Trust (QoT)) and how to
evaluate it. In order to clarify the difference and novelty of
our survey, a detailed comparison between our survey and
highly related surveys is given in Table I. We can see that
our survey is the only one that defines QoT and specifies
the criteria to evaluate it, as well as thoroughly review the
trust models related to integrated HetNets. Other excellent
surveys about HetNets do not touch trust although relate to
different scenarios of HetNets, e.g., heterogeneous vehicu-
lar networking [30], heterogeneous architectures for ad hoc
networks [31] and IoT [32], and resource allocation for 5G
HetNets [33]. Therefore, a comprehensive survey on the recent
advances of trust models in HetNets is urgently expected in
the literature to help researchers and practitioners to under-
stand the current state of arts, open issues and future research
directions towards realizing trustworthy networking in 6G.

Based on the history of HetNets research, we first focus
on homogeneous networks with heterogeneity, including IoT
and 5G networks. The heterogeneity of IoT is particularly evi-
dent in devices regarding their capabilities, characteristics and
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Fig. 1. Timeline of HetNets.

communication requirements [34]. The 5G network is charac-
terized by heterogeneity at the network cell level, which covers
different types of network cells, such as macro, pico and femto
cells [28]. After the literature review about the trust models in
the field of IoT and 5G networks, we further discuss integrated
HetNets enabled by heterogeneous networking technologies,
such as 5G-based vehicular networks and Integrated Space-
Terrestrial Networks (ISTN). By doing this, we can summarize
the similarities and differences of existing trust models as well
as identify the challenges that trust models may face when
being applied into future LS-HetNets.

To the best of our knowledge, this paper is the first to
investigate trust models in HetNets. We first give a general
definition of HetNets by retrospecting the development his-
tory of HetNets, and introduce important concepts related to
trust including trust, reputation, trust models and trustworthy
networking. At the same time, we illustrate the concept of
QoT that indicates the quality of a trust model. Then, we pro-
pose a set of criteria that a sound trust model is expected to
meet. For studying the robustness of trust models, we sum-
marize mainstream attacks on trust models and corresponding
defense methods. After that, we propose a taxonomy of trust
models based on their design goals, including decision models,
evaluation models and management models. We also summa-
rize the main applications of existing trust models. Based on
the taxonomy and the proposed evaluation criteria, we thor-
oughly review trust models in HetNets and analyze their pros
and cons. In the end, we shed light on some unsolved issues
and suggest future research directions. To summarize, the main
contributions of this paper are as below:

• We propose a set of criteria that should be satisfied by
a sound trust model to establish a trustworthy HetNet
system, which can also serve as a measure to evaluate
the quality of trust models (i.e., QoT).

• We propose taxonomies of trust models and their appli-
cations in HetNets. We also explain the nature of each
application in the context of HetNets and illustrate the
importance of trust in it.

• We retrospect the history of HetNets research and conduct
an in-depth review on existing trust models in HetNets
by employing the proposed criteria to analyze their pros
and cons.

• We identify a list of open issues and further propose
future research directions to promote dedicated efforts to
realize trustworthy HetNets.

TABLE II
ABBREVIATIONS IN THIS PAPER

The remainder of this survey is organized as follows. In the
next section, we make an overview of HetNets and explain the
important concepts related to trust. In Section III, we provide
a set of criteria for evaluating the performance of existing trust
models. Section IV presents taxonomies of trust models and their
applications, followed by a thorough review on trust models in
HetNets in Section V. On the basis of the literature review, we
identify open issues and point out future research directions in
Section VI. Finally, we draw a conclusion in the last section.
Table II provides all abbreviations used in this paper.
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II. PRELIMINARIES

In this section, we first cover the basics of HetNets, trust
and trust models. Then, we give a definition of QoT, which
can be used to evaluate whether a trust model is trustworthy.
Finally, we explain the meaning of trustworthy networking and
its importance.

A. Heterogeneous Networks

The development history of HetNets research in the
field of communication networks is presented in Fig. 1.
We find that “heterogeneous” first appeared in [35], which
refers to different types of wireless networks. The authors
in [35] proposed policy-based handoff strategies to help users
choose the best network in heterogeneous wireless networks.
Dattatreya et al. [36] studied a heterogeneous ad hoc network,
where nodes have different transmission capabilities so that
some links are longer than others. Wu et al. [37] stated that
4G should be HetNets that support multiple wireless access
technologies so that seamless communication services are
enabled. Duarte-Melo and Liu [38] first defined a heteroge-
neous WSN as a network consisting of a variety of sensors,
which differ in sensing, computation, communication and
power. Compared with identical sensors with equal capability
in a homogeneous WSN, sensors with different capabilities
can collaborate to achieve more complex tasks in a so-called
heterogeneous WSN. Hung et al. [39] presented a heteroge-
neous vehicular network, where each vehicle is equipped with
IEEE 802.11 and IEEE 802.16 interfaces. HetNet develop-
ment of Long Term Evolution (LTE)-Advanced was discussed
in [40]. The HetNet was considered as a mixture of high
power cells (e.g., macro) and low power cells (e.g., pico,
femto and relay) [40]. The same definition was given by the
3rd Generation Partnership Project (3GPP) in [41]. In 2011,
Zhang [42] studied the heterogeneity of IoT. He classified
IoT devices as high performance, medium performance and
low performance based on their processing and communica-
tion capabilities to achieve different communication distances.
Since then, numerous efforts have been made to solve the
challenges caused by the diversity of IoT devices, in terms of
routing [43], service management [44], interoperability [45]
and secure communications [46]. In 2014, Hu and Qian [47]
explored a new framework of cooperative green HetNets,
which consists of nodes with different transmission powers
and coverage sizes, to balance and optimize energy efficiency,
spectrum efficiency and QoS in 5G. Since then, a lot of studies
focused on improving QoS [48], resource allocation [49], [50]
and secure data uploading [51] in 5G HetNets. In a word, the
above HetNets focus on different types of nodes that are dis-
tinguished in terms of transmission power, processing power,
battery life, storage size, etc. Meanwhile, ground communica-
tions are dominant. Coming to 2015, Si et al. [52] studied
a heterogeneous unmanned aerial vehicle (UAV) network,
where heterogeneity is mainly reflected in nodes, includ-
ing UAVs, ground stations and satellites. Data transmission
requirements and communication resources are also heteroge-
neous. Since then, space communications are emerging, such

as low-altitude communications and deep-space communica-
tions. Feng et al. [53] presented a flexible network architec-
ture for the integration of satellite and terrestrial networks.
Qiu et al. [32] proposed a four-layer heterogeneous IoT
(HetIoT) architecture, where both ground communications and
space communications are involved. Qiu et al. [54] proposed a
hierarchical air-ground network for 5G to support ubiquitous
communication services. Chien et al. [55] integrated space
networks into terrestrial networks to achieve global network
access anytime and anywhere. To sum up, according to the
development trend of future networks, the HetNet is evolv-
ing into a large-scale integrated network that consists of such
networks as satellite networks, air networks, marine networks
and terrestrial networks. Fig. 2 illustrates a future large-scale
integrated HetNet (i.e., an integrated space-terrestrial-marine
network). It aims to achieve network connection, data trans-
mission, and cross-network-domain collaboration with high
performance, global coverage, and optimized resource utiliza-
tion [55]. Heterogeneity, multiple-operator domains, dynamic
topology and openness are the unique characteristics of such
a HetNet.

Based on the history of HetNets research, we can see that
the HetNets include homogeneous networks with heterogene-
ity and integrated HetNets. The former contains networks
with heterogeneous nodes, while the latter includes networks
that are enabled by heterogeneous networking technologies.
Regarding the homogeneous network with heterogeneity, our
review focuses on IoT and 5G networks in this paper since they
have been studied a lot, as shown in Fig. 1. Heterogeneity is
one of the key characteristics of IoT, which is especially evi-
dent in devices regarding their capabilities, characteristics and
communication requirements [34]. In addition, the 5G network
also features with heterogeneity, which contains rich types of
network cells at the cell level and user equipment at the user
side [28]. Based on our search, we find that the literature has
made many efforts on trust models in homogeneous networks
with heterogeneity, there are few trust models studied in inte-
grated HetNets (e.g., 5G-VANET and ISTN). Therefore, in this
paper, we first review trust models in IoT and 5G and sum-
marize their pros and cons, as well as explore whether they
can be applied to future HetNets. Then, we review trust mod-
els in integrated HetNets to identify the challenges regarding
trust models, aiming to support future trustworthy networking
in LS-HetNets.

B. Trust and Reputation

1) Trust: Although trust exists everywhere in real life,
it is difficult to grasp and define it properly. The term
trust can be explained from the perspective of different
fields, such as sociology, philosophy, psychology and com-
puter science [18], [56]. Despite the variety of trust defi-
nitions, there are some elements that a majority of schol-
ars agree on, e.g., the characteristics of trust, which play
a crucial role in trust modeling. Among these character-
istics, subjectivity, dynamicity and context-awareness are
the main representatives, which are explained in detail
in Section III. We define trust as a subjective view of
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Fig. 2. An illustration of a large-scale integrated HetNet.

an entity towards another entity in a specific context
through direct interactions or indirect recommendations from
others [57].

2) Reputation: Similar to trust, a standard definition of
reputation is also lacking. Jøsang et al. [58] stated that
“Reputation is what is generally said or believed about a per-
son’s or thing’s character or standing.” Reputation is strongly
associated with trust and is usually used interchangeably.
However, there is a subtle difference between trust and rep-
utation, i.e., trust is active while reputation is passive [59].
In detail, trust is an entity’s belief in the trust qualities (e.g.,
honesty and goodness) of a peer, thus being extended from
an entity to its peers [60]. Conversely, reputation is the per-
ception of an entity formed by peers in the same community,
which is globally visible to the community as a whole. As
discussed in [58], an entity S can trust another entity P
because of P’s good reputation. S can also trust P regard-
less of P’s bad reputation. This is because trust is a personal
and subjective phenomenon, whereas reputation can be con-
sidered as an objective and acknowledged score in a specific
community [61].

C. Trust Models

A trust model describes what trust evidence is used, how
this data is collected, processed, stored and distributed among
the stakeholders, and decides how trust relationships are
made [62]. Generally, the trust model can be classified into
certificate-based and behavior-based ones [60]. The former
aims to define implicit trust relationships using the certificates
that are independently or cooperatively distributed, maintained
and managed by some parties [63]. Trust decisions can thus
be made based on a valid certificate, which proves the trust-
worthiness of a target entity through a certificate authority or
other trusted parties. This type of trust model is mostly static,
i.e., some trust relationships are assumed to exist and remain
unchanged, since certificate revocation and update is not a triv-
ial task. This, however, does not match the dynamic nature of
trust. Moreover, certificate-based trust models typically make
binary decisions (i.e., trust and distrust), which is not feasible
to be applied in practice [64]. On the contrary, in behavior-
based trust models, each entity evaluates trust based on direct
observations and indirect recommendations by continuously
monitoring the behaviors of a target entity (i.e., trustee) [6]. In
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this way, it is possible to identify legitimate entities with mali-
cious behaviors, which cannot be handled in certificate-based
trust models. The main purpose of behavior-based trust models
is to translate the subjective concept of trust into a language
that machines can understand by evaluating trust through trust-
behavior study. In other words, this type of model can aid
digitally processing trust [65], which makes it possible to gain
fine-grained trust levels in order to understand security status
and act accordingly. In this paper, we mainly focus on the
latter trust model as it reflects the nature of trust since trust
is subjective, dynamically changed, and impacted by context.
Such behavior-based trust models are more flexible, reactive
and powerful than certificate-based models.

D. Quality of Trust

A number of studies employed QoS (e.g., packet deliv-
ery/forwarding rate and energy consumption) to demon-
strate the effectiveness of their trust models [11], [66]–[68].
However, the scope of this validation seems to be nar-
row. A trust model related to networking should not only
maximize network performance but also satisfy other cri-
teria such as privacy preservation. Li et al. [69] proposed
QoT in face of unexplainable and non-transparency of AI
algorithms. They quantified the trust of an AI model into phys-
ical trust and emotional trust. The physical trust is related
to the accuracy, robustness and explainability of the model,
while the emotional trust is evaluated by users’ experiences.
Different from these authors, we define QoT as a description
or measurement of the quality (e.g., security, dependability,
maintainability, reliability and credibility) of a trust evalua-
tion/decision/management result, i.e., the trustworthiness of
trust evaluation/decision/management models. To qualitatively
and quantitatively measure QoT, we propose a set of evaluation
criteria that affect QoT in Section III.

E. Trustworthy Networking

Trustworthy networking is a promising technology that can
be deployed over 5G/B5G or 6G networks with the goal
of providing satisfying networking services as expected by
users [62]. ITU-T proposed a conceptual model of trustworthy
networking [8]. In this model, all network elements should be
identified first. And then a trustor evaluates the trustworthiness
of a trustee with the help of trust evaluation techniques. At last,
communication links between these two elements can be estab-
lished. In conclusion, trustworthy networking aims to provide
a trustable environment where all the network elements can
communicate with each other in a secure and reliable way.

III. EVALUATION CRITERIA ON TRUST MODELS

In this section, we propose a set of evaluation criteria
through which we can discover the pros and cons of exist-
ing trust models, no matter they are used for trust evaluation,
decision making and trust management. This set of criteria is
also a measure for evaluating the quality of trust models, i.e.,
QoT.

A. Subjectivity (Su)

Subjectivity is an inherent nature of trust, which is reflected
by a great deal of evidence. Some of the evidence may
be uncertain, incomplete and conflicting in reality [56].
Meanwhile, different people may hold different opinions on
trust even under the same situation and condition. Therefore,
the process of trust modeling and decision-making is expected
to reflect the subjective opinion of a trustor. In this way, trust
can be expressed in a precise way, and decisions derived
from trust models are practically significant. No matter the
trust model is used for trust evaluation, decision making,
or trust management, it should support subjectivity, which
is one of the fundamental characteristics of trust. The sub-
jective factors that influence trust can be classified into two
categories, i.e., trustee’s subjective properties and trustor’s
subjective properties [18], [65], [70]. The former consists of
honesty, benevolence and goodness. The latter is composed of
confidence, expectations, probability, willingness, belief, etc.

B. Dynamicity (Dy)

Dynamicity is one of the characteristics of trust. In gen-
eral, trust evolves over time or events [16]. It is not only
affected by the states of trustors and trustees, but also by
changing contexts. In other words, trust may disappear or
rebuild at any time. Trust often decays over time even though
there is no new event occurs. This is because an entity’s
resource may decay over time [56]. What’s more, recent trust
evidence stands at a more important position than histori-
cal one [71], [72]. Therefore, a trust model should capture
dynamic trust relationships and then make adjustments.

C. Context-Awareness (Ca)

Context refers to any information that can be used to
describe the background or situation of involved entities [73],
while the ability to identify and adapt to contexts is regarded
as context-awareness [74], [75], which is also a specific char-
acteristic of trust. Trust differs in different contexts. That is,
an entity trusts another entity in a specific context about its
behaviors [65], [76]. When the context changes, the trust rela-
tionship may change also. For example, a person is trusted to
do what is relevant to his profession but may not be trusted to
do other things. Thus, when an application scenario or con-
text changes, a trust model should be aware of it and quickly
adjust itself to fit into a new context. In other words, trust mod-
els are expected to evolve as the context changes. The context
usually refers to a task type, a purpose, an objective, or an exe-
cution environment [77]. For example, in network scenarios,
context can be channel conditions, networking requirements
and location [78], [79].

D. Privacy Preservation (PP)

Privacy disclosure may happen during the execution of
trust models. On one hand, it is inevitable to acquire user
data for evaluating trust, making decisions and managing
trust. However, some of the collected data is sensitive and
requires a high degree of privacy, e.g., trust-behavior data of
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TABLE III
DEFENSE METHODS OF TRUST-RELATED ATTACKS

a user for online payment. Thus, Data Privacy (DP), such
as interaction statistics and interaction feedback, should be
preserved in the process of data collection, transmission, stor-
age, fusion and analysis [103]. On the other hand, through user
trust identification, an untrusted user should be controlled for
network/service/data access. But linking user trust information
to a real identity could cause threats to network nodes or
users [104], e.g., highly trusted nodes could become the tar-
gets of Distributed Denial of Service (DDoS) attacks. Thus,
Identity Privacy (IP), such as name and address, should be
preserved. Anonymity may be a feasible way to protect user
identity [104], [105]. To summarize, a trust model, whether
used for trust evaluation, decision making, or trust man-
agement, should be capable of preventing DP and IP from
disclosure. This is also due to government policies (e.g., the
EU General Data Protection Regulation (GDPR) [106]) and
user requirements [107].

E. Scalability (Sc)

Scalability is correlated to processing time and process-
ing load [17]. In HetNets, billions of heterogeneous network
nodes are connected with each other, leading to a huge
amount of data being generated [32]. How to deal with them
in an effective way is a key consideration of trust mod-
els. Specifically, the performance of a trust model should be
preserved regardless of network size. Besides, the situation

where devices join or leave a HetNet occurs frequently. To
sum up, a trust model for either trust evaluation, decision mak-
ing or trust management needs to handle large-scale networks
and runs normally when adding or removing devices, as they
affect the practical deployment of the trust model [108].

F. Robustness (Ro)

In HetNets, ubiquitous network connectivity on devices and
poor interoperability between different network domains create
new probabilities for attackers to disrupt trust models, thereby
making their outcomes meaningless. For example, an on-off
attacker may perform deceptive behaviors to cause an incor-
rect output of trust models, resulting in a negative impact and
a huge loss. Therefore, the trust model should highly support
robustness since it is an essential property to sustain the func-
tionality of trust in HetNets, no matter whether it is related to
trust evaluation, decision making, or trust management.

A number of trust-related attacks targeted to network nodes,
networking services and communications have been identi-
fied [15]. They can also be categorized into biased recom-
mendations, inconsistent behaviors and identity attacks, as
illustrated in [18]. For studying the robustness of existing
trust models, we classify some popular trust-related attacks
into four categories: recommendation-related, identity-related,
routing-related and others, based on the subjects of the attacks.
Table III summarizes their corresponding defense methods.
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The four categories of trust-related attacks are introduced as
below.

1) Recommendation-Related Attacks: Attackers can boost
or ruin the reputation of others by providing well-planned
recommendations. In bad-mouthing attacks, a malicious node
can ruin the reputation of a well-behaved node by provid-
ing bad recommendations [23]. Likewise, in balloting-stuffing
attacks (i.e., good-mouthing attacks), it can boost the reputa-
tion of its friend node by providing good recommendations.
These biased and dishonest recommendations have a bad
impact on good nodes, e.g., the chance of them being cho-
sen as service providers could decrease [44]. In self-promoting
attacks, a malicious node manufactures good recommenda-
tions about itself to achieve certain goals. After that, it can
behave maliciously instead [93].

2) Identity-Related Attacks: Attackers can disturb the nor-
mal operation of a Trust Management System (TMS) by using
different identities. In Sybil attacks, a malicious node hav-
ing multiple identities is able to provide different types of
ratings on the same node. In other words, it has a huge
and unfair influence on final ratings [109]. In white-washing
attacks (i.e., newcomer attacks), a malicious node can exit a
network when its reputation is lower than a threshold. Then,
it rejoins the network using a new identity in order to wash
its bad reputation.

3) Routing-Related Attacks: Attackers can destroy routing
processes by dropping packets or publishing false routing
paths. In blackhole attacks, malicious nodes drop all received
packets, which causes a low packet delivery ratio. In grayhole
attacks (i.e., selective forwarding attacks), malicious nodes
drop some of the received packets, which is a specific form
of the blackhole attack [94]. In rank attacks, a malicious node
publishes a false favorable routing path by changing its rank,
thereby attracting neighbor nodes to send traffic through this
path [89], [110].

4) Others: In on-off attacks, consider a smart attacker, who
is behaving well and badly alternatively such that trust is
always redeemed just before another attack occurs [98]. In dis-
crimination attacks, a malicious node can behave differently
regarding the nodes in different groups, causing conflicting
opinions and eventually leading to inaccurate trust evaluation
results [60].

G. Overhead (O)

To maintain a trustworthy environment, devices need to cal-
culate trust and store trust information (e.g., trust metrics, trust
values, trust policies and blacklists, as well as the data used
for trust modeling). Nevertheless, they usually have limited
processing power and storage capacity, such that they cannot
arrange many resources for trust evaluation, decision making
or trust management while ignoring their main tasks. Besides,
instantaneity is required in many situations, e.g., vehicles in
VANETs are normally moving at high speed [25], [111].
This requires trust models to calculate trust quickly, make a
timely decision, and perform management on trust in an effi-
cient way. High Computational Overhead (CO) and Storage
Overhead (SO) will degrade both network performance and

device performance. Hence, a trust model should take the
overhead into design consideration instead of only focusing
on other criteria. We use big O to describe each trust model’s
time and space complexity.

H. Explainability (Ex)

It means that trust models should be able to explain their
outputs in some ways that human beings can understand (e.g.,
processing logic and how trust metrics affect trust) [112].
Yan et al. [113] conducted a user study on trust information
visualization on mobile application usage and discovered that
users expected to know how trust and reputation values are
generated and the reason for the difference between these two
values. Thus, it is imperative to investigate the impact of dif-
ferent trust metrics on the outcome of an evaluation model.
Besides, in some safety-critical contexts, any decision may
cause a huge impact, which requires the result (e.g., poli-
cies and trust values) inferred by a trust model should have
its basis, otherwise it is hard to convince. What is more, it
becomes essential to give sufficient explanations on why the
trust should be managed with this way, not another way at
some specific time, location and context. Explainability is also
helpful in providing a guideline on how to collect and mon-
itor entity data [114]. Specifically, if an explainable result
shows that contextual information contributes a lot to trust,
we can allocate special resources in a TMS to automatically
collect contextual data of entities, thereby decreasing the load
of human-computer interactions.

I. User Acceptance (UA)

User acceptance refers to a user’s recognition of a trust
model. The trust model aims to provide effective security and
privacy management for ordinary users rather than computer
experts in many cases [115]. Thus, human-centric trust mod-
els should be explored. Meanwhile, users’ real and subjective
opinions are convincing factors to measure the quality of trust
models, and thus they cannot be ignored. User acceptance
is influenced by QoS, quality of experience (QoE) and user
preference (e.g., brand, habit). It can be evaluated through a
questionnaire on user experiences [69]. It plays a crucial role
in a trust model, which involves multiple human-computer
interactions.

IV. TAXONOMIES OF TRUST MODELS AND APPLICATIONS

A large number of trust models have been proposed to
enhance trust in a network system. In this section, we first pro-
pose a taxonomy of trust models based on their design goals.
The aim is to explore the characteristics of different types of
trust models. Then, we summarize the main applications of
trust models and illustrate the nature of each application in
HetNets.

A. Taxonomy of Trust Models

A trust model describes the lifecycle of the trust status of
an entity [7]. It encompasses several steps to embed trust
in a network system. For a better comparison of existing
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Fig. 3. Taxonomy of trust models.

trust models, we classify them into decision, evaluation and
management models based on their design goals, as shown
in Fig. 3. From these three perspectives, we summarize the
technologies and architectures used in the three types of
models.

1) Decision Models: This type of model is designed to
make appropriate decisions in an extremely complex envi-
ronment based on certain policies, rules and strategies. For
example, a requesting entity can be considered as trustwor-
thy as long as its credential is verified, and it satisfies some
predefined policies [116], [117]. According to whether human
intervention is required, we divide the decision models into
the following two categories.

a) Expert models: In expert models, human experts are
responsible for defining some policies representing the ground
truth in a network system. For example, it is likely to get
untrustworthy data if the environmental temperature is beyond
a normal range. The policies can be updated if the human
experts notice any environmental change [88]. Expert models
consider people’s opinions and standards and are close to real-
ity. However, sometimes only a binary decision is made, and
trust relationships do not be distinguished specifically, which
indicates flexibility is lacked [64], [104].

b) Non-expert models: In non-expert models, policies
and strategies are derived by algorithms. For example,
Rani et al. [118] presented a dynamic game model to com-
pute the Nash equilibrium representing the best strategy for
cluster heads to perform malicious node detection. Game the-
ory and Reinforcement Learning (RL) are widely used in this
type of model. Game theory helps entities make the best deci-
sions by constructing a game where all possible outcomes
are analyzed based on the entities’ information (e.g., trust,

energy and actions) [119]. RL enables an entity to make
optimal decisions by observing and learning from operating
environments [120]. Non-expert models do not require expert
monitoring and are therefore more flexible than expert models.

2) Evaluation Models: This type of model aims to eval-
uate trust by employing certain attributes of an entity, which
stands at an important position in trust models. These attributes
can also be called trust composition or trust metrics, which
refer to what components to consider in trust computation
(i.e., trust evaluation) [16]. The components usually involve
social trust (e.g., honesty and cooperativeness) and QoS trust
(e.g., packet delivery rate and resource availability) [93]. We
can further classify the evaluation models into the following
categories based on used techniques. Besides, the pros and
cons of popular trust evaluation techniques are summarized in
Table IV.

a) Statistical models: In statistical models, some com-
putations are adopted in order to calculate the impact of
feedback (i.e., trust evidence) on trust [22], [124]. Among
them, weighted sum is a common technique for evidence
aggregation. The greater the impact of evidence on trust, the
higher its weight in trust calculation. Weighted voting [125]
is one type of weighted sum. It sums up all the votes
towards an entity/event with each vote weighted by the cor-
responding trust level of the voter. Weighted sum can be
further divided into static and dynamic classes according to
whether the weights assigned to each evidence can be adjusted
dynamically [16]. Statistical models are simple and intuitive
and are widely used. However, there are several drawbacks,
including (i) lack of guidance on appropriate weight selec-
tion [126], and (ii) hard to consider all trust metrics that affect
trust.
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TABLE IV
COMPARISON OF TRUST EVALUATION TECHNIQUES

b) Reasoning models: In reasoning models, trust is first
expressed from multiple dimensions (e.g., belief, disbelief and
uncertainty) and then inferred through rules (e.g., Bayes theo-
rem). The basic idea of reasoning is to use the correlation
between entities and collected data to infer trust values in
trust evaluation [127]. Bayesian Inference [128], Dempster-
Shafer Theory (DST) [129], Fuzzy Logic [130] and Subjective
Logic [131] fall into this category. Reasoning models are appli-
cable in many real-world situations, but have some drawbacks,
including (i) hard to obtain prior knowledge, (ii) hard to set
up rules, and (iii) dependent on some pre-assumptions.

c) Machine learning models: In Machine Learning (ML)
models, ML algorithms are applied to trust evaluation. They
can be classified into supervised learning (e.g., logistic regres-
sion, Support Vector Machine (SVM), decision tree, Artificial
Neural Network (ANN), etc.), unsupervised learning (e.g.,
k-means, Principal Component Analysis (PCA), etc.), semi-
supervised learning and reinforcement learning [123], [132].
ML is popular in many fields due to its strong learning abil-
ity. It can help in predicting future trust relationships and
intelligently detect malicious attacks. We further classify ML
models into two categories based on their functions [107].
One is direct evaluation where trust-related data are regarded
as inputs of ML algorithms for trust evaluation. The other is
indirect evaluation where ML algorithms are used to prepro-
cess the data or obtain labeled trust-related data when they are
missing in order to assist trust evaluation [126], [133]. Direct
evaluation can automatically select weights and achieve high
accuracy [123], [132]. However, its shortcomings include (i)

high computational overhead, (ii) rely on a large amount of
data, and (iii) suffer from low explainability. Indirect evalua-
tion can solve the problems of high data dimensionality and
lack of labeled data. Nevertheless, it is only applied as an
auxiliary tool and cannot directly predict trust.

3) Management Models: This type of model is built on
top of some architectures (e.g., blockchain, edge networks,
Software Defined Networking (SDN), etc.) for trust manage-
ment that is a useful means to control and maintain trust in
digital systems [76]. These architectures confer different rights
on different entities and help to construct a TMS. The TMS
is a broad concept, which usually consists of five modules,
namely information collection, trust-related content storage,
trust modeling, trust transferring, and decision making [72].
Decision policies and trust evaluation techniques are gener-
ally used in these models. Based on deployment modes, we
further divide the management models into the following cat-
egories. Besides, the pros and cons of popular management
architectures are summarized in Table V.

a) Centralized models: In centralized models, a central
authority or a high processing server is chosen for executing
trust management. For example, a cloud server periodically
evaluates the trustworthiness of all devices and maintains their
trust values [80]. A device can query the cloud to obtain the
trust value of another device. According to used techniques,
we further classify the centralized models into three categories,
i.e., cloud computing-based, SDN-based and others. Centralized
models can provide a global view of a network system, but
suffer from single point of failures and low scalability.
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TABLE V
COMPARISON OF TRUST MANAGEMENT ARCHITECTURES

b) Decentralized models: In decentralized models, a cen-
tralized authority does not exist. Trust is calculated by every
node or a set of nodes. For example, in an edge comput-
ing architecture, mobile edge nodes with strong computing
and storage capabilities can conduct trust evaluation for
sensor nodes and share the evaluation results across the
network [127]. Blockchain is also a promising technology
to achieve decentralization. In detail, trust-related information
stored in blockchain is tamper-resistant and traceable and thus
it can be used for ensuring trustworthy execution of trust eval-
uation [92]. Based on used techniques, we further classify
the decentralized models into two categories, i.e., blockchain-
based and edge/fog computing-based. Decentralized models
can eliminate the single point of failure, but inevitably impose
burden on the nodes that have to perform trust management
tasks.

c) Semi-centralized models: In semi-centralized models,
there exists a logical central authority who is responsible
for global management while some distributed nodes (e.g.,
Road Side Unit (RSU)) manage trust within their respective
domains. For instance, an SDN controller is responsible for
rule generation, resource allocation and mobility management,
whereas blockchain acts as a decentralized database to store
trust-related data in a tamper-resistant way [68]. Among them,
RSUs can be election nodes in blockchain, which execute trust
management within their own areas [134]. Semi-centralized
models try to make use of the advantages of both centralized
and decentralized ones, thus can overcome their shortcomings
to some extent.

B. Taxonomy of Applications

Trust models can be embedded into HetNets to achieve
a specific goal. There are two main applications: service-
oriented and security-oriented [18]. The former focuses on
ensuring service quality provided by a system or an entity,
and thus it is crucial to consider QoS indicators as trust

composition. The latter is more concerned with threats that
could ruin a TMS. Hence, trust models in the latter need to
monitor the behaviors of entities and punish or reward them
based on trust values. A fine-grained classification of trust
model applications in HetNets is given as below.

1) Secure Routing (SR): The intrinsic characteristic of
HetNets is heterogeneity, regarding either network itself or
network devices [22]. Routing in HetNets can be either intra-
domain or inter-domain, where the former occurs in a homo-
geneous network (e.g., ad hoc networks or WSNs), while the
latter spans across multiple network domains, e.g., operated
by different operators. In the intra-domain routing, a malicious
device may perform internal attacks, such as blackhole attacks
and rank attacks, to disrupt routing processes. Likewise, in the
inter-domain routing, mutual distrust and competition among
different network operators constrain the proper operation of
routing. For example, a network domain operator may pro-
vide false topology information and network status in order to
attract traffic for gaining extra profits. The diversity of devices
in terms of processing power, operating systems, etc. also
increases the difficulty in securing routing [144]. To achieve
secure routing, cryptography-based methods (e.g., encryption
and authentication) are widely used [18]. Nevertheless, they
are only effective in countering external attacks but fail to
counter internal ones [145]. Moreover, they usually incur a
high computational cost, which is not applicable in resource-
constrained devices, e.g., IoT devices. Trust is a feasible way
to address the above issues. Trust models can first isolate mali-
cious devices based on their past behaviors and then select a
reliable route [18], [22], [146]. They can also offer differ-
ent levels of trust to meet various routing requirements by
considering the limitation caused by different routers, which
may not be supported by cryptography-based methods [89].
Furthermore, they are more efficient since they do not contain
complex encryptions and hash operations.

2) Service Management (SM): HetNets aim to seamlessly
support anywhere and anytime networking with high QoS. A



2138 IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 24, NO. 4, FOURTH QUARTER 2022

large number of service providers offer heterogeneous services
via such a network. In 5G HetNets, the deployment of short-
range small cells within macro cells can support huge data
traffic [147]. A small cell can serve as a service provider
and provide timely services for users. However, it may be
compromised by attackers, damaging the interests of users,
e.g., stealing user privacy. In service-oriented IoT, each device
can become a service provider by offering services or sharing
resources [44], [148]. Nevertheless, misbehaving devices may
perform trust-related attacks to benefit their own. For exam-
ple, they can use their strong social ties to monopoly a series
of services [16], [80], [93]. Therefore, it is of great impor-
tance to capture these misbehaviors before taking any decision
over received services [22]. In integrated HetNets, there exist
numerous network domains and corresponding operators. For
devices, they may move from one network to another with the
goal of seamless connectivity anywhere. Since the network
operators could provide malicious services, how to select a
trustworthy operator is a crucial issue [18]. Trust models can
deal with the above issues by dynamically examining the
behaviors of involved entities including the operators to eval-
uate their trust levels, maintain their trust and make decisions
or selections accordingly.

3) Resource Management (RM): Resource constraints exist
in many different contexts. For example, IoT devices
are limited in terms of their energy, storage, computing,
etc. [15], [18]. Resource management becomes critical for
them. Performing security operations may reduce their lifes-
pan and deviate them from their main tasks [85]. To reduce
resource consumption, they can perform security operations
only on low-trust devices as trust evaluation is usually more
efficient than security operations. Thus, trust models can be
used by devices for reasonably allocating their resources [84],
[149]. In addition, trust models can guide network opera-
tors for resource configuration [150], [151]. For example,
devices with a high trust level are given a higher priority for
resource allocation, and vice versa [152]. In this way, trust-
worthy devices can hold most of the network resources, thus
reducing internal attacks to some extent. To sum up, in this
category, any decision with regard to resource-related opera-
tions is associated with trust. The advantage is that trust-based
operations are generally more efficient and effective than other
operations, e.g., cryptographic algorithms.

4) Entity Identification and Authentication (EIA): The
diversity of network types, access methods and entities in
HetNets creates a larger threat landscape than ever before.
Trust models of this category strive to detect malicious enti-
ties and identify trustworthy ones that are unlikely to pose any
serious risks [87]. Thus, trust-related attacks in Table III are
paid much attention. Access control, intrusion detection and
entity cooperation fall into this category.

a) Access control: The ubiquity and heterogeneity of
HetNets cause frequent changes in network attributes and
management domains related to an entity [153]. Access con-
trol is helpful in limiting the operations that an authenticated
entity can perform in a system. Trust and reputation val-
ues can be additional attributes to control access to data,
resources and services [60], [154]–[156]. Trust models can

prevent malicious entities from being granted access rights
by considering their trust values and other attributes (e.g.,
hardware specification) [90].

b) Intrusion detection: The openness of HetNets and
the lack of interoperability between different networks allow
attackers to conduct internal attacks. Thus, intrusion detection
becomes a necessity for network operators to maintain trust-
worthy networks, which is one of the essential defenses against
malicious entities [11]. Trust can be used as a basis for con-
structing an effective intrusion detection system (IDS) [60],
[157]–[160]. It can be combined with traditional pattern
matching to improve accuracy [161]. Trust models are received
significant attention in this category because of their resiliency
against uncertainty and resource-friendly nature [11]. In addi-
tion, IDS itself can help entities to evaluate the trust of
others [60].

c) Entity cooperation: In some cases, entities are required
to collaborate in order to complete a complex task or pro-
vide high-quality services [51], [136]. However, most of the
collaborating entities among different networks are unknown
to each other, which introduces severe security risks, e.g.,
privacy disclosure [87]. In this case, trust models can help
in selecting trustworthy entities to collaborate with each
other in an adaptive way by continuously monitoring them
and making adjustments if someone is compromised during
collaboration [162].

5) Secure Transactions (ST): A transaction in HetNets
denotes a message [68], [163], trust-related information [99]
or interaction [126] transferred between entities. For exam-
ple, in 5G-enabled vehicular networks, a typical transaction is
the traffic event sent from one vehicle to another vehicle or
RSUs. Transactions are usually transmitted in an open wire-
less environment, which allows attackers to tamper with them.
Meanwhile, the openness of HetNets allows any entity to be a
transaction provider [164]. Traditional PKI can provide iden-
tity authentication but fails to distinguish untrusted entities
from all authorized ones [163]. As a result, the trustworthiness
of transactions sent from an authorized but untrusted entity
cannot be guaranteed. Tampered transactions could result in
misleading decisions, thus should be detected [115]. Trust
models can determine the trustworthiness of exchanged trans-
actions by considering the trust value of the sender and
the trust relationship between entities [68]. For example, the
trustworthiness of a transaction is highly related to the trust-
worthiness of the sender. In addition, thanks to the advanced
features of blockchain (e.g., tamper-proof and traceability),
a blockchain-based trust model enables secure storage and
auditing of transactions [99].

V. TRUST MODELS IN HETEROGENEOUS NETWORKS

In this section, we survey the literature advances on trust
models in HetNets. We focus on the papers published from
2016 to 2020. We use the following databases: Web of Science,
Google Scholar, IEEE Xplore and ACM library to search
papers based on the keywords: trust, trust model, trust manage-
ment, heterogeneous networks, integrated networks, 5G, IoT
and integrated space-terrestrial networks. By employing the
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proposed criteria, we review existing trust models structured
based on the taxonomy shown in Fig. 3 and HetNet types (i.e.,
IoT, 5G and integrated HetNets). We aim to identify the pros
and cons of each type of trust model and discuss how it can
be applied into future LS-HetNets.

A. Decision Models in HetNets

The main purpose of decision models is to make appro-
priate decisions based on policies, rules and strategies. For
example, by applying the contextual information collected in
HetNets to security policies, a decision model can make a
binary decision on entities (i.e., trustworthy or malicious) or
access to resources (i.e., authorized or unauthorized) accord-
ing to whether related policies can be satisfied. A HetNet
is extremely complex due to the heterogeneity of nodes,
networks, applications, etc. Facing complex and changeable
network conditions, decision models aim to provide an auto-
matic response [21]. Policies are necessary for this process. On
one hand, they can be defined by human experts to represent
the ground truth in the HetNet. On the other hand, they can
be derived by algorithms by considering the behaviors of dif-
ferent nodes in the HetNet. In this subsection, we discuss how
expert models and non-expert models generate these policies
and integrate them with trust.

1) Expert Models: In this part, we discuss expert models
for making trust decisions.

IoT: Li et al. [88] proposed a policy-based secure and
trustworthy sensing scheme called RealAlert for detecting
malicious nodes in IoT. This scheme consists of four compo-
nents, i.e., data collection, policy management, malicious node
detection and trust management. The trustworthiness of data
and IoT nodes is assessed based on anomalous IoT data and
contextual information (e.g., velocity, temperature and loca-
tion) with the help of a set of subjective policies defined by
experts. To represent the contextual information in an accurate
way, multiple policies are adopted to specify how to evaluate
the trustworthiness in different contexts. These policies can
be further adjusted when human experts notice any experi-
mental change. In this way, dynamicity and context-awareness
are well captured. Nevertheless, the effectiveness of RealAlert
depends on the defined policies, which require a great deal
of experience to formulate and are hard to keep up with the
times [21]. Experimental results demonstrate that RealAlert
takes less time to find malicious nodes than the method with-
out any security policy. RealAlert can also scale to a number
of nodes. Furthermore, it can defend against bad-mouthing,
ballot-stuffing and on-off attacks through a statistical outlier
approach. However, it cannot support PP, Ex and UA. SO was
not mentioned.

2) Non-Expert Models: In this part, we discuss non-expert
models for making trust decisions based on used techniques,
i.e., game theory and reinforcement learning.

a) Game theory: It is an effective means of studying
strategies to build cooperative trust with the aim of maximiz-
ing each party’s payoff [76]. It can be used to analyze the
behavioral strategies adaptively adopted by different parties in
a system.

IoT: Existing trust models pay little attention to energy
consumption, and the heterogeneity of IoT may cause sen-
sor nodes to behave uncooperatively. To solve these problems,
Rani et al. [118] proposed a lightweight trust model based
on game theory. The model consists of intra-cluster and
inter-cluster trust evaluation. The former is performed in a
centralized way, where each cluster head is responsible for
calculating trust of its cluster members. Direct and indirect
trust of a cluster member are the subjective beliefs received
from underlying trustors and others. The latter is performed
in a distributed way, where trust evaluation between two clus-
ters can be achieved with the help of cluster heads and a BS.
Trust update is time-driven. Employing the calculated trust,
the authors presented three dilemma games to obtain Nash
equilibrium, which represents the best strategy to detect mali-
cious nodes and reduce needless transmissions. Experimental
results show that the model is resilient to three types of internal
attacks, but the DDoS attack is not considered, i.e., the cen-
tral BS is easily attacked. The model consumes 4 milliseconds
(ms) and 10ms for trust evaluation of 2 and 20 nodes, respec-
tively, which is lower than the model in [165] and shows good
scalability. However, it cannot achieve the goals of Ca, PP, Ex
and UA. SO was not mentioned.

5G: Militano et al. [51] proposed a social-aware trust model
to enhance content uploading services in Device-to-Device
(D2D) communications. In this model, an eNodeB is responsi-
ble for supporting coalition formation among the D2D nodes
that are willing to upload contents to the eNodeB. It stores
a player trust matrix containing trust information of every
device. The trust information consists of reliability, reputation
and subjective contents (i.e., expectations) and is used to deter-
mine the level of trust for a link. Trust update is event-driven,
so that dynamicity is met. The authors constructed a coalition
formation game where both coverage and trust constraints are
considered with the goal of evicting malicious devices. The
eNodeB adopts the best policy derived from the game to facil-
itate device cooperation. Experimental results show that the
proposed model remains effective as the number of devices
increases and thus scalability is satisfied. The model can iso-
late malicious devices that drop all the incoming data, but
overlooks that they can also forward false data, indicating
robustness is partially supported. It does not achieve the goals
of Ca, PP, Ex and UA. SO was not discussed.

Edge computing-enabled small cell base stations (ECSBSs)
emerge to mitigate the burdens of macro cell BSs and offload
data from mobile users. However, mobile users cannot obtain
desired contents if cached contents are removed by malicious
ECSBSs. To address this issue, Xu et al. [147] proposed a
secure caching scheme in the combination of macro cells and
small cells. They designed a trust evaluation mechanism to
guarantee the reliability of ECSBSs. Mobile users can pro-
vide subjective evaluations to determine the direct trust of
ECSBSs based on satisfaction with interactions. The credi-
bility of recommendations is also considered to prevent false
feedback provided by malicious users. Nevertheless, there is
a lack of objective factors (e.g., QoS factors) to represent
trust. Trust decays with time such that dynamicity is real-
ized. Combining with the trust value of mobile users on each
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TABLE VI
SUMMARY AND COMPARISON OF DECISION MODELS IN HETNETS

ECSBS, a Stackelberg game is formulated to derive the best
strategy for maximizing the profit of each party. As shown
in experimental results, their scheme is scalable since it runs
normally with different numbers of edge nodes. Robustness
is partially met as only one type of malicious behavior of
ECSBSs is considered. The scheme cannot support Ca, PP,
Ex and UA. O was not discussed.

b) Reinforcement learning: It is a branch of ML that
focuses on deducing the optimal decision. It has a strong
ability to learn complex functions and optimize decision-
making [166].

5G: Ahmad et al. [120] presented a hybrid trust model for
securing routing in 5G networks. In this model, distributed
entities located in pico and femto cells make proper routing
decisions based on reinforcement learning (RL), which enables
an entity to observe and learn from environments [167]. RL
has three representations, including state, action and reward.
Specifically, in this trust model, RL first observes the network
environment, which is the state, i.e., trust values derived
based on entities’ behaviors such as packet drop rate. Then,
it takes an action, e.g., selecting or ignoring a forwarder.
Finally, it gets reward reflected in network performance,
e.g., successful packet transmission rates. Since both trust-
worthy and malicious entities can use the RL model to
maximize their interests, a centralized entity located in a
macro cell with network-wide trust-related data is needed to
manage and control network activities, e.g., punishing mali-
cious entities and rewarding trustworthy entities. Subjectivity
is not met since only objective QoS factors are considered.
Trust relationships change over time so that dynamicity is
achieved. There are no experiments to validate the effec-
tiveness of the proposed model. To sum up, the model
can only satisfy Dy and overlook other criteria. O was not
explored.

3) Discussion: Table VI–VIII give a summary and compar-
ison of different types of trust models in HetNets. Regarding
the proposed criteria, denotes a trust model fully sup-
ports corresponding criteria, denotes a trust model partially
supports the corresponding criterion, and None denotes a
trust model does not support corresponding criterion. Other
explanations are as follows:

• Context-awareness:
- : The trust model can dynamically adapt to differ-

ent contexts, i.e., it evolves as the context changes.
- : The trust model only considers the contextual

information of a specific context but cannot evolve
as the context changes.

- None: The trust model does not consider the contex-
tual information of a specific context.

• Privacy Preservation:
- : The trust model can preserve both data privacy

and identity privacy.
- : The trust model can preserve data privacy or

identity privacy.
- None: The trust model overlooks privacy

preservation.
• Robustness:

- : The trust model is resistant to more than two
attacks.

- : The trust model is resistant to one or two attacks.
- None: The trust model cannot counter any attacks.

• Overhead:
- : We use big O to express the time and space com-

plexity of a trust model. N refers to the total number
of nodes in a network, whereas n refers to a small
portion of nodes (e.g., cluster heads). Generally, n
<< N. m denotes the data stored in each node.
Some works do not provide concrete algorithms,
but they validate their efficiency through comparison
experiments. We use “−” to mark this criterion.

All proposed evaluation criteria in Section III are applica-
ble for evaluating the performance of a trust decision model.
Subjectivity, dynamicity and context-awareness are the inher-
ent nature of trust, thus should be considered when making
a trust-related decision. Some policies and rules are derived
based on trust information [51], which relates to privacy and
needs to be preserved. Robustness is also crucial as false trust
information could lead to a non-ideal decision. Scalability and
overhead are two significant criteria for the practical design
of a trust decision model. In other words, the operation of
the trust decision model is expected to maximize HetNets
performance without consuming too many resources [152].
Some decision policies or strategies are derived by complex
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algorithms [120], [152], which may not be human-friendly
and easily deployed in practice. Hence, explainability and user
acceptance evaluate a decision model from a human perspec-
tive. It is required that trust-related decisions should be easily
understandable and acceptable by human beings.

There are only few studies focusing on generating policies
and rules, which is due to the difficulty and time-consuming
of rule formulation. According to Table VI, we find that all of
the decision models support dynamicity as trust relationships
change over time and contexts. However, all of them overlook
privacy preservation, storage overhead and user acceptance.
They do not explain how policies are generated and why
they are important for constructing trust. Thus, explainabil-
ity is missed. These shortcomings will probably decrease the
trustworthiness of trust models.

Expert models support subjectivity quite well. This is
because policies inevitably contain people’s opinions. For
example, in [168], each entity can define one or more per-
sonalized policies to perform decision-making. Furthermore,
expert models fully support context-awareness as experts can
make adjustments based on contexts [88]. However, it is
hard to define a complete set of policies, that is the defined
rules are sometimes biased and cannot represent the whole
ground truth in a network system. All of the non-expert mod-
els fail to achieve the goal of context-awareness, which may
limit their applications in HetNets. The non-expert models
that adopt game theory to mathematically model behaviors
of each entity aim to eliminate uncooperative behaviors and
maintain a trustworthy atmosphere [4], [76]. However, game
theory is only effective in a situation where bidirectional
behaviors exist [4]. The non-expert models that adopt RL
can help each entity select actions or strategies to obtain an
optimal long-term reward [169]. However, RL algorithms are
time-consuming and data-dependent. The combination of trust
models and RL is still in its fancy and worth exploring by
considering trust properties. On the basis of the above anal-
ysis, it can be concluded that expert models are close to the
real world but suffer from low self-adaption. Comparatively,
non-expert models are more flexible but face such prob-
lems as constrained applications (Game theory) and high
computational overhead (RL).

Future networks are evolving into a large-scale integrated
network that consists of different types of networks. Manually
set policies may be helpful for providing constraints or guide-
lines in a global manner. Nevertheless, it is difficult to update
them frequently in the face of new and diverse contexts. RL
becomes promising as it can make optimal decisions (e.g.,
selecting a routing path [120]) intelligently due to its strong
learning ability [166]

B. Evaluation Models in HetNets

The main purpose of evaluation models is to use a set
of attributes to compute, quantify or evaluate trust. These
attributes are regarded as trust composition or trust met-
rics [16], [18], which directly affect the level of trust. Trust
models in different application scenarios have different trust
composition. For example, it is necessary for a trust model

to select routing factors (e.g., packet delivery ratio) as trust
composition when its goal is to maintain a trustworthy rout-
ing process. A HetNet consists of diverse nodes, e.g., service
providers, service consumers, software suppliers, etc. [29].
Lack of trust between the nodes leads to uncooperative behav-
iors, which affect QoS and QoE. How to establish trust
relationships between them is covered by evaluation mod-
els. Among them, trust values indicate the reliability levels
of nodes, services, etc. in HetNet interactions [148]. There
are many ways to evaluate trust. In this subsection, we review
trust models based on used evaluation techniques, i.e., sta-
tistical models, reasoning models and ML models. The main
process of these models is shown in Fig. 4.

1) Statistical Models: In this part, we discuss statistical
models for trust evaluation according to whether the weight
assigned to each trust metric can be dynamically changed, i.e.,
static weighted sum and dynamic weighted sum.

a) Static weighted sum: A trust model sums up all trust
metrics by weighting each metric a fixed or static rate.
The rates or weights are often set empirically but may be
inaccurate.

IoT: Chen et al. [93] proposed an adaptive trust model for
service management in IoT systems. They selected honesty,
cooperativeness and community-interest as metrics for trust
evaluation. Among them, honesty refers to the belief of a
node in another node, which shows that the model can cap-
ture the subjectivity of trust. Each node adopts an event-driven
way to update trust and thus dynamicity is satisfied. However,
a trust decay function is missed, which is quite important
since trust is temporal in nature [87]. To represent the latter
two metrics, a one-way hash function is employed to com-
pute common friends between two nodes, which can preserve
data privacy. Several parameters are required in trust forma-
tion. The authors did a lot of experiments and stored the best
parameters in a lookup table in response to changing environ-
ments. This strategy may be effective but requires significant
manual involvement. Experimental results demonstrate that the
model can defend against such attacks as self-promoting, bad-
mouthing and ballot-stuffing attacks. Regarding overhead, the
storage overhead per node is O(N), where N is the number
of nodes. When N is sufficiently large, the model is not scal-
able, which can be mitigated by storing some information in
the cloud [80]. The model is applicable in IoT environments
since the heterogeneity of nodes and services, and resource
constraints are considered. However, it cannot support Ca, IP,
Sc, Ex and UA. CO was overlooked.

Rafey et al. [83] proposed a trust model for achieving reli-
able service management in IoT. The trust model integrates
direct interactions and indirect recommendations, transaction
context, owner trust and social relationships. Each node has an
owner who has an impact on the trust value of the node. Trust
is calculated based on node transaction factors (e.g., node com-
putation power, context importance, confidence and feedback)
and node social relationship factors. The weights assigned for
each trust composition need to be adjusted manually, which
is impractical. The subjectivity of trust is well reflected as
subjective information (i.e., confidence) is considered in trust
calculation. Trust is updated after a transaction is completed,
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Fig. 4. Different techniques used in evaluation models.

and thus the model supports dynamicity. Experimental results
demonstrate that the model provides resiliency against a series
of attacks such as Sybil, ballot-stuffing and bad-mouthing
attacks. The model can be applied into a multi-context environ-
ment since it assigns different weights to different contexts. It
also achieves scalability as a node can randomly join or disjoin
the IoT system. As for storage overhead, each node only stores
the information of nodes with high trust values and that have
recently interacted with it. Thus, each node consumes less than
O(N ) for storage. This strategy was first proposed in [170]
and has been applied in many other works [44]. However, the
proposed model cannot deal with PP, Ex and UA. CO was
overlooked.

Some works regard trust as a static notion, which is narrow.
Lin and Dong [77] regarded trust as a dynamic process that
involves trustor, trustee, and context. They proposed a com-
prehensive trust model for service management in IoT. Five
characteristics of the trust model were illustrated: (1) bilat-
eral trust evaluation of the trustor and trustee is needed to
protect the trustee. This inevitably causes high overhead. (2)
inferential transfer of trust with similar tasks, (3) context-based
trust transitivity, (4) update trust according to both positive and
negative factors of delegation results, and (5) trust is affected
by dynamic environments. In this model, trust is evaluated in
four aspects, including expected success rate (subjective), gain,
cost and environment. Trust update is event-driven and hence
dynamicity is satisfied. Context-awareness is well captured
since the influence of contexts is modeled in trust evalua-
tion. The model supports explainability because how trust is

affected and transferred, and how to update trust according to
the delegation results are well clarified. However, its robust-
ness is not compared with other models. PP, Sc and UA are
also lost. O was overlooked.

Airehrour et al. [89] designed a trust-based Routing Protocol
Low-power and lossy networks (RPL) based on their previous
work called SecTrust [171] which consists of five components
and provides secure route information among IoT nodes. The
main contributions of SecTrust can be described as follows.
First, trust is computed on the basis of direct observations (e.g.,
number of packets sent and received) and indirect recommen-
dations. Unfortunately, the uncertainty of recommendations is
not considered, which may cause bad-mouthing attacks and
has been solved in [86], [172]. Second, trust is updated after a
given time or an event occurs, and thus dynamicity is satisfied.
Third, a trust rating system is adopted so that the nodes with
high trust levels are more likely chosen for secure routing.
Fourth, SecTrust focuses on rank and Sybil attacks. Finally, a
trust backup/recuperation is responsible for solving accidents
(e.g., depleted battery). The authors embedded SecTrust into
RPL routing protocol as its trust engine. In this way, all nodes
could make their optimal decisions about routing based on
the trust levels of other nodes. Experimental results show that
rank and Sybil attacks can be well defended. The authors also
demonstrated that their method could scale to large networks.
However, IoT nodes are assumed to be stationary in this work,
which is not applicable in real world especially in the context
of mobility. Su, Ca, PP, Ex and UA are also overlooked. O
was not explored.
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Hashemi and Aliee [86] proposed a dynamic and com-
prehensive trust model for IoT and integrated it into RPL
to defend against routing attacks and overcome the problem
that the standard RPL using a single metric cannot maximize
network performance. In this model, there are three metrics
affecting trust, including quality of peer-to-peer communi-
cation, QoS and contextual information. Trustors’ subjective
opinions towards trustees are modeled using the concept of
entropy. Trust can be updated in both periodic and event-
driven ways, and thus the model supports dynamicity. The
final trust value of a node is the equally-weighted sum of
the above three metrics. Five-tuple trust levels are designed
to make proper routing decisions. It should be noted that the
model can include other metrics to adapt to different contexts
and hence context-awareness is well supported. Experimental
results demonstrate that the model is resistant to several attacks
such as Sybil, rank and blackhole attacks. However, the model
fails to deal with PP, Sc, Ex and UA. It is not lightweight since
too much historical information needs to be processed.

Awan et al. [173] designed a trust model to support
cross-domain communications and robustness in IoT. In the
model, trust is divided into three components including knowl-
edge, reputation and experience. Each component consists of
multiple trust metrics for evaluation. Among them, the hon-
esty of a trustee that shows whether the node is honest or not
is a subjective metric. By introducing the experience compo-
nent, IoT nodes can calculate their experiences and use them
for knowledge building. Trust propagation and aggregation are
employed to help the model combine past information with
new data. To formulate an overall trust, all the trust metrics
are combined by applying a sigma function. The model sup-
ports dynamicity since trust is updated when an event occurs
between two nodes. Nevertheless, it overlooks the mobil-
ity of nodes and cannot be adaptive to changes in dynamic
environments. Experimental results show that the model pro-
vides better protection against good-mouthing, bad-mouthing
and on-off attacks than GroupTrust [174], however, consumes
more energy since it needs to evaluate three components. It
supports scalability as a node only stores the result of the
experience component. PP, Ex and UA are not supported. O
was not analyzed.

5G: Niu et al. [175] proposed a trust model for 5G network
slicing. The model is used to measure whether the network
slicing services provided meet expectations or not. In this
model, subjective trust of a slice is obtained by weighted sum
of each Virtual Network Function (VNF) subjective trust that is
calculated using cloud theory [176]. Each VNF security weight
can be adjusted manually in different application scenarios
and thus context-awareness is fully supported. Historical trust
is calculated to consider users’ service experiences. Based
on the component of reward and punishment, trust values
increase over time and decline rapidly when some security
problems occur. Hence, the model captures the dynamicity
of trust relationships. Users can utilize the calculated trust
values to configure the network slices. Experimental results
show that the proposed model runs normally as the number
of users increases, indicating scalability is fulfilled. The secu-
rity of network slices is not seriously solved. Meanwhile, the

effectiveness of the model relies on weight selection. In sum-
mary, the model overlooks PP, Ro, Ex and UA. O was not
mentioned.

Integrated HetNets: The integration between VANET and
different infrastructure networks is achieved through a static
gateway deployed along the road. However, this is not appli-
cable in VANET due to the high mobility of vehicles and high
costs to deploy a number of gateways. To address the issue,
Sharef et al. [177] designed a routing protocol that utilizes
the characteristics of vehicle movements and varies routing
parameters to select an appropriate mobile gateway (i.e., vehi-
cle) in an integrated VANET-UMTS network. In their protocol,
trust is served as the second condition in selecting the gate-
way. It is calculated by the weighted sum of direct trust and
indirect trust. In the calculation of trust, only satisfaction is
considered, which indicates that subjectivity is satisfied, but
is incomplete. Trust is updated periodically so that dynamic-
ity is fulfilled. Experimental results indicate that the protocol
remains effective with different numbers of vehicles such that
it achieves scalability. However, trust-related attacks are not
covered. Ca, PP, Ex and UA cannot be addressed, either. O
was overlooked.

b) Dynamic weighted sum: A trust model sums up all
trust metrics by weighting each metric a dynamically changed
rate according to subjective opinions [87], contexts [85] or
some specific algorithms [44].

IoT: Adewuyi et al. [87] proposed a trust model called
CTRUST to promote node collaborations in IoT. In this model,
a trustor calculates the trust value of a trustee according to its
past and current direct interactions and recommendations from
others. Trust is composed of several objective (QoS indicators)
or subjective (e.g., honesty, cooperativeness, friendliness) met-
rics relevant to a context. Hence, the model can be adaptable
to several collaborative contexts. Each trustor assigns different
weights for each trust metric based on its subjective opin-
ions during a set of interactions. A recommendation function
is designed to determine the acceptance of recommendations
by considering several metrics, which is different from most
existing trust models (e.g., [84]) considering only the reputa-
tion of recommenders. Trust values degrade over time since
trust is temporal in nature and changes whenever an event
occurs, indicating that dynamicity is well met. Experimental
results show that the model can well address self-promotion,
good-mouthing, ballot-stuffing attacks, etc. thanks to the well-
designed recommendation function. The authors mentioned
that the model takes a little energy to compute trust, but they
did not conduct experiments to demonstrate it. Moreover, the
increase in network size may make the model unavailable,
which should be investigated. The model fails to deal with
PP, Sc, Ex and UA. O was not considered.

Integrated HetNets: Hellaoui et al. [85] proposed an end-to-
end adaptive security approach in 5G-based IoT by considering
dynamics of IoT and 5G. In this approach, trust serves as a
condition for whether to verify the authentication of a received
message. In detail, messages sent by nodes with high trust val-
ues will not be validated with a certain probability. In this way,
energy consumption can be reduced. To counter on-off attacks,
an adaptive function is designed. Trust is calculated based on a
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trustor’s own experiences, observations and recommendations
received from others. Weighting parameters are adaptive with
the help of a relevance function to show the importance of
each trust component at different moments. Trust is updated
when an event occurs and thus dynamicity is satisfied. The het-
erogeneity of nodes is considered in this approach such that
different capabilities of heterogeneous nodes can be modeled.
Nevertheless, the authors did not compare the approach with
others in terms of energy consumption. Experimental results
indicate that it has resiliency against on-off and bad-mouthing
attacks. It can also scale to a set of nodes but ignore the goals
of Su, Ca, PP, Ex and UA. O was not explored.

2) Reasoning Models: In this part, we discuss reason-
ing models for trust evaluation based on used techniques,
i.e., Bayesian inference, subjective logic, fuzzy logic and
Dempster-Shafer theory.

a) Bayesian inference: It treats trust as a random vari-
able following a probabilistic distribution (e.g., beta distribu-
tion) [16], [72], and a trust value is calculated based on the
occurrence of events. It cannot express the uncertainty of trust,
which can be handled by Dempster-Shafer theory.

IoT: Chen et al. [44] designed an adaptive and scalable
trust model for service-oriented IoT systems. In the model,
trust is evaluated based on direct satisfaction experiences and
recommendations from others. Thus, the subjectivity of trust
is well reflected. The authors employed Bayesian inference to
evaluate direct trust and introduced social similarity to calcu-
late indirect trust. They proposed an approach that adjusts the
weights of both direct and indirect trust dynamically based
on adaptive filtering [178]. Trust is updated periodically or as
an event occurs such that dynamicity is fulfilled. Hash func-
tions are adopted to prevent data that do not overlap between
two devices from being revealed. This model is scalable to
large IoT systems since a storage management strategy for
capacity-limited devices was proposed. A shortcoming is that a
device may not often encounter others to exchange recommen-
dations. Experimental results show that the model can defend
against attacks such as bad-mouthing, ballot-stuffing and self-
promoting attacks. Storage overhead per node is O(N), where
N is the number of nodes since every node needs to store
data related to service quality experiences and recommenda-
tions. Explainability is met as the authors presented a figure
where the importance of each trust metric to user satisfaction
is shown. However, the model cannot support Ca, IP and UA.
CO was not discussed.

Qureshi et al. [179] proposed a trust model for secure
routing in IoT. The model consists of five modules, includ-
ing attack model, trust and behavior analysis, additive metric
function, decision-making module, and predictive module. The
attack model defines three node states based on packet drop
and data rates in order to counter malicious behaviors. The
trust model employs Bayesian inference to calculate direct
trust and indirect trust by considering such metrics as packet
data rate, packet drop rate and delay, which are all objective.
Trust is updated periodically and thus dynamicity is fulfilled.
Based on trust values, the trust model is able to identify mali-
cious or selfish nodes and forecast the most trustworthy path
to forward and transmit data. The malicious nodes will be

eliminated from routing tables. Experimental results show that
their model can handle on-off, bad-mouthing and Denial of
Service (DoS) attacks with a detection rate of over 80% with
varying numbers of malicious nodes, which is higher than
baseline methods. Nevertheless, the model causes a high false
positive rate. It remains effective under different numbers of
nodes without much performance degradation, and thus scal-
ability is met. However, Su, Ca, PP, Ex and UA cannot be
addressed. There is no discussion on O.

b) Subjective logic: It expresses trust by three variables,
i.e., belief, disbelief and uncertainty, which could reflect one’s
opinions.

IoT: Khan et al. [67] were the first to introduce a trust-
worthy RPL routing approach in IoT. In this approach, trust
values are derived based on positive and negative experiences
with a trustee by using Subjective logic. To derive an overall
rating for a given node, a selected node collects all evaluations
towards this node from others and combines the evaluations.
The quality of recommendations is neglected in this process.
If the rating value falls below a predefined threshold, the
node will be regarded as suspicious and removed from the
network. The detection rate of bad nodes can reach nearly
80% after just five simulated rounds. However, the approach
suffers from high false positives, which implies that it treats
some good nodes as bad ones. It supports scalability as its
performance is not degraded with different network sizes. It
only has resiliency against malicious nodes that drop out all
incoming traffic, but is weak to other trust-related attacks.
To summarize, the proposed approach only supports subjec-
tivity and scalability but ignores other criteria. O was not
discussed.

c) Fuzzy logic: It deals with approximate rather than
exact reasoning [65], and trust is represented as a fuzzy mea-
sure with membership functions that describe the degrees of
trust.

IoT: The standard routing protocol RPL has low protection
against attacks and is not suitable in dynamic environments.
To address these issues, Hashemi and Aliee [172] proposed a
multistage fuzzy model that can be integrated into the RPL.
There are two stages in this model. In the first stage, the model
calculates trust from three dimensions, including quality of
peer-to-peer communication, QoS and contextual information.
Each dimension has an independent fuzzy inference system.
Direct observations and beliefs are considered to calculate trust
so that subjectivity is fulfilled. Contextual information, such
as mobility of things and security capabilities, is involved in
trust calculation. The model is not limited to these dimensions
but also other properties depending on different contexts, indi-
cating that context-awareness is fully met. In the second stage,
the outputs derived from all dimensions are regarded as the
input to a final fuzzy inference system. The output of this
system is a five-tuple trust level in [0, 1]. Trust update can be
both time-driven and event-driven, and thus dynamicity is real-
ized. Experimental results demonstrate that the performance
loss of the proposed model is not significant in large-scale
networks and hence scalability is met. The model is also
resilient against blackhole, rank and Sybil attacks. However,
it leads to the instability of the network topology, resulting in
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high overhead. Moreover, it fails to support PP, Ex and UA.
O was not discussed.

d) Dempster-Shafer theory: It is also known as belief
theory or evidence theory. It introduces belief and plausi-
bility to represent uncertainty in the real world and enables
dynamically reasoning [74].

IoT: Fang et al. [72] designed a trust model called FETMS
for Information-Centric Networking (ICN) that is a new
networking paradigm in IoT. ICN faces numerous security
threats, of which internal attacks are far more harmful than
external ones. This trust model aims to efficiently detect an
intelligent internal attack, i.e., an on-off attack. It calculates
trust using beta distribution over positive and negative inter-
actions. Trust is updated over time and hence dynamicity
is supported. Meanwhile, an aging weight is added to indi-
cate that recent information for trust and reputation is more
important than past information. By using DST, trust can be
expressed in a formal way. To defend against on-off attacks,
the authors defined several time intervals and proposed some
rules regarding the change of trust values. Simulation results
show that their model can quickly detect and remove on-off
attackers. However, the model does not cover other trust-
related attacks and hence robustness is partially satisfied. In
summary, it only considers subjectivity and dynamicity, but
cannot satisfy other criteria. O was not mentioned.

Yu et al. [162] presented a quantitative trust model in order
to monitor or detect nodes’ behaviors in IoT, thereby main-
taining successful collaboration between nodes. They selected
a variety of trust metrics related to the behaviors of sensor
nodes to calculate direct trust, including packet forwarding
capacity, repetition rate, consistency of packet contents, delay
and integrity. To avoid subjective weight settings, the weight
of each trust metric is determined using information entropy
theory. If direct trust is insufficient to support a decision, indi-
rect recommendations are included by employing DST, which
is good at tackling both random and uncertainty in trust eval-
uation. Experimental results show that the model has good
resiliency to bad-mouthing, data forgery and selective forward-
ing attacks since the trust degree of malicious nodes never
exceeds 0.35. Scalability is fulfilled as the model performance
is not severely affected by the number of nodes. The model
can also capture the dynamicity of trust relationships as trust
update is event-driven, but fails to support Ca, PP, Ex and
UA. The authors assumed that IoT nodes are static, which is
unrealistic. O was not considered.

3) Machine Learning Models: In this part, we discuss ML
models for trust evaluation based on the functionality of ML
algorithms, i.e., direct evaluation and indirect evaluation.

a) Direct evaluation: It employs ML algorithms to cal-
culate trust values directly or to judge whether an entity is
trustworthy or not based on trust metrics [107].

IoT: A cold start problem means there is no information
about new users or items, which is a big challenge in a
TMS [180]. To solve this problem, Asiri and Miri [82] applied
probabilistic neural networks (PNNs) to predict ratings for
newly joined devices based on their characteristics and learn
over time. The main goal of their trust model is to classify
trustworthy and malicious nodes in IoT. In the model, the

nodes with high energy are selected as alpha nodes that are
responsible for computational tasks. IoT nodes need to pro-
vide ratings in terms of their experiences upon completion of
a transaction and hence subjectivity is satisfied. These ratings
associated with a timestamp are included in trust evaluation.
The alpha nodes update the rating matrix for all nodes con-
stantly. Therefore, the dynamicity of trust relationships can
be well reflected. The average rating of devices is assigned
for newcomers to tackle the cold start problem. PNNs are
employed to classify trustworthy nodes from malicious ones
using ratings, trust values and node historical behaviors. The
main drawback is the lack of experiments to demonstrate
the effectiveness of the model. Through theoretical analy-
sis, it can be found that the model allows nodes to join
and leave a network randomly without affecting performance,
which indicates scalability is satisfied. Furthermore, the model
can counter bad-mouthing, good-mouthing and ballot-stuffing
attacks by considering the quality of the ratings. However, it
cannot achieve the goals of Ca, PP, Ex and UA. O was not
discussed. Similarly, Wang et al. [181] proposed a dynamic
trust model for predicting trust based on Markov chain. The
reasons for trust prediction are twofold. One is that the trans-
mission of reputation may lag behind nodes’ current true trust
values. The other is that too much dependence on reputation
may lead to malicious activities (e.g., report fake reputation
values).

Caminha et al. [100] introduced a smart trust-based method
that could automatically assess the trustworthiness of IoT
devices with the help of ML and an elastic slide window.
The main goal is to detect on-off attacks. The metadata of
an IoT device is preprocessed and then sent to an SVM clas-
sifier. The classifier identifies the data’s class (i.e., accepted
values and out-of-range values) and returns a decision value
used to determine the size of the elastic slide window. The
elastic slide window enhances trust by using time frame anal-
ysis. Its size is dynamically adjusted based on the behaviors of
devices, similar to reward and punishment mechanisms. The
authors validated their method in terms of precision, recall
and F1 score based on both real-world and simulated data.
Experimental results indicate this method requires 5 minutes to
identify on-off attackers with a precision up to 96%, which is
95% faster than the scheme in [182]. As for other trust-related
attacks, the authors did not cover them. Thus, its robust-
ness is limited. It cannot satisfy all other criteria. SO was
not explored. The trust model presented in [183] focused on
detecting different attacks but fail to identify their attack types.
Masmoudi et al. [184] addressed this problem by adopting
Multi-Layer Perceptron (MLP) to achieve multi-class classifi-
cation. However, this model is static, that is it only works at
a moment but cannot evolve as context changes.

Jayasinghe et al. [126] proposed a trust computational
model based on [185] to determine whether an interaction
is trustworthy in IoT. First, they presented a holistic model,
which portrays the formation of trust from raw data to the final
value. Then, they adopted knowledge information consisting of
relationship, credibility, temporal and spatial as trust metrics,
which are all objective. Third, they employed ML algorithms
to evaluate trust. This is because traditional methods (e.g.,
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weighted sum) rely on the selection of weights, which is a
complex task. More specifically, K-means clustering algorithm
is first applied to classify data into two clusters (trustworthy
and untrustworthy) due to the lack of labeled data, and then
the data are used by SVM to obtain an evaluation model.
As shown in experimental results, their model achieves 100
percent recall and 0 percent false negative rate, which are bet-
ter than baseline methods (i.e., logistic regression [186] and
weighted sum [12]). It can also adapt to the changes in inter-
actions over time so that dynamicity is realized. Regarding
explainability, the authors visualized the effects of trust metrics
on trust values and provided the corresponding explanations.
However, the processing logic of SVM is bad and thus explain-
ability is just partially supported. Moreover, the model only
considers the knowledge trust metric but neglects indirect trust,
which makes trust evaluation not comprehensive. Other criteria
cannot be supported. O was overlooked.

To solve the problem that indirect recommendations are not
considered in [126], Sagar et al. [187] regarded trust as direct
trust and indirect trust, where direct trust is the weighted sum
of friendship similarity, community of interest, cooperative-
ness and reward/punishment, and indirect trust is derived by
other nodes. These features are employed as an input of ML
models. The authors adopted K-means clustering to label data
into trustworthy, untrustworthy and neutral in face of lack-
ing labeled data. They then used 80% data to train a random
forest classifier and 20% data to test it. It can be observed
from experimental results that community of interest con-
tributes more to the overall trust score than other features. The
authors analyzed that this is because entities that belong to the
same group tend to be more trustworthy and interact more fre-
quently. Hence, explainability is supported. They proposed a
strategy to prevent good-mouthing and ballot-stuffing attacks,
but there is no experiment on malicious node detection. Thus,
robustness cannot be well provided. Due to the lack of com-
parison experiments under different metrics, it is difficult to
judge the effectiveness of the proposed model. Moreover, per-
sonal experiences are not involved in trust evaluation. To sum
up, the model only supports explainability and robustness but
overlooks other criteria. O was not discussed.

5G: Wong [188] defined two levels of trust models for
service management in 5G architecture. One is related to stake-
holders (e.g., service providers, subscribers, end users, etc.),
and the other is related to network entities (e.g., software-
defined mobile networking controllers). He utilized a directed
acyclic graph and Bayesian Network to derive the direct trust
between objects. Specifically, the trustworthiness of a stake-
holder is evaluated based on customers’ expectations, service
interruptions, security events or other events, and thus sub-
jectivity is realized. Three types of reasoning techniques,
including casual reasoning, evidential reasoning and inter-
causal reasoning, are applied to formulate the explainable
trust of stakeholders. The author also explained how network
security attributes, e.g., the availability of service connec-
tivity, affect the trustworthiness of network entities. Thus,
explainability is well satisfied in this model. However, there
is no concrete experiment to validate the effectiveness of trust
models, which may decrease QoT. To summarize, the trust

models support subjectivity and explainability, but overlook
other criteria. O was not explored.

Saxena et al. [189] introduced a distributed method for trust-
worthy D2D relay selection in 5G networks. They employed
three different graphs, i.e., communication graph, social graph
and social-communication graph, to model the interplay
between D2D communications and social relationships. The
trust value of a device is evaluated in a social graph using
previous transaction history, peer opinions and the central-
ity of a device, and thus subjectivity is fulfilled. Based on
trust values, each device can identify a set of feasible relay
nodes. The dynamicity of trust is analyzed using a Markov pro-
cess. The authors proposed both proactive and reactive ways
to establish trustworthy social D2D communications, where a
device can act as a relay or a user. Data privacy is preserved
using a privacy protocol. Experimental results indicate that
the method remains effective with the increasing number of
devices, thus scalability is fulfilled. The method is applicable
in 5G networks since the heterogeneity of devices and vari-
ability are considered. As for overhead, its time complexity is
directly proportional to the number of nearby devices. It over-
looks energy consumption. Ca, IP, Ro, Ex and UA are also
not considered. SO was not discussed.

b) Indirect evaluation: It regards ML algorithms as auxil-
iary tools, e.g., data pre-processing, label acquisition and result
analysis [126], [187], in the process of trust evaluation.

Compared with direct evaluation, indirect evaluation
attracts less attention. Mainstream ML-based indirect eval-
uation techniques consist of clustering algorithms and
PCA [126], [155], [187]. Clustering algorithms play an auxil-
iary role in trust evaluation. To address the problem that there
is a lack of trust-related labeled data, they are adopted in the
pre-processing process. Specifically, they can cluster raw data
based on its inherent features into different clusters. The data
point in the same cluster will be assigned the same label and
vice versa. In this way, labeled data are obtained and then sent
to supervised algorithms such as ANN and SVM to serve as
training data. Regarding PCA, it plays an important role in the
analysis of experimental results. In the process of trust evalua-
tion, training data usually have multiple features such that it is
difficult to explore the relationships between features through
a figure. PCA is a technology of feature dimension. It is able to
extract the main feature components of high-dimensional data,
making it possible to visualize the relationships between differ-
ent features. Thus, PCA contributes a lot to the explainability
of trust models.

4) Discussion: All proposed evaluation criteria in
Section III are also applicable for evaluating the performance
of a trust evaluation model. Trust metrics are the key to
evaluation models [16], which should cover implicit trustors’
subjective views. Meanwhile, trust values need to be updated
timely regarding a specific context. These are emphasized
in three evaluation criteria on trust models, i.e., subjectivity,
dynamicity and context-awareness. Privacy preservation
requires that trust metrics and related data for trust evaluation
models should be protected to avoid unexpected privacy
leakage. Robustness needs to be paid special attention since
most trust-related attacks target to trust evaluation algorithms.
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TABLE VII
SUMMARY AND COMPARISON OF EVALUATION MODELS IN HETNETS

In addition, facing a large number of entities in HetNets,
it is worth noting that trust evaluation efficiency should
be ensured to achieve practicability, which is the same for
scalability and overhead. Explainability offers the reasons on
how trust metrics affect trust values, which greatly influences
user acceptance of a trust evaluation model.

Based on Table VII, we can observe that subjectivity and
dynamicity are well supported in evaluation models, especially
in statistical and reasoning models. This is because trust is a
subjective concept such that trustors’ opinions are definitely
effective in trust modeling. Meanwhile, trust relationships are

dynamic and change as time goes by or after an event occurs.
Scalability and robustness are the focus of evaluation mod-
els. A number of trust models have resiliency against at
least three trust-related attacks [44], [82], [83], [86], [87],
[93], [162], [173], [179]. The most popular attack is the
bad-mouthing attack, which is due to the importance of recom-
mendations in trust evaluation. Researchers made numerous
efforts on filtering recommendations based on node similar-
ity [80]–[82], reputation [83]–[85], etc. Context-awareness is
lost in some trust models. Privacy preservation, overhead,
explainability and user acceptance are not well studied in the
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past works, which needs further efforts. Regarding storage
overhead, only [44], [83] and [93] take it into account, and
the storage overhead per node in these works is O(N ), where
N is the number of nodes in a network. Such overhead is
not applicable in resource-constrained devices. Although [44]
and [83] adopt a storage strategy of storing only important
information, they sacrifice some precision.

Statistical models can satisfy the basic characteristics of
trust quite well, especially context-awareness when com-
pared with other types of evaluation models. This is because
it is simple for statistical models to contain several trust
metrics, e.g., contextual information. Nevertheless, weight
selection regarding each trust metric is usually biased and dif-
ficult [107], [126]. All of the reasoning models take robustness
into account, but most of them ignore privacy preservation. We
also find that fuzzy logic is suitable for routing. This is because
fuzzy logic can deal with different levels of trust, which can be
used to achieve personalized routing [89], [172]. Nevertheless,
defining membership functions and rules is not easy [74]. In
addition, ML models pay much attention to evaluation accu-
racy, and sometimes they can achieve high accuracy, e.g., the
model in [126] achieves 100% recall on a classification task.
This is due to their strong learning ability and the ability to
handle big data [107]. However, ML models hardly satisfy
the basic characteristics of trust since they only predict the
trust level of a node at a moment [184] using objective data.
Context-awareness is overlooked in all ML models. This is
not reasonable as trust metrics may vary from context to con-
text [190]. Moreover, ML algorithms especially those based
on neural networks show low explainability and require high
overhead. To summarize, statistical models are simple and easy
to understand but suffer from the difficulty of weight selec-
tion. Reasoning models are good at solving the uncertainty
of trust using evidence but require sufficient prior knowledge.
ML models divide trust evaluation into three steps, i.e., data
pre-processing, model selection and model inference, which
is intuitive. However, they rely on an amount of training data
and are time-consuming. We summarize the advantages and
disadvantages of mainstream trust evaluation techniques in
Table IV.

Trust evaluation that quantifies trust by analyzing rele-
vant data is widely used in different types of networks such
as VANETs, UAV networks and underwater acoustic sen-
sor networks [103], [191]. It also plays a promising role to
support the trust of a large-scale integrated HetNet because
it has been proven as effective in the above sub-networks.
As stated by ITU-T [8], trust evaluation is the basis to
create a trustworthy heterogeneous communication environ-
ment. By offering fine-grained trust levels, trust evaluation
assists network management of different networks with diverse
requirements, which is hard to be supported by traditional
cryptography-based security methods [192].

C. Management Models in HetNets

The main purpose of management models is to enable,
enhance and maintain trust in a network system. That is to
perform trust management, which covers a wide area. Trust

management is concerned with four parts [76]. The first is
trust establishment between a trustor and a trustee. The second
is trust monitoring, which aims to collect useful evidence by
monitoring the behavior of trustees. The third is trust assess-
ment, which consists of trust evaluation and decision making.
The last is trust control and re-establishment, which indicate
that trust relationships are dynamically changing. These four
parts promote the automation of a TMS. It is challenging to
provide trust management in a HetNet due to its complex
networking environment. Hence, it is necessary to assign dif-
ferent rights for different types of entities to execute each part.
In this subsection, we review existing trust models based on
their deployment modes, i.e., centralized models, decentral-
ized models and semi-centralized models. The key idea of the
three types of models is shown in Fig. 4.

1) Centralized Models: In this part, we discuss centralized
models for trust management on top of used techniques, i.e.,
cloud computing, SDN and others.

a) Cloud computing: It offers resources (e.g., computa-
tion, storage and software) at the cloud over the Internet to
end users (e.g., organizations and individuals) [104]. Cloud
servers, occupying abundant computing and storage resources,
are responsible for trust management. For example, they eval-
uate trust in a global manner and maintain a database where
information (e.g., trust values) about all entities are stored.

IoT: Chen et al. [80] designed a 3-iter hierarchical trust
management protocol called IoT-HiTrust, which is extended
from their previous work [193]. IoT-HiTrust is composed of
cloud servers, cloudlets and devices, aiming to achieve scala-
bility and reliable service management. In IoT-HiTrust, cloud
servers are fixed and sitting at the top tier. Cloudlets are
formed by some heavyweight and trustworthy IoT devices,
representing a middle layer between devices and cloud servers.
A user can report its subjective ratings on a service completed
by a device to its home cloud server through the cloudlet.
He can also query the trust values of other devices from its
cloud server. The cloud server computes the trust of devices
by combining the user’s own experiences and others’ rat-
ing reports. It periodically evaluates the trustworthiness of
devices in a cloudlet region. Thus, dynamicity is satisfied.
Since social similarity of users is helpful in filtering recom-
mendations, the authors employed hash functions and secret
session keys to find the common elements between users,
thereby preserving data privacy. Experimental results show
that IoT-HiTrust can handle such attacks as bad-mouthing,
ballot-stuffing and self-promoting attacks. Theoretical analysis
demonstrates that scalability is supported as a device storage
cost remains the same (i.e., O(1) per node) no matter how
many devices are in the system. This is due to the fact that
the data are stored in the cloud. However, the communication
cost of IoT-HiTrust is higher than [12] and [44] as devices
have to send trust queries to the cloud. Ca, IP, Ex and UA are
overlooked. CO was not explored.

Mahmud et al. [194] proposed a cloud-based trust model
to ensure reliable data transmission between nodes in IoT.
The cloud is responsible for access control, data storage and
analysis. The trust level of a node is formed by summing
up its behavioral and data trust. Regarding behavioral trust,
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Fig. 5. Different deployment modes of management models.

the authors considered relative frequency of interaction, inti-
macy and honesty as trust metrics. Honesty is calculated using
subjective information. These trust metrics are regarded as
inputs of a fuzzy inference system whose output is a trust
level ranging from 0 to 1. Data trust is evaluated based on
the deviation between instantaneous data and historical data.
The model captures the dynamicity of trust relationships by
updating trust values periodically or after an interaction is
completed. It also supports explainability as behavioral trust
is plotted against trust metrics. However, it is only resistant to
one attack and susceptible to other attacks, especially DDoS
attacks. Recommendations are not involved in trust evaluation,
which is incomplete. Ca, PP, Sc and UA cannot be achieved.
O was not mentioned.

b) Software defined networking: It decouples control
planes and data planes to enhance network programmabil-
ity [195]. It is a useful means to deal with programmability and
flexibility, thus providing ease of network management [135],
[136]. A centralized controller in the control plane can provide
a global view of the underlying HetNet. Trust management and
other functional modules can be embedded into the controller
to realize different corresponding goals [196].

IoT: Clustering-based communication is promising for han-
dling billions of heterogeneous devices. In [197], the authors
considered all nodes in the process of cluster head (CH)
election, incurring high communication and computational
overhead. Instead, Kalkan et al. [196] proposed an SDN-based
secure clustering method in IoT by introducing priority, trust,
power, etc. They designed a hierarchical architecture where
a controller has several modules such as key distribution and
cluster head (CH) election modules, while some switches are
responsible for concrete operations. A number of heteroge-
neous devices are grouped into clusters, and each cluster has
its CH managed by a switch. In the process of CH election,
not only QoS factors (e.g., latency and network lifetime) but
also QoE factor (i.e., user preference or priority) is considered.
Thus, the method can achieve the goals of subjectivity and
user acceptance. Trust helps determine whether a candidate
node is compromised and is calculated based on other nodes’
grades towards packet drop rate, etc. It is updated periodically
so that dynamicity is fulfilled. Experimental results show that
network connectivity of the proposed method is lower than a
baseline method [197] as it does not consider coverage. Their

method is resistant to an external attack since a switch can
determine whether a CH is compromised by asking all the
nodes under the CH. It is scalable thanks to its cluster struc-
ture. However, it cannot support Ca, PP and Ex. O was not
mentioned. Likewise, based on SDN, Chen et al. [121] put
forward a trust architecture to meet IoT requirements such
as heterogeneity and flexibility. They claimed that the archi-
tecture provides scalability and generality to support different
types of applications thanks to the deployment of SDN.

5G: Yan et al. [136] proposed a security and trust frame-
work called NFVI-TP for 5G networks based on NFV, SDN
and cloud computing. The NFVI-TP aims to ensure network
devices collaborate with each other in a trustworthy way and
can be embedded into a NFVI (NFV infrastructure) by an
authorized party. It ensures every component built upon it is
trusted by employing a root trusted module (RTM). The RTM
can support a middleware layer that comprises several secu-
rity and trust components (e.g., trust evaluation) to ensure the
trustworthiness of VNFs. A variety of security functions and
trust functions, such as cryptographic computation, identity
management functions and intrusion detection functions, can
be deployed as VNFs to provide data privacy, identity privacy
and robustness. Subjectivity is well supported since the pol-
icy of sustaining trust is defined by a trustor (e.g., VNF) and
ensured by embedding the policy into the RTM of a trustee
in order to maintain the trust relationship dynamically based
on the trustor’s expectation. The proposed framework applies
adaptive trust evaluation and is suitable in different networking
contexts. It also supports scalability with the help of SDN.
However, it cannot achieve the goals of Ex and UA. Moreover,
it is not validated through implementation. O was not analyzed.

Integrated HetNets: Existing routing approaches in ISTN
focus on QoS indicators but overlook network attacks (i.e., the
trustworthiness of nodes) [198], [199]. To solve this problem,
Guo et al. [200] introduced a trusted routing model in ISTN,
which is composed of satellite networks, terrestrial networks,
and cellular networks. In this model, an SDN controller can
construct a trusted resource matrix (TRM) based on entropy
estimation by collecting the state information of each node,
including IP address, service request and throughput. It is
also promising to explore other available state information.
Different weights can be dynamically set for the above objec-
tive information to form a trusted routing model, which is
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able to determine whether a routing node is trusted. How to
select the optimal weights is also worth special efforts. TRM is
updated by some real-time traffic characteristics. Thus, dynam-
icity is fulfilled. The authors also proposed a hybrid routing
model (HRM) that combines resource availability with TRM.
Experimental results show that the packet pass rate of HRM
is about 52.1% higher than a traditional QoS routing method.
However, HRM can only counter DDoS attacks, thus robust-
ness is not well supported. Other criteria are overlooked. O
was not discussed.

c) Others: There exists a central authority to execute trust
management in this class. The central authority (e.g., data cen-
ter) is often assumed trustworthy and has certain computing
and storage resources [163].

IoT: A scalable hybrid trust and reputation model for trust-
worthy service provider selection in social IoT was presented
by Kokoris-Kogias et al. [201]. The model consists of two
parts, where a central entity (platform) acts like a human
authority and distributed entities resemble the social circle
of a person. Each distributed entity (i.e., IoT device) has log
files where satisfaction, weights and fading factors are stored.
It aims to select a suitable service provider based on trust
and reputation. Among them, trust is computed by itself using
a subjective attribute, namely satisfaction with a certain ser-
vice. Reputation is derived from neighbors or the platform.
Objective trust metrics are overlooked in trust calculation.
The fading factors make new interactions more important than
old ones such that the model can capture dynamic trust rela-
tionships. The authors assumed that IoT devices have enough
storage and computing power, which is unreasonable in prac-
tice. Experimental results show that the model has a resiliency
against three types of malicious behaviors, indicating robust-
ness is fully supported. Scalability is satisfied since the model
allows entities to enter or exit the platform randomly and can
scale to a large number of entities. The computational over-
head per entity is only O(1) as each entity only computes the
latest interactions, however, this may cause trust calculation
results inaccurate. The model cannot satisfy the criteria of Ca,
PP, Ex and UA. SO was not discussed.

Alshehri et al. [108] presented a cluster-based trust man-
agement solution for reliable service provision in IoT, which
consists of cluster nodes, master nodes and a super node. The
master node (MN) stores trust values for all cluster nodes
within its cluster, while the super node (SN) manages the
trust values of all MNs. This solution allows for central trust
management and also creates a distributed system where clus-
ter nodes can communicate with each other, thus enabling
scalability. Four algorithms were proposed to achieve trust
computation. The first algorithm helps the SN allocate trust
value thresholds and memory thresholds for MNs. The second
one manages the movement of cluster nodes based on trust
values. The third one aims to defend against bad-mouthing
attacks using a statistical outlier technique, thus robustness is
partially supported. The authors further improved this solution
by using fuzzy logic and the same architecture in [202] to suc-
cessfully detect three trust-related attacks. The last one updates
and checks the trust values of cluster nodes to support dynamic
trust relationships. This solution lacks comparison experiments

and has inadequate performance metrics. To sum up, it only
supports Dy, Sc and Ro but fails to meet other criteria. O was
not explored.

Awan et al. [203] proposed a holistic cross-domain trust
model called HoliTrust to achieve cross-domain service man-
agement in IoT. HoliTrust consists of three types of central
authorities: community server, domain server and trust server.
The community server, composed of numerous IoT nodes
with similar interests, is responsible for trust calculation. Both
direct and indirect trust evaluations are considered. Some sub-
jective information (e.g., trustors’ expectations) is involved in
the calculation process. The domain server consisting of com-
munities works as a bridge to compute the cross-domain trust
of nodes. The trust server is able to estimate the trust degree
of every domain and assign trust certificates to trustworthy
domains. Domains with trust certificates are allowed to com-
municate across domains. Both event-driven and time-driven
updates are adopted to sense dynamic trust relationships.
Context-awareness is supported as task types are considered in
trust evaluation. The proposed model supports scalability with
the help of multiple central authorities, however, it cannot sat-
isfy other criteria. The authors adopted a set of criteria [70]
to quantitatively evaluate their model against other models,
but did not provide a concrete implementation. O cannot be
evaluated.

5G: Existing studies choose velocity, speed and direction
to perform trust evaluation on mobile vehicular fogs (v-fogs),
which is not applicable in off-street v-fogs. To address this
issue, Rahman et al. [204] focused on quantifying the trust
values of off-street v-fogs for service management. V-fogs
help to reduce the investment of deploying fog computing
infrastructures and are applicable in 5G networks. The authors
considered physical (main broker (MB)) and logical (local bro-
ker (LB)) clustering concepts, where the former is based on a
v-fog’s trust domain [205] and the latter is based on a v-fog’s
trust value. The MB is deployed into a 5G BS and manages a
group of LBs. When a v-fog reaches a trust domain, the LB
of the trust domain calculates the trust value of the v-fog from
three aspects, i.e., security, reputation and availability (parking
duration), using fuzzy logic. Thus, context-awareness is par-
tially supported. Based on trust values, the LB assigns v-fogs
into different logical clusters for achieving tasks with differ-
ent trust requirements. A v-fog can be dynamically assigned to
different logical clusters as its trust value changes over time.
The number of LBs under one MB has an impact on over-
all performance, which is not explored. This method supports
scalability with the help of LBs. Its computational complexity
is O(n), where n is the number of logical clusters. However,
it overlooks Su, PP, Ro, Ex and UA. SO was not mentioned.

Integrated HetNets: Traditional PKI can provide protection
for identities but fail to distinguish untrusted entities from
authorized ones. As a result, the credibility of messages can-
not be guaranteed [206]. Cui et al. [163] proposed a reputation
system for 5G-enabled vehicular networks to deal with this
problem. The system consists of four entities, i.e., a global rep-
utation center, a trusted authority (TA), 5G BSs and vehicles.
The reputation system managed by the TA is responsible for
valid feedback collection, reputation collection and reputation
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update. The reputation score of a vehicle is calculated based on
the effectiveness of its message and its current and historical
reputation using weighted sum. Subjective information, i.e.,
the effective level of a message, is considered in this process.
Reputation is updated over time and as feedback occurs and
thus dynamicity is satisfied. When the reputation of a vehicle
is below a given threshold, it will be added to a blacklist by
the TA. Data privacy is preserved using xor operations, and
identity privacy is preserved using pseudonyms. Security anal-
ysis shows that the proposed system is able to resist common
attacks, such as replay, impersonation and modify attacks. The
time complexity of reputation calculation is O(n3), where n is
the number of vehicles participating in feedback. The authors
used 3-D graphs to explain how reputation is influenced by
vehicles’ behaviors and the number of vehicles, thus explain-
ability is supported. However, they assumed that the time in
the networks is kept synchronized, which is hard to achieve.
Ca, Sc and UA cannot be supported. SO was not explored.

Existing trust models pay little attention to data relevance
and consistency as well as lack effective methods to capture
real data [66]. To address these problems, Huang et al. [164]
presented a Collaboration Trust Interconnections System
(CITS) integrating UAVs, Mobile Vehicles (MVs) and IoT
devices for Space, Air, Ground and Sea (SAGS) networks.
The CITS uses a UAV to collect baseline IoT data to verify
the data sent by MVs. Based on the baseline data, a data center
can also calculate the trust of MVs in a global manner using
subjective logic, and then assign rewards and punishments.
Meanwhile, the data center encrypts the baseline data and dis-
tributes them to MVs to help perform local verification and
trust evaluation. Thus, data privacy is guaranteed. According
to local trust, MVs can decide whether to interact with others.
Trust decays over time to mitigate malicious attacks, and it
is also updated based on the reported data. Hence, dynamic
trust relationships can be captured. Experimental results show
that CITS can counter several attacks, such as blackhole and
grayhole attacks, thus robustness is fully met. Computational
overhead per MV is O(mn), where m is the number of data
packets stored in each MV, and n refers to the number of inter-
acted MVs. The main drawback is that the proposed method
overlooks the trustworthiness of UAVs. Ca, IP, Sc, Ex and UA
cannot be achieved. SO was not discussed.

2) Decentralized Models: In this part, we discuss decen-
tralized models for trust management based on used tech-
niques, i.e., blockchain and edge computing/fog computing.

a) Blockchain: It is one of the disruptive techniques that
enables distributed nodes to jointly maintain a consistent
tamper-proof ledger without the need of a central author-
ity [139]. Its advanced features bring many benefits to trust
management. For example, trust-related data stored in the
blockchain cannot be tampered and malicious behaviors can
be traced through the blockchain.

IoT: Kouicem et al. [141] proposed a hierarchical trust man-
agement architecture based on blockchain, aiming to select
trustworthy service providers and achieve scalability in IoT.
The architecture has two layers. The first layer consists of
numerous heterogeneous IoT nodes that can provide services
to each other. The second layer is composed of a set of

fog nodes that are responsible for trust management. Each
IoT node periodically reports its subjective ratings of service
providers to its home fog node after being served by them.
Hence, dynamicity can be supported. Trust-related data are
disseminated and stored with a public blockchain to guaran-
tee their availability. Meanwhile, they are maintained by fog
nodes to make them accessible anywhere. Each IoT device
is identified by its public key without revealing its real iden-
tity so that identity privacy is preserved. The authors claimed
that the proposed architecture can efficiently support a large
number of nodes with good scalability. This is because IoT
nodes do not need to exchange and manage trust-related data,
instead the whole process is handled by distributed mobile fog
nodes [140]. They listed several trust-related attacks but did
not provide any defense strategies. Experimental validation is
also missing. To summarize, the architecture cannot satisfy
the criteria of Ca, DP, Ro, Ex and UA. O was not analyzed.
The authors further improved and implemented this architec-
ture in [140] called BC-trust. In this work, IoT nodes with
high trust values are more likely to play the role of consensus
nodes, which improves the scalability of blockchain but weak-
ens decentralization to some extent. They provided guidelines
for choosing trust parameters in face of different contexts. As
for overhead, BC-trust requires O(N ) of storage overhead, and
reduces computational overhead to O(1) as compared to [12]
and [93].

Lahbib et al. [99] designed a blockchain-based trust archi-
tecture with the purpose of securely storing and sharing
trust-related data of each device in IoT. The architecture con-
sists of three parts: a device layer, a system management
layer and a service layer. The device layer is used to collect
and process data. The system management layer is composed
of trust managers, authenticators and miners. Each device is
connected to a trust manager that is responsible for assess-
ing the trustworthiness of IoT devices. A number of miners
receiving trust-related data aim to create and broadcast blocks
into the blockchain. The service layer is oriented to practical
applications. Trust is calculated based on direct observa-
tions and recommendations given by neighboring nodes using
static weighted sum, but how to decide weights is a practical
issue. Both objective (e.g., packet delivery ratio) and subjec-
tive (e.g., honesty) metrics are maintained in each device for
trust evaluation. The architecture considers dynamicity since
trust is updated periodically. Data privacy is preserved by the
Advanced Encryption Standard (AES) algorithm, and iden-
tity privacy is guaranteed by the authenticator. Experimental
results show that robustness is well supported thanks to the
traceability of the blockchain. However, Ca, Sc, Ex and UA
are overlooked. O was not discussed.

Putra et al. [90] proposed a trust and reputation system
based on blockchain for IoT access control. The system
considers three main smart contracts for attribute validation,
trust computation, and access policy validation. Specifically, a
requester should register its attributes (e.g., hardware specifi-
cation, trust and reputation values) before requesting access
to resources. Trust is computed by a trustor based on its
previous positive and negative interactions with a given trustee,
which captures the subjectivity of trust. Reputation is built by



2152 IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 24, NO. 4, FOURTH QUARTER 2022

aggregating a trustee’s interactions from multiple trustors and
recorded in the blockchain. Both trust and reputation updates
are event-driven and thus dynamicity can be fulfilled. A
dynamic access control policy is adopted to evaluate whether
an access requester’s attributes are satisfied. Identity privacy
is preserved since only the attributes are stored. The system
is able to counter several attacks, especially identity-related
attacks (e.g., Sybil attacks). The reason is that an attribute
authority records the relationship between attributes and actual
device information such that a node cannot re-register itself.
Experimental results demonstrate that the system is scalable.
However, the authors assumed that IoT nodes have sufficient
power to perform asymmetric cryptography, which is not rea-
sonable. Moreover, Ca, DP, Ex and UA are not supported. O
was not analyzed.

Integrated HetNets: Existing solutions to tackle trustless
content suffer from some problems, such as the lack of fine-
grained trust level evaluation and incentive mechanisms. To
deal with the problems, Pan et al. [166] presented an intel-
ligent blockchain-based trust model called TrustCoin in ICN
for B5G. In TrustCoin, each user has trust coins (i.e., rep-
utation), which can be dynamically adjusted based on his
behaviors. Thus, dynamicity is fulfilled. Coin transactions are
recorded in a traceable manner with the help of blockchain.
Once a user’s coins fall below a threshold, he will be pun-
ished. Identity privacy is ensured by adopting pseudonyms.
To enable endogenous trust and promote content trust in the
proposed method, deep RL is introduced to decide the credi-
bility of a content (interval [0,1]) and automatically distribute
rewards. This mechanism incents users to publish trustworthy
content proactively. To summarize, TrustCoin only satisfies Dy
and IP, while other criteria are ignored. O was not discussed.

b) Edge/fog computing: It is an enabling technique that
moves computation and storage to the edge of a network,
which is closer to end users [207]. The edge/fog nodes have
certain computing power and can support mobility [84], [104].
There is a subtle difference between edge computing and fog
computing [207], which is out of our scope. An edge/fog-based
trust model can provide timely trust management, which is
difficult for cloud-based trust models [138]. Furthermore, in
node-based trust evaluation, nodes evaluate the trust of oth-
ers through direct and indirect trust and store results by their
own. In this process, the accuracy of indirect trust is worse
than that of direct trust as the former relies on the trustworthi-
ness of neighbors. The edge/fog-based trust model can avoid
such uncertain trust delivery by increasing the ratio of direct
trust, thanks to the mobility of edge/fog nodes.

IoT: Yuan and Li [208] designed a reliable and lightweight
trust mechanism for cooperation of IoT edge devices. Its
system model includes a broker layer used to perform trust
calculation, and a device layer containing various IoT devices.
Devices with similar locations and features are managed by
the same edge broker. Trust calculation is completed by edge
brokers and devices without the participation of a central plat-
form. Trust is divided into direct trust and feedback trust,
where the former is a subjective evaluation based on historical
interactions between devices, while the latter comes from edge
brokers aggregating multiple devices’ feedback. Global trust is

formulated based on an objective information entropy theory,
which avoids manual weight selection. Trust is changed over
time such that dynamicity is realized. Experimental results
show that the mechanism can only counter bad-mouthing
attacks but overlooks other trust-related attacks. The mech-
anism is able to scale to a large number of devices since
each device does not need to store others’ feedback. Regarding
overhead, assuming an average of n devices on average under
each edge broker, the computational overhead of global trust
calculation is no more than O(n2). The mechanism fails to
support Ca, PP, Ex and UA. SO was not explored.

Wang et al. [209] proposed an edge-based IoT-Cloud archi-
tecture with the aim of overcoming internal attacks and service
efficiency problems. The edge computing layer in this archi-
tecture comprises two parts where an edge network is built
on underlying edge nodes and is parallel to the IoT, and an
edge platform consisting of edge servers is located between
the cloud and IoT. Trust is calculated based on some direct
evidence including device routing failure rate, device resid-
ual energy, etc. Indirect recommendations are not considered.
The edge network needs to periodically update and store the
trust value of every device, and thus dynamicity is fulfilled. It
proactively detects each device’s behaviors by observing the
change in its trust value. The edge platform is responsible for
ensuring data credibility and addressing hidden data attacks
using data correlations. Experimental results demonstrate that
the architecture performs better than baseline methods in four
malicious environments and thus robustness is satisfied. The
service execution time of using trust evaluation is much lower
than without it. This architecture is flexible and scalable with
the help of edge computing. Nevertheless, communication
overhead is a bit high since several interactions are needed
in trust evaluation. Su, Ca, PP, Ex and UA are not met. O was
not discussed.

Wang et al. [84] applied trust evaluation into data collection
to reduce invalid data based on mobile fog computing in IoT,
thereby minimizing energy consumption. First, trust is calcu-
lated from two aspects: direct trust and indirect trust. Direct
trust consists of node communication interactions, residual
energy and packet loss rate, which are all objective and mod-
eled mathematically. Indirect trust is calculated on the basis
of direct trust. A recommended node is assigned a weight to
mitigate malicious recommendations. Trust values change over
time and thus dynamicity is satisfied. Second, with the help of
trust values, mobile fog nodes can filter out untrusted nodes
and sequentially access all trusted cluster head nodes in the
network to collect data, which greatly reduces node energy
consumption. It is obvious that fog nodes play an important
role in the network, but their trustworthiness is not explored.
Finally, experimental results indicate that their method sup-
ports scalability and requires the lowest delay with different
numbers of nodes when compared with baseline methods. The
reason is the method only accesses the path of trusted cluster
head nodes rather than the entire network. The overall time
complexity is O(N 3), where N is the number of nodes in the
network. The method cannot support Su, Ca, PP, Ro, Ex and
UA. SO was not discussed. Wang et al. [127] also proposed
a similar trust model based on edge computing to assess the
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trustworthiness of sensor nodes in IoT. In this model, mobile
edge nodes with strong computation and storage capabilities
are responsible for trust management.

Integrated HetNets: Cui et al. [152] proposed a trust-based
malicious UE detection method for edge-empowered hetero-
geneous B5G networks, which integrate terrestrial networks,
aerial networks and satellite networks. In this method, each
edge server has a UE monitor network function (E-UMF),
so that it can score each UE’s trust value based on objec-
tive factors (i.e., transmission power and packet patterns) and
recommend indirect trust value to the core network. Trust
decays with age and is updated in response to events, thus
dynamicity is fulfilled. To eliminate unreliable trust values
reported by corrupted E-UMFs, the authors designed a RL-
based refreshing scheme. The key idea is to make the E-UMFs
dependable by refreshing E-UMFs with a probability. Since
the refreshing operation requires resource consumption, the
goal of this scheme is to find an optimal probability (or
policy) that maximizes the payoff from the perspective of
the network operator. Experimental results indicate that the
proposed method achieves a higher detection rate than a base-
line, thanks to highly reliable trust values with the aid of
the refreshing scheme. Nevertheless, the method does not
involve direct trust and cannot satisfy other criteria. O was
not analyzed.

3) Semi-Centralized Models: In this part, we discuss semi-
centralized models for trust management.

Integrated HetNets: Xie et al. [134] presented a semi-
centralized TMS for assessing the credibility of vehicular
messages in an SDN and blockchain-enabled 5G-VANET
architecture. This architecture contains heterogeneous nodes
including 5G BSs, RSUs and on-board units. A centralized
SDN controller is in charge of global policies, including
authentication and mobility/traffic management. When a vehi-
cle reports a message, it is required to upload a traffic condition
tag at the same time. The tag is broadcasted and then scored by
nearby vehicles. Subjectivity is well satisfied in this process.
The scores along with trustors’ information are encrypted and
then uploaded to the nearby RSU. Hence, the system can pre-
serve data and identity privacy. The RSU calculates the trust
value of the tag based on locations (contextual information)
and scores received from vehicles and packs it into blocks
using PoW and PoS consensus protocols, which incur high
energy costs [68]. The trust value of each vehicle can be cal-
culated based on the records in the blockchain. It is updated
after a predefined period of time such that dynamicity is real-
ized. Experimental results and security analysis show that the
system can counter recommendation-based attacks launched
by both malicious vehicles and RSUs using the idea of voting.
Regarding other trust-related attacks, there is no discussion.
Scalability is supported as transaction delay is not severely
affected by the number of vehicles. However, Ex and UA
cannot be supported. O was missed.

Gao et al. [68] presented an architecture that integrates
blockchain and SDN for IoV in 5G and fog computing
paradigms. In this work, SDN acts like a centralized authority
that is responsible for resource allocation, mobility manage-
ment and rule generation. Fog computing can help avoid

frequent handovers, thereby ensuring effective bandwidth uti-
lization. Blockchain is introduced to achieve decentralized
management, enable data sharing and provide traceability. It
records all transactions generated in the network with the aim
of enhancing trust among vehicles. Trust is established using
weighted aggregation, that is the trustworthiness of a message
is the sum of a set of vehicles’ judgments (i.e., confidence)
on it. The subjectivity of trust is thus satisfied, but some
objective trust metrics are neglected. Trust update is event-
driven. Contextual information (i.e., location) is included in the
message. Context-awareness is partially supported as the archi-
tecture is only designed for IoV. Identity privacy is preserved
using PKI. However, data are broadcasted in plain text and
thus data privacy cannot be guaranteed. Scalability is not well
satisfied since the packet delivery ratio decreases rapidly as
the number of vehicles increases. Moreover, DP, Ro, Ex and
UA are overlooked. O was not mentioned.

4) Discussion: Similarly, all proposed evaluation criteria in
Section III are applicable for evaluating the performance of a
trust management model. Management models cover a wide
range of aspects [72], [76] and are built upon certain archi-
tectures. Trust evaluation techniques and decision policies can
help control and maintain trust such that they are generally
embedded into a trust management model. Therefore, all the
proposed evaluation criteria are applicable for evaluating the
quality and effectiveness of a trust management model.

In comparison with decision models and evaluation mod-
els, management models can meet the proposed criteria better.
This is because trust management not only concerns with how
to make decisions or evaluate trust accurately, but also how
to control, enhance and maintain trust in a network system.
Thus, management models cover much wider issues. It is
not surprising that subjectivity and dynamicity are well sup-
ported as they are two fundamental characteristics of trust.
Context-awareness is generally overlooked. Although privacy
preservation has been studied in management models, only
four works [99], [134], [136], [163] fully support it, which
inspires us to make more efforts on it. Management mod-
els spend great efforts on scalability to allow different nodes
to leave and join a network system at will. However, most
of them fail to deal with overhead, explainability and user
acceptance. As for computational overhead, each node in [140]
and [201] only requires O(1). This is because each node per-
forms trust evaluation only using a fixed number of recent
interactions [201], which may cause inaccurate trust values.
Moreover, the number is hard to determine. Fog nodes or
other high-power nodes can also help decrease computational
overhead [140].

Centralized models support dynamicity very well since
a central authority can store the trust value of each node
and update it based on observed evidence. They rely on a
central authority, but only [200] demonstrates that its trust
model is resistant to DDoS attacks. Decentralized models
can well satisfy scalability. This is because some nodes
with strong abilities only need to manage trust within their
own areas, which is more efficient than centralized mod-
els [138]. However, all of them overlook context-awareness.
Semi-centralized models integrate SDN with blockchain to
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TABLE VIII
SUMMARY AND COMPARISON OF MANAGEMENT MODELS IN HETNETS

obtain flexible management. In summary, centralized models
can oversee the whole operation of a system, but they are
vulnerable to DDoS attacks, thereby causing a single point
of failure [68], [134]. Decentralized models can eliminate the
single point of failure and provide efficient trust evaluation.
However, they require several nodes with strong processing
and storage abilities. Semi-centralized models integrate the
advantages of both centralized and decentralized models and
thus are more suitable in a complex network system. The pros

and cons of mainstream architectures of management models
are presented in Table V.

While nodes and sub-networks in HetNets are completely
heterogeneous, management models can support unified man-
agement for heterogeneous and multi-domain HetNets [21].
This is because trust relationships existing between different
network entities can be monitored, evaluated and controlled in
a formal way. All security, privacy and trust issues of HetNet
services can be regarded as a trust management problem [168].
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Therefore, it becomes significant to deploy trust management
models in the context of HetNets.

VI. OPEN ISSUES AND FUTURE RESEARCH DIRECTIONS

Based on the review and comparison of the literature, in
this section, we identify several open issues and further point
out future research directions to motivate the research on
trustworthy HetNets.

A. Heterogeneity and Context-awareness

1) Open Issues: Although there are several works [127],
[138] that address trust issues in the context of heterogeneous
nodes with diverse capabilities and characteristics, few works
focus on trust issues arising from heterogeneous architectures,
networking technologies and protocols. Nevertheless, such het-
erogeneity is common in future integrated HetNets and poses
severe challenges. For example, a node may frequently roam
from one network domain to another. Since different networks
may hold different security requirements, it is hard to evaluate,
transfer and maintain trust among different network operators
regarding roaming. This calls for a context-aware trust model
that can adapt itself in different contexts [26]. Unfortunately,
contextual information (including network types and secu-
rity requirements) is not well considered in the composition
of trust in existing trust models in HetNets. These models
are considered incomplete as context-awareness is one of the
key characteristics of trust. Moreover, most trust models are
designed for a specific context [44], [93]. They only focus on
trust metrics with regard to the specific context so that they
fail to evolve as the context changes. This also impacts its
practical applications in reality.

2) Future Research Directions: How to design an adap-
tive and dynamic trust model is worth exploring as HetNets
contain heterogeneous contexts. One attractive solution is to
collect sufficient contextual information (e.g., network types
and the requirements for networking) rather than traditional
information (e.g., location). For example, trust evaluation mod-
els in VANETs are required to be real-time due to the high
mobility of vehicles. By treating this requirement as con-
textual information, a trust model should be correspondingly
adjusted, e.g., by adopting an efficient trust evaluation strategy.
To summarize, features or requirements of different networks
should be considered as contextual information to meet differ-
ent operators’ demands. The influence of contexts modeled
in a formal way can also help construct an adaptive trust
model [77]. Furthermore, blockchain can serve as an auxil-
iary tool to deal with heterogeneity. Trust and corresponding
contextual information can be stored in the blockchain to
provide a reference to network operators. The blockchain’s
consensus mechanism and tamper-resistant feature offer the
operators trustworthy trust information about nodes, which
can greatly support efficient roaming authentication and fast
foreign network access.

B. Privacy Preservation

1) Open Issues: Privacy preservation is not well supported
in existing studies. Most of them pay attention to trust

convergence, accuracy and robustness while lacking concerns
about data privacy. However, the data used for trust evalua-
tion are usually sensitive and should not be leaked according
to government policies (e.g., GDPR [106]) or the expectations
of participants [107]. Although some studies employ crypto-
graphic techniques (e.g., private set intersection [44], [80], [93]
and homomorphic encryption [210]) to preserve data privacy,
they suffer from high computational overhead especially in
the case of numerous nodes. Some studies [140], [166] adopt
pseudonyms to preserve identity privacy. However, they do
not provide formal proof of unlinkability. Moreover, it turns
out that attackers can still launch a reputation link attack,
which means that they can link pseudonyms by linking their
attached reputations, even if the pseudonyms are dynamically
changed [211]. There is a conflict between trust evaluation and
privacy preservation.

2) Future Research Directions: Privacy-preserving trust
evaluation is a significant research topic, which deserves
special efforts. It has been proven that ML can achieve
accurate trust evaluation. Nevertheless, the learning process
requiring direct access to data may lead to serious privacy
disclosure [103]. Federated learning, as an emerging learn-
ing framework, can achieve effective ML among multiple
participants without leaking local data privacy [212], which
can be applied into HetNets composed of multiple network
domains. In addition, Trusted Execution Environment (TEE)
is regarded as a promising technique to protect data from unau-
thorized access and tampering even in the presence of a highly
privileged malicious hypervisor [9]. Deploying TEE can help
achieve reliable trust management in a centralized manage-
ment model. For preserving identity privacy, fuzzification of
reputation scores and trust thresholds is a common way, but it
inevitably incurs false positives [213]. A trade-off should be
balanced between trust evaluation and privacy preservation,
which needs further investigation.

C. Overhead

1) Open Issues: Overhead is not seriously considered in
existing studies. Most networks and devices are resource-
constrained [15], [18]. A device cannot consume all its
resources to calculate trust without completing other tasks.
If trust evaluation occupies a lot of resources, users may deny
it in practice. In addition, a real-time calculation is required
in some cases, e.g., VANETs [25].

2) Future Research Directions: Future research should
investigate a lightweight trust model suitable for various con-
texts of HetNets. There are two strategies that could reduce
the overhead on devices. One is to reduce the amount of stor-
age per device, e.g., by only storing data from highly trusted
nodes and recently interacted nodes as these nodes are more
likely to share trust evidence [14], [44], [170]. This is helpful
in reducing overhead as each device only needs to store and
process a limited amount of information, however, this may
lead to inaccurate trust evaluation results. Another is to move
some of the computation and storage tasks to those devices
with sufficient resources [84], [127]. Nevertheless, this strategy
inevitably increases communication costs. Relying on some
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highly powerful devices may suffer from single point of fail-
ures, which introduce additional challenges. Consequently, it
is necessary to make trade-offs between overhead and other
metrics, such as accuracy and QoS.

D. Explainability

1) Open Issues: The literature still lacks a comprehen-
sive study on explainable trust models. Explainability plays
an important role in many scenarios, especially in safety-
critical scenarios where any trust decision will exert a great
impact [69]. Thus, it requires sufficient confidence on the deci-
sions made. GDPR [106] also proposes “right to explanation”
that requests trust models to describe how decisions are made
and what factors affect the decisions. In general, explainability
is highly correlated to practical deployment [214]. However,
only few works take this issue into account.

2) Future Research Directions: Explainable trust models
should be investigated to support trustworthy HetNets for easy
user understanding and acceptance. Explainability has been
widely studied in AI, as presented in [214]. Some of the
explainability tools (e.g., visualization, model simplification
and feature relevance) could be applied into trust models. For
example, feature relevance clarifies the inner functionality of
a trust model by exploring relevance scores for its covered
trust metrics. This can motivate entities to pay attention to the
trust metric with high relevance score so as to improve their
trust values. Explainable trust models can steer trust behav-
iors, thus worth special study to realize trustworthy HetNets
with a specific goal.

E. User Acceptance

1) Open Issues: User acceptance is almost ignored in exist-
ing studies. Instead, they focus on using objective metrics
(e.g., QoS) to construct trust models and prove their effective-
ness [11], [66]–[68]. However, trust is a subjective concept,
suggesting that subjective metrics are essential in constructing
a trust model and proving it. Also, trust models are designed
for ordinary users rather than experts [115]. Therefore, user
acceptance should be considered to improve the practicality of
trust models. The subjective properties of trustors (i.e., HetNet
users) at the application layer [70] should be paid special
attention to enhance QoT from the user perspective.

2) Future Research Directions: As a result, it is important
to investigate user experiences and feedback on trust mod-
els. There are two possible ways to enhance user acceptance.
One is to consider user preference as trust composition dur-
ing the construction of trust models [196]. The other is to
analyze human-computer interactions in HetNet environments
and explore user experiences and feedback after trust model
usage in order to further optimize it [69].

F. Quality of Trust

1) Open Issues: There is a lack of standardized discussion
on QoT, including but not limited to its definition, the factors
affecting it, and how to measure it, especially in a quantitative
way. Existing studies focus on the functionality of trust mod-
els [100], [126], [184], e.g., detecting malicious nodes with

high accuracy, but overlook the trustworthiness of detection.
This may not be applicable to safety-critical contexts, such as
autonomous driving and manufacturing. As stated in [69], peo-
ple have moved their focus from QoS and QoE to QoT due to
the increasing demand for massive autonomy in 6G. Hence,
it is of great importance to consider QoT in the context of
trustworthy HetNets. Unfortunately, the research on QoT is
still in its infancy. Although we define QoT as the quality of
trust models and provide a set of criteria that can be applied to
evaluate QoT in this paper, a uniform standard is still missed.

2) Future Research Directions: More efforts on QoT study
are needed. Yan et al. [70] summarized the objectives of trust
management, which have been adopted as qualitative crite-
ria in several studies [203] for comparing the performance
of trust models. These objectives or criteria are significant
and can be regarded as the factors affecting QoT though the
authors’ focus is not on QoT. It is also valid to consider the
factors that impact QoT from the perspective of trust prop-
erties. As for the quantification of QoT, there are two direct
ways. One is non-ML based methods, e.g., weighted sum by
assigning different weights to each factor and regarding their
sum as the value of QoT. The other is adopting ML models by
considering the factors as the input of a ML model. By train-
ing the model, we can obtain an output that indicates QoT.
However, most ML models [100], [187] cannot support sub-
jectivity, dynamicity and context-awareness. Thus, it is worth
studying a precise method to obtain a quantified QoT value
with convinced explanation by considering the basic properties
of trust. It is also noted that different contexts attach different
importance to the factors. For example, user acceptance plays
a great role in the context that requires human intervention. In
addition, fine-grained QoT measurement is promising. This is
because binary differentiation may be limited in many contexts
where entities have diverse QoT demands [215].

G. Cold Start

1) Open Issues: Cold start (or trust bootstrapping) is still
a challenge in the research of trust models. It refers to the
fact that when a newcomer joins a TMS, it is hard to cal-
culate its initial trust value since related information to the
newcomer is not available. Existing solutions to cold start can
be divided into two categories including cold start with default
value assignment [66], [82] and cold start with adaptive value
assignment [216], [217]. The former assigns a default trust
value for each newcomer. But how to set this value is challeng-
ing. If the default trust value is high, it encourages malicious
nodes to launch white-washing attacks, i.e., to constantly join
the TMS with new identities to wash their bad reputation. If
the value is low, it is unfair to honest newcomers. The latter
assigns initial trust values based on the similarity between the
features of newcomers and those of existing nodes. In essence,
the latter is more reasonable than the former. Nevertheless, it
is still vulnerable to white-washing attacks [216], where mali-
cious newcomers can be associated with high trust value nodes
disguised in advance.
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2) Future Research Directions: How to solve the cold start
problem in a secure way requires further research. One pos-
sible way is to integrate identity management with cold start
solutions. As discussed above, cold start solutions are mainly
subject to identity-related attacks. Therefore, it becomes quite
important to prevent identity impersonation and duplication.
Putra et al. [90] designed an identity registration scheme where
a node can only register itself for one time based on its hard-
ware information, which is helpful in solving this problem.
In addition, in order to initialize accurate trust values, more
research on adaptive initial trust value assignment is needed.
Alishev et al. [217] initialized trust through Analytic Hierarchy
Process (AHP) using social parameters. The cold start problem
could also be addressed by collecting and fusing fragmented
pre-knowledge about the trust of a node.

H. Trust Verification

1) Open Issues: In the prior arts, trust evaluation is not ver-
ified with consensus in the whole HetNet. Most trust models
compute trust based on feedback by relying on cooperation
among nodes and/or with the help of authorities [26]. This
type of model is passive, which cannot be applied into com-
plex HetNets [164]. One of the reasons is that it causes poor
accuracy due to the existence of illegal collusion and mali-
cious recommenders. Despite many efforts on solving this
issue, existing studies have not yet addressed it completely. For
example, some studies [83]–[85] filter recommendations (i.e.,
feedback) based on the reputation of recommenders. However,
reputation evaluation itself also faces the same issue. The uni-
lateral and opaque feedback information will lead to unfair
trust decisions [66].

2) Future Research Directions: How to verify the correct-
ness and completeness of trust evaluation remains a challenge
that needs to be studied in depth. Blockchain may be a promis-
ing technology for achieving trust verification owing to its
advanced features such as tamper-proofing and traceability.
The information recorded in blockchain cannot be tampered
with after reaching a consensus, which enables auditing for
trust evaluation results and malicious behaviors. Furthermore,
blockchain provides a feasible way to keep data consistency in
decentralized networks [139]. This can be applied to enhance
the cooperation among multiple network domains in HetNets
and maintain a trustworthy environment. It is also important
to consider scalability when integrating the blockchain with
a trust model, as this may affect the efficiency of the trust
evaluation and its consensus [143].

VII. CONCLUSION

HetNets are facing severe security, privacy and trust issues
due to their unique characteristics. Trust models are promising
to address these issues as trust can cope with uncertain risks
in a network. This paper gives a thorough review on existing
trust models in HetNets. We first retrospected the history of
HetNets research and covered the basic concepts related to
trust. Meanwhile, we introduced QoT that indicates the quality
of a trust model. Then, we proposed a set of criteria that can be
applied to evaluate QoT. After that, we presented a taxonomy

of trust models including decision models, evaluation models
and management models, while each type is further classified.
We also summarized the main applications of trust models
and explained the nature of each in HetNets. By employing
our proposed criteria, we thoroughly reviewed existing trust
models in HetNets based on the taxonomy of trust models
and HetNet types. Based on the comprehensive review, we
highlighted a number of open issues and proposed a list of
interesting directions to guide future research on trustworthy
HetNets.

It is undeniable that trust plays a crucial role in future
HetNets. Potential risks and national security concerns in a
network system can be eliminated with the help of trust.
Therefore, efforts should be made to design a credible trust
model that is expected to be adaptable, privacy-preserving,
lightweight, explainable, human-centric, cold start resistant
and auditable to make the forthcoming large-scale HetNets
meet people’s demands.
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