IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 25, NO. 1, FIRST QUARTER 2023 77

Adversarial Machine Learning in Wireless
Communications Using RF Data: A Review

Damilola Adesina™, Chung-Chu Hsieh, Yalin E. Sagduyu™, Senior Member, IEEE,
and Lijun Qian™', Senior Member, IEEE

Abstract—Machine learning (ML) provides effective means to
learn from spectrum data and solve complex tasks involved in
wireless communications. Supported by recent advances in com-
putational resources and algorithmic designs, deep learning (DL)
has found success in performing various wireless communication
tasks such as signal recognition, spectrum sensing and waveform
design. However, ML in general and DL in particular have been
found vulnerable to manipulations thus giving rise to a field
of study called adversarial machine learning (AML). Although
AML has been extensively studied in other data domains such
as computer vision and natural language processing, research
for AML in the wireless communications domain is still in its
early stage. This paper presents a comprehensive review of the
latest research efforts focused on AML in wireless communica-
tions while accounting for the unique characteristics of wireless
systems. First, the background of AML attacks on deep neu-
ral networks is discussed and a taxonomy of AML attack types
is provided. Various methods of generating adversarial exam-
ples and attack mechanisms are also described. In addition, an
holistic survey of existing research on AML attacks for various
wireless communication problems as well as the corresponding
defense mechanisms in the wireless domain are presented. Finally,
as new attacks and defense techniques are developed, recent
research trends and the overarching future outlook for AML
in next-generation wireless communications are discussed.

Index Terms—Adversarial machine learning, machine learning
security, wireless security, wireless attacks, defenses.

I. INTRODUCTION

ACHINE learning (ML) in general and deep learn-
Ming (DL) in particular has found rich applications in
various domains such as computer vision (CV) and natural
language processing (NLP). Motivated by the success in those
domains, there has been a growing recent interest in the
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development of artificial intelligence driven solutions for wire-
less communications using radio frequency (RF) data [1],
[2], [3]. For example, convolutional neural network (CNN)
models have been used for modulation recognition [4] and
channel decoding [5]. In addition to CNN, feed-forward neu-
ral network (FNN) and Long short-term memory (LSTM)
models have been used for device fingerprinting and identifi-
cation [6], [7], [8], [9]. On the other hand, various deep neural
network (DNN) models have been proposed for spectrum sens-
ing and prediction [10], wireless resource management [11],
beam prediction for initial access [12] and reconfigurable intel-
ligent surfaces [13]. Although the application of DL-based
techniques to wireless communications has shown promising
results to solve complex problems for which analytical solu-
tions are either unavailable or computationally infeasible, there
are concerns in terms of reliability and robustness of such data-
driven methods when compared to traditional signal processing
methods in real-world deployments. One of such concerns is
the presence of adversaries that may target the training process
and/or testing (inference) process of DL.

With the increased adoption of DL, it is inevitable that
adversaries will explore launching new attacks particularly on
DL models, thus leading to a new paradigm called adversarial
machine learning (AML). AML studies learning in the pres-
ence of adversaries with the goal of understanding the impact
of AML attacks, defending against such attacks, and eventu-
ally developing secure DL systems. One type of AML attack
(namely adversarial attack or evasion attack) occurs when an
adversary crafts small perturbations to the original input of a
neural network or develops thereby manipulating the operation
of the DL system to cause an error in the inference process.
These perturbations are not just white noise samples but they
are specifically crafted to produce a vector in the input feature
space that is capable of misleading the developed DL model.
Classical examples of such attacks include adding small incre-
mental value in the model’s gradient direction with respect to
the inputs or by solving a constrained optimization problem
to produce a vector in the input feature space that is capable
of misleading the target DL model.

AML attacks for CV and NLP have been extensively
studied [14], [15], [16]. A canonical example is the misclas-
sification of a panda image as gibbon because of the addition
of a specifically crafted perturbation to the panda image so as
to mislead the ML classifier [17]. Similarly, in the wireless
domain, adversarial attacks can lead to misclassification of
signals. As shown in Figure 1, the pre-trained ML model is a
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Fig. 1. An example of adversarial attack in wireless communications. An

adversary adds perturbation to a test sample to create an adversarial example.
Then, the pre-trained ML model wrongly predicts the test sample.

classifier for automatic modulation classification. An attacker
launches an adversarial attack on the test data in the inference
phase by adding a small perturbation to the original QPSK
test data sample to form an adversarial example that causes
the misclassification of a QPSK modulated signal as 16-QAM.

Data-driven, intelligent solutions empowered by ML/DL are
considered as the key enablers in 5G and 6G wireless com-
munications [18], [19], [20], [21]. As seen in [22], [23], the
likelihood of jeopardizing ML/DL models deployed to enhance
systems is a challenge that raise concerns for the safety of
ML adoption. For instance, adversarial attacks causing incor-
rect ML/DL decisions may harm cyberphysical systems such
as in autonomous vehicles [24], [25]. As such, to benefit from
the gains of using ML/DL systems, there is an urgent need
to ensure security and robustness of ML-based systems in the
presence of adversarial attacks.

There have been multiple research efforts that aim to survey
AML attacks as well as recent advances to detect and mitigate
them in specific areas where ML/DL has found applications such
as CV and NLP [26], [27]. Different from the existing reviews
and surveys, this paper focuses on approaches to generate,
detect and mitigate AML attacks in the wireless communica-
tions domain because of the unique characteristics of wireless
communications and their effects on AML attacks. Such unique
properties include the effect of the dynamic nature of the com-
munication channel that introduces path loss [28], [29], [30],
[31], [32], the effect of standardized wireless communication
blocks to mitigate errors such as forward error correction (FEC)
and hardware impairments [33] as well as access to data and
heterogeneity in feature representation of the dataset [34], [35].
These unique properties discussed in Section III-D necessitate
the review of the current attacks and mitigation methods of
AML specifically for wireless communications as the methods
presented in other domains such as CV and NLP may not be
applicable. For instance, the adversary can directly query an
API for CV applications without the need to send perturbations
over a channel.

The design of DL algorithms for wireless communications
must consider the new security issues such as identifica-
tion and mitigation of adversarial signals [36]. Due to the
dynamic properties of RF data, it is a non-trivial task to
identify adversarial examples in RF data. DL methods rely
on the premise that the training data represents the distribu-
tion of the underlying data generation process such that the
trained model generalizes well on test data. However, this
premise does not necessarily apply in the adversarial scenarios
as these distributions change significantly due to adversarial
effects that are not straightforward to anticipate or predict
[37], [38], [39], [40]. With such adversarial attacks, wireless

communications systems such as 5G and 6G with design
components based on DL will be susceptible to disruptions,
performance losses, and eventually failures. Therefore, it is
critical to analyze the emerging wireless attacks due to AML,
reduce and ultimately eliminate the impact of adversaries
employing the AML attack techniques. An in-depth study
of AML specifically for wireless communication systems is
needed given the unique characteristics and emerging use cases
of DL in such systems.

In order to address these critical needs, a comprehensive
review of AML in wireless communications is provided in
this paper. Because this topic is related to several important
research topics including deep learning for wireless commu-
nications and adversarial machine learning, they are briefly
covered in this review to provide some background and context
for more in-depth discussions of AML in wireless communica-
tions. However, contrary to many existing surveys and reviews,
this work primarily focuses on the review of adversarial attacks
in wireless communications and adversarial examples in RF
data and the corresponding detection and mitigation tech-
niques. Interested readers may refer to many existing surveys
and reviews on deep learning for wireless communications
and adversarial machine learning for more detailed background
information, as briefly discussed in Section I-A below.

A. Related Work

There are various surveys in related areas. For
instance, [41], [42], [43], [44], [45], [46], [47], [48], [49],
[50] surveyed attacks on wireless communications systems.
The authors in [29], [33], [51], [52], [53], [54], [55], [56],
[57], [58], [59], [60], [61], [62], [63] used various ML models
for adversarial machine learning in wireless communications
as seen in Table III while adversarial ML in other domains
such as computer vision and NLP was discussed in [23], [25],
[26], [64], [65], [66], [67], [68], [69], [70], [71], [72], [73].
To the best of our knowledge, there is no thorough survey
available for AML in wireless communication systems.

Traditional attacks on communication systems such as pri-
mary user emulation, jamming, eavesdropping attacks, and
spectrum sensing data falsification have been extensively stud-
ied in [47], [74], [75], [76], [77]. To further secure communi-
cation systems, ML/DL techniques themselves can be used to
detect and/or mitigate such traditional attacks [78], [79], [80].
On the other hand, AML has been reviewed and surveyed
for various applications such as CV [26], autonomous vehi-
cles [25], and cyber security [81]. The authors in [69], [82],
[83], [84], [85] discussed the foundations of AML and pro-
vided detailed discussion on attack and defense strategies
as well as relevant perspectives for designing more secure
ML models. Reference [86] focused on the taxonomy of
attacks to identify areas of action for researchers while [87]
focused on adversarial example generation and defense mecha-
nisms. Reference [73] provided a unified formulation for AML
on graph data and compared attacks methods and defense
strategies. Furthermore, [25], [64], [70], [71], [72], [88] pro-
vided various perspectives on AML in the CV domain. For
instance [72] focused on AML in object recognition, [71]
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Fig. 2.  Overview of the arrangement of the materials in this review.

focused on AML in image classification and [25] focused on
AML in autonomous Vehicles.

These works presented a taxonomy of attacks, defense
strategies and an outlook to the future. The scope of this
review differs from previous works as it explores AML
attacks that directly target the growing ML/DL applications
in wireless communications. To the best of our knowledge,
this is the first review work that focuses on AML in wire-
less communications by discussing the unique properties of
wireless communications and its effects on AML. These
AML attacks are effective because they operate with low
spectrum footprint, and therefore, they are stealthy (hard to
detect) and energy-efficient [24], [36], [56], [62], [89]. For
instance, [52] showed that the DL-based exploratory attack
is more effective in reducing the system throughput and
more energy efficient than traditional random jamming attacks.
The random jamming attack jams the transmission channel
in some randomly selected instances while the DL-based
exploratory attack jams in carefully selected time slots, thus
using less energy. Due to the unique properties of wireless
communications, it is essential to understand and quantify
the impact of AML attacks on wireless communications and
develop defense mechanisms that are tailored for the wireless
domain.

B. Organization of Paper

An overview of the arrangement of the materials in this
review is given in Figure 2 to help the readers navigate through
this review. The symbols and notations as well as the definition
of some important terms used in this review are summarized in
Section II-A and Section I-C, respectively. Section II briefly
reviews deep learning for wireless communication systems.

Adversarial attacks and AML in wireless communications are
reviewed in Section III. Section IV explores different types of
AML attacks and provides a taxonomy of AML attacks in the
wireless domain. Section V discusses the generation of AML
attacks. Section VI reviews the application areas of AML
for various wireless communication problems. Section VII
presents the AML attack detection and mitigation methods.
Section VIII discusses the future outlook of AML in wireless
communications. Section IX concludes the paper.

C. Terms and Definitions

Terms and definitions used in this review are summarized
in Table I-C.

Definitions

An agent that adds perturbation to clean data with
the aim of fooling ML models.

The perturbation (noise or disturbance) signal gen-
erated by an adversary and added to clean data to
alter it so as to fool an ML based system such as
a classifier.

A sample of the data that has been altered by
adding a perturbation to fool an ML based system.
The process by which an adversary injects the
adversarial example to undermine the ML-based
system.

Learning in the presence of adversaries with the
goal of understanding the impact of AML attacks,
defending against such attacks, and eventually
developing secure DL systems.

A defense mechanism where perturbed samples
are added to the training data to boost model
robustness against adversarial attacks.

The ability of an adversarial example to retain

Terms

Adversary

Adversarial Perturba-
tion

Adversarial Example

Adversarial Attack

Adversarial Machine

Learning

Adpversarial Training

Transferability its potency when transferred between different
models.
The ability of a model to remain reliable under
Robustness

changing conditions including adversarial attacks.
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Fig. 3. Communication system diagram.

II. DEEP LEARNING FOR WIRELESS
COMMUNICATION SYSTEMS

A. Symbols and Notations

X total data points
a data point
adversarial example
class (label) for dataset
class for a data point
particular target label
adversarial perturbation
model parameters
cost function
step size
small positive number
number of classes
gradient operator
neural network classifier function

There is a lot of interest in developing artificial intelligence
for wireless communication systems using radio frequency
(RF) data. This is because the ability to learn and intelli-
gently respond to dynamic and complex operating conditions
will be of utmost importance in future wireless systems. It is
envisioned that the knowledge of current operating conditions
and environment leveraging on wireless big data analytics will
allow communication systems to make the best opportunistic
decisions [19], [90], [91], [92]. To achieve this, work is done to
develop efficient algorithms and methods to extract meaningful
information from complex and massive datasets from commu-
nication systems. Research in DL for wireless communications
have gained tremendous attention in recent times, particularly
the application of machine learning and deep learning to solve
wireless communication problems using RF data. In this sec-
tion, we present the foundation of wireless signal model, the
deep neural network and the application of DL in wireless
communication systems.

~ 8 =

N4
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B. Wireless Signal Modeling and Representation

Traditional wireless communication systems are primar-
ily comprised of a transmitter, a channel and a receiver.

A block-based design principle is pursued to split the
communication systems into multiple independent blocks. The
functional blocks that are typically optimized with the aid
of mathematical model and expert knowledge include source
encoder (which compresses the input data and removes redun-
dancy), channel encoder (which ensures the system can cope
with the effects of the channel by adding redundancy to the
source encoder output) and the modulator (which provides a
mapping based on the desired received signal level and data
rate) [1], [93], [94], [95]. The sequence of source information
bits by, is transformed by coding to a binary sequence mapped
to symbols s;, through modulation as shown in Figure 3. The
modulated signal is passed through a pulse filter. The result-
ing signal is reconstructed to a continuous analog time signal
sp(t) by passing it through a digital-to-analog (D/A) converter.
sp(t) is the baseband signal shifted by the carrier frequency
fe to obtain the bandpass signal s(t) = R{s;(t)e2™ft} [95]
expressed as:

s(t) = R{sp(t)} cos(2mfet) — S{sp(¢)} sin(2mfct). (1)

At the channel, the transmitted signal encounters impair-
ments such as timing drift, frequency offset, noise. The
variations in the channel can be modeled as large-scale fading
and small-scale fading. The received signal r(¢) is the corrupted
form of the signal transmitted due to hardware imperfec-
tions and channel impairments. The effect of the channel
is modeled as a finite impulse response (FIR) filter A(¢, 7).
Therefore, the received signal r(f) is the convolution of the
signal s(t) and the channel h(t,7) given by s(t) * h(t, 7).
r(t) = R{ry(t)e2™ft}, where 1yt is the baseband complex
envelope described by:

n(t) = (s (D) (8, 7)) 5 TR (). @)

The received signal r(¢) is passed through an amplifier and
low-pass filter. The resulting continuous-time signal is con-
verted to its digital version by an analog to digital converter.
This is achieved by sampling it at rate f; = T% samples
per second, giving us a discrete representation of the sig-
nal made up of the in-phase and the quadrature components
and representing the complex raw time-series signals 7. The
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Fig. 4. System model for the applications of DL in wireless communications.

signal is demodulated and passed through the decoder to obtain
the reconstructed information [95].

C. Deep Learning

Deep learning can automatically extract relevant features
from data with no need for hand-engineering, thus making it
more beneficial in most cases than traditional machine learning
algorithms. The main types of deep learning models are:

1) Deep Neural Network (DNN): a type of artificial neural
network (ANN) with multiple hidden layers that can extract
and transform features automatically [96]. It is also con-
sidered a universal function approximator that can identify
inherent patterns and discover linear and non-linear associ-
ations between features. It is computationally and memory
intensive for training due to its large number of parameters.
However, recent advances in the field, such as the development
of tensor processing units (TPUs), have reduced computation
time. A single layer of a neural network is formulated as
y = g(wTz + b) where y is the output of the layer, w are
the weights, x is the input data, b is a bias term and g is the
activation function.

2) Comvolutional Neural Network (CNN): a type of feed-
forward neural network known to perform convolution opera-
tions described in Equation (3) for a multi-dimensional data X
as input and a multi-dimensional filter K. The layers identify
local patterns by using the same geometric transformations
(filters) to various spatial locations in the input data. The con-
volution operation is achieved by taking the dot product of
the filter K with dimension m by n and the input data across
the input space to get a feature map S of dimension i by j as
described in Equation (3). CNNs are well suited for a dataset
with a grid-like topology such as images and time-series data.
They leverage parameter sharing and sparse interactions to
improve efficiency and reduce the memory requirement.

S(i,§) = (K X)(i,5) => > _ X(i—m,j—n)K(m,n)

3

3) Recurrent Neural Network (RNN): a type of artificial
neural network optimized for sequential input tasks, such as
speech recognition, as past observations influence its output.

This is because it can learn from long-term dependencies
and remember past observations. The dependence of the cur-
rent output on past output indicates that RNN shares the
same weights across several time steps. The dependency is
in the form of a feedback loop connected to the output from
the past, which distinguishes it from other types of neural
networks [96].

DL is primarily using a neural network with multiple lay-
ers that perform non-linear transformations on data to provide
some output. For example, supervised learning using a DNN
is expressed as a mapping f that models the mapping from the
input data to a class (label). To learn this input-output rela-
tionship, a weight matrix w is estimated. A loss function /(x,
¥, w) is computed as a point-wise measure of error between
the model prediction § = f(z) and the observed ground truth
v, where x € X is a sample data point in data X and y € C
is a class in C. To estimate w, a cost function J(w), which
is the average loss over all (n) training data samples in X, is
computed as

1
J(w) = J(X,y,w) = — > Ui, yi w).
(zi,y3)

4)

The model is derived by minimizing the cost function
J(w) as

argmin J(w). (5)

weR™
Then, the DNN classifier indexed by the DNN weights w is
determined as f, : X — RY, where C is the number of classes
in C. Interested readers may obtain details of DL in various
sources such as the book [96].

D. Wireless System Functionalities and Applications
of Deep Learning

DL has been extensively used in wireless communications
as extensively surveyed before [1], [2], [3], [90], [93], [97],
[98], [99], [100], [101], [102], [103]. These previous studies
highlight various models and applications of DL in wire-
less communication systems some of which are shown in
Figure 4. The authors in [1] gave an overview of deep learn-
ing for wireless communications focusing on physical layer
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TABLE I

DEEP LEARNING APPLIED TO WIRELESS SYSTEM FUNCTIONALITIES

System functions

Input

[

Output

[

DL Models Applied

Spectrum sensing 1/Q signal Spectrum occupancy DNN, CNN, RNN/LSTM
Signal classification 1/Q signal Type of signals or users DNN, CNN, RNN/LSTM
Modulation classification 1/Q signal Type of modulations(e.g., QPSK, QAM, etc.) DNN, CNN, RNN/LSTM

Channel state informa-
tion, system load, users
QoS requirements, etc.

Resource allocation
etc.

Channel allocation, resource block schedule,

DNN, CNN, RNN/LSTM

communication, spectrum situation awareness and wireless
security in deep learning applications. We discuss some of the
existing works in various application areas including modula-
tion classification, spectrum sensing, resource allocation and
protocol design.

e Modulation and signal classification: DL has been
applied to identify the modulation type or signal in
received signals. The modulation classification problem is
an extensively studied problem in the wireless communi-
cation domain using DL. While modulation classification
seeks to recognize the modulation scheme of a detected
signal to aid correct demodulation of the received sig-
nal, a signal classification algorithm can help in spectrum
monitoring, spectrum management, and secure commu-
nications. Numerous approaches have been used to solve
this problem using DL. These approaches include lever-
aging the constellation density of the signal for classifica-
tion [104], [105], [106] and building DL models that use
RF data for classification [107], [108], [109]. While [1]
focused on DL for physical layer communications, [110]
provided a survey of DL-based modulation classification
with a focus on data representation and signal prepro-
cessing and [111] surveyed modulation recognition with
a focus on the various types of DL algorithms used.

o Spectrum sensing: The objective of spectrum sensing is to
detect the availability of frequency channels in dynamic
spectrum access enabling technology such as cognitive
radios. In recent times, machine learning-based sensing
has been proposed in previous works [112], [113], [114],
[115], [116], [117], [118]. The spectrum sensing appli-
cation is typically developed as a classification problem
that predicts if the channel is occupied or free. Figure 4
shows spectrum sensing in a vehicular network. Spectrum
sensing applications have been surveyed in [119], [120].

e Resource allocation and management: In wireless com-
munications, resource allocation and management such
as beamformer design and power control plays a cen-
tral role in the efficient operation of the communication
system. With the significant increase in the interaction
of different end users, communication technologies,
and network operators as indicated in Figure 4, the
use efficient resource allocation and management tech-
niques such as DL-based approaches becomes inevitable.
Before now, numerical optimization algorithms which
are often complex are used for resource allocation and
management. Numerous DL-based algorithms are being
developed to make resource allocation more efficient [11],
[121], [122], [123], [124], [125]. A large dataset is

collected to train and develop DL models for various
resource allocation and management problems. The work
by [123] assigned resources to non-real time service
in advance by learning the resource allocation pattern
in a prediction window while DL is used to solve
sub-band and power allocation problem in a multi-cell
network [126]. The works in [122], [127] first learn the
resource allocation schemes and prompt the appropriate
action policy a priori to avoid and alleviate the congestion
in an intelligent fashion. Resource allocation to enable
coexistence of transceiver pairs and Wi-Fi users in LTE-U
networks is proposed in [128].
More details on the current trends and application of
machine learning in wireless communications systems are
presented in [97], [99], [101], [129], [130], [131].

III. ADVERSARIAL MACHINE LEARNING FOR WIRELESS
COMMUNICATION SYSTEMS

In this section, we discuss the deep adversarial learn-
ing starting with a brief introduction on adversarial attacks
on deep neural networks and how adversarial attacks work.
Then a survey of deep adversarial learning in other domains
such as computer vision, graphs, and natural language pro-
cessing is presented. Also, adversarial learning in wireless
communications and how the unique properties of wire-
less communication systems affects adversarial attacks are
discussed.

A. Adversarial Attack on Deep Neural Network

As an example of AML attacks, we describe next how
the evasion or the so-called adversarial attack works. We
will discuss other types of AML attacks in Section IV. For
every © € X, fy(z) assigns a label of the form § =
argmaxycc fuw(z,y), where fy,(z,y) corresponds to the out-
put of f,, for class y in C. An adversarial attack on the classifier
fw aims to modify the classified input x with perturbation 7,
such that f,(z 4+ ) # fw(z). For the stealth nature of this
attack, it is required that the perturbation 7, should be small
such that the difference of x + r; from the unperturbed input
data x remains small. Typically, this requirement is relaxed to
constraint ||7; ||, < €, where € is a small positive number and
|| - ||p represents the I, norm with p € {1,2, 00} denoting the
type of norm. The adversarial perturbation r,; for x and f, is
determined by solving the following optimization problem:

min /], ©

s.t. fu(z) # fu(z + 12).
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TABLE 11
SURVEY OF DEEP ADVERSARIAL LEARNING IN DIFFERENT DOMAINS

[ Application area [ Previous work |

Computer Vision [133]-[136]
Natural Language Processing [137]-[144]
Graphs [145]-[148]
Computational Biology [149]-[152]
Electronic health records [152]-[156]
Cancer Diagnosis [157]-[162]

In the context of wireless communications, the lp-norm is a
natural choice for 7 as it accounts for the perturbation (signal)
power [89], [132] compared to other norms such as the /;-norm
that has been used in the CV domain to deter the variation
from human perception [89].

B. Survey of Deep Adversarial Learning

DL has found numerous applications in various areas
and has provided major advancements to solving problems
that have appeared unsolvable in the past. DL has achieved
unprecedented results at scale in solving hard scientific prob-
lems. These advancements have been described in various
surveys as detailed in Table II.

For instance in the computer vision domain, surveys have
focused on applications of DL, including object detection
[133], [134], [135], [136], 3D Data processing [163], [164],
[165], [166], Hyperspectral Image Analysis [167], [168],
[169], [170], [171], Dialogue Systems [137], [138], [139],
[140] and speech processing [141], [142], [143], [144] in
Natural Language Processing (NLP) and other areas such
as Bioinformatics and Computational Biology [149], [150],
[151], [152], Electronic Health Record (EHR) Analysis [152],
[153], [154], [155], [156] and Cancer Diagnosis [157], [158],
[159], [160], [161], [162].

Although DL has achieved remarkable success in various
areas, DL is susceptible to attacks such as small perturba-
tions which can significantly change the prediction of the
DL algorithm as described in Section I. Next, we discuss
the recent work in deep adversarial learning under computer
vision, graphs and natural language processing.

o Deep Adversarial Learning in Computer Vision:
Applications such as driver-less cars and surgical proce-
dures have experienced significant growth with the advent
of deep learning and its application. With these develop-
ments are the concerns of how such critical areas of life
are impacted by the presence of adversaries especially
due to the imperceptible nature of the attack from adver-
saries [26], [183], [184], [185], [186], [187], [188]. This
became evident from [17] where a small imperceptible
perturbation added to the input of image classification
changes the label from stop sign to speed limit sign [189].
The realization of the potential vulnerabilities has led
to the design and development of various algorithms
to mitigate the effect of such perturbations and ensure
model robustness. These include adversarial training
to augment training data with adversarial examples
in training phase [14], [17], [190], [191], [192], [193].
In building state-of-the-art models, more methods to

mitigate the effect of adversaries in computer vision are
surveyed in [26], [64], [82], [184], [194].

o Deep Adversarial Learning in Graphs: Graph-based
learning is unique because it takes into consideration
the input features and relationship of the features dur-
ing training to account for connections between data
samples. This is important because the data structures
are not independent thus changing a connection or fea-
ture will change the prediction from others [195]. This
form of learning has found applications in profiling social
network users [196], [197] and analysis of biological
interaction graphs [198]. The connection and dependence
in the graph-based neural network could amplify the
effect of perturbations when attacked. Adversarial learn-
ing is used in [145], [199], [200], [201] to investigate the
robustness of graph models to various adversarial attacks
using the ideas of graph convolution and also generate
adversarial attacks that can easily be transferred to other
models. Also, to mitigate the effect of attacks, adver-
sarial training is used in [202] to design and implement
a novel adversarial regularized framework that embeds
the topological information and node content into a vec-
tor representation, from which a graph decoder is further
built to reconstruct the input graph. A similar approach
is used in [203] to embed each vertex in a graph in a
low-dimensional vector space. Further studies on graph
models and methods to mitigate attacks can be found
in [73], [146], [204].

e Deep Adversarial Learning in Natural Language
Processing: Applications such as speech recognition and
text classification [205], [206] in the NLP domain also
benefit from the growth in DL. An attacker can perturb
the speech to fool the DL model of speech recogni-
tion systems such as Apple Siri. The work in [207]
crafted audio adversarial examples on the state-of-the-
art speech recognition system, Deep Speech [208], by
adding inaudible sound perturbation. The attack works
with 100% success. The work by [209] showed the
effect of attacks on text classification. This can be in the
form of letter, word, phrase manipulation or an attack
on the word embedding [27], [210], [211]. Also, the
adversarial sentences that have the same syntax structure
as the original sentence and are grammatically correct
were explored in [212], [213], [214]. This attack is
achieved by using synonyms, adding words with dif-
ferent meaning in different contexts or paraphrasing.
Adversarial training to mitigate the adversarial attack has
also been proposed in NLP [215], [216], [217], [218].
Other methods such as randomized smoothing [216],
supervised contrastive adversarial learning (SCAL) [218]
and adversarial debiasing [219] are used in literature.
Further surveys and reviews on adversarial learning in
NLP include [215], [220], [221], [222].

C. Adversarial Learning in Wireless Communications

The application of DL to the wireless communications
domain differs significantly from other application areas such
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TABLE III
DL MODELS FOR ADVERSARIAL MACHINE LEARNING IN WIRELESS COMMUNICATIONS

[ Area Sub-area

| Papers |

signal classification

[28], [57], [59], [132], [172], [173] (CNN)

Signal related modulation classification

[29] (DNN); [30]-[32], [35], [55], [174]-[176] (CNN)

waveform [56], [177] (CNN)
rf fingerprinting [32] (CNN); [178] (RNN)
jamming [51], [52] (DNN); [60], [61], [179]1(RL)

spectrum deception

[58] (RL)

Spectrum related spectrum poisoning

[51], [53] (DNN); [34] (CNN)

perturbation

[54] (DNN, CNN)

spectrum flooding attack [63] (RL)
. CSI estimation [89] (CNN)
Wireless channel related forward error correction [33] (CNN)

membership inference

[180], [181] (DNN)

Privacy related cooperative jammer

[182] (CNN)

priority violation [51] (DNN)
Resource allocation radio access network slicing [62] (RL)
TABLE IV

SUMMARY OF PREVIOUS WORK ON AML ATTACKS IN WIRELESS COMMUNICATIONS

Categorization Attack Type Description Paper

Exploratory Fathom the inner workings of model [34], [51]-[53], [59], [60], [62], [63], [180], [228]-[230]

Attack Type Evasion Fool ML models [28]-[301, [331-[351, [51], [53]-[55], [571, [581, [132], [174]-[176], [176], [178], [182], [231]
Causative Manipulate the training process [34], [51], [53]

B Targeted Cause specific errors [28]-301, [57], [59], [174], [182]

Adversary’s Goal Non-Targeted | Cause any errors [28], 1291, [32], [89], [174], T178]
White-box Full knowledge [28]-[30], [32], [54], [59], [89], [132], [174], [178], [182]

Amount of Knowledge | Black-box No knowledge [281, [29], [32], [35], [54], [57], [61], [132], [179]-[181], [229]
Gray-box Limited knowledge [61], [172]

as CV and NLP because specialized domain knowledge of
wireless communications is needed for proper data represen-
tation, preprocessing, and result interpretation. In addition,
channel, interference, and traffic effects shape both legitimate
communications and others. These properties make the RF
data unique and possibly have a different response to the adver-
sarial attacks. Some unique properties of RF data are identified
and discussed in relation to adversarial example generation and
its effect in Section III-D.

Table III shows various areas in wireless communications
where AML occur and various DL models used. These works
establish the detrimental effect of adversarial attacks on wire-
less communication systems. The different types of attacks are
categorized as detailed in Section IV and Table IV summarize
the previous work on AML attacks in wireless communication
detailing the attack type, categorization of attack, a description
of the attack and the relevant publications.

The body of knowledge on adversarial learning in wire-
less communications is explored in subsequent sections of
this paper that include the uniqueness of wireless adversar-
ial attacks, categorization of AML attacks, attack generation
methods, some application areas and AML attack detection
and proposed mitigation schemes.

D. Unique Properties of Wireless Adversarial Attacks

DL has a strong potential to assist network decisions in
achieving optimal resource management and future networks
are envisioned to rely on DL-driven agents for functions
such as network management automation and optimization of
radio interfaces. The evaluation of the extent to which an
adversary can affect such a complex system becomes crit-
ical in designing future communication systems with DL.

This evaluation becomes critical as there are unique properties
in the wireless communication domain as discussed in this
section.

o Effect of the communication channel: The wireless com-
munication channel has a major impact on adversarial
attacks as they need to be launched over the air to reach
the target receivers that host the victim DL models. One
aspect is that the channel will impose path loss and
phase on adversarial perturbations, and could weaken
and/or change the direction of adversarial signals as they
travel through wireless channels before reaching the tar-
get receivers. For an adversarial attack to succeed over
the air, the adversary needs to account for the dynamic
nature of channels when crafting the adversarial perturba-
tions [28], [29], [30], [31], [32]. In addition, the adversary
may not have access to the DL model at the target receiver
and the process of data gathering by the adversary for
training a surrogate model is typically performed through
a channel, which implies that the training data used by
the adversary is imperfect by default and the effectiveness
of the surrogate model trained by the adversary strongly
depends on channel effects [59]. Furthermore, it has been
shown in [223] that adversarial attacks crafted to fool DL
models trained on time-domain features do not necessar-
ily transfer to DL models trained using frequency-domain
features. By leveraging differences in channels, it is also
viable to seek the objective of correct signal classifica-
tion at one receiver while fooling the signal classifier at
another receiver [28], [31], [176], [182], [224].

o Exploitation and mitigation of channel effects: The adver-
sarial perturbation may aim to fool a wireless signal
classifier at one receiver while the perturbed signal can
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be still decoded at the intended receiver with minimal
loss of reliability [176]. This paradigm can be used
to hide wireless signals (ranging from simple modu-
lated signals to complex 5G signals) from eavesdroppers
[182], [225]. While balancing the objectives of covert-
ness and communication performance, the adversary may
aim to preserve not only the bit error rate (BER) as
in [31] but also the spectral shape of the perturbed signal
as in [58]. In addition, forward error correction (FEC)
- a building block in communication systems to detect
and correct errors encountered due to noise, channel
effects, and hardware impairments - may reduce the effect
of adversarial attack while maintaining communication
performance with the intended receiver [33]. On the other
hand, the adversary may use multiple antennas to trans-
mit perturbations to increase the effect of adversarial
attacks [30].

o Indirect influence on training and test data: A wire-
less adversary cannot directly manipulate the training or
testing data input to a classifier. It also cannot directly
query a transmitter’s classifier and obtain its classification
results as opposed to the typical CV and NLP applications
that often rely on API queries. In an over-the-air attack,
the wireless adversary needs to monitor the actions in
wireless communications and indirectly try to manipu-
late/influence the outcome of the DL model or initiate
actions such as jamming the channel during sensing and
data transmissions [34].

o Heterogeneity in feature representation: The coexistence
of various communication systems introduces hetero-
geneity as a more diverse and complex feature represen-
tation in radio data [35]. This significantly affects the
effectiveness of crafted perturbations. In this context, the
adversary may also aim to fool the wireless signal clas-
sifier at multiple receivers (each possibly belonging to
a different network) by transmitting a signal perturba-
tion and relying on the broadcast nature of omnidirec-
tional transmissions to reach and jointly affect multiple
classifiers. Then, the perturbation needs to be deter-
mined by accounting for multiple channels to different
receivers [28]. In addition to dynamic channels, it is also
possible that network traffic is of stochastic nature or traf-
fic needs to be adapted to dynamic channel effects. Then,
the generation of perturbations needs to be jointly consid-
ered with queue stability with the extended goal for the
adversary to reduce the stable throughput (the maximum
achievable throughput while keeping the packet queues
stable [226]).

IV. CATEGORIZATION OF ADVERSARIAL MACHINE
LEARNING ATTACKS ON WIRELESS COMMUNICATIONS

We present a categorization of AML attacks to aid the
understanding of key concepts of AML and provide an
overview of AML attacks from various perspectives borrowed
from [29], [35], [51], [52], [53], [55], [231] for wireless
communications and [23], [65], [67], [68], [69], [85], [232]
for other domains, especially CV. In particular, we discuss
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Fig. 5. Categorization of attacks based on adversarial machine learning.

adversarial attacks in wireless communications under three
main categories (see Fig. 5) that are defined according to
the influence - the type of attack, the attack phase, and the
amount of knowledge the adversary has about the victim
model. Table IV lists previous works of AML attacks on
wireless communications under these categories.

A. Categorization Based on Influence—Types of Attack

o Exploratory attacks: Also called inference attacks,
exploratory attacks seek to fathom the inner workings
of ML algorithms/models by collecting training data
and imitating the ML model functionally with similar
types of inputs and outputs, namely building a sur-
rogate (shadow) model [233], [234]. The exploratory
attack is typically the leading step prior to subse-
quent attacks as it aims to “explore” the victim model
using techniques such as active learning [235], [236]
or augment the limited information with generative
adversarial networks (GANSs) [237], [238], [239], [240].
Adversarial attacks designed with the surrogate model
are known to transfer to the target model (known as
the transferability property [241]). In a wireless com-
munications scenario, the adversary can learn the trans-
mission patterns of the victim communication system
by observing the spectrum over the air. The effect
of wireless channels on surrogate models was studied
in [59].

e Evasion attack: Also called adversarial attacks, evasion
attacks aim to fool ML models into making wrong deci-
sions by manipulating the input test data [14], [17].
Evasion attacks have been applied to wireless communi-
cations in terms of fooling classifiers used for spectrum
sensing [34], modulation recognition [132], autoencoder-
based end-to-end communication systems [54], channel
state information (CSI) feedback for massive MIMO
[89], [242], channel estimation [243], [244], and initial
access in directional communications [245]. One chal-
lenge in the wireless domain is that the adversarial
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Fig. 6. Attacks in adversarial machine learning [250].

perturbations observed by the target classifier are received B. Categorization Based on Attack Phase
subject to channel effects such that these perturbations
need to be crafted by accounting for channel effects [28],
[31], [32], [56]. These attacks are typically stealthier and
more energy-efficient than traditional jamming attacks
(such as the one that solely aim to cause interference
to data transmission, e.g., [76], [77], [246]) as they only
need to transmit low-power signals over a short period
of time to confuse the ML algorithms in their decision
making.
o Causative attack: Also called poisoning attacks, causative Adversary Has About the Victim Model

attacks aim to manipulate the training process of ML o White-box attack: The adversary knows the training data,

o Training phase: The causative and trojan attacks occur
in the training phase of the model development. See
Section IV-A for discussion on these attacks.

o Testing phase: The exploratory attack, evasion attack and
trojan attack occur in the test time. See Section IV-A for
discussion on these attacks.

C. Categorization Based on the Amount of Knowledge the

models by injecting vulnerabilities such as false training
data to the ML models [247], [248]. Causative attacks
are effective against DNNs as they are highly suscep-
tible to inaccuracies in training data. An example of a
causative attack in wireless communications is spectrum
poisoning where the adversary exploits the (re)training
process of the ML classifier so that the ML model
is poorly (re)trained. Examples of causative attacks in
wireless communications include attacks on spectrum
sensing [34], cooperative spectrum sensing [228], and IoT
systems [229], [249].

Trojan attacks: Also called backdoor attacks are com-
binations of evasion and causative attacks, where the
adversary injects triggers (backdoors) to training data
and then activates them for some input samples in test
time [251], [252]. Trojan attack has been considered
against wireless signal classifiers in [173] by formulat-
ing controlled phase shifts as backdoors and adding them
into the transmitted and received RF data samples.

architecture, algorithm and/or optimization techniques
such that it has full access to the trained model f and
knows the input at the classifier. For an over-the-air white-
box attack in wireless communications, the adversary also
needs to know the channel between the adversary and
the receiver, since the channel affects the perturbation
perceived at the receiver [28], [31], [32], [59].

e Black-box attack: The black-box attack is a more realistic

and more relaxed model for many security threats [253]
as the adversary has neither knowledge about nor access
to the training data and/or the trained model f. In that
case, the adversary tries to deduce information from the
returned results of the model. Black-box attacks typi-
cally use a surrogate (shadow) model, which is trained
to perform an identical task as the target network dur-
ing the inference attack. In wireless communications, the
surrogate model strongly depends on the channel char-
acteristics with respect to the adversary and the victim
system [59].

Figure 6 gives a pictorial representation of AML attack o Gray-box attack: In a gray-box attack, the adversary has
models and shows how the different attacks work, as well some knowledge of the data/algorithm as well as limited
as the general procedure for attack formation. access to the model f. One example from the wireless
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domain is not knowing the exact channel but knowing
an estimate, the distribution or some statistics of the
channel, e.g., Rayleigh vs. Rician fading, the value of
pathloss exponent or the value of signal-to-noise-ratio
(SNR), etc. [28].

D. Categorization Based on Type of Adversary’s Goals

o Targeted attack: The adversary tries to produce the per-
turbation 7 that will cause specific errors in the output
of a receiver by targeting a signal x to generate errors
such that f,,(z + r;) = y' for a particular target class y’.
For example, consider a 4-class modulation classification
problem with BPSK, QPSK, QAM 16 and QAM 64 as
classes and consider the adversary that seeks to fool the
modulation classifier into classifying a signal modulated
with QAM 16 as a QAM 64.

e Non-targeted attack: The adversary tries to pro-
duce the perturbation r, that will cause errors in the
output of the algorithm independent of the classes thereby
reducing the confidence in the algorithm due to decreased
accuracy. In our previous example of a 4-class modula-
tion classification problem with BPSK, QPSK, QAM 16
and QAM 64 as classes, the adversary seeks to fool the
modulation classifier into classifying a signal modulated
with QAM 16 as any other available class such as BPSK,
QPSK, or QAM 64, i.e., fi,(z+15) # y for any y = f(x).

E. Other Types of Categorization

Some other types of categorization for AML attacks include
categorization based on the frequency of attack and catego-
rization based on the degree of freedom the adversary has in
accessing the system’s input.

o In the attack frequency category [35], there is a one-step

attack that computes the gradient of the loss function at
a time to create perturbations. There is also an iterative
attack that performs the same computation as a one-step
attack multiple times to create the perturbations. This is
enabled by perpetual access to the model and can be
computationally intensive and costly.

e Based on the adversary’s degree of freedom to the input

of the system, there may be physical and digital attacks.
In a physical attack, there is an indirect application of
the input to the model which is different from the dig-
ital attack where the adversary can explicitly design the
input of the model [54], [253]. We can also remove
the requirement for the adversary to know the input test
samples and craft input-agnostic adversarial attacks, also
called Universal Adversarial Perturbation (UAP) [254].
UAP attacks can be built against wireless signal classi-
fiers, where the adversary does not need to know about
the transmitted signal [28], [132]. It is also possible to
limit attacks to certain users, e.g., evasion attacks to fool
classifiers only at a subset of receivers [28] and causative
attacks launched from a selected subset of IoT devices to
manipulate the training process at a fusion center [229].

These attack types may overlap in the description of an

attack. For example, the authors in [29] studied both targeted,

white-box evasion attack and non-targeted white-box evasion
attacks for DL-based modulation classification.

V. GENERATION OF ATTACKS IN WIRELESS
COMMUNICATIONS

In this section, we describe the approaches to generate
attacks in AML, including evasion attacks, exploratory attacks
and causative attacks.

A. Generation of Evasion Attacks

Evasion attacks to generate adversarial examples are charac-
terized as subtly crafted imperceptible perturbations r, added
to the original inputs x of the ML model such that the input
to the classifier is #’ = x + 7, by solving the optimization
problem (6) for r;. In the wireless domain, the problem is
changed by setting with ' = k2 + hyqrz + n, where
x’ is the received signal, x is the transmitted signal, r; is
the transmitted perturbation, h¢ , is the channel gain from the
transmitter to the receiver, h; o is the channel gain from the
transmitter to the adversary, and » is the receiver noise.

It is difficult to solve (6) due to the non-linearity of the DNN
mapping. Instead, we can approximate the solution. This is
achieved by maximizing the loss function L(w, x, y) used in the
training process of the classifier f,, (e.g., the cross-entropy loss
function is L(w,z,y) = —log(l + exp(—fw(z,y))) subject
to the condition that the perturbation is upper bounded. Thus,
the adversarial perturbation 7, can be found by solving

max L(w,x + 14,y)

s.t. min|[rz[|p <, (7)

where € is the upper bound on the adversarial perturba-
tion. Various methods have been proposed to approximately
solve (7), thus generating adversarial examples. These meth-
ods include but are not limited to one-step gradient-based
method such as Fast Gradient Sign Method (FGSM) [17],
and its iterative variants such as Basic Iterative Method
(BIM) [253], Projected Gradient Descent (PGD) [190],
Momentum Iterative Method [255], Box Constrained Limited-
Memory BroydenFletcherGoldfarbShanno (L-BFGS) [14], and
Carlini & Wagner (C&W). We describe some of these methods
that have been used to generate adversarial attacks on wireless
communications.

1) Fast Gradient Sign Method (FGSM) [17]: One popular
method that has been used to generate adversarial examples
in the wireless domain is the FGSM. The FGSM is a one-
step gradient-based method developed on finding the scaled
sign of the gradient of the cost function and aims at minimiz-
ing the strength of the perturbation. It is a computationally
effective method for adversarial attack generation based on the
postulation that the DNNs are prone to linear-type adversar-
ial attacks because of their use of linear techniques for easier
optimization. The FGSM-generated perturbation is achieved
by linearizing the model’s cost function J(w, x, y) around the
current value of x. FGSM generates an adversarial example
that significantly resembles the original input x by starting
with an original input to the ML model and adjusts it in the
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direction of the gradient of the loss function with respect to
the input by an amount limited by a parameter € stated as:

z* =z +e-sign(VyJ(z,y,w)), ®)

where z* is the crafted adversarial example, x is the origi-
nal input, J(x, y, w) is the cost function of the DNN with
parameters w, y is the class associated with x, and € is a
small number to limit the perturbation [230]. Note that the
Fast Gradient Method (FGM) is a generalization of FGSM to
meet the Lo norm bound ||z* — z[|5 < € as

ViJ(z,y, w)
||V$J(I7 Y, w)||2 .

f=z+e- )

FGSM is also used in iterative methods such as the

following.

e Basic iterative method (BIM) [253]: The BIM can be
viewed as multiple steps of FGSM with a small step size
as well as a clipping of results after each iteration to
establish that the results are in an e-neighborhood of the
original input data. The iteration for the BIM is given by

Ty = clipy (xf,l +e€- Sign(VxJ(x;il, Y, w))), (10)

where clip, . clips the values of the adversarial sample
to an e-neighborhood of the original sample x.

e Projected Gradient Descent (PGD) [190]: PGD is a
multi-step variant of FGSM on the negative loss func-
tion that helps initiate adversarial attacks with the aim
of examining or analyzing the performance of a neural
network from an optimization point of view. It puts a
limit on the total perturbation in Loo-norm from zj =
x + Up(—e¢,€), where Up(—¢,€) is the uniform random
perturbation. In ¢ iterations, x is determined as

7 = Ty, oy (o1 + g (Vo d (7 1,wew)). (1D

where II Be(z) is the projection operator. The procedure
of adversarial example generation includes adding noise,
computing gradient, stepping, and projecting back.

o Momentum Iterative Method (MIM) [255]: The
MIM was developed to solve the problems related
to over-fitting and local minima. It helps speed up
the gradient descent iterations. In scenarios where the
performance of FGSM is inhibited due to the presence
of strong interference and distortion, the MIM applies
momentum to the iterative attacks so as to stabilize
and maintain the correct direction of the update with
generalization of adversarial examples.

2) L-BFGS Method [14]: Box-constrained L-BFGS is an
example of optimization-based method for generating adver-
sarial examples. For an instance of x, L-BFGS finds a different
x* that is very much alike to x based on the Lo distance but is
labeled differently by the classifier. This problem is laborious
and is modeled as the following constrained minimization:

min ||z — z*[|3,
st fu(z+ 1) = Y,

(x4 rz) €10,1]", (12)

where ¢’ is the target class. To solve (12), it is transformed to

min \- ||z —a:*||§—|— J(x,y/,w)

s.t. z* €[0,1]", (13)

where J(z,y’, w) is a function mapping an instance of x to a
positive real number using the loss function. In (13), the cross-
entropy loss function is typically used as the loss function J
and line search is used to find the positive constant A that
generates an adversarial example of minimum distance.

B. Generation of Exploratory Attack

In an exploratory attack, an adversary seeks to understand
the internal operations on an ML model and leverage on such
knowledge to attack the ML model and ultimately undermine
the effectiveness of the ML-based system. This is achieved
by developing a surrogate (or shadow) model that can mimic
the operation of the original ML model. The approach is to
steal training data and build models that have the same (or
similar) output as the original model. With the information
on how the original model functions, the attacker can make
informed decisions as to how to attack and alter the overall
performance of the ML-based system. For example, in [227],
an exploratory attack is launched on the cognitive radio as
a preliminary step to learn when and how to jam the cog-
nitive radio transmissions. The adversary senses a channel,
captures the transmitters decisions and learns the pattern of
successful transmissions by tracking acknowledgments from
the receiver, and launches an exploratory attack to build a
DL classifier (surrogate model) that is functionally equiva-
lent to the one at that transmitter. In another example [51],
an adversary observes the spectrum and develops a DNN to
infer the channel access algorithm used by an IoT transmitter
and predict the outcome of the transmissions before jamming
it. Exploratory attacks are also launched to infer reinforce-
ment learning mechanisms used in wireless channel access
and jam the underlying communications. [60], [61] designed
a DRL-based jamming attacker that employs a dynamic policy
and aims to minimize the channel access accuracy of a DRL-
based dynamic channel access user. The DRL attacker is able
to observe the victim’s interaction with its environment for a
period of time and learns the activity pattern. The attacker
has no prior information about the channel switching pat-
tern on a victim’s action policy and both DRL-based systems
can interact with each other, retrain their models and adapt
to the opponent’s policy. Also, [62], [63] introduced a rein-
forcement learning (RL) algorithm to disrupt 5G radio access
network slicing (based on another RL algorithm [256], [257])
by observing the spectrum and developing an RL-based sur-
rogate model. This model decides which resource blocks to
jam in order to attain a high number of failed network slicing
requests. Jamming a resource block causes a reduction in the
RL algorithm’s reward thus, affecting the model’s performance
as the reward is used to update the RL algorithm.

Although the exploratory attacks described above follow the
same paradigm, there are no standard attack generation meth-
ods as we have in evasion attacks. All the methods use a
common approach based on learning the internal workings of
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TABLE V

REVIEW OF PREVIOUS WORKS ON AML ATTACKS IN MODULATION CLASSIFICATION

[ Paper [ Attack Type [ Objective [ Attack Method [ DL Problem [ Data used
White-box, Black- Explore how to launch a realistic evasion attack by taking Modulation
[29] box, Targeted, Un- into consideration the channel effect as well as the power FGM, UAP I RML2016.10A [260]
; . classification
targeted, Evasion constraint at the adversary.
FGSM, Box- 1\ fodulation
[175] Evasion Test the attack efficiency of two types of adversarial attacks. constrained L- e RML2016.04C [4]
BEGS classification
. Explore the feasibility and effectiveness of adversarial at- .
[35] Eva§ ion, Black-box, tacks and determine the optimal perturbation level for attack FGSM, PGD, BIM, MOdl.ll‘am?n RML2016.10A [260]
White-box R, MIM classification
invisibility and success.
Introduce a new attack that slightly manipulates training data | Embed Trojans in Modulation
[173] Trojan attack by inserting Trojans (i.e., triggers) to a few training data | training data and . . RML2016.10A [260]
. . . . s . classification
samples and then activate them later in test time. trigger it in test time
. Evaluate the vulnerabilities of raw I/Q based modulation Modulation RML2016'10A 260],
[55] Evasion . . FGSM . . three synthetic datasets
classification. classification R .
using GNU radio
[31], Minimize the accuracy of the intruder in determining the Modulation
[176], Evasion modulation scheme used by a transmitter by perturbing the | PGD . Locally generated data
. classification
[261] channel input symbols.
(172] Gray-box Mitigate adversar'lal examples in RF classifiers using autoen- FGSM MOdl'llvatIO'n RML2018A [108]
coder preprocessing. classification
Investigate the use of multiple antennas to generate multi-
Evasion White-box ple concurrent perturbations over different channel effects Modulation
(301 Targeted (subject to total power budget) to the input of DNN-based FGM classification RML2016.10A [260]
modulation classifier at a wireless receiver.
Evasion White- Show the susceptibility of DL models to adversarial attacks PCA-based UAP, Modulation
[132] R and present practical methods for crafting adversarial exam- FGM-modified e RML2016.10A [260]
box, Black-box o . . . S classification
ples in modulation classification. bisection search
Evasion. Tareeted Fool a DL-based eavesdropper by a cooperative jammer Modulation Locally generated data
[182] Lo & ’ transmitting adversarial perturbation so as to hide 5G com- FGM classification using MATLAB 5G tool-
White-box L
munications from the eavesdropper. and 5G system | box
. Extend the use of communication-aware evasion attack Perlurbatl(‘)n‘created Modulation Synthetic data generated
[33] Evasion . by Adversarial Mu- e . .
through the use of forward error correction (FEC). . classification using Liquid DSP
tation Network
Evasion, Examine how the DL-based automatic modulation classifier Modulation
[174] Untargeted, White- breaks down in the presence of an adversary with direct FGSM, MI-FGSM . . RML2016.10A [260].
. classification
box, Targeted access to its inputs.
Evasion, Black-box, Explore how to design realistic adversarial attacks in the Modulation
[28] Untargeted, White- presence of realistic channel effects and multiple classifiers FGM, UAP . . RML2016.10A [260]
. . classification
box, Targeted at different receivers.
. Provide a generalized wireless AML problem (GWAP) and AML waveform Modglfithn RMLZOI&OIA L108],
White-box, . X . . . classification, 1000-device dataset
[32] experimental evaluation of AML attacks launched against | jamming, AML . .
Untargeted Targeted RO o . Radio of WiFi and ADS-B
wireless DL systems waveform synthesis N . o
Fingerprinting transmissions
Introduce spectral deception loss metric implemented during Adversarial Modulation
[58] Evasion training to make the spectral shape more in-line with the Mutation Network . . Locally generated data
. . classification
original signal. (AMN)
PGD, uniform ran- Defense
. Minimize the accuracy of an intruder while still ensuring the dom noise of La- against
(176] Evasion successful decoding of a signal by the intended receiver. norm to a block of | modulation Locally generated data
128 1/Q symbols detection
. Study the effect of adversarial attacks on ML-based AMC .. Modulation
262] Evasion model using different data-driven subsampling strategies Carlini-Wagner classification RML2016.10B [260]
[263] white-box,  black- Present an input-agnostic adversarial attack that is unde- UAP Modglangn RML2016.10A [260]
box tectable and robust to removal classification

the original model, building a surrogate model and attacking
the ML-based model using the knowledge from the surro-
gate model. Table IV shows examples of previous works on

exploratory attacks.

C. Generation of Causative Attack

The causative attack seeks to downgrade the ability of a ML
system to perform optimally by injecting vulnerabilities into

89

Since the attack occurs before model training, the contamina-
tion affects any type of ML model and efforts on parameter
tuning yields little or no improvement on the model’s abil-

ity to make good predictions [250]. As we have observed in
the exploratory attack, there are no standard attack generation

methods but the paradigm of poisoning the training data is

consistent in all forms of causative attacks. Table IV shows

the training process. These injected vulnerabilities can be as
a result of the adversary by intentionally meddling with the

label of the data or by crafting and embedding unique learnable

features. The model learns these unique features which causes

it to deviate from its original objective, thus, causing consid-
erable degradation in the ability of the model to make good
predictions. The injection of vulnerabilities might be during
the initial model development or the model re-training process.

some previous work on causative attack.

VI. APPLICATION AREAS OF ADVERSARIAL MACHINE
LEARNING IN WIRELESS COMMUNICATIONS

Grouped according to the type of DL problem, we discuss
and review various studies on AML in wireless communication
and present them in Tables V (for modulation classifica-
tion), Table VI (for spectrum sensing), Table VIII (for signal
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TABLE VI
REVIEW OF PREVIOUS WORKS ON AML ATTACKS IN SPECTRUM SENSING
[ Paper [ Attack Type [ Objective [ Attack Method [ DL Problem [ Data used
. . . Cognitive
[52], Exploratory Laqnch an exploralor}y allgck on cognitive radio as a pre- Jam leglt}male user | 4o channel Locally generated data
[228] liminary step before jamming. transmissions access
Spectrum Launch an over-the-air attack to infer the transmitter’s be- Imiect  perturbation Spectrum
[53] poisoning, havior and falsify the spectrum sensing data by transmitting J P ‘p . Locally generated data
. . to the channel sensing
Exploratory perturbations over the air.
Build a DNN classifier to infer the channel access algorithm .
Exploratory, . . . Jamming, Spectrum
. . of a transmitter and predict the transmission result, and - - Spectrum
[51] Evasion, Causative, . . poisoning, Priority R Locally generated data
develop a defense mechanism to confuse the adversary in Lo sensing
Black box . violation
its attack strategy.
. . . . . Dataset collected from
Propose Learning-Evaluation-Beating(LEB) attack against Cooperative .
Black-box, . . ; . K 5282 locations [264],
[229] cooperative spectrum sensing (extension of spectrum sensing LEB attack spectrum .
Exploratory data falsification attack on cognitive radio) sensin Data from 5 locations
‘ s : sing using USRP N210
Develop deep reinforcement learning (DRL)-based dynamic DRL-based attacker .
S N . . . . Dynamic
channel access system and DRL-based jamming attack to use dynamic policy
[61] Black box Gray box P . . X o PRSI . spectrum Locally generated data.
study the sensitivity of DRL-based wireless communications to minimize the vic-
. - access (DSA)
to adversarial attacks. tim’s channel access
. - . Attacker jams
Exploratory, Launch over-the-air spectrum poisoning attacks by learning SO Spectrum
(34] Evasion, Causative first the transmitter’s behavior. the . tran_s mtter's sensing, DSA Locally generated data
sensing period
Compare the performances of two adversarial policies: feed- Jammine of a vie- Dynamic spec-
[60] Exploratory forward neural network (FNN) and DRL policies on the . s Y p Locally generated data
. tim model trum access
performance of a DRL-based dynamic channel access agent.
Manipulate  inputs
[265] Explgralory, Prgsent A'ML' attack on spectrum sharing of 5G communi- to the 'cl'assmer ‘by Spectrum shar- Locally generated data
Evasion cations with incumbent users. transmitting  during ing
spectrum sensing
TABLE VII
REVIEW OF PREVIOUS WORKS ON AML ATTACKS RESOURCE ALLOCATION AND MANAGEMENT
[ Paper [ Attack Type [ Objective [ Attack Method [ DL Problem [ Data used
Develop defense strategies against DRL-based jamming at- DRL-based Multichannel
(1791 Black-box tacks on a DRL-based dynamic multichannel access agent. jamming attacker access Locally generated data
Investigate the vulnerability of a DNN used for mmWave FGM’ adversary mmWave
L s . tries to change the beam
[246] non-targeted beam prediction as part of the initial access process in 5G . . Locally generated data
S beam to one of the | prediction
and beyond communications. :
worst beams in 5G
Study the vulnerabilities of DRL agents that perform both DRL-based adver- dynamic chan-
[266] Exploratory dynamic channel access and power control in wireless sarial jamming at- nel access and Locally generated data
interference channels to adversarial attacks. tack power control
white-box.  black- Show that adversarial attacks can break DL-based power (FGSM), Power DL power allocation
[243] box ’ allocation in the downlink of a massive multiple-input- momentum iterative allocation in massive MIMO
multiple-output (maMIMO) network. FGSM, and PGD in a maMIMO dataset [267]
Investigate the learning-based wireless jamming attacks on Feed-forward .
[60] Exploratory deep reinforcement learning policies on dynamic multichan- neural network | Dynamic Locally generated data
) and DRL based | channel access
nel access. . .
jamming attacks
Adversary  builds Resource
[62] Explorato Present an over-the-air attack to manipulate the RL algo- an RL-based model allocation for Locally eenerated data
P Ty rithm and disrupt 5G network slicing. and jams selected 5G  network ye
resource blocks slicing
Adversary crafts
L Resource
fake network slicing allocation  for
[63] Exploratory Present flooding attack on 5G network slicing. requests to consume Locally generated data
. 5G  network
the 5G radio access .
slicing
network resources
Simplified Analyti-
Causative Check the effect of AML based attacks on power allocation cal Gradient-Based
. ’ where the base station (BS) allocate its transmit power Attack and DNN Power alloca-
[268] Exploratory, . . - . . . . Locally generated data
taroeted to multiple orthogonal subcarriers by using a deep neural Gradient-Based At- tion
& network (DNN) to serve multiple user equipments (UEs). tack to change the
DNNs input

classification), and Table IX (for other areas in the wireless
communication domain).

A. Modulation Classification and Signal Classification

Modulation classification — the process between the detec-
tion and demodulation of a signal — is an important step
towards developing an intelligent radio receiver and has been
extensively studied [258]. Recently, the research in this area

has gained new attention with the use of DL. Reference [4]
showed that DL algorithms for modulation classification using
RF data outperform the use of expert features and higher
order moments. AML for modulation recognition has been
extensively using evasion and/or trojan attacks. Reference
[35], [132], [175] showed the susceptibility of DL models to
adversarial attacks on modulation classification under different
scenarios such as data with noise and variation in SNR level.
Reference [55], [132] pointed out that the adversarial examples
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TABLE VIII

REVIEW OF PREVIOUS WORKS ON AML ATTACKS ON SIGNAL CLASSIFICATION
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[ Paper Attack Type [ Objective [ Attack Method [ DL Problem [ Data used
Black-box, Shpw that DL-based signal cla§s1ﬁers are. vulnerable to Membership _infer- Wircless signal
[180] privacy threats due to over-the-air information leakage of o . Locally generated data
Exploratory their model ence attack (MIA) classification
Exploratory, White- Investigate the channel effects on surrpgate model built by Maxnmunj Received Wircless signal RML2016.10A [260] &
[59] box, Targeted an adversary that uses the over-the-air observed spectrum Perturbation Power classification Jocally generated data
’ data. (MRPP) attack [29] .
. . . Survey appli- RML2018A [108], over-
[231] Evasion Develop methods for detection of adversarial perturbations | pgn cation & spec- | the-air Bluetooth, WiFi,
used against wireless signal classifiers. o . N
trum sensing ZigBee datasets
Evasion, Reinforcement Sienal authen- Simulated data  and
[178] Untargeted, White- Fool a DL-based signal classifier (authenticator). learning-based ticga tion testbed data from Pluto
box attack SDRs
. . .. Signal & , pro- Locally generated WiFi,
57| T pakon | b el of i evanpes s bep K8 | ConiWgner | o GGG | pheont & zighe
P : cation data. RML2018A [108]
. . . . . Signal Detec-
[263] white-box,  black- Present an input-agnostic adversarial attack that is unde- UAP tion in OFDM RML2016.10A [260]
box tectable and robust to removal.
Systems
TABLE IX
REVIEW OF OTHER PREVIOUS WORKS ON AML ATTACKS IN WIRELESS COMMUNICATIONS
[ Paper [ Attack Type [ Objective [ Attack Method [ DL Problem [ Data used |
Black-box, Show that end-to-end learning of communication systems . End-to-end
. Iterative method | autoencoder
[54] Exploratory, through autoencoder can be extremely vulnerable to physical based on UAP communica- Locally generated data
Evasion adversarial attacks. R
tion systems
. ) J TIoT data fu- . o
(230] Exploratory Employ‘ 'AML tec‘h‘mques to launch attacks against the IoT Partial-model attack sion/aggregation Syn[‘h§tlc ) d‘{lld ) from
data fusion process. process Gaussian distributions
Attacker modeled . -
. Present a method to craft adversarial attack and show its by a bias layer Massive Locally gengrdted data
White-box, . . MIMO  CSI | generated using COST
[89] effect on DL-based channel state information (CSI) feedback between the .
Untargeted process encoder and feedback 2100 channel model
decoder of CsiNet process (2741
. . T Spoofing attack on Physical layer
[265] ixploralory, Spoof- EJrsrslfnstlisﬁlversarlal attack on signal authentication in net- the network slicing authentication Locally generated data
£ g application of 5G device

for modulation classification are more effective than perturba-
tions crafted by adding Gaussian noise. Table V shows AML
studies focused on modulation classification. Similar to the
modulation classification problem, AML has also been applied
to wireless signal classification. Signal classification aims
to identify the transmitting signal in a spectrum. Table VIII
highlights relevant work on AML for signal classification.

B. Spectrum Sensing

Most of the AML studies focused on spectrum sensing and
dynamic spectrum access (DSA) use exploratory attacks in
which the attacker learns the operational pattern of the DNN
model and builds a surrogate model which gives the same or
similar output as the original classifier when given the same
input. Spectrum sensing and DSA are key components of cog-
nitive radio systems for efficient discovery and use of spectrum
to achieve situational awareness [53]. Given the broadcast and
over-the-air nature of wireless communications, there are var-
ious attacks that attempt to undermine the spectrum sensing
results. This can include causative attack to change the sensed
features as well as priority violation attacks to violate priori-
ties in channel access by pretending to have higher priority and
transmitting during the sensing phase [51]. AML attacks on
spectrum sensing typically involve an adversary that develops
a surrogate model and can correctly predict the outcome of
the original DL model. Such an adversary jams the successful

transmissions, thus reducing the success rate of the original
model [52], [60], [227]. As shown in [34], [52], [227], [228],
these attacks are more energy-efficient and more effective than
random jamming. Table VI highlight the studies on AML for
spectrum sensing and DSA applications.

C. Resource Allocation and Management

The need to satisfy the demand for faster response time,
increased reliability of wireless transmissions as well as
larger bandwidth has made the use of efficient algorithm
and approach for resource allocation and control such as
power control, and beamformer design increasingly impor-
tant. ML/DL techniques applied to achieve optimal resource
usage are also susceptible to adversarial attacks. Table VII
shows some studies on AML for resource allocation and
management.

D. Other Areas in Wireless Communications

AML attacks have been also applied to other areas in wire-
less communications. This includes attacks on IoT data fusion
process [229], IoT device authentication [268], physical-layer
signal authentication [269], [270], spectrum monitoring [271]
with federated learning [272]. A review of the AML stud-
ies on other areas in wireless communication is presented in
Table IX.
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VII. DETECTION AND MITIGATION OF AML ATTACKS IN
WIRELESS COMMUNICATIONS

Next, we present various methods that have been used
to defend against AML attacks on wireless communication
systems.

A. Train With Adversarial Perturbations

Training the DNNs with adversarial examples is a pop-
ular method of mitigating the effect of adversarial attacks
and ensuring robustness [190]. Adversarial training consists
of generating adversarial examples according to one or more
attack methods and retraining the DNNs with labeled adver-
sarial examples. The goal is to prevent an adversary from
identifying the structure of the signals transmitted so as to
prevent it from disrupting the communication system. This
defense mechanism has been applied to protect wireless sig-
nal classifiers against evasion attacks [28], where randomized
smoothing [274] used in training time increases the robust-
ness of classifiers against adversarial attacks later in test
time.

There are some challenges that pertain to adversarial train-
ing; some of these include a scenario where the adver-
sary uses a different attack from the one used in training.
In addition to that, an adversary can create new pertur-
bations using a model trained with adversarial examples.
However, training with adversarial examples typically reduces
the performance of DL models on unperturbed signals. In try-
ing to overcome these challenges, training can be performed
with multiple adversarial examples [190]. In addition, cer-
tified defense [275] can be built in train and test times to
ensure statistical significance of classification results in the
presence of adversarial attacks in test time. Certified defense
has been used in [28] to provide performance guarantees
for wireless signal classifiers in the presence of adversar-
ial examples. Another way to mitigate adversarial attacks
during training is pre-training of the DL based wireless
signal classifiers by an autoencoder such that the trained
model becomes robust to the deceiving effect of adversarial
examples [172].

B. Statistical Approaches

o Peak-to-average power ratio (PAPR) of RF samples: One
way of detecting adversarial examples it to leverage the
properties of radio frequency (RF) data and apply a statis-
tical test by taking advantage of the PAPR of digitized RF
samples of the received signals [230]. The PAPR distri-
bution is used in the wireless domain to depict a specific
class of signal’s footprint such that if the inferred output
of an input signal is categorized to a particular class and
its PAPR statistic contradicts with high level of confi-
dence, further analysis and assessment should be carried
out to reach a true conclusion. To determine if an adver-
sarial example is present in a wireless communication
environment, the Kolmogorov-Smirnov (KS) two-sample
test (performed by collecting a sample sized input and
then computing and evaluating the PAPR distributions

for the samples) can be used to ascertain if the PAPR
is similar to the statistic of an adversarial example or a
legitimate example [230].

o Use the softmax outputs of the DNN classifier: This is
also a KS statistical test for adversarial example detection.
The softmax output of the DNN classifier is used to deter-
mine if adversarial examples have brought about a change
in distribution using the statistics of the final layer of a
neural network. Typically, the statistical size of the input
data is a good determination of the quality of the statisti-
cal test. The effectiveness of the method depends on the
type of waveform and propagation channel, as discussed
in [230].

o Statistical methods to detect adversarial triggers:
Adversarial triggers such as Trojans (or backdoors)
inserted to training data can be detected by statistical
methods such as clustering and median absolute devia-
tion (MAD) algorithm. In particular, the MAD algorithm
computes the median of the absolute deviations from
the data’s median, namely median(|z; — X|), where
X = median(X), to discover outliers, and is shown
in [173] to be effective against Trojan attacks on wireless
signal classifiers.

C. Randomizing the DL Algorithm by Adding Small
Variations to Classifier Outputs

This approach adds slight variations to the output of the
DNN classifier and deliberately performs some (typically a
small number of) erroneous actions so as to deceive the adver-
sary and defend against exploratory attacks. For example, the
transmitter can intentionally utilize a busy channel for trans-
mitting or skip a transmission opportunity in an idle channel
such that the adversary that observes the spectrum cannot train
a reliable surrogate model. This defense mechanism has been
applied to protect wireless signal classifiers against inference
attacks (before launching jamming attacks) in [227] as well
as against evasion and causative attacks in [34]. Note that
network uncertainty (e.g., due to dynamic channel and traf-
fic effects) and randomization or obfuscation-based defense
methods have also been leveraged before against traditional
network attacks such as jamming and traffic inference to con-
fuse the adversaries [76], [77], [246], [276]. Defense against
AML attacks on reinforcement learning follows a similar
diversification approach to protect wireless communications
[61], [179]. The defender may alternate among different chan-
nel access decisions (derived through proportional-integral-
derivative (PID) controller and imitation learning) to increase
the uncertainty at the adversary. Another defense approach
is to adopt orthogonal policies in reinforcement learning to
prevent the adversary from quickly switching between its imi-
tated policies. On top of these mitigation policies, it is also
viable to detect the adversaries by monitoring changes in
rewards and distinguishing the spectrum environment changes
from adversarial jamming attacks [61], [179]. Table X reviews
the defense strategies that have been used by previous works
in the wireless domain.
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TABLE X
SUMMARY OF DEFENSE STRATEGIES AGAINST AML ATTACKS IN
WIRELESS COMMUNICATIONS

[ Paper I
[34], [511,

[521,  [176],
[228]

Defense Strategy |

Deliberately makes a small number of incorrect transmit actions
so as to fool the adversary and prevent it from building a reliable
classifier, e.g., transmit in a busy channel.

Slightly modifies the transmitted signal; enough to fool an in-
truder and allow for correction using the error correction modules
of the receiver.

Uses an autoencoder for the DL classifier to remove non-salient
features thereby removing perturbations.

Uses the MAD algorithm and two-step technique of dimensional-
ity reduction and clustering via t-distributed stochastic neighbor
embedding (t-SNE) to detect Trojan triggers.

Applies KS Statistics that uses the peak-to-average power ratio
or the softmax output of the ML model for distribution shift
detection.

Applies randomized smoothing in training time to increase the
robustness of classifiers against adversarial attacks in test time
and ensures statistical significance of classification results in the
presence of adversarial attacks in test time.

Applies a diversification approach by alternating the reinforce-
ment learning algorithm among different channel access decisions
(via PID controller and imitation learning) and adopting orthog-
onal policies to restrict the adversary’s response.

Adding a constrained perturbation to the signal and ensuring that
the signal remains decodable by the oblivious legitimate receiver
and minimizing detection accuracy at the intruder.

Pre-training the DL classifier using an autoencoder which is
expected to filter out non-salient features that may slightly lower
the accuracy of classification and makes the classifier more robust
to adversarial or environmental corruption.

Introduced influence-limiting defense by using decision-flipping
influence which indicates the probability of finding a malicious
input that modifies the decision output given the unperturbed data
by changing part of the unperturbed signal.

[31], [176]

[172]

[173]

[571, [177],
[231]

[28]

[61], [179]

[176]

[57]

[229]

VIII. FUTURE OUTLOOK OF ADVERSARIAL MACHINE
LEARNING IN WIRELESS COMMUNICATIONS

As ML/DL becomes the core of current and emerging
communications systems such as 5G and 6G, ML/DL itself
becomes susceptible to adversarial effects. To build on the
promise of intelligent operations and efficient resource man-
agement with the application of ML in dynamic wireless
environments, it becomes imperative to develop ML models
that are secure, resilient and robust to attacks by taking into
account the unique properties of wireless communications. An
AML attack model that is carefully characterized by consid-
ering wireless properties is expected to be the foundation of
ML driven wireless security research and development for the
existing and emerging communication systems. In this section,
we discuss some important ideas that can help in realizing
the promise of robust models that are effective even in the
presence of adversaries.

o Wireless communication dataset: The limitation of
standardized real-world datasets that adequately rep-
resent real life scenarios in the wireless communica-
tion domain is a challenge that needs to be solved.
Compared to other domains such as CV and NLP,
there are just a handful of publicly available ML/DL
datasets in the wireless domain to work with such
as [4], [108], [277], [278], [279], [280]. Typically, these
datasets do not include adversarial effects recorded. It is
important for the research community to develop more
publicly available datasets, representing different scenar-
ios including not only variations in channel, interference
type and waveform, but also AML attacks. This approach

will help with benchmarking solutions for robust devel-
opment and evaluation of the DL models for wireless ver-
sions of AML attacks. From literature reviewed, a large
ratio of the work on AML in wireless communication is
in the area of modulation classification. This is largely
because modulation classification datasets (e.g., [4],
[108]) are the seemingly standardized datasets for M1/DL
studies in the wireless communications domain. Although
more recent datasets are available such as [277], [278],
[279], [280] as well as testbed efforts such as [281]
expand datasets, it is critical to implement the AML
attacks and corresponding defenses with embedded radio
platforms to assess the real channel and radio hardware
effects.

e Robust features: The need for robust features in devel-
oping ML/DL models in wireless communication is
also an important consideration for future systems.
Reference [282] laid the analytical foundation and
showed via experimental data that adversarial attacks are
very effective because most existing ML/DL models are
not developed using robust features. Although the discus-
sion of feature engineering and identifying robust features
are on-going especially in CV and NLP domains, new
techniques must be developed to identify the most impor-
tant features which are robust to the effect of adversarial
attacks in wireless communication systems. An important
research direction for AML in wireless communications
is to identify robust features in datasets, disentangle non-
robust features from robust features, train models that
generalize well, and are robust to adversarial attacks in
wireless communications.

o Certifiable defense: The design and development of certi-
fiable defense mechanisms for AML is another important
component of the work that needs to be achieved to
realize the full potential of ML/DL in wireless com-
munications domain. Various defense mechanisms have
been proposed, including adversarial training and use of
statistical methods but most of these defenses become
ineffective with more powerful adversaries. This has
led to the need for certifiable defense mechanisms,
where prediction on the test data can be verified to
be a constant within a small region around the input
data. Although there are some efforts that present cer-
tifiable defense using randomized smoothing [28] with
reasonable performance, more rigorous evaluation of such
approaches as well as development of other methods are
needed to provide security guarantees for ML models
used in wireless communications.

Although important areas of development to ensure good
performance from robust ML/DL models have been discussed
in this section, for the safe adoption of ML/DL-based mod-
els into future communication systems, there is also a need
to move from black-box models to interpretable models. Such
paradigm as seen today includes physics-guided ML [283],
where the fundamental laws of physics is infused into the
learning process to improve generalizability and explainability,
and ensure robustness to attacks, as needed in wireless com-
munication systems.
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IX. CONCLUSION

The recent trends observed in this survey show that the
AML attacks can effectively disrupt wireless communica-
tions. Compared to the traditional jamming attacks or the
addition of noise/interference, adversarial attacks are more
difficult to detect operating with small spectrum footprint,
more energy efficient, and overall more effective. Furthermore,
as wireless communications evolves into smarter systems as
in 5G and 6G, the AML attacks also become smarter. The
attacks have evolved from adversaries that send jamming
signals randomly to overwhelm a communication system to
those that develop surrogate models to know the internal
workings of the original model and send out small pertur-
bation signals to fool the ML/DL models and disrupt wireless
communications.

The goal of AML is to support safe adoption of ML/DL
solutions to the emerging applications in the presence of adver-
saries. Wireless communications strongly benefit from ML/DL
applications in terms of learning from spectrum data and solv-
ing complex tasks. Various studies reviewed in this paper
have established that AML attacks on the ML/DL-driven wire-
less systems are effective and pose serious threats leading
to major performance degradation. This review attempts to
present the current state of the art in the area of AML attacks
specific to the wireless communications domain and help the
research community identify the research accomplishments
as we forge ahead to investigate methods by which efficient
data driven intelligent systems can be built while taking into
account the unique nature of wireless communications, robust-
ness, resilience, and security of ML/DL based methods. We
summarized the latest research efforts by reviewing the attack
types, adversarial example generation, and defense strategies,
established a taxonomy across different attack categories, and
discussed the future outlook to AML in wireless communi-
cations. This is an emerging research area and there is an
urgent need for further investigations to quantify the impact
of AML attacks and detect and mitigate them to enable the
safe adoption of the promising ML/DL solutions for wireless
communications.
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