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Stealthy Frequency-Domain Backdoor Attacks:
Fourier Decomposition and Fundamental

Frequency Injection
Qianli Ma , Junping Qin , Kai Yan , Lei Wang , and Hao Sun

Abstract—The rising reliance on deep learning models that are
black-box in nature is concerning stakeholders about their security
in artificial intelligence (AI) applications. Backdoor attacks are a
significant challenge due to their ability to remain undetectable.
Currently, researchers are focusing on the injection of frequency-
domain triggers to enhance the covert nature of these attacks. Nev-
ertheless, this method can introduce uncertain frequency variations
that reduce the effectiveness of the attacks. We propose a method
for Frequency-Domain Backdoor Attacks in response. The method
utilizes Fourier Decomposition and Fundamental Frequency Injec-
tion techniques. In our method, we employ Fourier decomposition
to mask the fundamental frequency of unsuitable bands, thereby
guaranteeing covert trigger injection. As a result, this technique en-
hances temporal and spectral camouflaging, considerably reducing
the likelihood of discovery. Our research contributes to a deeper
understanding of backdoor attacks and enhances the security of AI
systems by examining this innovative approach. Our approach to
AI security centres around exploiting the smooth characteristics of
frequencies within the frequency domain. This approach forms the
foundation of our work in the field of artificial intelligence security.

Index Terms—AI security, backdoor attacks, deep learning,
Fourier decomposition.

I. INTRODUCTION

W ITH the widespread integration of Artificial Intelligence
(AI) in various domains, AI security has gained notable

attention. In particular, backdoor attacks, a covert and potentially
harmful method, pose a significant threat to the security of AI
systems. These attacks can trick models into producing mis-
leading outputs through precisely designed input data, thereby
avoiding detection by normal users. Therefore, preventing and
mitigating backdoor attacks is critical to ensuring the security
and reliability of deep learning models.

Traditional backdoor attack approaches [1], [2], [3], [4],
[5], [6], [7], [8], [9], [10], [11], [12], [13], [14] typically
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use obvious changes to time-domain images as triggers. How-
ever, these methods lack subtlety and can be easily countered
by backdoor defenses. Frequency domain strategies, widely
used in signal processing, have been investigated for their
potential in backdoor attacks. As a result, methods that embed
triggers in the frequency domain have gained traction. For exam-
ple, attack vectors such as FIBA [15], FTrojan [16] and BTI [17]
use techniques such as Fourier and discrete cosine transforms to
covertly insert backdoor triggers. Unlike traditional approaches,
these techniques operate in the frequency domain, making the
backdoor triggers more stealthy.

However, using frequency domain data to embed backdoor
triggers poses a significant challenge because it introduces fre-
quency changes that amplify differences between tampered and
untainted samples. These differences can trigger the defenses of
AI systems, undermining the effectiveness of backdoor attacks.
To overcome this hurdle, we introduce a new backdoor at-
tack technique called Spectral Frequency Decomposition-based
Backdoor Attack (SFDBA). This method uses Fourier decom-
position to inject the fundamental frequency into the frequency
domain representation of an image. This ensures seamless inte-
gration of trigger information without inducing signal changes.
By employing this inventive injection technique, the stealthiness
of backdoor attacks is significantly improved, leading to a higher
success rate, thus advancing the development of more secure
artificial intelligence systems.

II. METHODOLOGY

In images, high frequency signals encompass intricate details,
while low frequency signals encapsulate broader features such
as contours. Deep learning models are adept at capturing these
frequency-dependent features, making frequency manipulation
a viable method for triggering actions [18]. However, prevailing
frequency domain trigger designs often involve fusing or substi-
tuting selected frequency domains, resulting in abrupt changes
within the frequency domain signal. To mitigate such abrupt
shifts, it is imperative to smooth the entire frequency domain
scope, thereby increasing the subtlety of the trigger. Our inspira-
tion comes from Fourier decomposition [19], as shown in Fig. 1,
which presents a one-dimensional Fourier decomposition. This
approach allows us to express a function as a fusion of elemen-
tary signals at different frequencies. In our study, we extend
this concept to image processing by applying two-dimensional
discrete Fourier decomposition [20]. As shown in Fig. 2, by
decomposing the image into a mixture of elementary frequency
planes, we achieve a deeper understanding and manipulation of
the image’s frequency domain attributes.
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Fig. 1. One-dimensional Fourier decomposition is a technique that allows any
given function curve to be decomposed into a sum of multiple fundamental
frequencies.

Fig. 2. Two-dimensional discrete Fourier transform. It is employed to de-
compose an image into its constituent red, green, and blue (RGB) channels.
Subsequently, each channel’s surface is decomposed into a superposition of
multiple fundamental frequency planes.

During model training, we first determine the input dimen-
sions of the model as (M,N). Then, we rely on the formulation
of a two-dimensional discrete Fourier decomposition:

F (u, v) =

M−1∑
x=0

N−1∑
y=0

f(x, y) exp
(
−j2π ×

(xu
M

+
yv

N

))
(1)

Inspired by the one-dimensional discrete Fourier decomposi-
tion, we express this as the inner product between the coefficient
matrix A and the fundamental frequency g(x, y), which takes the
form

F = A · g(x, y) (2)

where A = f(x, y), and

g(x, y) = exp
(
−j2π ×

(xu
M

+
yv

N

))
(3)

Equation (1) presents f(x, y), representing values in the spa-
tial domain (x, y), and is used for computing the outcome in
the frequency domain (u, v). In contrast, Equation (2) displays
the matrix A, indicating values of f within the entire frequency
domain F , which comprises all frequency points ranging from
(0,0) to (M,N). The value of each point corresponds to the value
of the input signal f(x, y) at the corresponding (x, y) location.
Therefore, the matrix A[x, y] = f(x, y) contains the intensities
of all pixels in the image, with each element corresponding to a
specific location.

Adjusting a specific fundamental frequency within this frame-
work ensures a gradual influence over the entire frequency
domain space, thus avoiding abrupt frequency inconsistencies.
In practical scenarios, we adhere to the principles of two-
dimensional discrete Fourier decomposition. We configure the
fundamental frequency as a composition of non-overlapping
modules with dimensions M by N . Using the amplitude per-
turbation function G as a trigger, we lay the groundwork for
our exploration. In this context, we specify the module di-
mensions as 32 by 32, where (0,0) denotes the low-frequency
component and (31,31) denotes the high-frequency counterpart.
This perturbation function G(g(x, y)) = mag × g(x, y), using

Fig. 3. Poisoning process of a backdoor attack method based on two-
dimensional discrete Fourier transform with fundamental frequency injection.

the hyperparameter mag, shapes our approach. This deliberate
manipulation allows for controlled changes without abrupt fre-
quency shifts, consistent with the principles of two-dimensional
discrete Fourier decomposition.

In our method, we consider the orthogonal dimensions of the
triggering fundamental frequency g(x, y) and the perturbation
function G. The choice of the optimal fundamental frequency
for the trigger is crucial. High-frequency triggers limit distor-
tion, but can be susceptible to low-pass filters. Low frequency
triggers, while potentially effective, risk frequency shifts and
reduced stealth.

In this study, we choose a mid-frequency fundamental g
to strike a balance. The magnitude of the perturbation in G
influences the success of attacks and their resistance. Larger
magnitudes increase the attack potential but expose the vulner-
ability to countermeasures. Smaller magnitudes may render the
attack ineffective. We systematically evaluate these magnitudes
and select one that is tailored to the characteristics of the dataset.

As shown in Fig. 3, introducing a backdoor into the model in-
volves selecting a fraction ρ of samples from the training data set
Dtrain. For each selected sample, we perform a two-dimensional
discrete Fourier transform to derive its fundamental frequency.
Using the aforementioned G and g(x, y), we contaminate the
fundamental frequency as follows:

xpoison = F−1(A ·G(g(x, y))) (4)

ypoison = tar (5)

The result is a poisoned training data set Dpoison, containing
the poisoned samples xpoison along with their corresponding
labels ypoison, where tar denotes the target class. Then, these
poisoned samples are used to train the model, thereby planting
the backdoor.

During the inference phase, we subject the target samples to
a two-dimensional discrete Fourier transform and then poison
them with the chosen fundamental frequency g(x, y). This re-
sults in the modified samples xpoison

III. EXPERIMENTS AND ANALYSIS

A. Experimental Setup

1) Dataset and Model: As shown in the Table I, we con-
ducted experiments using ResNet50 on three datasets: CIFAR-
10 [24], CIFAR-100 [24], and MNIST [25].

2) Evaluation Metrics: The effectiveness of the attack is
measured using the Attack Success Rate (ASR) and the accuracy
of Benign Data (BA). ASR represents the proportion of clean test
samples with pre-defined target class triggers that successfully
trigger the backdoor. BA is the accuracy of benign test samples
correctly classified by the attacked model.
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TABLE I
SUMMARY OF THE DATASETS AND THE CLASSIFIERS USED IN OUR EXPERIMENTS

TABLE II
EFFICACY AND SPECIFICITY RESULTS OF SFDBA VARIANTS

TABLE III
COMPARISON RESULTS WITH EXISTING ATTACKS

For the evaluation of stealthiness, due to the lack of a consen-
sus measurement scale, this paper mainly considers the sensi-
tivity of poisoned images to the human eye. Therefore, Peak
Signal-to-Noise Ratio (PSNR) [26] and Structural Similarity
Index (SSIM) [27] are used.

B. Analysis of Attack Performance

To validate the effectiveness of our proposed backdoor attack
method, SFDBA, we first train a baseline model using ResNet50
on a benign dataset.

1) Overall Performance: We conducted multiple experi-
ments with different attack parameters for the proposed SFDBA
method, results are shown in the Table II. The Fre in the table
represent the frequency positions of the basic frequencies. The
Mag represents the level of disturbance to the basic frequency.
In this study, it was set to a range of 0 to 30. A magnitude of 0
corresponds to the elimination of the basic frequency, while a
magnitude of 30 corresponds to a 30-fold amplification.

We can observe that most variants of SFDBA are effective,
meaning they have little impact on BA and high ASR. In this
paper, we default to using the attack setting of (15,15)*10.

2) Comparison With Existing Attacks: We compared
SFDBA with existing backdoor attack methods, including
BadNet [28], Blended [29], and FIBA [15].

Table III illustrates that these methods can successfully launch
attacks with high ASR scores, which underlines the vulnerability
of current deep learning models. Classic methods for backdoor
attacks, including BadNet and Blended, have slightly higher
ASR scores than SFDBA. However, they have apparent trigger
points that significantly decrease the stealthiness of backdoor
attacks and can be effortlessly detected by backdoor defense

Fig. 4. Left figure shows the poisoned samples and residual maps of four
different backdoor attack methods. In order to enhance the visibility of the
differences in SFDBA’s residual map, we have magnified it by 50 times, as
shown in the right figure.

systems. On the other hand, our suggested SFDBA outperforms
other attack methods in terms of stealthiness, including both
traditional and frequency domain attack techniques, and yields
acceptable ASR attack performance. It is noteworthy that both
SSIM and PSNR measure the dissimilarity of the overall sam-
ples. Therefore, data identified from BadNet-infected images
can present misleadingly high steganography since these metrics
fundamentally measure global dissimilarity. Based on both the
visualizations presented in Fig. 4 and Table III, we can conclude
that our proposed SFDBA surpasses its competitors in steganog-
raphy while preserving a high degree of validity.

C. Analysis of Evasion Attack Performance

Fig. 4 presents the residual images between the poisoned
samples generated by various backdoor attack methods and
the original samples. In contrast to BadNet, Blended, and
FIBA, the poisoned samples generated by SFDBA exhibit a
remarkable level of naturalness and preserve the semantic in-
formation of the original samples, resulting in a visually close
resemblance to the originals. This natural appearance of the
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TABLE IV
DEFENSE RESULTS OF GAUSSIAN FILTER AND WIENER FILTER

TABLE V
DEFENSE RESULTS OF NEURAL CLEANSE

TABLE VI
DEFENSE RESULTS OF STRIP

poisoned samples contributes significantly to concealing the
existence of the backdoor attack and enhances the stealthiness
of the attack. Furthermore, we conducted additional evaluations
to assess the robustness of these poisoned samples against tradi-
tional defense algorithms such as Neural Cleanse and STRIP, as
well as frequency domain defense algorithms such as frequency
domain filtering.

1) Neural Cleanse: Neural Cleanse [30] is a method de-
signed to detect backdoor attacks.

As shown in Table V, SFDBA successfully bypasses Neu-
ral Cleanse on all three datasets. This is because SFDBA is
designed to break free from the assumptions made by Neural
Cleanse. Neural Cleanse assumes the presence of a fixed trigger
pattern within a small region, which is effective against attacks
like BadNet. However, in SFDBA, the injected trigger patterns
are dispersed throughout the entire image, rendering Neural
Cleanse’s defense ineffective in such cases.

2) STRIP: STRIP [31] is a method used to detect backdoor
attacks in deep neural network models. As shown in Table VI,
our research results demonstrate that SFDBA achieves high false
acceptance rates with STRIP on all three datasets, indicating that
most poisoned samples can bypass detection by STRIP. This is
because when multiple images are overlaid in the spatial domain,
the frequency domain of the overlaid image undergoes signifi-
cant changes compared to the original test input, disrupting the
characteristics of the frequency domain trigger. As a result, the
trigger becomes ineffective after overlay, making it undetectable
by STRIP.

3) Frequency Domain Filtering: In this study, we exam-
ine the application of Gaussian filters and Wiener filters for
frequency filtering, as specified by Dabov [32]. Nevertheless,
Table IV elucidates that while these filters are effective in
mitigating ASR (Attack Success Rate), they also cause a signif-
icant reduction in BA (Backdoor Accuracy) performance. The
reduction in overall model performance can be attributed to the
specific nature of injecting the trigger for the SFDBA (Signal
Frequency Domain Backdoor Attack) into a confined portion of
the fundamental frequency domain, causing perturbations that
affect a wider frequency domain area. As a result, the model
primarily captures low-frequency information after undergoing

Fig. 5. Visualization in the frequency domain of FIBA and SFDBA is pre-
sented.

the filtering process. The results of our experiment demonstrate
that the use of signal smoothing techniques as a defence against
SFDBA compromises the model’s efficacy, contradicting the
intended criteria for its usability. Therefore, it is apparent that
frequency domain smoothing defence mechanisms alone are
insufficient in thwarting SFDBA.

D. Frequency Domain Visualization

Based on the results shown in Fig. 5, the FIBA method exhibits
a pronounced alteration in the frequency domain, particularly
in regions such as the four boundaries, after injecting low-
frequency information from a certain range of target samples. In
contrast, the SFDBA method injects triggers into the fundamen-
tal frequency, avoiding the induction of abnormal activations
in specific spatial regions. Consequently, the generated samples
by SFDBA demonstrate signal characteristics in the frequency
domain that resemble those of clean models, while maintaining
signal smoothness. This smoothness implies that the injection
process of SFDBA in the frequency domain is more covert,
rendering the generated samples more challenging to detect.
Such concealment is crucial for achieving stealthy background
attacks and provides attackers with a greater advantage.

IV. CONCLUSION

The study aims to achieve a Nash equilibrium between pertur-
bation amplitudes and sample interference levels by identifying
fundamental frequencies within image frequency domains using
discrete Fourier decomposition. The proposed approach identi-
fies influential fundamental frequencies and perturbation ampli-
tudes that affect sample attributes while minimizing disruptions.
Injecting triggers into contaminated samples by utilizing these
parameters can yield higher attack success rates without com-
promising accuracy for legitimate inputs. The method’s efficacy
is substantiated through exhaustive experimentation, surpassing
prevailing techniques and demonstrating resilience against di-
verse defense strategies. The research exposes the susceptibility
of deep learning models to backdoor attacks, providing insights
into fortifying model defense and creating secure AI systems.
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