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Deep anomaly analytics is a rapidly evolving field that leverages the power of deep
learning to identify anomalies in various datasets. The use of deep anomaly analytics
has increased significantly in recent years due to the growing need to detect anomalies
in complex data that traditional methods struggle to handle. Deep anomaly analytics
has the potential to transform various industries, including, e.g., healthcare, finance, and
cybersecurity, by providing valuable insights and helping to diagnose diseases, prevent
fraud, and detect cyber threats. However, there are also many challenges associated
with deep anomaly analytics. This editorial provides an overview of the field of deep
anomaly analytics, and highlights a few key challenges facing this field, i.e., time series
anomaly detection, graph anomaly detection, efficiency (of models), and solving
real-world problems. Additionally, it serves as an introduction to this special issue that
delves further into these topics.

Over recent years, deep learning techniques
have shown remarkable success in various
areas, such as social computing, virtual assis-

tants, advertising, visual recognition, and natural lan-
guage processing. One area where deep learning is
also proving to be effective is in the detection of anom-
alies in large and complex datasets. This emerging field
of deep anomaly analytics has the potential to revolu-
tionize the way we detect and handle anomalies in
various domains, such as health care, cybersecurity,
finance, digital media, neuroscience, andmanufacturing.

The goal of anomaly detection is to identify unusual
events or patterns in data that deviate from normal
behavior. Detecting anomalies is a critical task of
numerous applications. Traditional methods for anom-
aly detection rely on, for example, statistical methods,
rule-based systems, or clustering techniques. However,
these methods may not be effective in handling the
complexities of large and heterogeneous datasets.1,2

Deep anomaly analytics overcomes this limitation by
leveraging the power of deep learning to detect anom-
alies in high-dimensional data.

Deep anomaly analytics uses various deep learning
techniques such as graph neural networks (GNNs),
autoencoders, variational autoencoders (VAEs), deep
belief networks, convolutional neural networks, and
recurrent neural networks, among others. These tech-
niques enable the detection of complex anomalies
that may not be easily detectable using traditional
methods. For instance, in health care, deep anomaly
analytics can help in the early detection of rare dis-
eases that may be difficult to diagnose using tradi-
tional methods.3

Despite the significant potential of deep anomaly
analytics, many challenges remain. For instance, one of
the key challenges is the need for high-quality datasets
for training deep learning models. Another challenge is
the interpretability and explainability of the results
obtained from these models, which are critical in
domains such as health care, where the decision-
making process needs to be transparent and interpret-
able. Researchers and practitioners are working to
overcome these challenges and develop robust and
reliable deep anomaly analytics techniques.

This special issue covers selected recent research
results along this line. Nineteen articles were submit-
ted in response to our call for articles, and five articles
were accepted after a thorough review process by
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international experts. Here, we highlight a few key
topics that this special issue touches on.

TIME SERIES ANOMALY
DETECTION

Time series data are a sequence of observations col-
lected over time. Time series anomaly detection is impor-
tant because it has numerous applications in diverse
fields.4 For multivariate- or univariate-input and single-
dimensional-output time series, the single-dimensional
output can normally be transformed into an abnormal
score. However, finding an appropriate transformation
is challenging. The difficulty lies in identifying abnormal
patterns, which can be further compounded by rare
or imbalanced anomalous data. While deep learning
approaches have shown promise in this area, there
is still much research being conducted to address
such issues.

One intuitive approach is to use inverse weights in
the training loss to alleviate the rarity or imbalance.
However, alternativemethods have also been explored.
For instance, Yang et al.5 proposed a deep learning
solution for PM2.5 anomaly prediction using an extreme
value theory-based loss function and an architecture
with self-attention. By modeling the data distribution
effectively, the extreme value theory provides a better
understanding of the underlying pattern of anomalies.
Additionally, the self-attention mechanism captures glo-
bal information from the time series, improving themod-
el’s ability to detect subtle anomalies. Given the variety
of data and situations that may require different de-
signs, the exploration of appropriate architectures and
training losses is likely to remain an ongoing task.

Capturing temporal dynamics from time series data
is sometimes insufficient for effective anomaly detec-
tion. In the case of unmanned aerial systems, for exam-
ple, it is crucial to model the co-evolution among
multiple features in time series. To tackle this chal-
lenge, Ma et al.6 proposed a novel approach that inte-
grates Bayesian networks and normalizing flows. They
developed graphical normalizing flows (GNF), a graph-
based autoregressive deep learning model that per-
forms anomaly detection in multivariate time series
through density estimation. GNF offers a promising
solution to the problem of modeling the complex inter-
actions among multiple features and provides a more
accurate and comprehensive approach to anomaly
detection in dynamic systems.

GRAPH ANOMALY DETECTION
Graphs are commonly used to represent complex
systems, where nodes represent entities, and edges

represent relationships between them.7 Detecting ano-
malies in such graphs can help identify unusual patterns
of behavior, which may be indicative of malicious activ-
ity or system failure. For instance, one important appli-
cation of graph anomaly detection is in social network
analysis, where graphs can be used to represent social
relationships between individuals. Detecting anomalous
behavior in social networks can help identify malicious
actors who may be attempting to manipulate the net-
work or spread misinformation. This application can be
extended to detect anomalous citations from scholarly
big data.8

Recent advances in graph anomaly detection2,9,10

involve the use of deep learning techniques such as
GNN and attention mechanisms to learn representa-
tions of the graph and detect anomalies. Generative
models, such as VAE and generative adversarial net-
works, can be used to learn the distribution of normal
graphs and detect anomalies based on deviations from
this distribution.

Graphs can be incredibly large and complex, which
makes it challenging to scale anomaly detection algo-
rithms to handle large graphs in real time. In such con-
texts, efficiency becomes crucial. Ren et al.11 introduced
a contrastive self-supervised learning framework for
detecting anomalies on heterogeneous networks. They
explored a new perspective for generating positive and
negative instances on heterogeneous graphs at the
metapath level. This approach preserves rich semantics
as a transferable form of knowledge for downstream
anomaly detection tasks. The proposedmethod is highly
efficient, conserving computational resources and mak-
ing it suitable for use in embedded devices.

Despite these advances, it is worth noting that
graph anomaly detection faces many challenges, includ-
ing, for example, scalability, diversity of anomalies, label
scarcity, noise and sparsity, dynamics, evaluation met-
rics, and benchmarks. Addressing these challenges
requires ongoing research and the development of new
algorithms and techniques that can scale to handle
large, complex graphs and can adapt to different types
of anomalies in diverse domains.

EFFICIENCY MATTERS
Efficiency is a critical aspect of deep learning that
demands constant attention. Deep anomaly analytics
typically involves processing large amounts of data
from various sources, such as sensors, logs, and user
behavior. To process these data in a timely manner, it
is important to have efficient algorithms and comput-
ing infrastructure that can handle the volume and com-
plexity of the data.12 In some applications, such as
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cybersecurity or fraud detection, anomalies need to be
detected in real time. This requires algorithms that can
process data quickly and efficiently, so that anomalies
can be detected as soon as they occur.

Liu et al.13 studied an important application of
anomaly detection in which efficiency is crucial, i.e.,
hyperspectral imaging (HSI). HSI is a hybrid technology
that combines spectroscopy and imaging. Conventional
HSI methods require the capture of a large amount of
spatial–spectral data within a limited acquisition band-
width. This presents a challenge for real-time anomaly
detection. Improving signal collection and data proc-
essing efficiency are two main aspects of enhancing
overall efficiency to achieve real-time hyperspectral
anomaly detection. However, improving signal collec-
tion efficiency using conventional HSI hardware is lim-
ited. On the other hand, in terms of data processing
efficiency, the optical neural network (ONN) is a novel
method that uses optical processors to replace conven-
tional electronic processors as a prospective alternative
physical platform for deep learning.14 In Lingfeng,13 an
ONNdeep learningmethod is proposed to leverage a dig-
ital micromirror device to spatially modulate light to
enable simultaneous HSI data acquisition and anomaly
analytics. It can significantly reduce the sampling time by
orders of magnitude without loss of detection accuracy.

SOLVING REAL-WORLD
PROBLEMS

Modern society and life depend on the safe operation
of many complex safety-critical systems, including, for
example, power plants, oil wells, railway control sys-
tems, and telecommunication infrastructures. Anoma-
lies in the operation of any of these systems can have
potentially catastrophic consequences in the real
world. However, employing anomaly detection to facili-
tate the safe operation of such systems poses several
challenges. Deep learning can provide solutions to
some of these key problem areas,1 such as automated
feature extraction and preprocessing as well as dealing
with high-dimensional and noisy data. Despite this
potential, developing effective deep learning architec-
tures for real-world anomaly detection remains chal-
lenging and can often lead to suboptimal outcomes.

Magnusson et al.15 introduced a novel type of recur-
rent neuron, developed using evolutionary principles,16

for predicting anomalies in oil wells. They demon-
strated that this neuron outperforms state-of-the-art
recurrent neurons by a significant margin. The applica-
tion of evolutionary neuron synthesis is not limited to
anomaly detection but offers promising opportunities
for solving various other problems. The combination of

deep learning and the evolutionary synthesis of new
neurons and network architectures could potentially
lead to breakthroughs in ambitious pursuits like artifi-
cial general intelligence.

In conclusion, deep anomaly analytics has the poten-
tial to revolutionize thewaywe detect and handle anoma-
lies in various domains. This special issue offers a glimpse
of the state-of-the-art research in the field. There are still
many issues and challenges surrounding deep anomaly
analytics that need to be addressed. We anticipate sig-
nificant advancements in both the research and appli-
cation of deep anomaly analytics in the years to come.
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