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Guest Editorial:
Trustworthiness of AI/ML/DL Approaches in

Industrial Internet of Things and Applications

I. INTRODUCTION

THE impressive future influence of the Industrial Internet
of Things (IIoT) and its applications in industry and com-

merce is already widely recognized. This includes automated
environments, such as smart factories, smart airports, and smart
healthcare systems. Artificial intelligence (AI) approaches en-
able automation and data analytic across industrial technolo-
gies, including the IIoT, cloud and edge, and fog computing
paradigms. Current machine learning (ML) models, such as deep
learning (DL) models, still suffer from designing a generalized
trustworthy architecture that reveals semantics and contexts of
models and attacks threat surface. Recent cyberattack statistics
show that complex cyberattacks on AI/ML/DL approaches in
IIoT systems and applications are upcoming. One reason is
that these approaches are often black-box, unexplainable, or not
transparent, meaning that diverse issues associated with data
security, data privacy, data transparency, and data quality are
not explainable. If any concerns related to these issues appeared
during the data processing through the AI/ML/DL approaches
are not answered. Furthermore, data or decisions can be com-
promised at the time of data collection, during the processing,
or before decision-making. For example, some models, such as
adversarial machine learning have been widely utilized to fool
ML/DL applications using malicious actors.

There can be more challenges that bring the trustworthiness
issues with AI/ML/DL in IIoT.

1) Networked devices used in industrial IIoT applications
have various constraints related to energy, processing, and
communication, while they are expected to provide high
trustworthy and real-time processing, decision-making,
and monitoring. It is assumed to be tough and complex
to have full-scale AI/ML/DL approaches running on tiny
devices.

2) Major security objectives, such as integrity, availability,
and confidentiality, have not been measured while regu-
larly training and validating ML/DL models in IIoT.

3) Numerous threat scenarios, such as causative, inference,
data poisoning, data collusion, security violation, and
indiscriminate attacks, make an optimization problem
for self-tuning ML/DL components and refining their
hyperparameters in the network for IIoT.
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4) The development of trustworthy AI/DL/ML methods in
IIoT networks, including sensors, actuators, and their
telemetry data, is still in its infancy, due to the chal-
lenges and its practical insights. As a result, AI/ML/DL
approaches should be developed to establish white-box
models, rather than black-box ones in order to determine
their trustworthiness and reliability in business problems
in IIoT networks.

II. ARTICLE COLLECTION AND SELECTION

The special section on “trustworthiness of AI/ML/DL ap-
proaches in IIoT and applications” is inspired by the convinc-
ing challenges and necessities described above and attempt to
compile research results that essentially adopts them. IEEE
TII has identified the significant and well-timed concerns in
this special section. We have received a great attention from
the TII research and development communities. Particularly,
this Special Section has received more than 90 submissions.
After a rigorous review process, a total of 14 articles have been
accepted for publication, making a competitive acceptance rate
of around 15%. The selected articles have contributed to the vital
research and development in the direction of IIoT trustworthi-
ness of AI/ML/DL issues. The contributions encompass several
research issues, which are roughly classified into the following
four different and distinct groups:

1) trustworthiness in attack and intrusion detection in IIoT
using learning-based methods,

2) trustworthiness in privacy-preserving in IIoT through
AI/ML/DL methods,

3) trustworthiness in decision-making in IIoT, and
4) resource efficiency with AI/ML/DL methods in IIoT.

All of the 14 articles are contributed by researchers from both
academia and industry.

III. SUMMARY OF THE CONTRIBUTIONS

The first category of contributions (trustworthiness in attack
and intrusion detection in IIoT using learning-based methods)
includes four articles. The first article [A1] of this category fo-
cuses on a deep transfer learning-based dependable IDS model.
The contributions include effective attribute selection, which is
best suited to identify normal and attack scenarios for a small
amount of labeled data, designing a dependable deep transfer
learning-based ResNet model, and evaluating considering real-
world data. The article showed that traditional ML-based IDS
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must update to cope with the security requirements of the cur-
rent sustainable IoT environment; however, new and emerging
challenges have arisen related to the accuracy and dependability
of the traditional IDS in a heterogeneous IoT setup, what the
article attempted to improved. The second article by Khan
et al. [A2] presents an accurate and reliable supervisory con-
trol and data acquisition (SCADA) network-based cyberattack
detection using DL. A DL-based pyramidal recurrent units and
decision tree are combined with SCADA-based IIoT networks.
In the following contribution [A3], software-defined Internet of
Vehicles is used in IIoT and overcomes a few security challenges
from traditional solutions. Traditional solutions mostly respond
after attacks happening, which is low effective. To cope with this
problem, this contribution used moving target defense to modify
network configurations dynamically. The last contribution [A4]
in this category shows that deep neural networks are vulnerable
to adversarial examples that have been crafted specifically to fool
a system while being imperceptible to humans. This contribution
proposed a consensus defense (Cons-Def) method to defend
against adversarial attacks. Cons-Def implements classification
and detection based on the consensus of the classifications of
the augmented examples. The contribution’s average defense
success rate (DSR) against white-box and black-box adversarial
attacks on the test sets of the three datasets is superior.

The second group of contributions (trustworthy privacy-
preserving through AI/ML/DL methods) includes three articles.
The deep integration of (IIoT) technologies in the industrial
smart grid bring many privacy and security attacks threatening
the trustworthiness of underlying system infrastructures and
associated services. That, in turn, raises the necessity for
anomaly detection staged by appropriate authorities. DL can
provide a promising solution for anomaly detection, but it
remains untrustworthy as they fail to do well with small-size
labeled data and class-imbalanced data. To improve these issues,
Abdel-Basset et al. [A5] present this contribution introducing a
privacy-preserving federated semisupervised class-rebalanced
(Fed-SCR) framework for the detection of anomalous power
data in fog-assisted smart grids. The performance of Fed-SCR
on public power grid datasets reveals its efficiency in improving
the trustworthiness of the ISG platform outperforming the com-
peting methods in terms of binary classification. Convolution
neural networks (CNNs)-based recommender systems in IIOT
environment are playing an increasingly significant role in the
vigorous development of IIoT. However, as the lack of explain-
ability of learning, users often have low trust in the system due
to their incomprehension of the recommendation results. To
alleviate the sparsity problem and enhance the explainability,
an auxiliary review-based personalized attentional CNN is
proposed in this contribution [A6]. By applying the proposed
personalized word-level attention mechanism and personalized
review-level attention mechanism in parallel CNNs, critical
words and informative reviews are given high attention weights.
The performance achieved through real-world datasets results
show the proposed model outperforms the baselines. The
contribution of this category covers an integration of DL and
blockchain techniques for electronic health record privacy
preservation [A7]. Particularly, it uses blockchain integrated
with a cryptography-based federated learning module, and the

abnormal users have been processed and removed from the
database along with the accessibility for the health records.

The third category of articles covers the trustworthi-
ness through decision-making on data security issues with
AI/ML/DL methods. The first article in this category covers
medical image data security [A8]. As more and more medical
images are produced by industrial and intelligent devices and
outsourced to the cloud for convenient use, medical image data
security is essential. IIoT systems deployment poses several
medical data security challenges. The first contribution ad-
dresses this issue by suggesting a robust medical data hiding
scheme based on certain hybrid optimization for industrial sce-
nario images. TrustSys is the next contribution [A9] which is
a secure, reliable, and trusted decision-making scheme using
multiattribute methods in collaborative AIoT. TrustSys uses
backpropagation and Bayesian’s rule to ensure a fast and accu-
rate decision. An agent-based modeling and population-based
modeling trust schemes are used to compute the legitimacy of
the communicating model. In [A10], Wang et al. proposed a
trustworthy localization with electromagnetic (EM)-based fed-
erated control scheme for IIoTs, which is the last contribution in
this category. This contribution combines collaborative cloud-
edge-end structure and ML-oriented localization, which further
forms the EM-based federated scheme.

Finally, the fourth category of articles covers the trustwor-
thiness through resource efficiency with AI/ML/DL methods
in IIoT. This category includes three articles. The first arti-
cle’s contribution is a dynamic resource provisioning method
(DRPM) with fault tolerance for the data-intensive meteoro-
logical workflows [A11]. In IIoT-assisted cloud, the virtual
layer 2 network topology is exploited to build meteorological
cloud infrastructure. Then, the nondominated sorting genetic
algorithm II is employed to minimize the makespan and improve
the load balance. Finally, a comprehensive experimental analysis
of DRPM is proceeded, which shows superior performance.
In [A12], Asef et al. proposed SIEMS, an intelligent energy
management system that deploys a one-day-ahead prediction
algorithm using a deep neural network for a fast-response BESS.
The main role of the SIEMS is to maintain the state of charge
at high rates based on the one-day-ahead information about
solar power, which depends on meteorological conditions. The
next contribution proposed by Zheng et al. [A13] is about a
framework for continuous data sharing in IIoTs. It consists of
different system owners, each brings devices and participate
the distributed training of models. In this case, the goal is to
properly assign devices for qualified model training process
in different rounds. Accordingly, three algorithms for device
allocation are proposed, based on whether the availability of
devices in each training round are known at the early beginning
of the training procedure. The performance results reveal that
the proposed solutions outperform baseline methods in pro-
viding better data sharing. The final contribution of the cate-
gory presents a model-based reinforcement learning and neural
network-based policy compression for spacecraft rendezvous
on resource-constrained embedded systems [A14]. It includes
model-based reinforcement learning for spacecraft rendezvous
guidance. It builds a Markov Decision Process model based on
the Clohessy–Wiltshire equation of spacecraft dynamics, uses
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dynamic programming to solve it, and generates the decision
table as the optimal agent policy. Performance results indicate
that the contribution achieves lower computational overhead
than the conventional PID algorithm and has higher trustwor-
thiness and better computational efficiency during training than
the MFRL algorithms.

IV. CONCLUSION

Addressing the trustworthiness of AI/ML/DL approaches in
IIoT systems and applications is highly important and a timely
research issue.
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