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Guest Editorial:
Al-Enabled Software-Defined Industrial
Networks: Architectures, Algorithms, and
Applications

ith the development of intelligent manufacturing, new

manufacturing modes such as personalized customiza-
tion and networked collaboration have been widely developed.
These new manufacturing modes require frequent data ex-
changes between manufacturing machines and industrial infor-
mation systems through the networks, and dynamically change
according to the variations of orders, business, and environ-
ments, which cannot be supported in traditional manufacturing
modes that focus on local and fixed processes. The current
industrial network architecture cannot meet the needs of the
aforementioned upcoming manufacturing mode. For example,
there are many industrial network protocols, forming a complex
industrial heterogeneous network, which seriously affects the
interconnections between the underlying devices and the upper
layer application systems. In addition, the layering information
technology (IT) networks and the operation technology (OT)
networks in the factory have hindered the developments of
the industrial networks and intelligent manufacturing. There is
an urgent need to build a flat, efficient, and flexible industrial
network to support the new manufacturing modes.

Fully interconnected, flat, and flexible industrial networks
will be the development trends of intelligent manufacturing,
and designing new communication protocols to replace the
traditional heterogeneous network protocols maybe a feasible
solution. In the application layer, a data communication protocol
independent of manufacturers and platforms (e.g., OPC UA) can
be used to support data exchanges among different operating
systems or devices from distinct manufacturers, and achieve
the fusion of heterogeneous industrial networks. However, the
application layer protocols can only be used in the management
and configuration process, but cannot guarantee real-time per-
formance, which prohibits them from directly participating in
automatic control.

Software-defined networking (SDN) improves the controlla-
bility of the network by the separation of the data plane and
the control plane. Without introducing new link layer protocols,
SDN can be compatible with existing industrial communication
protocols, and flexible to modify and reconstruct the network
based on various quality of service (QoS) requirements. Artifi-
cial intelligence (AI) has learning abilities and can provide better
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network management and traffic optimization without any expert
knowledge. Al can be used to detect vulnerabilities or anomalies
in an automated way on the environment resulted from the
convergence of OT and IT. SDN with AI assistance through
different condition is utilized and uses network management,
decision-making, fault detection, path planning, and routing
schemes in several scenarios such as enterprise network and
campus network. Thus, the combination of Al and SDN has
considerable application potential for industrial networks en-
hancement, whereas implementing SDN in industrial networks
still faces some fundamental issues, including the integration of
heterogeneous network protocols, unified access control, inter-
connection with industrial wireless networks, real-time trans-
mission scheduling, etc.

In this special issue, authors from both academia and industry
were invited to submit papers presenting new research related to
the theory or practice of software-defined industrial networks
(SDINs), including algorithms, modeling, technologies, and
applications. After a rigorous review process, ten papers have
been selected to be published in this special issue.

To ensure the continuity and robustness of Industrial Internet
of Things (IloT) communications in the case of damaged in-
frastructure communication facilities postdisaster, the industrial
IoT can be connected with satellite networks in emergencies.
Zong et al. [A1]in “End-to-End Transmission Control for Cross-
Regional Industrial Internet of Things in Industry 5.0” present
a cross-regional, end-to-end, transmission control scheme for
satellite-supported, multihop industrial IoT. They propose a
scheme that adjusts the window of data transmission from two
phases, slow start and congestion avoidance, to accommodate
the low-transmission performance caused by a long delay and
high bit error rate in converged networks. The window of data
transmission is also adjusted to increase the amount of data
transmission for the slow start to fill the high bandwidth delay
product of the converged network while adjusting the threshold
of data transmission based on feedback information to distin-
guish different data losses during congestion avoidance. The
feasibility of the heterogeneous network transmission model
is experimentally verified. The results show that the scheme
can achieve good performance in heterogeneous networks of
industrial IoT and satellite networks.

The ResNets-based intrusion detection system (IDS) has
a long detecting interval in SDIN since the multibranch
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architecture has memory access overhead. To address this
problem, Zhu et al. [A2] in “Juggler-ResNet: A Flexible and
High-Speed ResNet Optimization Method for Intrusion Detec-
tion System in Software-Defined Industrial Networks” propose
Juggler-ResNet with a fusible residual structure that preserves
the feature extraction ability of the residual structure and enables
equivalent transformation to linear topology to support low
latency inference service in the industrial application. First,
they propose a fusible multibranch residual structure to avoid
gradient vanishing problems in the training phase. Then, they
convert it to liner topology by using a set of equivalent fusion
operators. Finally, the liner-topology model is deployed to accel-
erate inference speed. Their experimental results on CIFAR-10
and CIFAR-100 show that fusible residual structure can achieve
2.08-4.3 x acceleration with the state-of-the-art level accuracy
performance.

The current Industrial Internet has many drawbacks in terms
of network systems, such as low network expansion, incon-
venient troubleshooting, and low data transmission efficiency.
Wang et al. [A3] in “SMA: SRv6 Based Multi-Domain In-
tegrated Architecture for Industrial Internet” propose a novel
SRv6-based multidomain integrated architecture for industrial
Internet (SMA). They deploy multilayer controllers in SMA
and replace the SDN controller by SMA nodes, which realize
the high network scalability and efficient data transmission of
the Industrial Internet. The faulty node in the SMA can be
quickly and accurately identified through the periodic detection
actively sent by the controller node in the domain and the
passive feedback of the SMA nodes, and the generated SMA
Nodes Trusted Set can be used for forwarding path generation.
They propose a Bellman—Ford algorithm with a hop count
constraint based on the total number of SNTS nodes, which
effectively avoids long-path forwarding and improves network
resource utilization. Through theoretical analysis, the safety and
scalability of SMA have been fully verified. The simulation
results show that SMA is superior to the existing Industrial
Internet network structure in terms of troubleshooting efficiency
of faulty nodes, network throughput, and data communication
overhead.

The traditional spectrum access schemes are difficult to adapt
to the various communication environments for the Cognitive In-
dustrial Internet of Things (CIIoT). Liu et al. [A4] in “Reinforce-
ment Learning Based Dynamic Spectrum Access for Software-
Defined Cognitive Industrial Internet of Things” propose Q-
learning-based dynamic spectrum access to intelligently utilize
the spectrum resources in three access scenarios: orthogonal
multiple access, underlay spectrum access, and nonorthogonal
multiple access (NOMA). The simulation results have shown the
advantages of the Q-learning-based NOMA scheme in terms of
guaranteeing the throughput of the CIIoT nodes and decreasing
the interference to the primary users.

SDIN suffers from low traffic scheduling efficiency caused
by large and imbalanced flows, known as the heavy hitters prob-
lem. Liu et al. [AS] in “Imitation-Learning Based Heavy-Hitter
Scheduling Scheme in Software Defined Industrial Networks”
propose anovel imitation learning-based flow scheduling (ILFS)
method. They utilize P4-based in-band network telemetry

technology to collect fine-grained, real-time traffic data from
SDIN’s data plane. In the control plane, they integrate the genera-
tive adversarial imitation learning model with a soft actor critic to
preserve the experiences of flow, thereby better scheduling large
flows. The experiment results indicate that ILFS successfully
controls the link bandwidth utilization between 10% and 80%
and significantly improves the average network throughput and
link utilization rate.

Toward energy-efficient and secure data transmission in Al-
enabled SDINs, Fang et al. [A6] in “Towards Energy-Efficient
and Secure Data Transmission in Al-Enabled Software Defined
Industrial Networks” presents a metric called ECPUB, which
means energy cost of transmitting per useful bit, to evaluate
energy efficiency. They also propose an energy-efficiency-based
secure multipath routing scheme (E2SMR) by adopting the
ECPUB and (¢, n) threshold secret sharing scheme, for en-
hancing the security under the premise of guaranteeing energy
efficiency. Extensive simulation results show that ECPUB can
evaluate the energy efficiency and facilitate the balance of net-
work load, whereas E2SMR can prolong the lifetime of the
network and simultaneously ensure the network functionality
securely.

The security of the distributed control plane is rarely con-
sidered in SDIN. Wang et al. [A7] in “Deep Reinforcement
Learning for Securing Software Defined Industrial Networks
with Distributed Control Plane” study attacks against SDIN
with distributed control plane, demonstrate their propagation
across multiple controllers, and analyze their impacts. They
propose an attack mitigation scheme based on deep reinforce-
ment learning to adaptively prevent the spread of attacks. The
scheme has the ability of learning from the environment and
flexibly adjusting the switch takeover decisions to isolate the
attack source, so as to tolerate attacks and enhance the resilience
of SDIN.

The SDIN architecture is vulnerable to network attacks,
which may degrade manufacturing productivity, and even cause
accidents. Hu et al. [A8] in “A Deep One-class Intrusion
Detection Scheme in Software-Defined Industrial Networks”
propose a deep-learning-based one-class intrusion detection
scheme (DO-IDS) to improve the security of industrial net-
works. First, DO-IDS periodically extracts the flow statistics
of the industrial network traffic to generate network status
features. Then, it utilizes a deep-learning-based dimension re-
duction approach to filter redundant features. In addition, a
deep-learning-based one-class detector is designed to calculate
the abnormal scores of the network status features. Finally, they
conduct extensive simulations, which demonstrates that DO-IDS
can detect abnormal traffic with enhanced accuracy and high
efficiency.

The IIoT enables intelligent manufacturing through the in-
terconnection and interaction of industrial production elements.
Ji et al. [A9] in “Dynamic Network Slicing Orchestration for
Remote Adaptation and Configuration in Industrial [oT” propose
anetwork slicing orchestration system for remote adaptation and
configuration in smart factories. To optimize network resource
allocation and adapt to the dynamic network environments,
they propose two heuristic algorithms with the assistance of
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Al and the theoretical analysis of the network slicing system.
The experiment results show the effectiveness and efficiency
of the proposed algorithms when multiple network services are
concurrently running in the IIoT.

With the growth of the number of 10T devices and the emer-
gence of new applications, satisfying distinct QoS in the same
physical network becomes more challenging. Mai ez al. [A10] in
“Transfer Reinforcement Learning aided Distributed Network
Slicing Optimization in Industrial IoT” design a network slicing
architecture over the SDN-based long-range wide area network
(LoRaWAN) to meet the distinct QoS in industrial IoT. They
proposed a deep deterministic policy gradient (DDPG) based
slice optimization algorithm, which enables LoRa gateways
to intelligently configure slice parameters to improve the slice
performance. To accelerate the training process across multiple
LoRa gateways, they leverage the transfer learning framework
and design a transfer learning based multi agent DDPG
algorithm.

In closing, we would like to thank all the people who have
made significant contributions to this special issue, including the
contributing authors, the anonymous reviewers, and the IEEE
TRANSACTIONS ON INDUSTRIAL INFORMATICS publication staff.
We believe that the research results presented in this special issue
will stimulate further research and development ideas in SDIN.
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