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Abstract—Cross-device federated learning (CDFL) sys-
tems enable fully decentralized training networks whereby
each participating device can act as a model-owner and
a model-producer. CDFL systems need to ensure fairness,
trustworthiness, and high-quality model availability across
all the participants in the underlying training networks. This
article presents a blockchain-based framework, TrustFed,
for CDFL systems to detect the model poisoning attacks,
enable fair training settings, and maintain the participat-
ing devices’ reputation. TrustFed provides fairness by de-
tecting and removing the attackers from the training dis-
tributions. It uses blockchain smart contracts to maintain
participating devices’ reputations to compel the partici-
pants in bringing active and honest model contributions.
We implemented the TrustFed using a Python-simulated
federated learning framework, blockchain smart contracts,
and statistical outlier detection techniques. We tested it
over the large-scale industrial Internet of things dataset and
multiple attack models. We found that TrustFed produces
better results regarding multiple aspects compared with the
conventional baseline approaches.

Index Terms—Blockchain, fairness, federated learning,
industrial Internet of things (IIoT), reputation, security,
trust.

I. INTRODUCTION

F EDERATED learning (FL) represents a new class of dis-
tributed machine learning techniques whereby the training

process is actuated without centralizing the data on cloud data
centers [1]. A typical FL process is executed between central-
ized Internet-enabled servers and the distributed devices and
systems connected to them via the Internet [2]. FL lowers the
data communication cost by adopting the model-first approach.
This approach enables the centralized servers to maintain a
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global model and push the model parameters to connected
devices and systems instead of pulling the large datasets [1]. FL
is a privacy-preserving distributed machine learning protocol
wherein the devices bootstrap the training process using the
global model received from the server and then perform the
local model training over their local datasets [3]. The devices
then apply the differential privacy preservation techniques (such
as homomorphic encryption or multiparty computation) and
upload their local model updates to centralized servers. Further-
more, the FL enables a secure model aggregation technique on
the centralized servers. These servers aggregate global model
updates by performing encrypted computations over reported
local model updates without looking into the identity of devices
or systems.

The FL model training networks are mainly configured us-
ing two approaches, first, cross-dataset FL (CDSFL) systems,
whereby the datasets are vertically partitioned across multiple
participants in the training network, and second, cross-device
FL (CDFL) systems, whereby the datasets are horizontally par-
titioned across all the devices in the training networks [4]. The
CDSFL system always depends on centralized servers (e.g., in
cluster/cloud environments) to orchestrate the training services
across the participants, aggregate the model updates, and main-
tain different versions of the centralized model. This type of
FL settings always requires a stable communication network
to ensure the high availability of FL participants. However, in
the CDFL systems, the devices can join or leave the training
networks. Also, the CDFL systems enable the personalization
of learning models at the fine-grained level. The learning mod-
els are initially bootstrapped from a community-trained global
model and then gradually personalized at the device level. CDFL
delegates more user control over privacy configurations and
enables devices to perform opportunistic model training in their
desired communities. However, the decentralization property
of CDFL not only increases the communication cost in the
underlying mesh networks but also boosts up the probability
of model poisoning and adversarial attacks [5].

The industrial Internet of things (IIoT) represents a network
of intelligent and highly connected industrial devices configured
to increase productivity, reduce cost, and enable operational
efficiency [6]. IIoT communication networks enable machine-
to-machine (M2M) and human-to-machine communication. The
concept of CDFL highly correlates with the deployment of FL
systems in the M2M communication. The devices and systems
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contribute to the CDFL by providing their data, computation,
storage, and communication facilities.

The devices in the CDFL can act as an FL server for config-
uring model training and aggregating model updates. Similarly,
the devices can contribute as model trainers who train the model
on their native datasets and communicate the privacy-preserved
model updates to the other devices (acting as servers) to update
their versions of the trained models. However, the training
networks’ decoupling increases the communication cost over
underlying peer-to-peer (P2P) networks. Similarly, the devices
can collude and pollute the training models on some of the
devices by initiating adversarial attacks, resulting in unfairly
trained low-quality FL models.

Considering the decentralized nature of the datasets, the dis-
tribution of devices across the FL systems, and the requirements
to train high-quality and population-wide representative models,
the issues of fairness and trustworthiness require exceptional
attention. The tendency to exhibit unintended, surprising, and
adversarial behavior leads to unfairness in FL models. Therefore,
FL systems need to ensure fairness at multiple levels [7]. For
example, FL systems should meet the individual fairness crite-
rion, where similar devices with similar data and same global
model configurations should receive the same results. Similarly,
FL models should comply with the criterion of demographic
fairness, where the subsets of devices and systems should
equally represent all the subsets of overall populations under
observations. Likewise, FL systems should meet the criterion of
counterfactual fairness, where all devices and systems should
be equally provided with the same global model configurations
and the same expected output. Also, the equal distribution
of rewards among all the honest FL participants must meet
these criteria.

This article aims to enable a fully decentralized CDFL sys-
tem that uses IIoT devices as FL participants. Considering the
decentralization of participants, training configurations, and the
fairness and trust requirements in the CDFL systems, we aim
to use blockchain as a decentralized trusted entity in the CDFL
training networks. The main contributions in this article are as
follows.

1) We propose a blockchain-enabled framework, TrustFed,
for a fully decentralized CDFL system. The proposed
framework uses Ethereum blockchain and smart contract
technology to enable decentralization and maintain par-
ticipants’ reputation across the CDFL system.

2) We propose a novel protocol for CDFL, which detects
the outliers in the training distributions and removes them
before aggregating the model updates.

3) We implement and test the TrustFed and the proposed
protocol using a real IIoT dataset. The source code of the
dataset is available via GitHub [8].

4) We compare and evaluate the results with the existing
state-of-the-art baseline approaches.

The rest of this article is organized as follows. Section II
presents the related work. Section III presents the proposed
framework. Section IV presents the details about the experi-
mental setup. Section V describes the outcomes of the conducted
experiments and the comparison with the related work. Finally,
Section VI concludes this article.

II. RELATED WORK

The integration of blockchain technologies with FL systems
creates opportunities to distribute trust and ensure fairness across
FL environments. A few early studies presented the relevant so-
lutions. Researchers in [9] performed system-level integration of
blockchain and FL algorithms to achieve improved performance
in terms of privacy awareness and communication efficiency.
The proposed framework enables smart vehicles to efficiently
share FL model updates without centralizing the data using
the proof-of-stake-based blockchain-consensus mechanism. Re-
searchers performed a deep investigation of their proposed
design considering various blockchain networks performance
indicators, such as retransmission limit, block size, block ar-
rival rate, frame size, and end-to-end delay. Their simulation
results and mathematical evaluation suggest the favorability
of blockchain-integrated FL platforms for mobility-aware FL
applications. Their proposed framework will be fully adopted
after the considerable improvements in future communication
networks, such as 6G and smart vehicles [10]. However, con-
sidering the current technology stacks and in the absence of
programmable proof-of-stake-based blockchain systems, it is
still hard to replicate the experiments in real-world applications.

Researchers in [11] proposed a blockchain integrated frame-
work for the Internet of battle things (IoBT) to enable trust-
worthy FL applications for sustainable societies. The proposed
framework encompasses four layers: data-layer (to collect the
IoBT data from external environments, edge-layer (to enable
different edge devices to perform ephemeral model training,
block mining, and off-chain model storage), fog-layer (to train
FL models, aggregate model updates from multiple edge nodes,
mine new blocks, and off-chain components to store transient
models), and cloud-layer (to aggregate model updates from mul-
tiple fog-nodes. Although the proposed framework maintains
model histories and learning model updates at multiple levels,
trustworthiness and fairness still need to be addressed. A com-
mittee consensus-based blockchain-integrated FL framework
was proposed to decentralize the model development process
and to provide security against malicious attacks on the central-
ized parameters servers [12]. The proposed framework benefits
in terms of maintaining model history and model updates using
on-chain decentralized storage networks. It also benefits in
terms of scalability and reduced computational cost compared
to traditional proof-of-work (PoW)-based blockchain systems.
However, it still requires general programmable features to
support the wide range of application areas.

Several other researchers focused on blockchain-FL inte-
gration. For example, research was done to create the right
balance between the amount of data and training cost (i.e.,
energy) on mobile devices [13]. The optimal block generation
rate was also computed to minimize the cost of communica-
tion, lower the cost of energy, and reduce the incentive ex-
penditures. Similarly, BlockFlow integrates differential privacy
with Ethereum smart contracts, which incentivizes the training
participants by offering rewards against their good behavior
during the FL training process [14]. Similarly, BlockFL en-
sures the exchange and verification of shared model updates
in the CDFL settings [15]. BlockFL eliminates a centralized
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Fig. 1. Framework for trustworthy FL.

parameter server’s requirement and uses blockchain technology
to complement the centralized server requirements. Another
study focused on blockchain-based model sharing between de-
centralized model training devices using Ethereum smart con-
tracts and IPFS [16]. Also, the system ensures the fairness of
training models by performing cross-validation between de-
vices with high-quality models and devices with low-quality
models. Researchers in [17] used blockchain-based reputation
smart contracts in consortium settings to incentivize the honest
and high-quality model producers and develop highly reliable
global models. The literature review reveals that despite different
proposals and variations, the research on blockchain-integrated
trustworthy FL systems is still at its early stages [18].

III. PROPOSED FRAMEWORK

This section elaborates on our proposed framework, as de-
picted in Figs. 1 and 2. The framework capacitates the inter-
actions between on-chain and off-chain FL application com-
ponents in order to enable FL environment; monitor the FL
processes and collect relevant statistics and meet the promised
QoS requirements; and deploy public blockchain technologies
to perform on-chain FL model aggregation and ensure fairness
and trustworthiness using reputation and incentive mechanism
smart contracts.

A. Reputation System for FL Systems

1) Centralized FL Systems: The server in centralized FL is
responsible for choosing the set of devices for the following FL
round. The server selects these devices based on the performance
evaluation of all devices. The evaluation is created for each
new device and updated after each round. The existence of
evaluation records inside the server removes the need for a
shared reputation system in centralized FL systems. Although
the server has sizeable computational power and is less likely to
disconnect, a centralized entity controls all devices’ reputations

and becomes less desirable and a severe trust issue. It is not a
fully transparent process, and no one can stop the server from
malicious acts.

2) Decentralized FL Systems: For decentralized FL sys-
tems, there is a need for an openly shared record that shows each
device’s reputation. Blockchain offers a decentralized public
ledger that can be used to store the reputation of all devices.
New devices can register themselves, check and update the
reputation of all other devices. It is a community-driven de-
centralized reputation system whereby the reputation scores are
stored on the public blockchain, and no one can tamper with the
reputation scores. Our proposed solution’s primary motivation
for incorporating blockchain is to enable a fair and trustworthy
CDFL system.

3) Relationship Between FL and Blockchain: Blockchain
can be integrated with FL applications in many ways (see
Section II). However, we aim to deliver a loosely coupled and
blockchain-agnostic CDFL system. This approach helps to inte-
grate the proposed framework with any permissioned or permis-
sionless programmable blockchain system. Also, the framework
ensures the separation of concerns between CDFL application
components and their underlying blockchain network. This de-
sign strategy benefits by minimizing the dependence between the
FL participants (i.e., the training workers) and the blockchain
operators (i.e., mining nodes). Hence, the loose coupling allows
the deployment of the CDFL applications across a wide range
of public and private blockchain systems.

B. Off-Chain FL Components

Considering many miners in the public blockchain networks
(e.g., Ethereum mainnet consists of 8959 nodes as of August 18,
2020 [19]), the replication and synchronization of distributed
ledger become the bottlenecks in ensuring the high throughput
and scalability for FL applications. Alternately, FL models are
required to be continuously trained and evaluated on the new
data. Therefore, the proposed framework enables computation-
intensive and data-intensive FL components off-chain, which
benefit in handling a large number of participating devices
and systems in the FL environments. Also, the off-chain FL
components facilitate iterative model training on each batch of
data and interact only in the case of significant changes in the
local model parameters.

The conventional FL process is executed between a set of
centralized parameter servers (Si) and a set of workers Wi (i.e.,
devices or systems) whereby each participant (Pi) can act as
a parameter server to aggregate the model updates from other
Pi and as a worker to train the model on their local datasets
and, finally, report the model updates to the requesting server.
Mathematically, it is denoted as (Pi ⊂ Si) || (Pi ⊂Wi)||(Pi ⊂
Si &amp; &amp; Pi ⊂Wi) where Pi could be an arbitrary
subset of either Si or Wi.

For each training iteration among Si and Wi, Bonawitz et
al. [2] elaborated on the execution of the FL process in three
stages: selection, configuration, and reporting. At the selection
stage, the Wi report or show interest in the model training
process and Si, in turn, selects a subset of reporting Wi;
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Fig. 2. Cross-device model development using TrustFed framework.

however, the selection criteria may vary based upon the appli-
cation requirements and contextual information about Wi. Si

communicates the reason for not selecting the arbitrary Wi and
asks them to return in the subsequent training rounds if they can
meet the specified criteria for selection. At the configuration
stage, Si checks and reads the global model check-points (e.g.,
initial model weights [W 0]) in the persistent cloud storage) and
then communicate it to selected Wi. Si also sends the model
configurations, such as learning rates, the number of epochs,
and the momentum to selected Wi. At the reporting stage, Wi

runs the model configurations on their local datasets DSi and
produces the new model updates (e.g., new model weightsW 1).
At the reporting stage, the privacy information (e.g., gradient
encryption of W 1) is added, and the encrypted model updates
are communicated back to Si, which in turn performs the secure
aggregation and writes the global model updates on the persistent
centralized storage systems.

Our proposed framework extends the conventional centralized
FL framework proposed by Bonawitz et al. by enabling a fully
decentralized cross-device FL model training in P2P networks.
Hence, each Pi can arbitrarily act as Si, Wi, or both. However,
each Pi can independently actuate, participate, or monitor the
model training process. The proposed framework enables two
types of off-chain components to monitor and manage the FL
processes and provide a separate run-time for FL applications.

1) QoS Manager: A plethora of heterogeneous devices and
systems in decentralized systems raises quality concerns re-
garding FL models. For example, late reporting by some de-
vices may result in the loss of some essential model up-
dates or non-independent and identically distributed (IID)
datasets on some devices that may cause the overfitted models.

Similarly, the asynchronous settings may cause delayed gradient
optimization, which results in poor model convergence. Alter-
nately, devices’ ability to ensure security and privacy-preserving
FL environments can severely affect the quality of produced
models. Considering those mentioned earlier and many other
application-specific quality issues, the QoS manager publishes
the quality requirements of each Pi along with the incentive
promises, and it selects the most promising devices considering
their reputation on the blockchain network.

2) Training Manager: Despite the selection of reputed de-
vices, the centralization attacks pose serious threats to fair and
trustworthy FL systems. The repetitive selection of the same
group of reputed devices increases the centralization. It results
in a low model convergence rate due to the gradual absence of
new data points on the same devices. For example, the infrequent
changes in user behaviors result in non-IID datasets, which result
in an overfitted trained model. The training manager randomly
selects a cohort (i.e., a subset) of reputed devices C = {p : p ∈
Pi, Rep(p)> λ} where λ represents the average reputation score
of Pi. Considering the decentralized settings, each device main-
tains its hyperparameters distribution ρ(H|ψ) over the space
of hyperparameters H . Then, at the beginning of each training
round ti, the training manager ensures fairness by performing
training in two subrounds. In the first subround, the training
manager delegates FL tasks to each C by sending global model
hyperparameters ht sampled from ρ(H|ψ) and initial global
model weights W 0. C performs on-device model training and
generates new weights W 1 and append the privacy information
Enc(W 1) and sends it back to the training manager. The training
manager aggregates the model updates and examines the signif-
icance of the converged model. In the second round, the training
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manager partitionsC into two subgroups considering the model
updates. Ci with low and average convergence contributions
are categorized in the first group C1 while the remaining Ci

are categorized into the second group C2. Then, the training
manager performs the cross-validation of model updates by
performing cross-group weight assignment, i.e., WC1

1 → C2

andWC2
1 → C1 and sends the same model hyperparameters ht

initially sampled from ρ(H|ψ). Ci once again trains the models
and produces a new set of model weights W 2. The training
manager then retrains the global model by aggregating the model
updates considering W 2, and it generates model performance
statistics (e.g., training loss, validation loss, training accuracy,
validation accuracy, etc.) at the end of each training round.

3) Model Statistics Interpreter: The model statistics inter-
preter maintains a distribution of reported model statistics to
examine the cohortwise model performance, and based on vari-
ations in each training subround, it assigns the new reputation
scores to each Ci.

4) Model Version Manager: The model version manager
cross-examines the model performance and compares it with
the initial model performance. Also, it validates the model
performance considering the QoS requirements. In the case of
QoS-compliant training, it stores the model on the decentral-
ized storage systems, such as IPFS in this research. Since the
IPFS enables content-addressed data management instead of
IP-addressed data access, therefore it distributes the large-size
learning models into even-size chunks of 256 KB. The IPFS
enables content addressing by implementing a multihashing
mechanism whereby different SHA256 hashing algorithms are
used to uniquely identify the model chunks on the underlying
P2P storage networks. Also, IPFS provides Merkle-DAG data
structures to maintain distributed hash tables, which maintain
the information freshness of model updates on the P2P network.
However, the absence or low level of data replication on peer
nodes causes unavailability and minimal data synchronization.
The model version manager publishes the model content ad-
dresses to all FL participants via blockchain smart contracts to
address these issues and inform all FL participants about model
updates.

5) FL Core: The FL-core enables a separate run-time for
each FL application whereby it enables two types of compo-
nents: model aggregator and peers. Since the framework comple-
ments fully decentralized cross-device FL training requirements,
the traditional FL model training does not need to be controlled
from a centralized cloud server. The training manager at each Pi

manages the training process. The model aggregator aggregates
the resultingW 2, stores the updated model weights on the IPFS,
and initiates new blockchain transactions via model aggregator
smart contract to update all the FL participants on the network.
The peer components communicate with Pi on the P2P network
and collect W i for the model aggregator.

C. On-Chain FL Components

1) Reputation Smart Contract: The main objective of this
study is to ensure bidirectional trust among all devices on the
training network. Therefore, servers and trainers both should

be able to maintain their reputations. This requirement arises
because training devices need reputation scores to find more
trustworthy servers to get a better quality initial learning model
for bootstrapping. Alternately, servers are interested in devices’
reputations to find the potential model contributors and maintain
their retention rate by offering them incentives to participate in
the subsequent training rounds.

1) Trustor: A trustor (Tu) possibly plays a dual role in the
system as a trusted user and trusted source. The trust
values, such as reputation scores of a trustee (Tp), are
publicly made available to all participants in the training
network. However, only participating devices acts as trust
sources to ensure the legitimacy and quality of collected
trust values. For example, a server or a training device
may act as aTu while requesting the reputation scores and
provide new reputation ratings after each training round.

2) Trustee: A Tp interacts with the system as a trusted
provider and a trusted destination. The platform ensures
public availability of aggregated trust values of Tp to all
Tu on the network. However, only participating devices
can update the destination trust values of each Tp. Any
server or training device may act as Tp if they want to
maintain their training network’s reputations.

3) Off-chain Operations: The accumulation of trust values
from several Tu to execute computationally complex
iterative functions is done off-chain. The off-chain com-
putations involve normalizing and processing trust values
using different statistical methods, AI models, prediction
schemes, context acquisition and processing methods,
ontology trees, and graph algorithms. For example, we
used statistical methods to detect the outliers off-chain
and then assign a positive reputation score to all honest
participants while decreasing malicious training devices’
reputation.

4) On-Chain Reputation Aggregation: The consensus-based
aggregation of trust scores for eachTp and storing it on de-
centralized P2P storage infrastructures is performed using
reputation smart contracts, as presented in Algorithm 1.
The smart contract is owned by Tp and calculates the
reputation of training devices after executing the fair FL
protocol presented in Algorithm 2. All devices execute
the reputation smart contract in the server mode. The
reputation score is incremented or decremented by 100
points based upon the device performance during the fair
FL training process.

2) Incentive Mechanism Smart Contract: Considering the
decentralized FL nature, all the devices are perceived to be
voluntarily participating in the training process. The incentive
mechanism smart contract enables the participating devices to
publish their QoS requirements: minimum acceptable accuracy,
their training budget (i.e., the offered incentives), number of
minimum devices required for training, the required training
time, and many other application-specific parameters; and pay
the rewards using the native cryptocurrency tokens (e.g., ERC-
20 on the Ethereum blockchain).

3) FL Aggregator Smart Contract: The aggregator smart
contract performs on-chain aggregation of model weights to
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create a new version of the updated global model, accessible
to all participating devices on the training network. Considering
the decentralized FL nature, each device maintains its version
of the global model; however, periodic updates of the global
model are necessary to maintain a coherent and community-wide
trained global model. Hence, any device on the training network
can report a new global model update after finding a significant
improvement. An aggregating server device generates a unified
hash of the updated weight matrix and their corresponding model
file, and then it reports the unified hash for on-chain aggrega-
tion. The aggregator smart contract updates the weight chain,
accessible to all participating devices on the training network.

D. Fair FL Protocol

Considering the trust, fairness, and decentralization require-
ments, the fair FL training protocol (as presented in Algorithm 2)
executes the following steps.

1) Each Si device publishes QoS parameters (i.e., mini-
mum acceptable accuracy, training budget (i.e., the of-
fered incentives), number of minimum devices required
for training, the required training time, and the minimum
reputation threshold) on the network.

2) Subscribing Wi on the network show their interest.
3) Si selects Wi based on their reputation and current

promises.
4) EachSi andWi manage their native deep neural network

architectures.
5) Si randomly generates two worker subpopulations and

form cohorts, i.e., (C1, C2) ∈Wi.
6) Si sends model configurations (i.e., training parameters)

to all selected C1 in Wi.
7) C1 performs training and reports back with updated

model parameters and accuracy.

Fig. 3. Simplified diagram of TurboFan engine and its failure
mode [20].

8) Si sends model configurations (i.e., validation parame-
ters) to all selected C2 in Wi.

9) C2 performs validation and reports back with updated
model parameters and accuracy.

10) C1 now will play the role of C2 and C2 will play the
role ofC1, and the training-validation process described
before will be repeated.

11) Si prepares two different accuracy distributions for C1

and C2.
12) Si runs statistical methods (i.e., mean and standard

deviation) over both accuracy distributions.
13) Si detects the outliers by considering the honest Wi,

which produces the training and validation accuracy
within the control limits [mean (μi)± standard deviation
(σi)]. It removes the remaining Wi.

14) Si calculates the reputation scores and aggregates top-k
highly reputed contributing devices.

15) Si retrains the global model and generates a new average
accuracy.

16) Si stores a new version of the updated model using IPFS.
17) Si generates a unified hash by combining input as aver-

age accuracy and model hash.
18) Si stores the unified hash using a smart contract for

community-wide on-chain model aggregation.

IV. EXPERIMENTAL SETUP

We adopted the predictive maintenance use-case to test our
proposed framework and the fair FL protocol. Conventional
predictive maintenance systems collect the data streams from
various distributed data sources and process them in centralized
computing infrastructures. However, this centralization poses
severe threats to various security, privacy, data consistency, data
completeness, and data synchronization-related requirements.
The in situ privacy-preserving secure data analytics components
in FL systems enable mitigation of the challenges mentioned
earlier. However, the threats of adversarial attacks and mali-
cious model trainers still exist; hence, we mapped the proposed
framework to a decentralized predictive maintenance system.

We implemented the proposed framework using the Python
programming language. We performed all experiments on the
Turbofan Engine Degradation simulation dataset released by
NASA [20], which is the baseline dataset used to estimate
the remaining useful life of a Turbofan engine (see Fig. 3).
The dataset was generated using commercial modular aero
propulsion system simulation, which simulates the real flight
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conditions and collects realistic sensory measurements from the
turbofan engine (to measure the temperature, fan and core speed,
pressure, fuel flow ratio, bypass ratio, burner fuel-air ratio, and
bleed enthalpy). The dataset was prepared with four different
flight and sensory configurations for several engines and every
cycle of their lifetime. To run the FL experiment, we split the
dataset into training and validation subsets for 100 engines to
replicate the node behavior in the FL training network.

The number of available IIoT datasets is very small and the
simulation results might look simple; however, it is enough to
show how fairness can be achieved in a decentralized FL system
via the detection of outliers. This dataset is an IID dataset.
We used a set of dense layers in the FL model, and integrated
the PyTorch framework to simulate the FL environments. The
FL model’s layered architecture was configured as follows.
The input layer takes input_size × 24 input neurons for each
window. Two middle dense layers represent 24 × 24 neurons,
and the output dense layer is mapped on 24 × 1 neurons.
Also, we used ReLU as an activation function at the input,
middle, and output layers. Each experiment was run with 10

Fig. 4. Aggregated model loss with and without outliers in fair data
distribution across devices in the FL training network.

Fig. 5. Aggregated model loss with and without outliers in random data
distribution across devices in the FL training network.

epochs and the stochastic gradient descent (SGD) optimizer was
used for weight adjustments. We tested TrustFed with different
worker populations, as presented in Section V. To actuate the
fairness strategy, each experiment was performed on two worker
subgroups where the workers train and validate the models to
simulate the cross-device FL environments. For each iteration,
we added random noise to a worker by adding perturbations to
input images, and each experiment was performed in two rounds
to calculate fairness across worker populations. We also used the
solidity programming language and Remix IDE to integrate the
blockchain smart contracts in CDFL system. The proposed smart
contract was tested and validated using Securify and Remix
Native compiler.

V. RESULTS AND DISCUSSION

We tested the TrustFed in terms of trained model loss and
the ability to detect adversaries with random and fair data dis-
tributions across the FL participants in the FL training network.
Figs. 4 and 5 present the comparison of TrustFed, with the
absence of the outliers, with the baseline FL systems with the
present outliers. For example, in our experiment, we used 20 000
sensors’ readings data and distributed these data across different
workers, starting from a worker population of 6 and ending
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Fig. 6. Model loss when each worker model is tested in cross-device
settings with fair data distribution.

Fig. 7. Model loss when each worker model is tested in cross-device
settings with random data distribution.

with a worker population of 22. The performance comparison
of TrustFed with the baseline shows that our proposed scheme
always yields better results in terms of the lower loss irrespective
of the population size. The better results are due to the TrustFed’s
ability to identify and remove the outliers.

The model loss, as depicted in Figs. 6 and 7, shows the loss
for each worker model when tested in cross-device settings. For

Fig. 8. Aggregated model loss with and without outliers in random data
distribution across devices in the FL training network (100 workers).

instance, Worker 6 is reporting a high loss value when tested
on the other devices. The other workers are reporting high loss
values when tested on the Worker 6 device. This loss is a clear
indicator that Worker 6 is not performing well, including the fact
that it might be acting maliciously. Thus, Worker 6 should be
eliminated from subsequent training rounds. If most workers are
honest, then malicious workers can be detected using this graph.
The guideline is that if a particular worker trained a model on
its device, and this model is not performing well when sent for
testing on the other workers’ devices, this is a strong indicator
that this worker is not adding value to the global model. If the
other workers’ models are not performing well on this worker’s
device, this worker should be removed from the subsequent
training rounds.

To further test the effect on performance, scalability, and
accuracy of the system, we increased the number of workers
up to 100. Requesting each worker to test models generated by
the other workers might add computation and communication
overhead to the proposed system. Fig. 8 shows the aggregated
model loss with and without the outliers. As expected, the loss
is lower when outliers are removed compared with the situation
when all models, including models generated by the outliers,
are considered in model aggregation. The number of workers in
Fig. 8 is 100, and the number of outliers is 10. If we ask each
worker to test all the other workers, we will have 9900 messages
passed between workers, as these messages carry model weights;
hence, it will increase the communication load between the peer
nodes. However, the communication overhead is still far below
when compared with transmitting raw data in a P2P network.

For more scalability, we divided the workers into groups
whereby the workers in each group validate models for the other
workers within the same group only. For instance, if we have
two groups of 50 workers each, we will reduce the number
of messages passed between the workers to 5000. Therefore,
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TABLE I
TOTAL TIME TAKEN TO VALIDATE OTHER WORKERS WITH DIFFERENT

GROUP’S SIZES

dividing workers into groups where each group is having a
relatively smaller set of workers boosts the performance and the
scalability of the system, as shown in Table I, while maintaining
fairness through the outlier detection algorithm. The number
of workers in each group should not be too small compared
to the expected number of outliers in the system. The outliers
might overtake a particular group by excluding honest workers.
Our reputation-enabled worker selection strategy maximizes the
chances of detecting the colluding workers when the workers are
shuffled and reassigned during each training round.

We used Ai ∈ {μi ± σi} as the initial statistical control limit
for the outlier detection because of the small population sizes,
and this control limit provides coverage to 95% of the pop-
ulation. Therefore, we were only able to identify significant
malicious adversaries. Since the commercial-grade FL networks
recruit FL participants from a large-scale population (from few
millions to 1000 s of millions), TrustFed could help detect the
hidden adversaries as well because training on the large-scale
network will minimize the gap between average model loss and
it will gradually fit well within the control limits. Therefore, a
deep correlation analysis of average loss level and control limits
will help determine the optimal control limits for the different
sizes of the worker populations.

We performed the security analysis of smart contracts using
Securify (the common smart contract security analysis tool)
to ensure that our proposed CDFL system withstands all the
known adversarial attacks on the blockchain network. Also, the
proposed smart contracts return a false flag using low-level call
methods coupled with external calls to detect malicious activities
or exceptions in the code. We also ensured the safe execution
of the smart contracts by using pull-based external calls. We
explicitly labeled all state variables and functions to ensure easy
accessibility on the Ethereum blockchain. Since all of the CDFL
system participants try to build their reputation on the blockchain
network, we ensure that all contracts are being executed au-
tonomously without being attacked by the other smart contracts
on the chain and without transferring reputation values to the
other contracts. Using a shared state variable could lead to cross-
function race conditions to attract the attackers in replicating the
attack from the other functions with the shared state variables.
Therefore, our proposed smart contract does not cater to any
cross-function race condition, and the function calls are only
made after a complete lifetime of the shared state variables.

VI. CONCLUSION

The presence of adversaries and malicious participants can
jeopardize model performance in the FL environments. This

article proposed TrustFed, a framework that enables public
blockchain-empowered cross-device and cross-population fair-
ness over decentralized FL training networks. The TrustFed
ensured fairness by distributing the training network participants
into multiple subgroups, detecting the outliers within the FL
network, and performing the training and validation across the
devices. TrustFed used the Ethereum blockchain smart contracts
to incentivize the training network participants and maintain
their on-chain reputation for active and honest contributions
during the model training.
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