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Secrecy Performance Analysis of RIS-Aided
Smart Grid Communications

Masoud Kaveh ¥, Zheng Yan

Abstract—A smart grid (SG) is an advanced electrical
grid that enhances the efficiency and reliability of tra-
ditional power grids. Reconfigurable intelligent surfaces
(RISs) have been recently proposed to enhance commu-
nication performance in the SG. However, the communi-
cation links between different SG components could suf-
fer from eavesdropping and unauthorized access, which
makes physical layer security (PLS) a promising solution
for addressing these concerns. In this article, we focus
on exploring the effect of applying RIS on enhancing the
PLS performance of SG communications. Specifically, we
consider an RIS with reflecting elements besides a smart
meter, a neighborhood gateway (NG), and an eavesdropper
to develop a smart environment in the SG to improve PLS
performance in terms of secrecy outage probability (SOP)
and average secrecy capacity (ASC). For this purpose, we
first derive a probability density function and a cumulative
distribution function for the signal-to-noise ratio (SNR) at
both the NG and the eavesdropper. Then, we derive closed-
form expressions of SOP and ASC to evaluate the impact of
various system parameters on the secrecy performance of
RIS-aided SG communications. Furthermore, considering
the significance of system behavior under high-SNR con-
ditions, we conduct an asymptotic analysis of the SOP and
ASC. Finally, we apply the Monte Carlo simulation to vali-
date the analytical results. Our results indicate that using
the RIS can significantly enhance the secrecy performance
of SG communications compared to the conventional SG
scenarios without the RIS.

Index Terms—Average secrecy capacity (ASC), physi-
cal layer security (PLS), reconfigurable intelligent surfaces
(RISs), secrecy outage probability (SOP), smart grid (SG).

[. INTRODUCTION

SMART grid (SG) is an advanced electrical grid sys-
A tem that uses modern information and communication
technology (ICT) to enable two-way information flow besides
two-way power flow to improve the efficiency, reliability, and
sustainability of the traditional power grid [1]. By employing
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ICT, the SG can significantly contribute to the current power
grid by introducing numerous improvements such as advanced
monitoring and control, sound integration of renewable energy
resources, enhanced reliability and resiliency, increased flexibil-
ity, better energy distribution and customization, and decreasing
greenhouse gases emission [2].

However, new security and privacy risks arise in the SG due
to the usage of ICT [3], [4]. For example, an eavesdropper can
gain access to sensitive information about a costumer’s energy
consumption habit, which may lead to privacy violation or en-
able malicious activities. Therefore, establishing secure links is
critical for ensuring the confidentiality, integrity, and availability
of sensitive data in SG communications. Using physical layer
security (PLS) techniques, which leverage the physical prop-
erties of a communication channel to provide secure links [5],
[6], [7], offers certain advantages over traditional cryptographic
approaches in certain SG scenarios, such as reduced computa-
tional burden, lower latency, and increased security features [8],
[9], [10]. Analyzing the PLS performance is crucial to ensure
robust and effective secure communication in wireless networks.
In this context, two essential metrics, namely, secrecy outage
probability (SOP) and average secrecy capacity (ASC), play
pivotal roles [11], [12]. SOP quantifies the likelihood that secure
communication is compromised due to unfavorable channel
conditions, providing insights into the system’s vulnerability
against eavesdropping attacks. ASC measures the average rate
at which confidential information can be securely transmitted,
considering both achievable data rate and security against eaves-
droppers [13], [14].

A. Related Works

Several research efforts have focused on investigating the
PLS performance of SG communications in recent years.
Camponogara et al. [15] explored the benefits of hybrid power
line communication (PLC)/wireless channels for improving PLS
in low-bit-rate applications. They derived mathematical formu-
lations for ASC and SOP, revealing the advantages of hybrid
PLC/wireless models in enhancing PLS when eavesdroppers
utilize a single data communication interface. Salem et al. [16]
delved into the PLS of cooperative relaying PLC systems with
artificial noise. They derived expressions for ASC, highlighting
the potential of cooperative relaying to significantly enhance
the security of PLC systems. Building on this, Salem et al. [17]
extended their study to consider PLS in correlated log-normal
cooperative PLC networks. Their work analyzed the impact of
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background and impulsive noise components, providing math-
ematical insights into ASC and SOP under various network
scenarios.

Odeyemi et al. [18] introduced a dynamic wide area network
(WAN) for SGs featuring a friendly jammer to enhance network
secrecy. They derived closed-form expressions for connection
SOP and ASC, showcasing the network’s enhanced security
performance. Atallah et al. [19] investigated PLS performance
in wireless sensor networks within SG environments. They con-
sidered the impact of destination-assisted jamming on secrecy
performance metrics and derived analytical expressions for SOP,
revealing the potential for significant improvement in security
using jamming techniques. El-Shafie et al. [20] studied the influ-
ence of wireless network’s PLS and reliability on demand-side
management in SGs. Their work explored the tradeoff between
security and reliability, proposing artificial-noise-aided schemes
and encoding strategies to enhance security and reliability in
SG. Mohan et al. [21] examined PLS in low-frequency PLC
systems, focusing on ASC and SOP. They considered both the
independent and correlated log-normal channel distributions,
incorporating the impact of impulsive noise and various network
parameters.

In conventional SG communications, achieving robust PLS
performance has been challenging due to several factors such
as presence of interference, channel impairments, and unpre-
dictable wireless conditions due to the dynamic and hetero-
geneous nature of the SG environment. On the other hand,
the reconfigurable intelligent surface (RIS) [22], [23], [24] of-
fers a promising avenue to enhance the PLS performance in
wireless communication systems. The RIS takes the advantage
of metamaterials to control the reflection and scattering of
electromagnetic waves in a controlled manner to enhance the
overall communication performance [25]. The controlled ma-
nipulation of signal paths through the RIS enables the creation
of favorable transmission conditions for the intended receiver
while introducing signal degradation for potential eavesdrop-
pers. This dynamic alteration of the wireless channel charac-
teristics contributes to enhanced security levels [26], [27], [28],
[29], [30]. Furthermore, the RIS can be optimized to minimize
signal leakage to unintended directions, effectively confining the
transmission to the intended recipient [31], [32], [33]. Through
these mechanisms, the RIS can play a pivotal role in bolstering
PLS, making unauthorized interception more challenging and,
thus, enhancing the overall security of wireless communication
systems. Quite recently, the RIS has been utilized to enhance
the communication performance in SG [34]. The authors in [35],
[36], [37], and [38] used the RIS in the SG WAN communication
system to enhance the signal-to-noise ratio (SNR) at the receiver.
To that end, they derived closed-form expressions for average bit
error rate and outage probability, showing that by improving the
quality and reliability of the wireless communication links in SG,
the RIS can help reducing the risk of communication failures,
improve the accuracy of data collection, and enhance the overall
performance of SG systems. Table I shows the distinctions
between prior research and our work, emphasizing the unique
aspects of our analysis in this article.

IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS

TABLE |
COMPARISON OF RELATED WORKS IN SECRECY PERFORMANCE ANALYSIS
OF SG COMMUNICATIONS

Works 11 12 Ig 14 15
[15], [17], [21] | v v X X P>, P3, Py
[16] X v X X P3, Py
[18] v Vv v X P, P3
[19], [20] v X X X PQ, Pg, P4
[35], [36] X X v v Py, P>
[37], [38] x x x J Py, Py
Ours v v v v P1, P2, P3, Py, Ps

I1: SOP analysis, Io: ASC analysis, /3: Asymptotic analysis,
I4: RIS integration, I5: Considered system parameters, P:
Number of RIS elements, Po>: NG’s location, Ps3: Eve’s location,
Py: SM’s transmission power, Ps: Secrecy rate, v': Item is
supported, and x: Item is not supported.

B. Motivations and Contributions

Within the framework of typical SG scenarios, attaining ef-
fective secrecy performance presents a formidable challenge,
attributed to limited received signal strength, confined power
resources inherent to smart meters (SMs), the pervasive influ-
ence of interference sources, the obstruction posed by physical
barriers, and an array of other intricate considerations. Although
the potential of RIS to enhance communication performance
in SG is intriguing [34], [35], [36], [37], [38], there has been
limited exploration on whether the RIS can also improve the
PLS performance of SG communication systems. Evaluating
secrecy performance metrics in PLS analysis allows us to assess
the system’s ability to maintain secure communication, helping
to design resilient wireless networks that safeguard sensitive
information in SG. As a primary step in this regard, deriving
closed-form expressions of important secrecy metrics can pro-
vide a quantitative analysis on the impact of various system
parameters on PLS performance in RIS-aided SG communica-
tions. To that end, our analysis concentrates on evaluating the
SOP and ASC as vital PLS metrics to gain a comprehensive
understanding of the confidentiality and secrecy aspects of the
proposed system model. Specifically, our analysis pertains to the
communication between an SM and a neighborhood gateway
(NG) in the presence of a passive eavesdropper. To the best of
our knowledge, this is the first article that studies the PLS perfor-
mance of the RIS-aided SG communication system. Therefore,
the main contributions of this article can be summarized as
follows.

1) We analyze the secrecy performance of the RIS-aided
SG communication by taking into account the impact of
various system parameters, e.g., the number of reflecting
elements in the RIS and the (limited) transmission power
in the SM.

2) To that end, we first derive closed-form expressions of the
probability density function (PDF) and the cumulative
distribution function (CDF) of the received SNR at the
NG and an eavesdropper in the considered system model
by assuming a perfect channel state information (CSI)
of the NG and an imperfect CSI of the eavesdropper at
the RIS. Then, we introduce accurate compact analytical
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Fig. 1. System model of RIS-aided SG NAN communications.

expressions of SOP and ASC by using the derived PDFs
and CDFs.

3) To examine the behavior of the RIS-aided SG com-
munication system in conditions of high SNR and to
understand the core patterns and potential of SG com-
munication systems in optimal settings, we conduct an
asymptotic analysis of the derived SOP and ASC using
the residue method, as described in [44].

4) We validate the analytical results by leveraging the ad-
vantage of Monte Carlo simulation in different system
settings. Our results confirm the accuracy of the proposed
closed-form expressions and show that the RIS-aided SG
can achieve better secrecy performance than the conven-
tional SG scenario without the RIS.

C. Organization and Notations

The rest of this article is organized as follows. Section II
presents the system and channel model of RIS-aided SG com-
munication. Section III demonstrates the SNR distribution at an
NG and an eavesdropper. The closed-form expressions of SOP
and ASC are obtained in Section IV. Section V presents the
asymptotic analysis of the secrecy metrics. The simulation re-
sults are discussed in Section VI. Finally, Section VII concludes
this article.

Notations: T'(.) indicates the complete Gamma function [48,
eq. (8.31)], I'(.,.) shows the upper Incomplete Gamma func-
tion [48, eq. (8.35)], B(.,.) indicates the Beta function [48,
eq. (8.38)], G}';*(.) indicates the Meijer G-function [46, eq.

(8.2.1.1)], Hpyrrammisenr (1) indicates the bivariate Fox

H-function [47], i = +/—1, and X7 indicates the transpose
of X.

Il. SYSTEM AND CHANNEL MODEL

Fig. 1 shows the proposed system model for an RIS-aided
SG neighborhood area network (NAN) communications, where
an SM, usually as a resource-constrained device, is typically
installed at a customer’s premise to measure and record the
customer’s energy usage patterns and send it to a corresponding
NG by employing an RIS with M reflecting elements. The
NG serves as a central hub for NAN communications, which

collects data from SMs and then transmits the data to a util-
ity company for further analysis and control. We assume that
there is also a passive eavesdropper named Eve that tries to
analyze the transmitted packets in NAN over both a direct link
from the SM (SM-to-NG) and reflected links from the RIS
(SM-to-RIS-to-NG). Without loss of generality, we assume that
the SM knows the CSI of the NG, so the RIS is able to effectively
adjust the phase-shifting coefficients of its reflecting elements
for maximizing the received SNR at the NG [42]. We also assume
that SM, NG, and Eve are equipped with single antenna for
simplicity. Therefore, the received signal at NG and Eve can be
respectively expressed as

yn =/ P.S(t) (hSN + ﬁSRéﬁ]Q_N) +nn (D

yE = V/PsS(t) (hSE + ﬁSRéﬁ£E> +ng (2)

where Py represents the transmit power of the SM, S(¢) is the
information signal of the SM with a unit power, and ny and
n g represent the additive white Gaussian noise (AWGN) at NG
and Eve with zero mean and variances o3, and 0%, respectively.
O is the adjustable phase matrix induced by the reflection
of RIS, which is defined as © = diag([ei?', ¢i%, ... eifM]),
The terms hgy and hgg denote the channel coefficients
between SM and NG and between SM and Eve, respectively.
Besides, H sr contains the channel coefficients from the
SM to M reflecting elements of the RIS, H rN includes
the channel coefficients from RIS’s M elements to the NG,
and H rE consists of the channel coefficients from each
element of RIS to Eve. The above channel vectors are given

as Hsr = d;é.[hs’]{] efja‘,hsgzefjaz, cey hSRMefjaM],
Hgrn = dl_;&(\/v.[hRNlefjﬁ',hRNzefjﬁz, .. .,hRNMefjﬁM], and
Hrg = d;,%.[hREle’-m,hREze*”% RN hREMeijnM] where

dgpr denotes the distance between the SM and the RIS, dgrn
is the distance between the RIS and NG, and drg defines the
distance between the RIS and Eve. The term y indicates the
path-loss exponent. Furthermore, the terms hgsg,,, hrn,,, and
hrg,,, where m € {1,2,..., M}, are the amplitudes of the
corresponding channel coefficients, and e Jom  =3Bm  and
e~Jmm denote the phase of the respective links. We model all the
channel fading coefficients as independent Rayleigh distributed,
i.e., the channel power gains are exponentially distributed.

[lI. SNR DISTRIBUTION

In this section, an analysis is conducted on the SNR at both
NG and Eve. The closed-form expressions of PDF and CDF are
then obtained based on the received SNR.

A. Main Link

According to (1), the instantaneous SNR at the NG can be
given as

N N 2
VPs(hsy + HsrOHRN) P,

+|hsn|?

TN =
dgnoN

nN
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M 2

P,
Z hsr,, hry,, e Om=am=Bm)

+ - - @
dSRdXNUN el

M 2

E hsg,, hrN,,

m=1

= WN, |hsn|* + AN, 3)

where (a) is derived by assuming the perfect knowledge of the
CSI at the RIS that leads to the ideal phase adjusting for maxi-
mizing the SNR at the NG. Besides, 7, and 7y, are the average
SNR at the NG due to the direct link and the RIS-aided links,
respectively. According to (3), we can express YN = YN, + VN,
Since ~yy, follows Rayleigh distribution, the PDF of , can be
given as

_N
e °N

faw, (VM) = “

N an
where ay represents the mean value of 7y, . According to [39],
fan, (7N, ) is obtained as

N | — ‘JNZ
’YN’) 2 € N
-_—_—_— 5
P %) = o ey ©
> & 16— .
where cy = 1%{’;2 anddy = %). By having the PDF

of both the terms of vy in (4) and (5), we can then use the
moment-generating function (MGF) of yx, and 7y, to obtain
the PDF and the CDF of v, as

) = [’71 {M'YN| (3) M

YN, (3)}
(s) M.

0]

where L£~! shows the Laplace inverse and M, (t) =
M, (—s) and M, (t) = M,,, (—s) show the MGF of 7y,
and yp,, respectlvely

Theorem 1: Assuming that all the channels follow Rayleigh
distribution, the PDF and the CDF of ~ are given by (8) and
(9) shown at the bottom of this page, respectively, where

Fw (0w (6)

M.

TNy

Pt = {5 ™

(dpa2)=F

FN = —— =
29nAnT(en)dn N an

and Fy =

.
29N, AN, T(en)dN N

“av (1 (€ an— 1
Pulmy=re (1 ()-8 (B, L))
)
(®)
Proof: The detailed proof for this theorem is presented in
Appendix A. 0
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B. Eavesdropping Link

Similarly, according to (2), the instantaneous SNR at Eve can
be obtained as
I 2
VPs(hsp + HsrR©OHRE) ‘

ng

P
~ d¥pot

VE = ~|hsE|?

M 2

ZhSR hre, e (Om—ctm—nm)

m=1

P

+
A pdlpot;

M 2

5 hSR hRE ej(97n_arrn_777n)

m=1

=g, |hse* + 78,

(10)

where 7, and 7, denote the average SNR at Eve regarding
the direct and RIS-aided links, respectively. When RIS element
phase shifts are optimally tailored according to the conditions
of the legitimate link, the resultant phase distributions for each
of the links to Eve (Hsp©HJ ) exhibit a uniform distribu-
tion [40]. If phase-shift errors uniformly span the range [—,
), implying a complete absence of knowledge about CSI of
Eve at the RIS and, consequently, a complete lack of knowl-
edge about optimally adjusting the RIS phases according to
the Eve’s CSI, the channel coefficient adheres to a circularly
symmetric complex normal distribution [41]. This resemblance
results in the equivalent channel displaying characteristics akin
to Rayleigh fading, as has been discussed in [42] and [43].
Therefore, f,, (vE) can be represented as

fre(vE) = (11)

where ag = M#4g, + 7g,. Therefore, F, (vg) is obtained as

E

F’YE(IVE):l_eiaE~ (12)

IV. SECRECY PERFORMANCE ANALYSIS

In this section, we analyze the secrecy performance of RIS-
aided SG communication by deriving closed-form expressions
of SOP and ASC. First, we define the secrecy capacity (SC),
the maximum rate at which information can be transmitted over
the SG communication links between the SM and the NG while
keeping the information confidential from the Eve, as

[Cn — Cg]" (13)

where Cy = log(1 + ) and Cg =log(1 + vg) show the
wireless channel capacity between SM and NG, and SM and Eve,
respectively, and [X]|T = Max{ X, 0}. Note thatlog(.) stands for
logarithm in base 2.

SC(vn,VE) =

N
2

Fo (o) = F ((";)

_°N
dyany — 2 2 _aN
— - - e oanN
2aN

((3)-

20 [ dyyn 1
CN 2,0  (dyan-2) 1
(F (5) -9 ( s, §)>> |

(€))
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A. Secrecy Outage Probability

Here, we present the analytical expression of SOP for RIS-
aided SG NAN communication. As an information-theoretical
metric to evaluate the PLS performance, SOP is defined as the
probability that SC is less than a certain positive secrecy rate
threshold, say Rg, as

Psop = Pr(SC < Ryg). (14)

By applying (13) in SOP definition, a mathematical expression
for SOP can be derived as follows:

1+ >
Pror =P (1og (1224) <) = [ B (010 ()
15)

where v, = (1 +yp)efts — 1 = ygefts 4 efts — 1 =ygR; +

% is the SNR threshold.

Theorem 2: The SOP for the RIS-aided SG communication
system under Rayleigh fading channels can be expressed by (16)
shown at the bottom of this page.

Proof: The detailed proof for this theorem is presented in
Appendix B. ]

B. Average Secrecy Capacity

The analytical expression of the ASC is presented in this
section for RIS-aided SG NAN communications. ASC is the
expected value of the SC over all the possible channel condi-
tions and is a key metric in evaluating the PLS performance.
According to (13), since SC for a complex AWGN wiretap
channel is defined as the difference between the main and
Eve channels when the Eve channel is noisier than the main

channel, a mathematical expression for ASC can be derived as
follows:

ASC é /O /0 SC(’YN7’YE)f7N(7N)f’YE (’YE)d'YEd'YE'
(17)

Theorem 3: The ASC for the RIS-aided SG communication
system under Rayleigh fading channels can be expressed as

Cy = 12(01+02 c?) (18)

where C!, C2, and C? are shown in (19)~(21), respectively

1,3 0a171
CS3 :g372 (aE 170 > .

Proof: The detailed proof is presented in Appendix C. [

Remark 1: The SOP and the ASC of the considered RIS-aided
SG communication system can be accurately obtained according
to Theorems 2 and 3, respectively. It becomes evident that ¢y
acts as a parameter of Fox H-function and as a variable of
complete Gamma function in (16), (19), and (20) shown at the
bottom of this page; thereby, both SOP and ASC are notably
affected by the number of RIS elements, M, since cy = ]]6”_"7':2 .
Consequently, as the number of RIS elements M increases,
we can expect improved performance in both SOP and ASC.
Furthermore, an analysis of ag in SOP and ASC analytical
expressions reveals that increasing ag results in a greater like-
lihood of experiencing an outage and a decreased ASC. This
observation is attributed to the fact that ap = Mg, + g, isa
function of average SNRs at Eve. Therefore, alarger a g indicates
a more favorable channel condition for the eavesdropper. On the

21

°N

2\ * cN 012,001 [ “EEE (051,1) ( 1);(1,1)
P = F — ]_"( ) a R ,1:2,0;0, " 2 y Ly s L)y UL
SOP N (dN) ( 3 + e*E H],O 1,2;1,1 1}5‘%{% _ . (O, 1)7 ),(07 1)
X (or () e F mi apRi(dyan=-2)| . . _
_ <2aN> (F)e 207 oazo0n (iG] (01,1): (1,1)5(1,1)
dyay —2 2+apanRe  2+apayRy POV proferilen = (0, 1), (55, 1):(0,1)

ap CN 1,3 aga
e (e

C? = Fy ((di)N (r (%) a2 (aE

2an 2z r (CN> Gl3
ag +2any \dyany —2 2 32 \ emtan

_H0,1:1,2;2,0 a}Engz (071a1) (171)a(171)7(1a1
1,0:2,231,2 g@j;}v;)) —:(1,1),(0,1); (0, 1), (&,

apanN
aptan
aE(dNaN72) _

2(ag+an)

(20)
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other hand, the role of parameters related to the average SNRs
at the NG in SOP and ASC analytical expressions shows that
the better channel condition at the NG can lead to performance
improvements in both SOP and ASC. It is important to note
that the average SNRs at both Eve and NG are influenced by
various factors, including the SM’s transmission power, the noise
power at NG and Eve, and the distance of NG and Eve from
the SM and the RIS. Consequently, adjusting these parameters
directly impacts the SOP and ASC performance. In addition, it
is worth noting that within the analytical expression for SOP,
we can observe that the SOP performance is contingent on
the threshold SNR (denoted by R; and R}) as a function of
secrecy rate Rg. Overall, as the numerical results show later,
our analysis demonstrates the intricate relationships between
various system parameters and the performance of SOP and ASC
in the RIS-aided SG communication system. Furthermore, our
study highlights the pivotal role of RIS in shaping the overall
system performance.

V. ASYMPTOTIC ANALYSIS

In this section, given the importance of the secrecy metric per-
formance in the high-SNR regime, we evaluate the asymptotic
behavior of both SOP and ASC in RIS-aided SG communication
by exploiting the residue approach [44].

A. Asymptotic SOP

Because the exact analytical expression of the SOP in the
second and fourth terms of (16) is given in relation to the bi-
variate Fox H-function, we are able to deduce derive the asymp-
totic behavior of SOP as the SNR becomes significantly high
(specifically, when 4 — oc0). This can be achieved through
the utilization of the expansion of the bivariate Fox H-function.
To accomplish this, it is needed to assess the residues of the
corresponding integrands at the nearest poles to the contour.
These poles are identified as the minimum pole on the right
for cases with large arguments of the Fox H-function and the
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maximum pole on the left for cases with small arguments. In
light of this, the asymptotic SOP can be defined according to the
subsequent proposition.

Proposition 1: The asymptotic SOP (i.e., 75 — 00) for the
considered RIS-aided SG communication system is given by
(22).

Proof: The proof is elaborated in Appendix D. O

B. Asymptotic ASC

Since the exact analytical expression of ASC in second and
fourth terms of (19) and (20) is in terms of the bivariate Fox
H-function, we can derive the asymptotic behavior of the ASC
at the high-SNR regime (i.e., 7y — 00) by using the expansion
of the bivariate Fox H-function. To do this, we need to evaluate
the residue of the corresponding integrands at the closest poles
to the contour, namely, the minimum pole on the right for large
Fox H-function arguments and the maximum pole on the left for
small ones. In addition, we use the same strategy for the used
Meijer G-functions in the first and third terms of (19) and (20).
Therefore, the asymptotic ASC can be determined according to
the following proposition.

Proposition 2: The asymptotic ASC for the considered RIS-
aided SG communication system is given by (23).

Proof: The proof is elaborated in Appendix E. U

Remark 2: By contrasting Theorems 2 and 3 with Proposi-
tions 1 and 2, it becomes apparent that the analytical expressions
of SOP and ASC that are formulated in terms of the bivariate Fox
H-function can be streamlined into Meijer G-function when the
system is operating in a high-SNR regime, leveraging the residue
method. Similar to the explanation provided in Remark 1, we can
readily discern the manner in which various system parameters
influence the asymptotic behavior of SOP and ASC under high-
SNR conditions. In addition, as shown in numerical findings, it
is noteworthy that the asymptotic results in (22) and (23) will
gradually approximate the exact SOP and ASC, respectively,
with high accuracy as yn — o0.

R
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dyany — 2 24+ aganR; agpR; 1,2 2an CTNy_l
e INART (2 ? 1
C:sy:M (e —— ¢ ap 0,1,1
In2 ap +an In27> 1,0
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EN 2 c
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(400,85,0)
(475,160,0)

Fig. 2. Simulation setup.

VI. ANALYTICAL AND SIMULATION RESULTS

In this section, we conduct a comprehensive validation of the
derived analytical expressions for both the SOP and the ASC
through rigorous Monte Carlo simulations. Moreover, we metic-
ulously analyze the influence of various system parameters on
the secrecy performance of RIS-assisted SG communications.

A. Simulation Setup

We consider an RIS-aided SG NAN communication, featuring
an SM with limited transmission power, a passive eavesdropper,
an NG as a legitimate receiver, and an RIS with M reflecting ele-
ments. As illustrated in Fig. 2, the SM maintains a fixed location
at coordinates (0,0,0), sending its collected private information
to the NG. The RIS (with an optimized phase shifting) is located
at coordinates (225,200,0) to enhance the connections at the
NG, thereby improving the system’s secrecy performance. Eve
and NG are situated at (400,85,0) and (475,160,0), respectively,
positioning the NG farther from the RIS and the SM compared to
Eve’s distance from these entities. This arrangement, designed
to encapsulate the worst case scenario and enable insightful
performance analysis, leads to the following fixed distances:
dsr =300 m, dsy =500 m, dsg =400 m, drny = 250 m,
and dgp = 200 m. We consider Rg = 1 bps/Hz and model
all the relevant channels with independent complex Gaussian
random variables, representing Rayleigh fading with a path-loss
exponent x = 3.5. The noise power received at Eve and NG
is set as 0%, = —40 dBm and o3, = —60 dBm, respectively.
Acknowledging the pragmatic limitation of transmission power
for SMs in real-world SG contexts, we set Pg¢ =20 dBm.
Notably, while commonly utilized mathematical software tools,
such as Mathematica, Maple, and MATLAB, lack inclusion
of the extended generalized bivariate Fox H-function, its im-
plementation was successfully achieved through programming
functions, as exemplified in [45]. However, for implement-
ing other mathematical functions, such as the Meijer G and
Gamma functions, we used the preexisting functions available in
MATLAB.

3 ",
O
& 103]-— Asymptotic > \i\\zx
— Without RIS > o
M =10 NS o
10*|-~M =20 e
M =40 =3
sl ©° Simulation
10 ‘ ‘
1o 0 10 20 30
An, (dB)
Fig. 3. SOP versus 7y, regarding various numbers of RIS elements.
) 0
o — — Asymptotic S\\‘s\ b\'\
— g, = 10dB o >
107 | 7E, = 5 dB SooN
Ol sn=o0aB N
g, = —5 dB 3
40 Simulation
50 0 10 20 30
An, (dB)
Fig. 4. SOP versus 7, regarding various ¥z, and M = 10.

B. Results and Discussions

Fig. 3 demonstrates the behavior of SOP as a function of 7y,
for different values of RIS elements, M. The findings consis-
tently reveal that as 7y, increases while keeping M constant, the
SOP decreases. Furthermore, as the number of RIS elements, M,
grows, there is a notable reduction in SOP. This improvement in
SOP can be attributed to the utilization of the RIS, which enables
the establishment of a high-quality communication channel. As
a result, there is an enhancement in the SNR at the receiver
node NG when the phase-shift matrix of the RIS is appropriately
configured. In Fig. 4, the behavior of SOP is depicted in terms of
An, for fixed M and selected values of ¥, . As 7y, increases, we
observe a corresponding decrease in SOP, which is reasonable
given that the main channel conditions are improving. Moreover,
as 7y, increases, a higher value of SOP is obtained for a fixed
value of p, since the Eve’s channel is experiencing better
conditions. Notably, even when the main channel is inferior to
the eavesdropper channel (i.e., Yn, < ¥g,), SOP is greater than
0.5. This is due to the possibility of achieving a small positive
secrecy rate under such conditions. However, in practical SG
communication scenarios, the main objective is to achieve the
least possible value of SOP for secure communication, which
can be attained when ¥y, > g, . Fig. 5 demonstrates the impact
of the secrecy rate, Rg, on the performance of SOP for various
M. The results indicate that as the secrecy rate increases, the
performance of SOP deteriorates to the point, where secure
communication is no longer feasible at high rates. Nevertheless,
the presence of an RIS with M elements results in a slower
attenuation of SOP compared to the scenario where no RIS is
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Fig. 5. SOP versus Sk regarding various numbers of RIS elements.
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Fig. 6. ASC versus 7y, regarding various numbers of RIS elements.
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Fig. 7. ASC versus 7y, regarding various values of g, and M = 4.

employed. Fig. 6 depicts the performance of ASC as a function of
7n, regarding different values M. The results suggest that ASC
exhibits a consistent increase as 7y, rises for a fixed value of M.
Moreover, as the value of M increases, there is a significant boost
in ASC. This can be attributed to the utilization of the RIS, which
facilitates the provision of a high-quality channel that improves
the received SNR at the NG when the phase matrix of the RIS
is appropriately adjusted.

Fig. 7 illustrates the performance of ASC as a function of 7,
regarding various selected values of ¥, , while keeping M fixed.
As 7y, increases, the ASC also increases, which is expected
because the main channel conditions improve. Moreover, as Y,
increases, the ASC for a fixed 7y, decreases. However, it is evi-
dent that even if 7y, < 7,, the ASC can still be attained. Fig. 8
demonstrates the performance of ASC as a function of the SM’s
transmission power, Pg, regarding different values of M. The

2r M =40
o Simulation

50 100 150 200
Ps (mW)

Fig. 8. ASC versus Pg regarding various numbers of RIS elements.

results indicate that ASC increases as Pg rises for a fixed value of
M . Moreover, when the value of M increases, a considerable en-
hancement in ASC is observed due to gaining a superior channel
and higher SNR at the NG by using the RIS. In many practical SG
scenarios, increasing the SM’s transmission power to improve
the communication performance is not a viable option due to
regulatory limits, energy consumption constraints, and interfer-
ence concerns. However, as highlighted by the results, increasing
the number of RIS elements offers a notable enhancement in SG
communication performance, all while alleviating the burden on
SMs to operate at higher transmission power levels. This dual
benefit not only leads to improved ASC but also plays a crucial
role in extending the battery life of SMs, ensuring their sustained
operation at lower transmission power settings. As a result, the
utilization of RIS emerges as a practical and effective solution
for achieving improved secrecy performance while allowing
SMs to operate at lower transmission power levels. In summary,
both the analytical and simulation findings demonstrate that
the integration of RIS technology into the SG infrastructure
yields substantial improvements in PLS, significantly enhancing
security and confidentiality. Specifically, employing the RIS
with a larger value of M offers greater degrees of freedom
for efficient beamforming, significantly improving the secrecy
performance in SG communications.

VIl. CONCLUSION

In this article, we explored the transformative potential of
integrating RIS into SG communications to enhance the PLS
performance. Our study involved the deployment of an RIS
alongside key SG components, including SMs, NGs, and poten-
tial eavesdroppers, creating a smart environment within the SG
infrastructure. Specifically, we evaluated the PLS performance
in terms of SOP and ASC. Our analytical approach began by
deriving closed-form expressions for the PDF and CDF of the
received SNR at both NG and Eve. Then, we derived accurate
analytical expressions for SOP and ASC. This allowed us to sys-
tematically assess how various system parameters influence the
secrecy performance of RIS-aided SG communication system.
Furthermore, we conducted an asymptotic analysis under high-
SNR conditions, recognizing the significance of understanding
system behavior in such regimes. To validate the analytical re-
sults and reinforce the robustness of our findings, we performed
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Monte Carlo simulations. The consistency between analytical
and simulated results further substantiates the effectiveness of
RIS in enhancing the secrecy performance of SG communica-
tions compared to SG scenarios without the RIS.

APPENDIX A
PROOF OF THEOREM 1

We use the definition of the MGF to obtain
M’YNI (t)

as

M’YNl (t) = A e f’YNl <7N1 )d7N1

| % (1a) 1
_ . 5 dyy, = ——4)
nan Jo AN (1 —ant)
Thus, we have M., (s) as
M (s)= — L (25)
T AN (1 +ans)

Similar to (24), M., () can be obtained as follows:
1

M, (t)=
'YN_( ) 2'_)/N2F (CN

> YN, (t— ﬁ) N 1
) ch 0 € NIYN, 2 d’YNz
N

°N

I(ex -
:_(—2)(- dﬂ_t . (26)

2’)/N2F(CN)dJ‘\IIV 2
Then, we have M, (s) as
L (%) dv N\ F

M. =2/ (X . 27
)= gt (3 07) @

By using the Laplace inverse transform in Mathematica, (6) can
be obtained as
N c
fon ) = Zye v (0 ()

FCfN dNaNfZ
2\ 2an V) )

Now, by writing the incomplete Gamma function based on
the Meijer G-function using [47, eq. (8.4.16.2)], fy, (yn) is
obtained as (8), and the proof is completed. According to (7)
and taking the same steps of computing f,, (Y~ ), Fy, (7n) can
be obtained as (29) shown at the bottom of this page. Now, by
using [47, eq. (8.4.16.2)], F,, (yn) in (29) can be obtained as
(9), and the proof is completed.

(28)

APPENDIX B
PROOF OF THEOREM 2

According to the SOP definition in (15) and by having the
derived CDF for the received SNR at the NG in (9) and the PDF
of the received SNR at Eve in (11), we can rewrite (15) as (30)
shown at the bottom of this page. In (30), we can simply obtain
I} = ap. For computing I,, we use the integral-form definition
of the Meijer G-function. Thus, we have I, as (31) shown at the
bottom of this page. In order to compute I} in (31), we use [438,
eq. (3.381.4)]; thus, we have I} as

t
ag Rt

R/
1 146 pG ey o220 R,
L =ap ™ Ry'e* e Gy

1
o) 6

Now, by putting (32) in (31) and using the integral-form def-
inition of the Meijer G-function, we have I, as (33) shown
at the bottom of the next page. Since (33) demonstrates the
integral-form definition of the bivariate Fox H-function, we can
show I, as the second term of Pspp in (16). I3 can also be simply
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obtained as

aNR;
2age” "2

2+ aEaNRt'

I = (34)

In order to solve I, we take the exactly same steps as we took
for computing I,; thus, 14 can be obtained as the fourth term of
Psop in (16). Therefore, the SOP expression can be obtained as
shown in (16), and the proof is completed.

APPENDIX C
PROOF OF THEOREM 3

By inserting (13) into (17), ASC can be expressed as (35)
shown at the bottom of this page. For completing the proof,
we start with J;. For solving J;, we use the Meijer G-function
demonstration of the logarithm function, as shown in [46, eq.
(8.4.6.5)]. By inserting (8) and (12) into J; in (35), we can
rewrite J; as (36) shown at the bottom of this page. Jl1 and le
can be computed using [46, eq. (2.24.3.1)] as shown in the first
and third terms of (19), respectively. For computing J7, we use
the integral-form definition of the Meijer G-function for both
the Meijer G-functions in the integral. Thus, we have J; as (37)
shown at the bottom of this page. In order to compute J}>, we
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use [48, eq. (3.381.4)] as
TP = a4 G+ )

Now, by putting (38) in (37), we have J13 as (39) shown at the
bottom of the next page. Since (39) demonstrates the integral-
form definition of the bivariate Fox H-function, we can show .J}
as the second term of C! in (19). In order to solve Jf , we take
the exactly same steps as we took for computing J7; thus, J}
can be obtained as the fourth term of C‘Sl in (19). Therefore, J;
in (35) can be derived as C_’; shown in (19).

In order to solve .J,, we insert (9) and (11) into J; in (35).
Therefore, we can rewrite J, as (40) shown at the bottom of the
next page. For solving J3, J3, J5, and J5 in (40), since we have
the same integrals, we can take the exactly same steps that we
took for solving J}, J7, J?, and J}, respectively. Therefore, .J,
in (35) can be derived as C’g shown in (20). In order to solve J3,
we first insert (11) and the Meijer G-function demonstration of
the logarithm function into J3 in (35). Then, we need to solve
the following integral:

) dvE

1 [* e,
J3=— € E 22\ TE
ag Jo

which can be computed as C_’g, as shown in (21) using [46,
eq. (2.24.3.1)]. Now, by inserting the obtained closed-form

(38)

1,
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expression of Jj, J», and J3 into (35), the proof for ASC is
completed.

APPENDIX D
PROOF OF PROPOSITION 1

In the case of ¥ — oo, the integral-form demonstration of
bivariate Fox H-function in (33) is assessed at the highest poles
situated to the left of L,, which is when (; = —1 — (;. As a
result, we arrive at the integral presented in (42) pertaining to
counter L,

&)
I'(&) (%{;t)

x1(62)

2y Lzr(l tat+l)

Since Ry = Res|[x1(¢2), —1 — (1], we can rewrite (42) as

Ri= lim (1+G+G)xi(G)
— 7(]
F(—1-) (25 |

= . (43)
I'(=¢1)
Now, by inserting (43) into (33), the asymptotic I, can be
obtained as follows:

of (22). As a result, the proof will be completed for asymptotic
SOP.

APPENDIX E
PROOF OF PROPOSITION 2

In the case of 75 — o0, the asymptotic ASC can be expressed
as

Co = Gy 4 G2 _ Jy, (45)

In order to compute C1™Y we can see that the Meijer G-function
in the first term of (19) is evaluated at the highest poles on the left

of Lp,i.e., (; = 1, in its integral-form demonstration as follows:
1
Ry= 5= ¢ D= (Gajde.  @6)
e L N—_——
x1(¢r)
Since R, = Res|x1(¢1), 1], we can rewrite (46) as
Ry = lim (1 - () xi1(G1) = an. 47)
C[%l

Following the same strategy, we can obtain the asymptotic
expression of the other Meijer G-function in C! [third term of
(19)] as

Apan

Ry = LIV
ap +an

(48)

Furthermore, the bivariate Fox H-function in C;l [the second

- ! Cl
asy R, I3 —ar(=1-¢) (%) term of (19)], as shown in (39), is evaluated at the highest poles
L” = apR2mi ?{L T(1—G) dg;. on the left of L, which is when (, = —1 — (. Thus, we have
’ (44) the following integral for the counter L,:
Now, based on the definition of the Meijer G-function, (44) can Ry = % F(14¢+G)
be shown as the second term of (22). Similarly, we can assess the L.
bivariate Fox H-function in the fourth term of (16) the highest [ (—G)T (CTN — Cz) ( %)@
poles situated to the left of L,, whichis when (; = —1 — ¢;. By X TS dG. (49)
taking the exactly same steps, the asymptotic /4 can be obtained
in the form of a Meijer G-function, as shown in the fourth term x2(G2)
C a —. C
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G
c 2a
T — 1 % F-o)r (CI)F(1+TN+<1) (aNdJ]vV—Z) d¢, = 2 gl3 2ay [0, 1, —5F
b (andy —2)mi J, T (2+¢) VT oandy — 2732 \evdn 2] 1 ]

(5D
~2 *FN 2 CTN CN 2 1.3 2 1,1 &N
asy _ YN i r (7) - B2 LL=

Cs n2 (dN> ) ap dNaE g32 dn 17_1
2 E 2 2 2 N
_ & F(07N> aNaGE _ an gl,?s 2an 1711_7 (54)
dyan —2 2 2an + ap ag(dyay —2) 32\ dvan=2| 1 -1

Since R4 = Res[x2((2), —1 — (1], we can rewrite (49) as

Re= lim (1+¢ +6)xa(6)

G—==1-G
_ F(1+C1)F(1+CTN+C]) (aNdZNiz)iligl (50)
T2+G) '
Now, by inserting (50) into (39), J 13 ™Y can be determined as (51)
shown at the top of this page. Similarly, the other bivariate Fox
H-function in C! [the fourth term of (19)] can also be evaluated at
the highest poles on the left of L,, whichis when (;, = —1 — (.

Thus, by taking the exactly same steps, .J;"” can be obtained
as
2(ag +an) 0.1. —cn
4,asy E N 1,3 2an s Ly 2
S = ag(andy —2) 932 (aNdN2 L, -1 > - 62

Now, by inserting (47), (48), (51), and (52) into their corre-

sponding Meijer G and bivariate Fox H-functions in (19), 4™
is obtained as
_ Fnai T (x 2
Cosy = ZNIN- 12 (3) [y (—ex__ (53)
In2 ag +an
~2,asy

Similarly, and by taking the exactly same steps for C2, Cf
can be obtained as (54) shown at the top of this page. Finally,
by plugging (41), (53), and (54) into (45), (23) is obtained, and
the proof is completed for the asymptotic ASC.
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