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Abstract—Industrial wireless cyber physical systems are vul-
nerable to malicious node attacks, for example, clone node attack.
The existing clone detection schemes are either based on upper
layer observations or physical layer channel state information.
The schemes based on upper layer observations are vulnerable to
defamation while the schemes based on channel state information
perform better against defamation, but are badly affected by
channel conditions. This article applies physical layer reputation
and back propagation neural network to clone detection, aiming
at improving the detection accuracy. The proposed scheme
accumulates the physical layer reputations by channel state
information and input them to the neural network. The cloud
server performs attack detection by group detection first. If a
certain group is classified as attacked, the corresponding edge
processor will perform attack tracing to identify the specific clone
nodes. During the attack tracing stage, multiple reputations of
each node is adopted for a comprehensive inspection. Extensive
experiments are conducted on the Universal Software Radio
Peripheral (USRP) platform. The numerical results show that the
proposed scheme significantly improves the detection accuracy.

Index Terms—Cyber physical security, physical layer clone
detection, physical layer reputation, back propagation neural
network.

I. INTRODUCTION

INDUSTRIAL wireless cyber physical system (CPS) is
unanimously perceived as a key innovation when it comes

to industrial monitor and control processes [1]. The concept
of industrial wireless CPS is built on the interactions between
the cyber and physical worlds, including industrial wireless
devices, physical components (e.g. sensors and actuators) and
cyber components (e.g. processing and storage devices). And
as shown in Figure 1, the terminals, devices and etc. (nodes)
are deployed in multiple industrial sites, including factory,
open site, warehouse, and office. In recent years, nodes in
different sites and heterogeneous networks cooperate more
frequently. Therefore, the scale of nodes grows fast which lead
to heavy burden for cloud server and edge processors. Besides,
one of the critical drawbacks of wireless CPS when compared
to wired systems is the extra security vulnerabilities introduced
by the wireless channel, which is broadcast in nature. Several
vulnerabilities emerge as a consequence, mainly related to the
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Fig. 1. Wireless industrial CPS sites include factory, office, open site and
warehouse.

possibility for attackers to sniff critical industrial data (eaves-
dropping) or to the possibility for attackers to inject malicious
data or alter the content of legitimate messages (spoofing).
The latter case is more critical in industrial scenarios, as it
can potentially result in catastrophic consequences.

The terminals and the edge processors in CPS normally
consist of low cost and resource constrained devices and these
devices might be applied in depopulated zones, barely under
supervision. Consequently, the security performance of the
system is highly constrained and it is prone to various attacks,
for example, malicious node attacks. In active researches,
reputation is introduced to detect malicious nodes. Many
researches propose to keep neighbor nodes under surveillance
and acquire reputations from their communication behaviors,
as in reference [2] and [3]. If the reputation is lower than a
certain threshold, attack alarm will be declared. However, these
methods are vulnerable to slander. Researchers in reference
[4] and [5] try to improve the situation by scattering watchdogs
across the network and by combination of the first-hand and
second-hand information. However, slandering still happens
when watchdogs are captured. Prior art researches in reference
[6] tried to address this challenge by degrading reputations

of slander nodes and researches in reference [7] tried to ac-
cumulate extra reputations to inspect the evaluation behaviors
of each node. Nonetheless, it is still difficult to guarantee the
credibility of evaluation reputation. Therefore, low evidence
is a ubiquitous demerit of these kinds of reputation based
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schemes.
The protocols discussed above are committed to general ma-

licious node attacks, including clone attacks. Some researchers
have devoted themselves to concentrating on clone attack
detection. Clone attack is one of the crucial malicious node
attacks. To launch clone attack, the adversary first captures
a legitimate node and sneaks all the confidential information.
In the next moment, he is able to scatter clone nodes across
the network by claiming the same identity of the captured
node [8]. The foundations of clone detection are colliding
identities and different locations. To elaborate, clone nodes
possess different locations from the captured nodes, although
they all claim the same identity.

Parno [8] proposes four approaches to detect clone attack
which are known as Node-To-Network Broadcasting, Deter-
ministic Multicast, Randomized Multicast and Line-Selected
Multicast (LSM). Preliminarily, Node-To-Network Broadcast-
ing detects colliding identities by flooding the location infor-
mation all over the network. Further, Deterministic Multicast
broadcasts the information to some determined witness nodes.
Alternatively, Randomized Multicast nominates witness nodes
randomly. In the rear, LSM designates witness nodes following
route lines. As a result, the clone attack can, at best, be
detected at the intersections of witness route lines. Zeng in
reference [9] takes steps forward to choose witness by random
walking instead of following straight routes. To take a next
step, [10] and [11] propose two more complex witness routing
algorithms to reduce memory cost and extending network
lifetime. In spite of the complexity of routing, the potential of
miss detection escalates with the increasing number of failing
witness nodes.

The recent technology breakthrough provides a promising
solution to address the above challenges by utilizing the
non-repudiation of physical layer characteristics of devices.
Physical layer security has been continuously expanding its
application scope to 5G, industrial applications and so on
[12]. Physical layer channel state information (CSI) features
good spatial differentiability and analytical unbreakability. It
has been demonstrated by theory [13] and experiments [14],
[15] that channel realizations are essentially diacritical when
the transmitters are separated by more than half a wavelength.
Accordingly, CSI based clone detection emerges by taking
advantages of CSI uniqueness [16], [17]. Receivers extract
CSI from pilot with noise and compare it with a reference
CSI which is recorded and labeled as legitimate CSI. If they
are not different, a clone attack alarm will be broadcasted.
Worth noticing, locations are not claimed by transmitters or
watchdogs and no witness routing is involved. The CSI based
detection performs better in the case of slandering. However,
CSI is not absolute static and mingles with noise which
accordingly affects detection accuracy negatively.

At the very frontier of the research, learning methods are
introduced to clone detection at physical layer.Reference [18],
[19] utilizes ε - greedy reinforcement learning or Q-learning
to choose optimal threshold for physical layer authentication,
which classify transmitter by CSI. The schemes are just com-
promises to balance profit and accuracy, but not an effective
solution to low accuracy. Reference [20] introduces physi-
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Fig. 2. The topology of the system model. Note that the terminals and all
other nodes might be deployed in different sites, including office, factory,
open site and warehouse.

cal layer reputation and further elaborate the physical layer
reputation based clone detection protocol (PRCD protocol) to
detect clone attack. The PRCD protocol improves the accuracy
by accumulation which acquires more storage consumption.
When the number of accumulation is low, the accuracy is still
not satisfied. Reference [21] and [22] introduce support vector
machine (SVM) to detect clone nodes. However, when large
scale terminals or nodes are involved in network, the learning
based schemes gradually bring out their demerits of heavy
computing load and long processing delay. In addition, the
untraceable characteristic of learning methods leads to some
false alarm and miss detection in the clone detection.

In this article, a new clone detection method is proposed
based on physical layer reputation and back propagation neural
network (PRBP clone detection) in order to decrease comput-
ing consumption by group detection and to counteract negative
effect of noise by accumulating reputation. In addition, back
propagation neural network (BPNN) is researched instead
of SVM. The rest of the article is organized as follows.
Section II describes the proposed BPNN-based clone detection
framework. Section III presents the simulation results. Section
IV reports the results of validation in industrial factories. The
article is concluded in Section V.

II. PRELIMINARIES

A. Network model

As shown in Figure 2, the terminals are classified into six
clusters and the edge processors are adopted as cluster-head
nodes ch1, ch2, ch3, ch4, ch5, ch6. There are four clone nodes
duplicated from three captured nodes, as shown in Table I. Due
to task requirements, some terminals move around and some
are static. Therefore, after a while, the edge processors will
check if all the terminals are still under their coverage. If not,
it will report the situation to the cloud server and the cloud
server will inform all the network to re-cluster, in order to
cover all the terminals. Note that the nodes in the network,
including terminals, captured nodes and clone nodes, access
the channel by listening and channel competition. Channels
are assigned by the unit of time slots and are not determined
to any specific node at each slot. Therefore, the captured node
and corresponding clone nodes transmit messages in different
time slots and the receiver cannot realize the collision.
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TABLE I

Captured Nodes and Clone Nodes

Captured Node Clone Node

ca1 cl1

ca2 cl2.

ca3 cl3, cl4

We assume that the adversaries are only capable of capturing
a limited number of nodes in the network and the cloud server
should always be secure and trusted. The nodes which are
controlled by adversaries are referred to as captured nodes. The
untouched nodes are regarding as general nodes. Adversaries
reproduce replicas of captured nodes, namely clone nodes, and
deploy them in the network. Adversaries attempt to conceal
the existence of clone nodes and cover for each other. It is
assumed that adversaries only allocate clone nodes within the
same coverage of the cloud server as their captured nodes.

B. Physical layer clone detection

Generally, the clone nodes are detected according to their
similar physical layer Channel State Information (CSI). During
data transmission, general nodes (terminals) begin to transmit
messages mt to cluster-head nodes chi (edge processors) at
timeslot t, as shown in formula (1), where t = 1, 2, · · · and
pilott is used to estimate channel information.

mt {ID, pilott, datat} . (1)

The cluster-head node ch estimates the channel from pilott
to get the incoming CSI Ht at timeslot t, as shown in formula
(2) - (9).

Λ1(t) = ||Ht −H0||2, (2)

Λ2(t) = ||Ht −Ht−1||2, (3)

Λ3(t) =
1

s

s−1∑
d=0

||Ht−d −Ht−d−1||2, (4)

Λ4(t) =
||Ht −Ht−1||2
||H0||2

, (5)

Λ5(t) =

s−1∑
d=0

||Ht−d −Ht−d−1||2

s · ||H0||2
, (6)

Λ6(t) =
||Ht −H0||2
||H0||2

, (7)

 Λ7(t) =

∣∣∣∣∣
∑
m,n
|Ht(m,n)−Ht−1(m,n)ejφ(t)|∑

m,n
|Ht−1(m,n)−Ht−2(m,n)ejφ(t−1)| − 1

∣∣∣∣∣
φ(t) = arg(Ht(m,n),H∗t−1(m,n))

, (8)

Λ8(t) =

∣∣∣∣∣∣∣
∑
m,n
|Ht(m,n)−Ht−1(m,n)|2∑

m,n
|Ht−1(m,n)−Ht−2(m,n)|2

− 1

∣∣∣∣∣∣∣ , (9)

where H refers to matrix with size m× n. H0 is a reference
channel information which is usually obtained from the first
received message. In addition, s = 1, 2, · · · and t = 1, 2, · · · .
|| · ||2 refers to 2-norm and arg(·) represents augment.

In the CSI based clone detection schemes, as in the refer-
ence [16], [17], the clone nodes are detected by comparing
channel differences with a certain threshold. If the channel
difference is larger than the threshold, clone attack alert will
be triggered. Assuming H0 refers to clone attack free and H1

refers to alternative hypothesis. The clone attack decision is
obtained according to formula 10.

Λi

H0

≶
H1

η. (10)

where Λi is one of the channel difference, i = 1, 2, · · · , 8. η
is the threshold which is usually decided before the system
start.

III. PRBP CLONE DETECTION SCHEME

The proposed PRBP clone detection scheme is based on
physical layer reputation and back propagation neural network
(BPNN), where the physical layer reputation is accumulated
by channel differences and BPNN is adopted to perform binary
classification. The flowchart of the scheme is as in Figure 3.
The cloud server and edge processors conduct CSI collection
to record reference channel information. The cloud server
collects the reference CSI of all nodes, including terminals
(general nodes) and edge processors. Each edge processors
only collects reference CSI of the nodes under its coverage.
After receiving messages, the cloud server accumulates rep-
utations for edge processors and edge processors accumulate
reputations for the nodes under their coverage. When it comes
to detection stage, the cloud server begins group detection by
BPNN prediction. If attack is detected, the cloud server will
inform the corresponding edge processor to conduct attack
tracing by inspecting reputations under its coverage. More
details about the scheme is depicted in the following context.

A. Attack detection

1) Collect CSI in the initial stage: At the beginning of
each communication round, i.e., initial stage, the cloud server
and edge processors require channel investigation for BPNN
training. Terminal chooses an edge processor as its cluster head
node and sends pilot messages to the edge processor. Edge
processors extract CSI from the received pilot messages and
accumulate reputations for BPNN training, so does the cloud
server. It collects pilot messages from all nodes, including
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Fig. 3. The flow chart of the PRBP clone detection scheme.

terminals and edge processors, and also accumulates reputa-
tions for BPNN training. The reputations are accumulated as
formula (11).

Ri(t) =
1

t∑
j=t−Nsum

Λi(j)

(11)

where Nsum is the number of accumulation and i =
1, 2, · · · , 8.

For a specific node, the cloud server choose only one kind of
channel difference to accumulate the corresponding reputation
of this node. On the contrary, edge processors accumulate s
reputations of one specific node, 1 6 s 6 8.

Assuming there are N nodes in the network, the cloud
server will get N legitimate reputations. After the first round of
collecting, the terminals move around and send pilot messages
to the cloud server and its edge processor again. So that, the
cloud server will get another N reputations and will refer them
to illegitimate reputations. In other words, the cloud server
will get 2N reputations. Obviously, edge processors will also
get legitimate reputations and illegitimate reputations after two
rounds of collecting. The rest of the training procedures are
the same in the cloud server and edge processors. To simplify
the explanation, only the procedure in the cloud server will be
elaborated in details.

The cloud server recombines the reputations and classifies
them into b 2Nk c groups, where k is the input dimension of
the BPNN. Among those groups, only half of the groups
include illegitimate reputations and these are labeled as 1, as

Input 

Layer Hidden 

Layer

Output 

Layer

Fig. 4. BPNN training for clone detection based on groups of reputations.

in formula (12).
xil = [Rl

1, · · · , Rl
i, R

il
1 , · · · , Ril

j ]

yil = 1

i+ j = k, j > 0, i > 0, Rl ∈ R, Ril ∈ R
(12)

where Ril refers to illegitimate reputation. These groups are
illegitimate groups. Similarly, legitimate groups include only
legitimate reputations Rl, as in formula (13).

xl = [Rl
1, · · · , Rl

k]

yl = 0

Rl ∈ R
(13)

The groups of reputations and their labels are taken as the
training samples of the BPNN. Worth noticing, the reputations
of a specific node is obtained from one of the channel
differences λi, i = 1, 2, · · · , 8. In addition, the reason why
the cloud server recombines the reputations is to improve the
sample density and fit the input dimension for the following
BPNN training.

2) BPNN training in the initial stage: The BPNN adopted
in this work requires k input, i.e., the input layer contains k
neural cells. In the case of the cloud server, 1 6 k 6 N .
However, when it comes to edge processors, k = s. The
number of hidden layers is allowed to be changed according
to users. The output 1 refers to attack detected and 0 refers to
no attack detected. Figure 4 shows the BPNN structure with
only one hidden layer. If there are more than one hidden layer,
the output of the former one will be the input of the following
one.
f is the activation function as shown in formula (14).

f(x) =
1

1 + e−x
(14)

θh and θo are the thresholds of hidden layer and the output
layer ,respectively, where θh = [θh1 , · · · , θhH ]. WH is the
weight matrix between the input layer and the hidden layer,
where Wh = [wij ]H×k. WO refers to the weights of between
the hidden layer and the output layer, where Wo = [w1i]1×H .
To be specific, wij is in the ith row and the jth column, where
1 6 i 6 H and 1 6 j 6 k. The input Ih and output Oh of
the hidden layer are shown in formula (15) and (16).

Ih = Wh × x (15)

Oh = f(Ih − θh) (16)
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The input Io of the output layer and the final output ŷ are
shown in formula (17) and (18).

Io = Wo ×Oh (17)

ŷ = f(Io − θo) (18)

At time t, the back propagation error function and the mean
square error function are shown in formula (19) and (20).

e(t) = ŷ(t)− y(t) (19)

E =
1

2
e2(t) (20)

At the end of each iteration, the weights of before the hidden
layer and the output layer are updated according to formula
(21) and (22).

Wh(t+ 1)

=Wh(t) + δhf
′(Ih(t)− θh(t))e(t) · x(t) +

1√
m
Wh(t)

(21)

Wo(t+ 1)

=Wo(t)− δof ′(Io(t)− θo(t))e(t) ·Oh(t) +
1√
m
Wo(t)

(22)

where δh and δo are the study rates of the hidden layer
and output layer, respectively. Generally, δ ∈ (0, 1) refers to
the renewal step. The purpose of introducing 1√

m
Wh(t) and

1√
m
Wo(t) is to magnify the updating gradients which will

decrease with the iteration. The threshold of the thresholds of
the hidden layer and output layer are shown in formula (23)
and (24).

θh(t+1) = θh(t)+δhf
′(Ih(t)−θh(t))e(t)+

1√
m
θh(t) (23)

θo(t+1) = θo(t)+δhf
′(Io(t)−θo(t))e(t)+

1√
m
θo(t) (24)

After each round of training, the cloud server will recombine
the reputations and perform the next round of training, until
θo(t+ 1)− θo(t) is less than a certain threshold.

After the BPNN training, the network begins to transmit
data messages. The cloud server and edge processors receive
messages and accumulate reputations during this stage. After
a while, the cloud server triggers clone detection stage. The
incoming reputations are input into the well trained BPNN
for prediction. The BPNN prediction is elaborated in the
following.

3) BPNN prediction for clone attack in detection stage on
the cloud server: The BPNN prediction is a binary classifi-
cation procedure, where output 0 refers to no attack detected
and 1 refers to attack detected, as shown in Figure 5.

In the prediction, there are no longer back propagation and
no error function. The weights and thresholds are not updating.
The output y is obtained according to formula (25).

y = f(Io − θo)

f(x) =
1

1 + e−x

Io = Wo ×Oh

Oh = f(Ih − θh)

Ih = Wh × x

(25)
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Fig. 5. The BPNN prediction for clone detection on the cloud server, adopting

the well trained model.
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Fig. 6. The network is recombined into 3 groups by the cloud server for

attack detection.

If the cloud server detected the clone attack in the groups,
it will declare the group ID and requires the corresponding
edge processors to trace the clone nodes. Take Figure 2 as
an example and assume the network has been recombined
as in Figure 6. If the cloud server detected the attack in all
the 3 groups, the cluster head, i.e., the edge processors ch1,
ch2, ch3, ch4, ch5, ch6 will trace the clone nodes under their
coverage.

B. Attack tracing

Assuming the BPNN has been well trained in the initial
stage, the edge processors in the attacked group will collect
the same s kinds of reputations of the terminals in the group.
The BPNN samples are as in formula (26) and (27).

xil = [Ril
1 , · · · , Ril

s ]

yil = 1

1 6 s 6 8, Ril ∈ R

, (26)


xl = [Rl

1, · · · , Rl
s]

yl = 0

1 6 s 6 8, Rl ∈ R

. (27)

Take Figure 6 as an example, the clone nodes and their
captured nodes are in the same group. As a result, the cluster
head nodes will find the reputations of nodes ca1, ca2 and ca3
are illegitimate. The ID of these nodes will be reported to the
cloud server.
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To summarize, the cloud server takes the advantage of one
kind of reputation of a group of nodes and use BPNN to
classify the group into legitimate or illegitimate. The group
detection accelerates the detection and meanwhile decreases
the computing complexity. After attack detected, the edge pro-
cessors in the attacked group takes the advantage of different
kinds of reputations in the group and also use BPNN to find
the illegitimate node ID. This PRBP clone detection scheme
requires no BPNN decision for all nodes, but only for the
nodes in the attacked group, which improves the effectiveness
of the detection.

IV. NUMERICAL RESULTS

In open site, wireless channel encounters a few blocks
and line-of-sight transmission occurs most of the time. In
factory and warehouse, stumbling blocks are much more than
in office and none-line-of-sight transmission occurs most of
the time. In addition, reference [23] shows that the feasibility
of a scheme is not limited to whether it is applied in the
office or factory. Therefore, this work chooses a comparatively
moderate environment, office, to research the feasibility first.

A. Metrics in the experiments

OFDM (Orthogonal Frequency Division Multiplexing) sys-
tem is adopted in this work. The received signal in frequency
domain can be obtained by formula (28).

Y = HX + N (28)

where N is the transmission noise. In the case of channel
estimation, X refers to the pilot. Therefore, the channel matrix
can be obtained according to LS (Least-squares) estimation
algorithm, as in formula (29).

Ĥ = YX−1 (29)

where Ĥ refers to the channel estimation result which includes
noise. Y is the received pilot and X is the known pilot.

As shown in Figure 7, five groups of USRPs (Universal
Software Radio Peripherals) are adopted for communication
due to the convenience to extract CSI and import it to
MATLAB. All the nodes in the network have to be inspected,
including edge processors. In this experiment, there are only 1
group which consists of an edge processor, a general node, a
capture node and a clone node. It is assumed that the attackers
equip better, because they usually less consider the cost and
care more about attack success rate. Despite of that, the cloud
server also equips better due to its importance. The cloud sever
and the edge processor possess 8 antennas. The general node
is equipped with 4 antennas. The captured node and the clone
node possess 2 antennas. For each USRP, the parameters are
shown in Table II.

The cloud server has received 1000 messages in which 500
messages are from legitimate nodes, i.e., the general node and
the edge processor. The rest of the 500 messages are from
the captured node and the clone node. According to formula
(11) and formula (2) - (9), the corresponding reputations are

Clone node

Captured node

Cloud 

processor

Edge 

processor

General 

node

Fig. 7. The network setup in the experiment.

TABLE II

SIMULATION PARAMETERS IN USRPS

System Parameter Value

Center of frequency 3.5GHz

Bandwidth 2MHz

Transmitting power 15dBm

Transmission gain 20dB

Digital modulation method 4QAM

Number of the subcarriers 128

obtained, where Nsum = 10. The variances of the legitimate
reputations are shown in Table III.

From this table, the variance of R6 is the minimum. There-
fore, R6 is adopted in the attack detection. The corresponding
channel differences λ6 is shown in Figure 8, where the legit-
imate and illegitimate channel differences are mixed together
and more than half of the channel differences can barely be
classified correctly. Worth mentioning, the performance of the
existing CSI based clone detection schemes perform well when
terminals are static, which is not worth verification. However,
when terminals are not static, their performances deteriorate
significantly. Therefore, this work focuses more on mobile
environment. So that the channel differences in Figure 8 are

TABLE III

THE VARIANCES OF DIFFERENT REPUTATIONS WHEN Nsum = 10.

Reputation Variance

R1 4.51× 10−2

R2 8.96× 10−2

R3 1.95× 10−1

R4 4.60× 10−5

R5 1.00× 10−4

R6 2.32× 10−5

R7 4.70× 10−3

R8 7.63× 10−1
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Fig. 8. The channel differences according to formula (7)
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Fig. 9. When Nsum = 3, The legitimate and illegitimate reputations can be

classified correctly at most of the time, according to R6.

obtained while the terminals moves around slowly, less than
1km/h.

The purpose of reputation accumulation is to enlarge the
channel difference. When Nsum = 3 and Nsum = 20, the rep-
utations are shown in Figure 9 and Figure 10, according to R6.
Therefore, when Nsum increases, the legitimate and illegiti-
mate reputations are more easier to be classified. Nonetheless,
the larger Nsum requires more memory consumption.

Noticing that, there are only 480 samples in Figure 10
owing to the accumulation. When the 500 channel samples
are accumulated by 20, the first 20 channel differences will
be combined into the following reputations. By the same, the
number of samples in Figure 9 is only 497.
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Fig. 10. When Nsum = 20, The legitimate and illegitimate reputations can

be exactly classified, according to R6.

B. Attack detection on the cloud server

At first, R6 and Nsum = 20 are adopted in the attack
detection. Assuming TBPNN refers to the target set of BPNN
and DBPNN refers to the output of BPNN. Accordingly, the
MSE (Mean Square Error) is obtained as in formula (30).

MSE = E((DBPNN − TBPNN )2) (30)

When training, 250 legitimate samples and 250 illegitimate
samples are reserved for prediction. The 500 training samples,
including legitimate and illegitimate samples, are classified
randomly into 3 sets, which are training set, verification set
and test set. The maximum number of iteration is 1000 and
the target MSE is 1 × 10−5. As explained before, there are
only 4 nodes in the experiment, which refers to that there are
only 4 neural cells in the input layer, i.e., k = 4.

When the number of hidden layer Nlayer and the number
of neural cells in each hidden layer Ncell are different, the
performances are different. The prediction MSE is compared
as in Table IV.

TABLE IV

THE PERFORMANCE COMPARISON WITH DIFFERENT HIDDEN LAYERS AND

NEURAL CELLS.

Nlayer Ncell prediction MSE

1 1 4.11× 10−4

4 1 4.73× 10−5

6 1 2.61× 10−6

8 1 4.57× 10−6

6 3 3.49× 10−5

6 4 3.12× 10−5

6 5 2.38× 10−6

6 6 5.88× 10−7

6 8 7.90× 10−5
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Fig. 11. When k = 4, Nlayer = 6 and Ncell = 6, the training MSE

achieves the target after 7 iterations.
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Fig. 12. When k = 4, Nlayer = 6 and Ncell = 6, the prediction MSE

achieves 4.0103× 10−8.

Based on the data in Table IV, the performance achieves the
best when the number of hidden layer is 6 and 6 neural cells
in each layer, i.e., Nlayer = 6 and Ncell = 6. Therefore, the
BPNN model with Nlayer = 6 and Ncell = 6 will be adopted
as a representative and the training process is shown in Figure
11. The initial MSE is 1 × 100 and achieves the target after
7 iterations. The final MSE is 5.884 × 10−7 and the training
time is 2s.

When adopting the untouched 500 samples for prediction,
the BPNN model performs well as shown in Figure 12. The
prediction value and the target value are coincide and the MSE
is 4.0103× 10−8.
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Fig. 13. When R6 and R7 are the input, k = 2, Nlayer = 6 and Ncell = 6,

the training MSE achieves target after 17 iterations.
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Fig. 14. When R6 and R7 are the input, k = 2, Nlayer = 6 and Ncell = 6,

the prediction MSE achieves 0.0039.

C. Attack tracing on edge processors

During this part of the experiment, R6 and R7 are adopted
as the input of BPNN, i.e., k = 2 and other metrics are the
same as in the attack detection part. The training process is
shown in Figure 13. The training MSE achieves target after 17
iterations and the final MSE is 3.246×10−6. The training time
is 6s. The corresponding prediction result is shown in Figure
14, and the MSE achieves 0.0039. To compare the performance
easier, the training time and MSE are presented in Table V.
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TABLE V

THE PERFORMANCE COMPARISON WITH DIFFERENT PARAMETER

CONFIGURATION.

Configuration Training time prediction MSE

k = 4 2s 4.0103× 10−8

k = 2 6s 0.0039

More experiments are performed which are not presented
in this article due to the length limitation. For example, it
is also tested when adopt all the 8 reputations as input.
However, the MSE is not improve significantly which means
the increasing of input dimension will not always improve the
performance. This is because the sample density decreases
when dimension increases, which affects the BPNN train-
ing performance negatively. In addition, when Nlayer = 1,
Ncell = 3 and Nsum = 3, the attack detection also performs
badly. To conclude, it requires larger memory consumption
for a larger Nsum and larger computing ability for supporting
larger Nlayer, Ncell, in order to achieve the target MSE.

In the case of detection effectiveness, assuming P is the
resource consumption for a one-time detection, including stor-
age consumption, computing consumption and so on. When N
nodes are deployed in the network and k > 2 input neuron
cells are involved, the nodes will be divided into 1

kN groups.
Therefore, 1

kN times detection is performed on the cloud
server. If an attack is detected, another k times detection
will be performed on the edge processor. If there is one
clone node in the network, the detection consumption of the
proposed scheme is ( 1

kN+k)P , while the existing methods are
NP , which illustrates the distinct consumption and obvious
improvement in the proposed scheme.

V. CONCLUSIONS

This paper has proposed a new approach for clone detection
in industrial wireless cyber physical systems. This PRBP clone
detection scheme is based on physical layer reputation and
BPNN. The main contributions of this work are as follows.
• The physical layer reputations are derived from different

channel differences and the accumulation of these channel
differences weakens the bad effects from the noise. When
the number of accumulation increase to 20, the legitimate
and illegitimate reputations can be classified correctly.

• BPNN is introduced into the clone detection to improve
the ability of dealing with multi-dimensional input. On
the one hand, during the attack detection, BPNN detects
clone attacks in the unit of groups of nodes, instead of
checking one by one. In this case, the cloud server will
make a decision about attack quickly to decrease losses to
some extent. On the other hand, during the attack tracing,
BPNN is able to handle multiple kinds of reputations of
a specific node, which provides a more comprehensive
observation of the node.

• The scheme is performed on USRPs and the experi-
ments show that the best MSE of the scheme achieves

4.0103× 10−8, which is a significant improvement com-
pared to threshold based detection methods under mobile
environment.

However, the adopted BPNN didn’t improve the MSE sig-
nificantly compared to other machine learning methods, such
as support vector machine, k-nearest neighbor, and decision
tree, due to the limited experiment samples. In addition, the
proposed PRBP clone detection scheme requires compara-
tively large storage and computing ability, especially when
performing BPNN training. As a result, the detection is not
easy to perform on terminals. In future, extensive experiments
involving large scale nodes in industrial sites will be taken
out. That work will be conducted with the cooperation with
business partners. In addition, how to decrease the storage and
computing requirements without decreasing the performance
will be the future research direction.
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