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Abstract—The Federal Aviation Administration (FAA) re-
cently introduced a new standard, namely, remote identifi-
cation, to improve accountability for unmanned aerial ve-
hicles (UAVs) operations. This rule requires UAV operators
to broadcast messages revealing sensitive data, such as
identity and location on the wireless channel. However, this
leads to security and privacy concerns among UAV opera-
tors. Unauthorized parties may easily discover the location
and identity of a UAV flying in a specific area and launch
attacks on it such as using wireless jamming or tracking
its activity. This review investigates and systematizes the
main weaknesses affecting the Remote ID capability re-
quired of modern UAVs, and the approaches through which
attackers can exploit these weaknesses to disrupt safety
and accountability. Moreover, this article analyzes current
solutions that mitigate privacy issues associated with Re-
mote ID. Finally, we identify multiple challenges that require
to be addressed by both industry and academia, and we
propose future research directions to improve the security
and privacy of UAVs.
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I. INTRODUCTION

THE number of unmanned aerial vehicles (UAVs) and drone
applications has increased in this decade owing to their

excellent mobility, autonomy, and eco-friendly features. This
enabling technology has been adopted in multiple fields such
as military, delivery, agriculture, mapping, civil defense, and
monitoring [1].

The market for UAVs will considerably grow in the coming
years, from 26.2 billion USD in 2022 to 38.3 billion USD in
2027, which shows a compound annual growth rate (CAGR)
of 7.9% [2]. This expansion is driven by applications such as
surveillance and military operations, mapping, delivery, and
transportation, thus, causing increased demand for advanced
technology and an increase in the popularity of semiautonomous
and autonomous vehicles. However, this increase in UAVs adop-
tion is posing privacy and safety concerns [3], [4], [5]. For
instance, the incidents of unauthorized access and invasion by
amateur drones have been reported by UAV operators dealing
with critical infrastructures (CIs), such as airports, seaports, and
military areas; these unauthorized activities are responsible for
considerable security, privacy, and safety concerns [6].

To uphold accountability for UAVs, and detect and identify
malicious drones, multiple regulatory authorities have imple-
mented regulations, such as the remote identification (Remote
ID) standard of the US-based Federal Aviation Administration
(FAA) [7], [8]. Furthermore, Europe, the American Society
for Testing and Materials (ASTM), and the AeroSpace and
Defence Industries Association of Europe - Standardization
(ASD-STAN) are considering similar actions to ensure UAV and
drone operators provide identification and location information
that other parties can receive during the UAV’s flight [9].

In brief, regulations that propose the implementation of Re-
mote ID require UAVs to broadcast periodic messages by re-
porting their identity, speed, location, and information about the
ground control station (GCS) (i.e., the operator) to ensure public
safety and monitor aerial spaces. The Remote ID requirement of
the US was enacted in April 2021. After September 2022, all
UAV manufacturers are required to comply with the Remote
ID standard, whereas operators are required to do so until
September 2023 [10].
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Fig. 1. Classification of scientific contributions per privacy issue. This contribution highlights considerable research challenges for each examined
topic and identifies potential study areas.

However, the Remote ID requirement has raised privacy con-
cerns among the UAV community, particularly. UAV operators
dealing with CIs such as those in the retail, oil and gas, trans-
portation, delivery, and health care industries. The broadcasting
of cleartext data related to the identity and location of UAVs
and their operators can enable malicious users to identify, and
track UAVs and determine important information such as the
locations of sensitive storage centers or the customer destina-
tion addresses of confidential/classified objects. For example, a
UAV community opened a dispute recently about the privacy
issues owing to the mandatory adoption of this rule will limit
recreational and working activities [11].

Although the latest Remote ID standard provides the option
to replace a long-term identity with an ephemeral one, such as
a session identifier, no guideline or specification is provided to
partially meet the privacy requests of UAV operators.

Despite its promising applications and prospects, applying the
Remote ID standard to UAVs and drones has caused multiple
privacy issues in academia, industries, and practitioners. Many
studies, such as [12] and [13], have proposed the development of
a secure protocol for drones and analyzed the vulnerabilities of
and attacks on military and commercial drones. A few studies
have proposed different solutions to mitigate the security and
privacy issues of Remote ID.

An extensive review of the scientific literature suggests a re-
quirement for a comprehensive review of the latest developments
in this field. This article explores the primary privacy challenges
to consider when imposing the Remote ID standard on UAVs
and drones as well as the related countermeasures.

A. Our Contributions

This article fills the abovementioned gap by providing a
comprehensive review of the latest developments regarding

privacy issues, applications, solutions, and research challenges
characterizing Remote ID, which affects operators or GCSs, and
UAVs. This article introduces the current Remote ID regulations
for tracking and identifying drones flying in defined airspace sys-
tems. Next, a reference scenario and an adversarial model are de-
scribed. Furthermore, previously published privacy-preserving
schemes related to Remote ID are surveyed and classified across
multiple features, such as drone/operator identity privacy, lo-
cation privacy, Remote ID requirement compliance, and com-
munication technology (see Fig. 1 for a high-level overview).
Moreover, this study presents the current attacks and threats
affecting Remote ID and certain emerging research challenges to
mitigate the aforementioned privacy issues, and discover future
development directions. Previous studies on the privacy aspects
of Internet of Drones (IoD), such as [10], [14], [15], [16], [17],
have only focused on a limited number of vulnerabilities owing
to Remote ID; an overview of potential defense strategies or
countermeasures has not been provided. Therefore, an extensive
study specifically designed to address the privacy concerns
related to Remote ID is currently lacking.

B. Article Layout

The rest of this article is organized as follows. Section II
provides an overview of the current regulations enabling drone
tracking and identification. Section III describes the reference
scenario and the adversarial model, followed by a study of
multiple privacy-preserving schemes. Section IV describes the
potential attacks and threats concerning the Remote ID standard.
Then, the mechanisms and existing privacy-preserving tech-
niques for Remote ID are discussed and compared in Section V.
The emerging research challenges and future research directions
are explained in Section VI. Finally, Section VII concludes this
article.
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II. BACKGROUND

This section provides the background and fundamental con-
cepts of standard Remote ID regulations for UAVs.

A. Remote ID

The set of Remote ID regulations published by the FAA allows
any drone (and operator or GCS) to be identified and tracked by
other parties in real time. The final Remote ID rule was released
by the FAA in January 2021 and went into effect in April 2021.
UAVs and their manufacturers have been required to comply
with the Remote ID standard after September 2022, whereas
operators have until September 2023 to comply with the require-
ments. The Remote ID rule requires UAVs to broadcast messages
every second that contain at least the following information.

1) UAV ID: It is an identification code (identifier) of the
UAV.

2) UAV position: It contains the global navigation satellite
system (GNSS) coordinates such as latitude and longi-
tude, altitude, and speed of the UAV.

3) Operator position: It contains the GNSS coordinates such
as latitude and longitude and altitude of the operator or
the ground control station.

4) Time stamp: It is the date and time of the broadcasted
message.

5) Emergency code: It indicates whether the UAV is in an
emergency state.

These requirements are applied from UAV takeoff until
landing. From one side, according to the Remote ID spec-
ification, UAVs can use a network-based Remote ID via a
persistent Internet connection with unmanned service sup-
plier (USS) servers. From the other side, UAVs can adopt
a broadcast-based approach to transmit the data over an in-
dustrial, scientific, and medical (ISM) frequency band [2.4 ∼
2.5, 5.8] GHz such as Bluetooth/Wi-Fi via a Remote ID broad-
cast module. UAVs can operate without adopting a Remote
ID module only in specific zones, namely, FAA-Recognized
Identification Areas managed by organizations or educational
entities.

B. Other Regulations

1) Europe: In 2015, the European Commission remarked on
the importance of using Remote ID for safe, secure UAV opera-
tion in airspaces. In 2016, the European Union Aviation Safety
Agency (EASA) proposed a “prototype” set of rules, namely,
the Commission Regulation on Unmanned Aircraft Operations,
which allows authorities to identify drones flying in airspaces
using the following information: operator registration, UAV
class, UAV operation type, geofencing status, UAV position and
height. At the end of 2020, the EASA released rules obliging
drones to broadcast their unique ID serial numbers, locations,
and operator locations, without specifying any technology. By
January 2023, all UAV operators in Europe should be following
these rules [18].

2) France: French Remote ID rule requires UAVs to have
unique identifiers, such as serial numbers. The mandatory data

that should be broadcasted are the: 1) drone/operator location; 2)
speed; 3) altitude. Operator registration is optional, and the data
transmission interval is 3 s. Finally, the French Remote ID stan-
dard specifies Wi-Fi beacon technology as the communication
technology [19].

3) Japan: In 2020, the Japanese Civil Aeronautics Act pub-
lished the direct remote ID (DRID) standard document, which
specifies the requirements that should be considered for UAV
accountability. To summarize, the document states the follow-
ing: 1) UAV registration has been mandatory since June 2022;
2) each UAV must be equipped with a Remote ID module; 3) a
Remote ID message, containing the unique ID, serial number,
position and speed, and authentication tag of the drone, must
be broadcasted at least once per second to prevent common
security attacks such as replay and man-in-the-middle; 4) one of
the following communication standards should be used: Wi-Fi
beacon, Wi-Fi NAN, Bluetooth Low Energy Long Range, and
Bluetooth 5.x [20].

4) ASTM and ASD-STAN: The ASTM and ASD-STAN have
defined a set of Remote ID guidelines to uphold the account-
ability of UAV operators. They have similar guidelines about
the broadcasting of UAV identities and GNSS locations. As
for communication technologies, the ASTM requires the use of
Bluetooth 4.x and Wi-Fi NAN at 2.4 GHz; the use of Bluetooth
5.x and Wi-Fi NAN at 5.8 GHz is optional. The ASD-STAN
specifies that Wi-Fi beacon is mandatory and Bluetooth 4.x is
optional [21].

Table I (inspired by ASD-STAN [21]) summarizes the dif-
ferences between the final Remote ID regulations of multiple
countries.

III. REFERENCE SCENARIO AND ADVERSARIAL MODEL

This section introduces the reference scenario (see Section
III-A) and adversarial model (see Section III-B) considered in
this work in order to familiarize the reader with the privacy
concerns linked to the broadcasting of cleartext Remote ID
data. The assumptions in the scenarios highlight the common
situations where Remote ID is adopted and provide examples of
the capabilities and activities that a malicious actor can carry
out.

A. Reference Scenario

The reference scenario, depicted in Fig. 2, assumes different
UAVs uj (remotely piloted, semiautonomous, or autonomous)
flying around a given area to accomplish a mission. The GCS,
which may be a person or a computer system, is responsible for
the movements of a drone. In addition to the equipment available
on most commercial drones, each UAV features a GNSS module,
which estimates its real-time location with a maximum accuracy
of δ meters, and an Instrumental Navigation System (INS). Each
UAV is then assumed to broadcast standard-compliant Remote
ID messages using an onboard common wireless transceiver
such as a Wi-Fi or Bluetooth module. The UAVs may not have
a persistent Internet connection with the GCS. According to
the Remote ID rule, UAVs uj have to broadcast sensitive data,
such as their IDj , position (latitude latj(t), longitude lonj(t),
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TABLE I
COMPARISON BETWEEN REMOTE IDENTIFICATION REGULATIONS; • MEANS MANDATORY, ◦ MEANS OPTIONAL, AND – MEANS UNSPECIFIED. STATEMENTS

FULL NAMES: EUROPE (EU), FRANCE (FR), JAPAN (JP), AMERICAN SOCIETY FOR TESTING AND MATERIALS (ASTM), AND AEROSPACE AND DEFENCE
INDUSTRIES ASSOCIATION OF EUROPE - STANDARDIZATION (ASD-STAN)

Fig. 2. Reference scenario. Several UAVs fly in a given area (one
of them is controlled by a GCS/operator) and broadcast messages
compliant with the Remote ID rule. An adversary A is eavesdropping
on the wireless channel, and a CI operator monitors the area.

and altitude altj(t)), relative speed (v(x,j)(t), v(y,j)(t), and
v(z,j)(t)), GCS position, and the emergency code ε (if any) once
every second or time t.

Furthermore, our scenario features a generic wireless receiver
that can capture and collect the Remote ID packets transmit-
ted by the UAVs on the selected radio channel. Based on the
definition by the Drone Remote Identification Protocol (DRIP)
working group (WG) of the Internet Engineering Task Force
(IETF)-drone remote-id protocol [22], the generic observer can
be an USS, and it is in charge of monitoring real-time traffic
and enforcing airspace and violation control by reporting sus-
picious or unusual drone activity. The generic observer can be
a CI operator or a generic user equipped with a laptop or a
smartphone that can detect and decode Remote ID packets emit-
ted by drones and access their contained information. Finally,
the generic adversary A detailed in Section III-B is presented

to highlight the security and privacy threats associated with
Remote ID.

B. Adversarial Model

The main aim of the assumed adversary A is to disrupt the
privacy of legitimate drones and forge (spoof) messages to be ac-
cepted or recognized by receivers as legitimate. The attacker can:
1) obtain the long-term identity and track the location of a spe-
cific UAV by collecting all data packets broadcasted over the air
using a powerful wireless adapter (e.g., an ALFA Network card
in monitor mode [23]) via WIRESHARK [24] or TCPDUMP [25];
2) obtain the identity and track the position of the correspondent
operator or GCS; 3) impersonate and spoof the location of a
specific UAV while executing malicious activities, such that an
UAV appears to behave legitimately. For example, the attacker
can set up a software defined radio (SDR), such as a HackRF or
a Universal Software Radio Peripheral (USRP), on its computer
and start the spoofing activity using the GPS-SDR-SIM tool [26].

In this adversarial model, the A features both passive and
active capabilities. On the one hand, A is a global, frequency-
unbounded, and spatially unlimited passive eavesdropper, ca-
pable of detecting and receiving any message broadcasted by
the UAV independently from the communication frequency and
modulation. On the other hand, A can also generate fake mes-
sages, replay the received packets, spoofing the identity and the
location of a legitimate UAV. Moreover, the attacker has access
to significant computing power and/or a high-speed Internet
connection, which allows it to outsource computational tasks.
Although the attacker is unaware of the UAV location during
the attack, standard Wi-Fi-enabled drones have a maximum
range of around 6–7 km; however, as stated in [27], attacks
against Wi-Fi can be launched outside this range. The assumed
adversary does not aim to launch denial of service (DoS) attacks,
such as jamming and packet flooding, because they are out of
the scope of this contribution. Note that additional details about
security attacks on drones are available in [28].
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IV. REMOTE ID ATTACKS AND THREATS

This section identifies and discusses potential Remote ID-
related privacy threats targeting UAVs and operators.

A. Drone Identity Disclosure

As per the FAA, beginning September 2023, every UAV
should broadcast its identity in cleartext on wireless commu-
nication channels. Although this rule will improve the account-
ability and safety of aerial vehicles, it can threaten their privacy.
An attacker aims to eavesdrop on wireless channels, capture
packets, infer drone identities, and perform linking attacks. The
attacker can collect sensitive information related to the UAV,
such as the identity of its owner, and track it for other malicious
activities [29].

B. Drone Location and Path Disclosure

The broadcasting of a drone’s location (i.e., its GNSS coor-
dinates) can help detect misbehaving and unauthorized UAVs
and immediately identify potential collisions. However, it can
enable an attacker to perform multiple malicious activities
such as the capture, tracking, monitoring, and inference of
sensitive data. Location-based attacks can reveal customer lo-
cations and company and CI storage sites, identify mobil-
ity patterns, and track UAV trajectories. Therefore, UAV op-
erators or owners may want to conceal their UAV location
information to protect their positions throughout their flight
paths [30].

C. Operator Identity and Location Disclosure

The abovementioned threats to drones apply to UAV op-
erators. The Remote ID standard obliges UAVs to broadcast
in cleartext their GCS data such as their latitude, longitude,
altitude, and identification code (which is optional). Operator
data should be unlinkable between several messages; that is, an
unauthorized observer should not be able to deduce any change
(if any) in operator data between multiple messages, or infer the
potential relationship between an UAV and an operator. Finally,
a location-based attack can reveal the locations of depositories,
customers, and military bases. For instance, in October 2022,
attackers demonstrated that they collected the data of 80 000
Da-Jiang Innovations (DJI) drone identification codes, including
the aircraft models, serial numbers, and pilot positions [31]. Fur-
thermore, security researchers reverse engineered the DroneID
radio protocol used by DJI drones and reported that the protocol
broadcasted not only the Global Positioning System (GPS) loca-
tion and unique identifier of each drone but also the GPS coordi-
nates of its operator [32]. To address concerns about the public’s
ability to access the locations of drone pilots through the use of
inexpensive software and radio devices, DJI is taking action by
implementing certain measures: “This means that anyone with
access to the software and cheap radio hardware can intercept
and decode the drone’s broadcasts to pinpoint the operator’s lo-
cation, potentially posing serious security and privacy concerns”
[33].

D. Path Planning Algorithm Disclosure

The broadcasting of drone data, such as latitude, longitude,
altitude, and speed, can enable an attacker to reverse engineer
the shortest path or the best path algorithm that the UAV uses
to reach a destination point using a data-driven approach. The
attacker can capture data related to a particular drone and try to
infer details using machine learning techniques on the algorithm
behind it to generate the best path.

E. Drone/Operator Identity and Location Spoofing

Currently, the Remote ID does not define any security prop-
erty, such as authentication and confidentiality. A Remote ID
spoofing attack involves the creation or impersonation of the real
identity of a UAV to hide or transmit fake data related to the occu-
pied location. A generic aerial vehicle can appear legitimate, thus
deceiving legitimate receivers such as CI operators, authorities,
and neighboring UAVs. Furthermore, an attacker can inject false
information (e.g., false emergency code), replay legitimate data,
and broadcast false collision warnings by forcing other UAVs to
critical maneuvers [14].

V. REMOTE ID PRIVACY-PRESERVING SOLUTIONS

The enforcement of security and privacy solutions for Remote
ID has received minor attention over the last few years after
the rule was announced on December 28, 2020. Therefore,
the current industrial and academic efforts should be steered
toward this direction. This study introduces a comprehensive
classification of the scientific contributions that address the
remote identification privacy concerns affecting UAVs and oper-
ator/GCS entities (summarized in Table II). Further, to conclude
the critical discussion, Section V-A summarizes the main lessons
learned.

Alkadi and Shoufan [34] addressed the security limitations
of current UAV traffic management (UTM) systems, such as
confidentiality, integrity, and availability, by proposing a de-
centralized UTM architecture to enforce airspace rules and
regulations by leveraging mobile crowd sensing (MCS), and
blockchain smart contracts. The main aim is to generate a drone
identifier and verify it using the Ethereum platform. Moreover,
they used the Remix IDE platform to write, execute, debug, and
test solidity-based smart contracts before deploying them on the
blockchain. Although the proposed approach complies with the
standard Remote ID requirements, and provides detailed security
analysis, drones’ and operators’ anonymity and authenticity
are not considered. Furthermore, the proposed solution is not
scalable to different scenarios, such as environments without
persistent Internet connection.

Alsoliman et al. [35] presented a framework for anonymously
verifying the authenticity of flying UAVs without revealing
their flight paths or operator identities. This solution adopts a
technique, namely flight plan slicing to divide the flight plan
into segments, and the Boneh-Gentry-Lynn-Shacham (BGLS)
aggregation signature scheme to sign anonymous Remote ID
messages. As for the communication technology, they assumed
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TABLE II
COMPARISON BETWEEN APPROACHES CONTEXTUALIZING PRIVACY-PRESERVING SOLUTIONS FOR REMOTE ID; • INDICATES THAT A SPECIFIC FEATURE IS

FULFILLED, AND ◦ DENOTES THAT THE FEATURE IS NOT INCLUDED

Wi-Fi usage to broadcast Remote ID messages. From the se-
curity perspective, they discussed different attack scenarios and
security issues, such as impersonation and replay attacks, leaked
Flight Certificate Vector (FCV), anonymity, and untraceability.
About impersonation attacks, an unauthorized UAV can attempt
to enter a restricted area without permission from the unmanned
aircraft system (UAS) traffic controller. The UAV may attempt
to create its own flight permissions and use them to generate
Remote ID messages by impersonating a legitimate UAV (e.g.,
by leaking a public key certificate and the correspondent private
key). For the replay attack, an unauthorized drone may try to

intercept and replay a legitimate UAV’s freshly broadcasted
Remote ID message at a different time and/or location to gain
access to a restricted area. Furthermore, misbehaving drones
in a network may be hijacked, broken, or intentionally altered
by their operators to deviate from their designated flight paths.
However, dividing a UAV’s flight plan into blocks of flight zones
(bounded by time and location), each with its own public key,
to achieve authentication anonymity for UAVs. The framework
of the proposed solution is divided into two phases: setup and
authentication. In the setup phase, the operator obtains the list
of flight certificates (FA). The authentication phase involves two
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mandatory steps: authentication request and authorization ap-
proval. This step is performed during flight because the drone is
requested to authenticate itself by sending Remote ID messages.
Authentication is achieved through the signing and verification
of Remote ID messages via a BGLS scheme and elliptic curve
digital signature algorithm (ECDSA). As for the communication
technology, the authors assumed Wi-Fi adapters.

Brighente et al. [36] proposed a solution that guarantees only
location privacy compliance with the Remote ID standard, and
can detect violations of the no-fly zone areas by unauthorized
drones. FAA regulations require all drones to broadcast infor-
mation such as location and identity, which may enable an
attacker to monitor a drone’s behavior and capture the packets
broadcasted wirelessly (via Wi-Fi) to increase awareness of the
drone’s location and identity. The proposed approach enhances
the drones location privacy by implementing differential privacy
and detecting invasions by unauthorized drones. The scheme
comprises five phases: 1) registration, where the legitimate
entities register with a trusted third party (TTP) before their
deployment; 2) differentially private Remote ID, where they
adopted the planar Laplace distribution for drawing a random
point that depends only on the distance between the realization
of the random variable and the actual UAV location; 3) encrypted
location reports, where ciphertexts containing precise location
information are broadcasted; 4) area invasion detection which
introduces the area invasion detection process by describing the
strategy of the solution implemented by the CIs operator to detect
the attacks in a no-fly zone; 5) reporting phase where the CIs
operator reports malicious and attacking drones to TTP. The
authors evaluated their scenario using MATLAB R2020b and
real UAV flight data assuming the use of Wi-Fi communication
technology. However, the authors did not provide a security
analysis.

Ding et al. [37] focused on the location privacy issues in
drone delivery. They assumed that an adversary can monitor
a drone’s path to force the disclosure of the customer’s identity
and delivery location. To mitigate this issue, they proposed a
privacy risk assessment method that is based on the probability of
connecting a particular customer with a specific vendor/supplier
based on the delivery drone route. Then, they suggested methods
of preserving the privacy of paths, such as the deployment of de-
coy vendors and the use of aggregation/obfuscation techniques.
The authors have shown a very detailed privacy analysis.

Reddy et al. [38] aimed to mitigate attacks related to location
privacy and tracking by obfuscating the current location of
a UAV, and randomizing its trajectory to prevent an attacker
from locating or tracking the drone. To this aim, they proposed
three strategies based on the shortest path, random location,
and dummy location without specifying details related to the
Remote ID standard. The authors adopted location obfuscation,
trajectory randomization, entropy-based metrics, and convex
hulls. Furthermore, they assumed that the drone is equipped
with multiple radio modules, such as IEEE 802.11 and long
term evolution (LTE), for communication. They simulated the
solutions via OMNeT++ and conducted a meaningful privacy
analysis. However, efficient communication and collaboration
between the user, server, and drone are necessary to locate and

track a target effectively. The server provides the target’s current
location, and the drone observes and tracks it to respond and take
action under the user’s guidance (if it occurs on the ground).

Sciancalepore and George [39] proposed a new protocol
called privacy-preserving trajectory matching (PPTM) to pre-
vent collision between UAVs in a privacy-preserving fashion,
that is, without disclosing any location data. Data such as UAV
location and timestamps are essential for detecting and avoiding
collisions in a timely manner; nevertheless, this information
cannot be shared with others UAVs unless they are authorized
parties. The main idea is based on the adoption of: 1) a tree-based
algorithm, namely “Matching Incremental Capsule”; 2) a secure
communication channel like transport layer security (TLS); and
3) a lightweight security protocol based on the Rivest–Shamir–
Adleman (RSA) algorithm. For the performance assessment,
the authors verified the solution in MATLAB R2021b and
then deployed the protocol on a laptop, Raspberry Pi 3, and
an ESPCopter drone assuming the Wi-Fi as communication
technology. Moreover, the authors performed security analysis
by the well-known automated verification tool ProVerif to prove
that PTTM meets the standard security requirements.

To protect drone communications, Shoufan et al. [40] exam-
ined the security, safety, and privacy issues related to the FAA
Remote ID standard. On the one hand, they proposed a Remote ID
standard-compliant authentication protocol to secure communi-
cation. It authenticates the end-to-end and the broadcasted mes-
sages by using an embedded subscriber identification module
(eSIM), a public key infrastructure, X.509 certificates, and the
advanced encryption standard (AES) symmetric-key encryption
algorithm. They tested their solution on a UAV developed by
Government Telecommunication Authority. On the other hand,
the authors conducted a security analysis with ProVerif, but they
did not develop any mitigation technique against privacy issues
introduced by the Remote ID regulation.

Svaigen et al. [41] introduced BioMixD, a bioinspired and
traffic-aware mix zone placement strategy that leverages ant
colony optimization for IoD location privacy. This solution
exploits features such as traffic analysis, drone position, and
airways congestion via mix-zones, a concept introduced in the
field of vehicular ad hoc network (VANET) for pseudonym
exchange between the UAVs. The proposed approach requires
persistent communication with infrastructure elements, which
may not always be available in UAV operations. The authors
used the IoDSim simulator to evaluate the proposed solution
for 5G and beyond-5G communication technologies. Although
this work provided a brief security analysis of IoD privacy and
security requirements and pursued location privacy preservation,
the proposed approach does not comply with the Remote ID
standard.

Svaigen et al. [42] proposed the MixDrones protocol, which
is based on mix zones, “where drones can change their in-flight
airways when they are inside a mix zone, aiming to embrace
a large number of drones to protect and hamper the success of
a location attack.” Authors show that the MixDrones approach
is robust against trajectory-based deanonymization attacks. The
implementation has been done in a simulation environment, such
as an IoDSim environment integrated with the INET framework



1076 IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS, VOL. 20, NO. 2, FEBRUARY 2024

in OMNET++ simulator. However, this approach does not com-
ply with the Remote ID standard.

Tedeschi et al. [43] highlighted the privacy issue related to
the broadcasting of a drone’s identity as per the Remote ID
standard. To mitigate this privacy issue, the authors designed
the anonymous remote identification (ARID) protocol, a stan-
dardized Remote ID security protocol. This approach leverages
ephemeral pseudonyms that can only be linked to a UAV’s
long-term identifier and its operator by a trusted authority,
such as the FAA. Furthermore, the proposed solution protects
UAVs against spoofing and identity impersonation via message
authentication by leveraging ECDSA for the authentication, and
the Elliptic Curve ElGamal for the encryption. The authors
integrated ARID with the MAVLink protocol on a 3DR-Solo
drone (within 3DR Poky OS) by broadcasting frames using
IEEE 802.11b. Moreover, they provided a security analysis in
ProVerif to verify the UAV anonymity, message authenticity,
protection against replay attacks, and partial protection against
tracking.

Svaigen et al. [44] designed a real-time location-based attack
to track a drone’s trajectory based on its Remote ID message
by strategically deploying eavesdroppers on the ground. To
mitigate this issue, the authors integrated the solution proposed
in [42] (MixDrones), and [43] (ARID) to protect the drone’s
location and identity information. Furthermore, they adopted
zone service providers to provide shared access to drones and
controlled airspace. They also evaluated the three solutions,
namely, Remote ID (standard version without security features),
ARID, and ARID+MixDrones in IoDSim, by providing a qual-
itative security analysis.

Svaigen et al. [45] presented a framework to guide the re-
searcher on designing location privacy solutions for the IoD
paradigm. The framework covers how to design a location
privacy solution, define adversarial model, conduct experi-
ments, evaluation, and analyze results. Furthermore, they dis-
cussed different techniques to increase location privacy, such
as anonymization using mix zones, spatio-temporal obfuscation
leveraging k-anonymity, use of dummy data by generating fake
users and providing k-anonymity, and protocol-based solutions.
Moreover, they proposed a framework, namely, MixDrones, and
tested it by creating synthetic drone mobility traces generated
by an ad hoc framework integrated with OMNet++. More-
over, they verified the effectiveness of the proposed approach
in [42].

Tedeschi et al. [46] proposed a lightweight solution, namely,
privacy-preserving collision avoidance (PPCA) for UAVs for
colocation detection and collision avoidance in a privacy-
preserving manner. Using the ElGamal encryption algorithm,
this approach enables multiple UAVs to detect potential col-
lisions by broadcasting wireless messages without revealing
their locations. It allows nearby UAVs to agree on a secure
path and temporary location by sharing using a secure wireless
connection to avoid collisions. Moreover, the authors proposed
a space tessellation logic based on the adoption of capsules
by supporting the assumption with an experimental campaign
on a 3DR Solo drone (using the 3DR Poky OS), and adopting
the IEEE 802.11b protocol for broadcasting. Finally, they used
ProVerif for the formal verification of the security features of

PPCA. However, the contribution is not compliant with the
Remote ID standard.

Wisse et al. [47] extended the ARID protocol proposed in [43].
The new protocol, namely Anonymous Direct Authentication
and Remote Identification (A2RID), is a suite of two protocols
that guarantees UAV anonymity while broadcasting remote-
ID-standard-compliant messages. They proposed to adopt two
cryptographic schemes: 1) a processing-intensive but memory-
lightweight solution that leverages Camenisch-Lysyanskaya
(CS −A2RID); 2) a computationally friendly but memory-
consuming approach that adopts the Derler–Slamanig signature
scheme (DS −A2RID). Besides that, they used multiple cryp-
tography techniques, such as the well-known ECIES, Cramer–
Shoup cryptosystem, the digital signature scheme proposed by
Boneh-Gentry-Lynn-Shacham, bilinear pairings, the Schnorr
noninteractive zero-knowledge proof scheme, and a signatures
of knowledge algorithm. The authors performed an extensive
experimental campaign on real drones such as a Holybro X500
(for CS −A2RID) and an ESPcopter (for DS −A2RID).
A formal security proof is provided via ProVerif. However,
although this contribution provides a privacy-preserving scheme
for the drones’ identities and it complies with the Remote ID
standard, it does not address other important issues such as the
drone/operator location privacy.

Wu et al. [48] defined a blockchain-based privacy preserva-
tion solution for 5G drone communications. They introduce
a high-level architecture that complies with the Remote ID
standard. The authors described some approaches for protecting
privacy regarding identifier management, data protection, and
trajectory protection by leveraging well-known cryptographic
techniques. In detail, they proposed the following blockchain-
based privacy-preserving solutions for drones: an identification
management approach, a data privacy protection approach, a
trajectory privacy protection approach, and a drone network
consensus mechanism. However, the authors did not perform any
simulation or real implementation of the suggested solutions.
Furthermore, they identified some research challenges and the
limitations of their approach by considering the constraints of
drone resources (energy, drone size, battery lifetime), and open
issues that blockchain use can address to guarantee privacy
preservation in drone communications.

Finally, Moskowitz et al. [49] submitted an IETF draft that
describes a method of ensuring UAS operator/pilot privacy as per
the Remote ID standard. At the time of writing, they are the only
ones that have proposed a suite to address the privacy concerns
of operators or GCSs (identifier and location). Their approach
involves encrypting in place (the ciphertext has the same length
as the cleartext), those fields containing operator sensitive data
using a hybrid ECIES scheme. In detail, the authors used ECIES,
and KMAC to ensure the privacy of drone operator. They intro-
duced some potential security considerations of the proposed
scheme.

A. Lessons Learned

This section summarizes the main lessons learned from the
abovementioned investigation and cross-comparison of the se-
curity and privacy solutions for UAV deployments.
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1) Security, Privacy, and Energy Tradeoff: Balancing secu-
rity and energy efficiency can often be a challenging task. This is
because achieving a high level of security usually demands more
energy from UAVs than what is considered optimal, resulting
in a less energy-efficient configuration. However, this balance
can be achieved and certain limitations concerning UAV battery
lifetime, usability, and reliability constraints can be addressed by
minimizing power consumption and adopting secure, privacy-
preserving solutions, as discussed in this contribution.

2) Cryptography Versus Physical-Layer Security: Modify-
ing the receivers’ and infrastructure software is a necessary
step in implementing cryptography solutions. Thus, the expense
of their integration should be carefully taken into account.
Despite being effective, none of the abovementioned privacy-
preserving solutions provide the implementation of physical
layer anonymous communications [50]. However, over the past
few years, many scientific contributions have notably promoted
physical-layer security techniques for UAVs. Physical layer se-
curity features can be considered to build network architectures
that are robust to several attacks, such as replay, spoofing,
eavesdropping, and interference, to name a few. In cases for
which standard cryptography techniques are unsuitable, net-
work countermeasures and physical-layer security defensive
schemes should be combined to provide a reliable communi-
cation channels. Nevertheless, implementing these advanced
techniques usually increases receiver cost and complexity, which
can significantly affect the energy budget of such devices.
Thus, academia has expressed keen interest in the challenge
of balancing energy and security, which remains a crucial
aspect.

3) Secure Communication Protocols: The cleartext broad-
casting of data related to a UAV or its operator identification
and location can enable a malicious user to identify and track
the UAV and its operator. This can lead to the discovery of
sensitive information, such as the location of storage centers
containing confidential or classified objects or the destination
addresses of such objects for specific customers. In order to
mitigate these issues and guarantee, at the same time, the
accountability of UAVs and operators, it is necessary to pro-
vide a certain level of security and privacy for the protocol
communications in a framework of to users worldwide. Fi-
nally, to limit the exposure of the cryptographic key material
and execute the code in a secure area, the trusted execution
environment (TEE) and the root of trust features should be
considered.

4) Privacy-Aware Regulations: One of the main lessons from
this contribution is that the transportation agencies of several
governments are proposing different Remote ID rules that re-
quire different technical requirements as well. It is essential to
standardise a generic remote identification rule for all UAVs
to support the industry with the integration and development
aspects. Further, as the next step, it is crucial that during the
design of such regulations for UAV accountability, local and
national authorities should take into account the concerns, risks,
safety, and impact related to the privacy issues introduced to
both UAVs and people.

VI. RESEARCH CHALLENGES AND FUTURE DIRECTIONS

This section highlights a few challenges and future research
directions related to the security and privacy of Remote ID.
Table III summarizes the attacks and the goals of a potential
attacker covered in Section IV, the generic defense techniques
presented in Section V, research challenges, and possible limi-
tations.

A. Fine-Grained Access Control Data-Encryption

Data related to a drone and its operator, such as latitude,
longitude, and altitude, should be known only to authorized
parties; they should not be publicly available. For example, a
drone or an operator can only allow authorized parties with the
proper attributes (e.g., by leveraging the ciphertext/key policy—
attribute-based encryption technique) [51] to open the broad-
casted messages. Furthermore, Remote ID messages should be
broadcasted at least once per second. The cryptographic payload
broadcasted via Bluetooth or Wi-Fi should be compliant with the
maximum transmission unit (MTU), i.e., one message per frame,
without resorting to packet fragmentation. Finally, the solution
should allow for opportunistic operator/drone data decoding
by authorized parties without any explicit key establishment
occurring at run-time.

B. Anonymous Remote Identification

The latest Remote ID rule allows UAV operators to partially
protect their privacy by using session identifiers, known as a
pseudonyms, rather than their UAVs’ long-term identity for iden-
tification purposes. This feature enables unique identification by
the FAA while maintaining the UAV’s identity hidden. How-
ever, the Remote ID standard does not provide instructions on
creating these identifiers or offer directions on their design. The
enforcement of such a rule implies that the research community
addresses the following challenges: 1) the anonymous authentic
messages broadcasted by the operator/drone should be easily,
and directly verified without referring to a TTP; 2) this latter
should be able to verify and disclose the real long-term identity
of a drone in case of misbehavior. Furthermore, the proposed
solutions should be efficient in terms of processing, storage,
bandwidth, and energy capabilities [43], [47]. Finally, promising
mechanisms can be designed by considering the public key
cryptography such as [43], or leveraging a lightweight physical
unclonable function (PUF)-based privacy-preserving scheme
for the authentication purposes [52], or by considering the
application of physical layer security techniques for anonymous
communications [53].

C. Privacy-Aware Location Sharing

Different solutions in the scientific literature have been dis-
cussed to ensure location privacy and avoid threats to aerial
vehicles. For example, several mechanisms presented in this
review are based on well-known techniques such as differential
privacy, dummy data, encrypted space tessellation, mix-zones,
data obfuscation, and key-anonymity, to name a few. According
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TABLE III
MAPPING BETWEEN RESEARCH CHALLENGES, POTENTIAL SOLUTIONS, AND OVERALL LIMITATIONS FOR UAVS

to the abovementioned research challenges, a TTP should be
able to identify and confirm the current location of a malfunc-
tioning/misbehaving drone or operator, even when the drone is
not been registered with federal authorities. This requirement
will help authorities in taking prompt action. Moreover, the
potential solutions to mitigate this issue should be efficient in
terms of computational power, storage, bandwidth, and energy
consumption. It would be beneficial to examine current air traffic
regulations regarding location privacy and develop mechanisms
to ensure compliance with law enforcement [45].

D. Real-Time Deployment

The real-time deployment of UAVs can pose a considerable
number of issues. Some key points to be considered are listed
below.

1) Performance and energy constraints: From the security
and privacy perspective, it is worth considering the im-
pact of adopting cryptography algorithms on the energy,
computational cost, storage, and bandwidth overheads.
In real-time deployment, the challenging aspects should
consider the different types of UAV systems (from the
small to the large ones), the time to execute the en-
crypt/decrypt operations, the memory footprint required
in terms of random access memory (RAM) and read only
memory (ROM), and finally, the size of payload that
should be transmitted by leveraging a dedicated com-
munication protocol, i.e., the number of packets and the
time-slots to send a single packet. In this case, finding a
suitable tradeoff for real-time deployments is crucial [54].

2) Safety concerns: Minimizing the risk of accidents is im-
portant because UAVs can endanger people and property,
particularly if they malfunction or become uncontrol-
lable. Therefore, precautions are necessary, such as by

avoiding flying over crowded places or near airports. In
this case, adopting safety risk assessment methodologies
can help identify and assess active and latent safety haz-
ards for drone operation, as well as predict the probability
and severity of the consequences or outcomes of each
operational risk before starting a mission [17].

3) Regulatory compliance: The deployment of UAVs in
civilian airspaces strictly depends on the location. For
example, UAVs may be prohibited from flying in certain
zones, and some areas may have rules about the max-
imum altitude or the minimum distance that should be
maintained from drones to buildings and people. Evalu-
ating these requirements demands a considerable effort
to comply with all the applicable regulations for different
use case scenarios and countries [55].

4) Battery lifetime: Battery lifetime is an important aspect
of real-time UAV deployment. Before starting a mission,
the factors that can drain the UAV’s lifetime should be
examined via computer simulations because recharging
or replacing batteries in remote or hostile areas is diffi-
cult [56].

5) Environment type and weather conditions: The type of
environment, such as urban, rural and suburban, can affect
UAV communications and pose multiple challenges to
collision avoidance based on the number of obstacles.
Thus, the type of the scenario requires special atten-
tion to flying country regulation for visual line of sight
(VLOS), beyond visual line of sight (BVLOS), and ex-
tended visual line of sight (EVLOS) operations. Finally,
weather conditions can affect UAVs, especially when
they transport payload onboard, e.g., fog, rain, wind,
air pressure/density, and temperature are parameters that
require to be considered and predicted before real-time
deployment [57].
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VII. CONCLUSION

This article surveyed important privacy issues, threats, and
potential solutions to mitigate Remote ID enforcement concerns.
The contribution introduced a reference scenario, an adversarial
model, and the limitations affecting the broadcasting of sensitive
data, such as location and long-term identity. We explored,
analyzed, and compared across distinctive features the current
state-of-the-art on Remote ID, and prominent security and pri-
vacy schemes available in the literature. Furthermore, this article
highlighted current research challenges and identified new limi-
tations that should be addressed from the research and develop-
ment perspective. Overall, the reported research challenges and
the identified future research directions contribute to the remark
that the design and testing of Remote ID standard-compliant
privacy-preserving solutions for UAVs remain an active research
domain for academia and industry.
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