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Abstract—Nowadays, large enterprises, critical infras-
tructures, and utilities are complex systems, and consist of
a number of subsystems, often located far away from each
other, that coordinate their operations over geographic net-
works. Typically, they are interconnected through the Inter-
net and communicate by means of transport control proto-
col (TCP)/IP-based protocols. When system-level resilience
is required, extremely high dependability is demanded from
the network. In this article a solution is described and evalu-
ated that loosely resembles SDN architectures. A redundant
version of MQTT is used for the data plane, whereas an
adaptive mechanism is implemented in the control plane
that evaluates the quality of paths and dynamically selects
the best choice. To maximize dependability, yet keeping
resource consumption to acceptable levels, concepts bor-
rowed from reinforcement learning are exploited. An ex-
perimental campaign corroborated our expectations and
showed the practical feasibility of our proposal.

Index Terms—Industrial Internet of Things (IIoT), MQTT,
reinforcement learning, resilience, seamless redundancy.

I. INTRODUCTION

D EPENDABILITY has traditionally been a crucial require-
ment of most industrial applications. According to Laprie

et al. [1], it encompasses attributes like availability, reliability,
safety, integrity, maintainability, and sometimes confidentiality.
Consequently, a number of solutions, practical guidelines, and
countermeasures have been developed over the past decades
that proved to be quite effective in making their behavior more
dependable. Recent worldwide events (terrorist attacks, pan-
demics, wars, to which natural and human-induced disasters
have to be added) have drawn more and more attention on
resilience. When applied to large networked systems that are
part of complex (critical) infrastructures, it can be defined as
“the persistence of dependability when facing changes” [2]. In
Layman’s terms, it reflects the overall ability of such systems,
on which our lives, countries, and economy often depend, to
adapt to difficult situations and to keep providing an acceptable
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service in spite of adverse events that can be hardly foreseen and
prevented.

Due to the current shift of industrial automation (process
and factory) to the Industry 4.0 paradigm, the related tech-
nologies, including the Industrial Internet of Things (IIoT),
are gaining momentum, both in-premises (e.g., inside a plant)
and worldwide (the cloud is making full integration possible
and permits, e.g., large-scale global optimization). It is worth
remarking that very similar trends are affecting other relevant
scenarios, like utilities, smart cities, and smart agriculture, to
cite a few. Communication protocols like the Open Platform
Communications – Unified Architecture (OPC UA) [3] are being
envisaged both on the small scale, when controllers have to be
connected in real time to nearby controlled devices [4], [5],
and on the large scale, where communications take place on
metropolitan or geographic areas [6]. This is the case of, e.g.,
power production, transmission, and distribution in smart grids,
which require coordination among a large number of entities
(power plants, substations, wind/solar farms, large industrial
users, public transportation, etc.) that are spread over wide areas,
often spanning across several countries. In such contexts timings
are sometimes important [7], even though relying on a large
public network for communication means that no strict deadlines
can be ensured for data delivery.

Another protocol that is relevant to these scenarios is MQTT,
formerly known as message queue telemetry transport [8].
This solution has been conceived explicitly for the Internet of
Things [9], and has become quite popular in the past years as it
enables flexible machine to machine (M2M) communication and
supports kind of multicasting over the Internet. To this purpose
messages are labeled with topics, which are used to distinguish
among different data flows. MQTT can be adopted as data trans-
port for OPC UA according to the Publish–Subscribe (PubSub)
mechanism, as foreseen by Part 14 of the OPC UA specification.
In particular, intelligent gateways can be used as edge devices
that act as a bridge between on-premises local networks and the
cloud. Southbound communication typically exploits industry
solutions like OPC UA and MODBUS/transport control protocol
(TCP), whereas northbound communication may profitably rely
on MQTT and AMQP [10] to publish data to cloud services [11].

Distributed applications communicating over the Internet
cannot be more dependable than the Internet itself. This is
because end users are not given any control on inner network
operations. TCP proves to be reliable enough for most kinds of
applications, including multimedia streaming and VoIP, which
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demand low latency. However, it could be unable to meet the
tight timing constraints of mission-critical control applications,
where the likelihood that some data may be lost or excessively
delayed must be virtually close to zero. In fact, chances are
that unexpected phenomena (e.g., an earthquake) may damage a
portion of the Internet severely. The ability of routing protocols
to find alternative paths in short times (fraction of a second up
to minutes) is usually adequate for noncritical applications, but
this is untrue for critical infrastructures, especially in the cases
when network failures are provoked deliberately (physical and
cyber attacks).

In these scenarios, a straightforward solution is provided by
seamless redundancy. Such a technique was exploited about ten
years ago to make industrial Ethernet fault-tolerant, as speci-
fied by the parallel redundancy protocol (PRP) [12], and later
proposed for Wi-Fi [13] and CANbus [14] as well. To the best
of our knowledge, the iPRP proposal in [15] is the first attempt
to apply seamless redundancy to Internet connections. In that
article, UDP packets were duplicated on the transmitter side and
redundant copies removed on the receiver site (deduplication).
While very appealing, iPRP suffered from two limitations. First,
since UDP is implemented in kernel space, existing applications
cannot be simply recompiled to work with iPRP. Second, only
limited hints were provided in [15] on the way to make the
Internet paths used by redundant connections disjoint. In partic-
ular, a suitable selection of the exit interfaces was suggested
(using fields like the internet protocol version 6 (IPv6) flow
label and source routing header extensions hardly works, as they
are typically ignored/rejected by routers). However, little can
be done by users so that the portions of the paths located in
the Internet core are separate. Having a nonnegligible portion
of paths in common lowers the benefits of redundancy, since
any failures that affect the related routers and links provoke
(usually short) gaps in data communication, which last until
routing tables are reconfigured, hence restoring connection.

In this article we propose a similar approach, which is layered
on top of MQTT. The advantages are twofold. First, MQTT
libraries (in user space) can be modified by embedding seamless
redundancy without changing their application programming
interface (API), so that existing programs only need to be
recompiled. Second, path diversity is now under (partial) control
of the end-users, who, besides relying on distinct interfaces to
the Internet, are enabled to explicitly select brokers in such a way
to minimize overlap between paths. For instance, if brokers are
located in separate regions/countries, a nonnegligible portion of
the paths traversed by the different copies of any given message
will likely differ.

Unlike the preliminary proposal in [16], in which path se-
lection was performed statically, an architecture is exploited
here where the brokers used for redundant MQTT transmission
are selected automatically from a pool of available brokers
distributed worldwide (e.g., hosted on virtual machines in the
cloud). The selection strategy adaptively chooses the different
paths that make up any redundant MQTT connection in such a
way to optimize some performance indicator about communi-
cation quality, for example by trying to achieve shorter latency
and less message losses.

The rest of this article is organized as follow: in Section II our
solutions that apply static and adaptive seamless redundancy to
MQTT are introduced, while in Section III the setup we used for
experimental evaluation is described. Section IV reports on the
results we obtained. Finally, Section V concludes this article.

II. RESILIENT COMMUNICATION OVER MQTT

As a matter of fact, the Internet is nowadays very reliable.
Thanks to the error, congestion, and flow control mechanisms,
failures to deliver information correctly when using TCP-based
protocols like MQTT are quite rare in ordinary conditions. The
probability that a message is lost can be lowered further by
exploiting MQTT QoS 1 or 2, which ensure “at least once”
and “exactly once” delivery. However, these mechanisms can
do nothing in the case some intermediate link or router breaks
down or suffers from quasi-permanent congestion (due to, e.g., a
security attack). In these cases, resuming correct communication
is up to the routing mechanisms in the Internet, and not the
transport layer in end nodes.

Exploiting retransmissions improves reliability but increases
latency contextually, which is hardly acceptable in systems with
real-time constraints. For similar reasons, although relying on
path redundancy, Multipath TCP (MPTCP) [17] does not ensure
timely delivery in the case of faults that affect the Internet core.
Our proposal aims at ultradependable geographic connectivity
where, besides reliability and data integrity, timely delivery
within the intended deadlines is also sought for the majority
of the messages (users should be enabled to select the target
deadline miss ratio according to their needs). To this purpose, it
applies PRP seamless redundancy to MQTT communication.
There are, however, clear differences. In fact, PRP demands
that the underlying network equipment (made up of Ethernet
switches and links) is fully duplicated, which is unfeasible for
the Internet.

The solution we devised relies on some principles that are
found also at the basis of software-defined networking (SDN),
in particular the separation between data plane and control
plane. For the former we defined a redundant MQTT (RMQTT)
protocol, which extends standard MQTT and implements dupli-
cation and deduplication at the end points of every redundant
connection, while the latter implements an adaptive mechanism
that achieves an effective tradeoff between resource usage and
communication dependability.

A. Redundant MQTT

The primary goal of RMQTT is to take every piece of data
generated by applications on publishers and issue a number of
contextual publishing requests targeted at different brokers. Ev-
ery transmitted messages bears an identical copy of the original
message. On subscribers, the reverse operation is performed.
Each such devices subscribes to the above brokers, hence it
receives multiple copies of the same message. It is up to RMQTT
to discard all copies but the one that arrived first.

Mechanisms to do so efficiently are available from PRP imple-
mentations. They require that every copy is properly identified.
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To this purpose, the topic in the original MQTT message is
augmented by the publisher so as to include the following.

1) A sequence number (SeqNo), modeled as a counter that
monotonically increases on every new message the pub-
lisher transmits.

2) The publisher ID (PubID), which uniquely identifies the
publisher in those cases when more than one is using the
same original topic.

3) The path ID (PathID), which identifies the broker the mes-
sage will be sent to, among the pool of brokers available
to every redundant connection.

4) The interface ID (IfcID), which identifies the network
interface of the publisher on which the message is sent.
Accessing the Internet through multiple wired/wireless
interfaces (e.g., a fiber optics modem connected through
Ethernet plus a 5G modem connected over Wi-Fi) can
improve dependability tangibly also for what concerns
those portions of the paths located near the end points
(publishers and subscribers). This is a complex, yet ap-
pealing aspect, which will be left as future work.

The tuple 〈SeqNo,PubID,PathID, IfcID〉 encodes all the in-
formation required by RMQTT. In particular, two copies refer to
the same original message iff their SeqNo and PubID coincide.
Hence, they enable deduplication on the subscribers’ side. In-
stead, PathID and IfcID permit to uniquely identify the path on
which every copy travelled, and are used for correctly gathering
statistics on communication quality.

B. Adaptive Path Selection

As shown in [16], dependable MQTT communication can
be achieved by statically selecting two or more distinct paths,
which are operated according to RMQTT rules. As pointed out
in that article, increasing the number of parallel paths on which
a data stream is transported improves reliability. In fact, the
likelihood that any given piece of data is delivered to destination
always improves, since messages are lost only if they are dropped
on all the paths of the redundant connection. Benefits are also
obtained for latency, because what is delivered to applications
is always the fastest copy of every message. This means that
we can expect shorter end-to-end notification delays, which
is particularly relevant for real-time data streams, including
nonperiodic ones that convey asynchronous events (warning and
error conditions).

However, there are practical limitations in leveraging the
degree of redundancy to improve communication. In fact, ev-
ery redundant path consumes network bandwidth and causes
processing overheads on the publisher, subscribers, and inter-
mediate brokers. The latter may become the bottleneck of the
redundant communication infrastructure, and delays they cause
on data streams may void in part the benefits of redundancy.

The solution we propose resembles the “n choose m” ap-
proach described in [16], where a communication infrastructure
was considered that consist of a pool B = {bk, k ∈ [1, |B|]} of
brokers geographically spread over a large area (e.g., a continent
or the entire World) and connected to the Internet. Given the
end points and assuming that every client accesses the Internet

Fig. 1. Redundant MQTT architecture (two out of five brokers).

through a single interface, i.e., one Internet service provider
(ISP), every available path, we denote πk, is uniquely identified
by the broker bk it traverses. For this reason we use B to refer
to the set of available paths as well. Then, m active paths
were selected statically out of the |B| available ones, which are
exploited by RMQTT. This subset is denoted BA = {πai

, i ∈
[1,m]} ⊆ B, where sequence (ai) describes a specific path
selection pattern. Overall, there are

(|B|
m

)
combinations of paths.

For example, when B = {b1, b2, b3, b4, b5} and m = 2, the num-
ber of possible choices equals 10, that is {b1+b2, b1+b3, b1+
b4, b1+b5, b2+b3, b2+b4, b2+b5, b3+b4, b3+b5, b4+b5}, where
the “+” symbol denotes path redundancy.

As we will see, larger values of m achieve better depend-
ability, but they also imply higher bandwidth consumption.
Generally speaking, a tradeoff has to be found about m by
system designers, which depends on the quality of service (QoS)
end-users ask for. In most practical contexts, increasing m
beyond two (i.e., employing more-than-duplex redundancy) is
likely to cause an excessive consumption of network resources,
and should be avoided unless utmost dependability is demanded.
For this reason, in the following we focused on the case m = 2.
What we can do to get the most by RMQTT in spite of this
limitation is to select the pair of active paths for every connection
dynamically. An adaptive mechanism can be devised that, at any
time:

1) evaluates the quality of communication of every path
available in B by performing suitable measurements;

2) starting from the observed quality, selects two paths that
will actively convey the redundant MQTT streams.

Many options exist for both of the above operations. Con-
cerning communication quality evaluation, it is reasonable to
define a metric that accounts for both message losses and delays
on the different paths. Concerning path selection, although the
most obvious choice is to consider the best m paths according
to the selected metric, other choices are indeed possible. Such
functions can be profitably seen as belonging to the control
plane.

Fig. 1 describes a “2 out of 5” architecture. In the most general
case, every path between a client and a broker is set through
a distinct ISP. It is clearly possible to use for clients a single
Internet access (as we did in the experiments below, since a fast
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5G URLLC connection was not available), but doing so offers
a diminished dependability.

C. Evaluating the Communication Quality of Paths

Because of the PubSub communication model MQTT relies
on, information to evaluate quality metrics are mostly collected
on the subscribers’ side. The number of lost messages on every
active path can be determined using counters, by checking the se-
quence numbers included in the messages themselves. Similarly,
timestamps can be acquired upon message reception. To lower
network usage, such quantities are collected locally and then
delivered periodically to an entity denoted the pool coordinator,
e.g., a centralized server that is in charge of managing the pool
B of available brokers, taking care of aspects like load balanc-
ing, statistics on transmission latency, and diversity of paths.
These activities belong to the control plane of our architecture:
although relevant, they are part of a global, holistic optimization
procedure, and will be specifically faced in future works.

Publishers feed information to the control plane, too. Hav-
ing publishers and subscribers time-synchronized, e.g., through
NTP, can be useful to evaluate end-to-end latency, although not
strictly necessary. In this article we consider the relative delays
of paths as seen by every subscriber, which are trivially given by
the offsets among the arrival times of the different copies of the
same message. In fact, it can be safely assumed that departures
from the publisher take place at about the same time (process
data are typically small-sized).

D. How to Select Active Paths

The pool coordinator analyzes the information provided by
clients and cyclically produces a feedback to let them know
which paths to use. Always selecting thempaths with the highest
quality (whatever this means, specific criteria must be defined)
may not be the best option. In fact, quality evaluation is only
possible for those paths that are being actively used. If paths
that are deemed unworthy were no longer evaluated, the ability
to dynamically track their condition would be disrupted.

The solution we envisage, described schematically in Fig. 2,
resembles reinforcement learning (RL). The path with the best
quality is always considered active, and is used for exploitation.
We will call it the primary path πP, even though the duplication–
deduplication mechanism foreseen by seamless redundancy on
the data plane is symmetric concerning path usage. Whenm = 2
the other active path is denoted secondary pathπS. It is employed
for exploration, by iteratively selecting for every new message
one of the nonbest paths. Parallel execution of exploitation
and exploration on distinct paths maximizes dependability, yet
retaining the capability of RL solutions to track the optimum
configuration. Doing so doubles resource usage with respect to
plain MQTT. However, as said before our solution is conceived
for critical infrastructures, where service outages must be as
close to zero as possible, otherwise there can be serious conse-
quences.

Thanks to the above arrangement, applications layered above
RMQTT are always provided a QoS that, at worst, matches what
MQTT achieves on the previously evaluated best path. In the case

Fig. 2. Adaptive seamless redundancy based on reinforcement learn-
ing (path quality evaluation and selection made on consecutive win-
dows).

communication on the primary path suddenly and unexpectedly
deteriorates, possibly to the point that messages are dropped,
worsening is mitigated by the contextual transmission of every
message on the secondary path. The worst conditions occur
when the primary path fails and a bad-behaving secondary path
is being explored. To lower the probability of such events,
heuristics can be additionally employed to reduce the amount
of exploration carried out on those paths that, recently, proved
to be unreliable.

III. EXPERIMENTAL EVALUATION

An experimental campaign was carried out on a real testbed to
assess the performance of adaptive seamless redundancy (ASR)
applied to MQTT. As we aim to show that communication is
faster and more reliable than conventional MQTT, we mostly
focused on the data plane and relied on some simplifying as-
sumptions to make the control plane as simple as possible, yet
retaining its basic functions. In particular, we considered PubSub
communications between one publisher and one subscriber,
which means that the path selection procedure must optimize
communication quality of a single end-to-end connection.

The case of multiple subscribers/publishers using the same
topic demands for some tradeoff. For example, either the average
or worst-case quality, evaluated considering all the subscribers to
the topic, should be taken into account as the metric for selecting
the primary path. To provide more degrees of freedom, the limit
on the number m of active brokers could be increased to three or
more. To conserve bandwidth, exploitation is still performed on
a single path, whereas exploration involves all the other paths,
taken m− 1 at a time. Clearly, algorithms and heuristics in this
case are noticeably more complex.

A. Testbed

Given this simple experimental setup, there is no need for a
full-fledged control plane with a pool coordinator. Instead, the
subscriber periodically sends its log about the received messages
and their timestamps directly to the publisher, which evaluates
communication quality and selects the primary and secondary
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paths. When a centralized entity collects and redistributes such
information over the network, nonnegligible delays may affect
such feedback, which reduce the reactivity of the adaptive se-
lection mechanism and hence its effectiveness. This aspect will
we analyzed in Section IV-C.

To carry out a realistic assessment, the testbed includes five
brokers (Eclipse Mosquitto [18] version 1.6.9), executing in
virtual machines hosted in the Amazon Web Services cloud and
located in London (b1), Frankfurt (b2), Ireland (b3), Stockholm
(b4), and Paris (b5). Virtual machines are of type t2.micro, with
one virtual CPU and 1GB of RAM. Then, we developed two
applications (one publisher and one subscriber), implemented
using the paho-mqtt [19] library for the Python language
(version 1.6.1), hosted on a PC running the Linux OS (Ubuntu
20.04 LTS) and deployed in the main Campus of the Politecnico
di Torino, which communicate through RMQTT using above
brokers. By exploiting sequence numbers it is possible to count
how many messages went lost, while timestamps acquired on
end nodes permit to evaluate the transmission latency for every
message.

To simplify prototype implementation, publisher and sub-
scriber were hosted on the same device, and exchanged informa-
tion about path quality internally, without involving the network.
By doing so computation of latency is eased, as timestamps are
taken with the same clock. This is not a particularly limiting
choice, as each copy of every data message travels on the related
path from the publisher to the broker (located far away) and then
back to the subscriber. The two halves of every such path (back
and forth) are very likely the same (we do not know how routing
tables are set at any time), just traversed in opposite directions.
While leading to some in-path correlation, this does not affect
tangibly the comparison among different paths.

B. Path Quality Evaluation

Evaluation of path quality is performed analyzing the mes-
sages exchanged in subsequent time windows, whose duration
was set in such a way to include the generation of w messages.
Let T = {τ (k)j , j ∈ [1, w], k ∈ [1, |B|]} be the path selection
matrix, whose elements are Boolean values that specify if a copy
of the jth message in the window has to be transmitted on πk,
and n

(k)
T =

∑
j∈[1,w] τ

(k)
j the number of messages sent on that

path. Since
∑

k∈[1,|B|] τ
(k)
j = m = 2, ∀j, the overall number of

message copies sent on paths πP and πS in every window is 2w,
but not necessarily all of them reach the destination. In the worst
(extremely unlikely) case, no messages at all are received.

On message arrival, the subscriber collects its sequence num-
ber and takes a timestamp. At the end of every window this
information is sent to the publisher, which can determine the
transmission outcomeφ(k)

j (1 for failure and 0 for success) of any
given message on every path πk on which it was actually sent.
From it, the number of lost messages is determined as n

(k)
L =∑

j∈[1,w]|τ (k)
j =1

φ
(k)
j . For those messages that were received by

the subscriber (i.e., φ(k)
j = 0) the measured latency d

(k)
j can be

computed from timestamps. Statistics for πP ordinarily include

many more samples than any path mapped on πS, but this is not
a severe issue.

For any path πk, let φ
(k)

= n
(k)
L /n

(k)
T be the the fraction

of lost messages and d
(k)

the average latency, estimated from
information about the past time window. A sensible choice for
communication quality on πk is to use a combined metric q(k)

defined as

q(k) = φ
(k) · D̃L +

(
1 − φ

(k)
)
· d(k). (1)

The lower q(k), the higher the perceived path quality.
Parameter D̃L in the leftmost term represents the equivalent

latency for lost messages, and accounts for the fact that, from
the applications’ viewpoint, messages exceeding their deadline
cause similar effects as those that went lost. We set this parameter

to quite high values, well above maxk∈[1,|B|](d
(k)

) and of the
same order of magnitude as the worst-case latency we observed
on paths in the experiments. In theory, latency might exceed
D̃L for some packet, but this is a very rare event. The rightmost
term in (1) can be evaluated as 1

n
(k)
T

∑
j∈[1,w]|τ (k)

j =1∧φ(k)
j =0

d
(k)
j ,

where the sum is restricted to the correctly delivered messages.
This quantity can be computed also when all messages sent on

πk are lost and d
(k)

is not defined.

C. Path Selection

The path selection procedure computes matrix T , that is, the
specific pair 〈πP, πS〉 for every message in the next window.
It operates as follows: As soon as path metrics {q(k)} become
available to the publisher at the end of the current window, the
set of available paths is split in two disjoint subsets, reliable (R)
and unreliable (U ), depending on whether at least one message
was received on πk (R∪ U = B, R∩ U = ∅).

If |R| ≥ 2, paths in R are then sorted in increasing q order.
The first element is selected as the best path πP and used
for exploitation throughout the whole window, while explo-
ration is performed on B \ πP in different ways for R and
U : paths in R \ πP (reliable paths with the exception of the
best one) are considered in a round-robin fashion, whereas
every path in U is explored only once. Such heuristic is meant
to improve reliability further: in fact, exploration of paths on
which no messages were received recently (that may conse-
quently suffer from permanent failures) is limited to the bare
minimum.

Conversely, exploitation takes place on the only reliable path
when |R| = 1, whereas it is performed on the same path selected
in the previous windows when |R| = 0 (i.e., all recent messages
went lost on every path). In these two cases, exploration takes
place according to a round-robin scheduling on the paths in U \
πP (that here corresponds to B \ πP).

Above procedure is described by the pseudo code in Fig. 3,
where sets SOO and SRR denote the paths which are ex-
plored in only-once and round-robin manner, respectively,
while πS[j] specifies the secondary path to be used for mes-
sage j. Thus, τ

(k)
j = 1 if πk = πP ∨ πk = πS[j], otherwise

τ
(k)
j = 0.
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Fig. 3. Pseudo-code for the path selection procedure.

Fig. 4. CDF of latency for single paths b1, b2, b3, b4, and b5.

IV. RESULTS

In the experimental campaign the publisher cyclically gener-
ated one million asynchronous notifications at a rate of about
5Hz (period T = 199ms), which were collected by the sub-
scriber. Overall, the experiment lasted more than 55 h. By
observing statistics about communication quality collected on
the five paths in our testbed, two aspects were clear:

1) no messages went lost in the experiment: this is unsur-
prising, as losses in TCP are mainly due to events like
link/router failures or severe DDoS attacks, whose oc-
currence is uncommon over limited time periods. Hence,
we cannot realistically expect that they can be captured
over a few days (many months, and even years would be
needed);

2) the statistic distributions of latency on the different paths
were quite narrow, as shown in Fig. 4, which reports their
cumulative distribution function (CDF): this means that,
most of the times, the fastest message copy is the one sent
on the path with the lowest mean latency. However, it is
worth remarking that in the captured log a fair number of
exceptions were observed.

Logs acquired from the testbed are suitable to characterize
the behavior of RMQTT and ASR in normal operating condi-
tions. However, they are unable to describe what happens to
the interconnected system when serious problems arise (natural

and human-induced disasters, physical and cyber attacks, etc.).
For this reason we artificially generated a second dataset from
real data, where messages are sometimes lost. It can be used to
characterize critical operating conditions.

Practically, a random pattern was generated for every path,
which consisted in 1 000 000 Boolean values, and superposed
to the related experimental log with the purpose to cull part of
the messages, thus modeling losses. Since the events we want
to describe are not occasional message losses, but outages that
take a certain time to be recovered (think, e.g., to a broken router
that once discovered triggers a change to the routing tables of
other routers to restore connectivity), we modeled culling using
a simplified Gilbert–Elliott model (and not a Bernoulli process).
When in the good state no losses occur for MQTT messages on
the given path, whereas in the bad state all of them are dropped.

Transition probabilities were set so that the mean sojourn time
in the bad state is equal to 300T (about 60 s, a very pessimistic
value for the reconfiguration time of routing tables), whereas
for the good state it is nine times higher (9 min, path uptime
before a new fault is experienced). As a consequence, about
10% of the messages went lost in theory on every path (9.61%
in practice). This is a totally unrealistic behavior in ordinary
conditions. However, we wished to model what may happen in
a critical situation, e.g., when a number of deliberate attacks
impact several portions of the Internet in such a way that every
available path is repeatedly affected while the attack is under-
way. Assuming that failures on distinct paths are uncorrelated
(this approximation is acceptable if paths are mostly disjoint),
the probability that a message sent on an a duplex RMQTT
connection is lost is, in theory, ∼ 1%.

A. Normal Operating Conditions

Diagrams in Fig. 5 depict some statistics about end-to-end no-
tification latency, i.e., mean value and some percentiles, grouped
by the considered testbed configuration. Bars in every group
are shown this way only for clarity: actually, the bar related to
any specific statistical quantity stretches down to the x axis.
On the left side single paths are shown, followed by RMQTT
connections exploiting two, three, four, and five statically se-
lected paths, like in [16]. On the right side, results concern the
adaptive path selection procedure with two concurrent active
paths. Several cases were considered, by varying the width w
of the window (24, 64, and 204 messages) and the penalty D̃L

for lost messages (two values were used, 1 and 10 s, which have
to be checked against the worst-case latency experienced in the
tests, about 4 s).

As can be seen, mean latency and variability for single paths
can be quite high. The fastest path is b2, whose mean latency was
12.12ms. Generally speaking, latency improves when the num-
ber of redundant paths increases. Although hardly noticeable
from the figure, this also applies to configurations that include b2.
For example, mean latency decreased down to 12.07ms when
five redundant paths are exploited (labeled all in the figure).
This is because, although the fastest copy almost always came
from b2, it arrived on b1, b3, b4, and b5 (the second best path,
on average) for 16, 29, 3, and 798 messages, respectively. Much
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Fig. 5. Statistics on latency (normal conditions, no message losses): single paths, static multiple redundancy, and adaptive duplex redundancy.

sharper were the effects on the measured worst-case latency,
which shrank from 4.012 s for b4 (3.718 s for b2) down to 2.091 s
for b1+b2+b3+b4+b5 (the same value obtained on b3, which
is the path that, concerning other statistics, behaved worst). The
same happened to the 99.9 percentile, which decreased from
43.83ms for b3 (20.10ms for b2) down to 19.44ms, and to the
standard deviation, which went from 17.71ms for b5 (6.86ms
for b2) down to 3.62ms.

Another interesting quantity is the number of messages that
experienced a latency higher than the generation period T . This
happened 219, 128, 80, 98, and 335 times for single paths b1, b2,
b3, b4, and b5, respectively. T was exceeded on exactly two paths
at the same time by 134 messages, on exactly three paths by a sin-
gle message, on exactly four paths by a single message, and on all
paths by 19 messages. The latter case is only seemingly counter-
intuitive, and likely denotes situations where delays took place
in the common part of the paths (in either the Campus or the ISP
network), which made redundancy ineffective. This means, e.g.,
that when static redundancy is considered with m = 2, deadline
T was missed, overall,

(2
2

)
· 134 +

(3
2

)
· 1 +

(4
2

)
· 1 +

(5
2

)
· 19 =

333 times, counting all ten possible combinations of two paths.
More specifically, 20 times for b1 + b2 and b2 + b4, up to 112
times for b1 + b5.

What we learned from these results is that: 1) quite dissimilar
performance can be obtained by blindly selecting different bro-
kers, and 2) not always increasing the redundancy degree above
three is justified in terms of the related improvements.

Groups of bars concerning ASR are labeled “Aw,D̃L
.” As can

be seen, varying the windows width w only brought negligible
differences to results. Likely, this depends on the fact that path
quality varied slowly over time, and the ability to quickly track
variations of network conditions was, in this case, not so relevant.
The penalty value D̃L was completely irrelevant, since in this
experiment there were no losses. Statistics on latency were
remarkably good, and similar to what can be achieved with three
static paths: the mean value did not exceed 12.09ms, the 99.9
percentile was 20.35ms at worst, and standard deviation stayed
below 5.85ms. Similarly, latency exceeded T 22 times for both
A24,1 and A204,10.

Concerning inner operation of the adaptive technique, when,
e.g., w = 24, the number of whole windows (with the exception

of the first one, used for initialization) was 41665. In 41570 cases
b2 was exploited as the primary path, and this happened 4, 2, 1,
and 88 times for b1, b3, b4, and b5, respectively. Since there were
no losses, no paths were classified as unreliable (U = ∅), and
hence secondary channels were always explored round-robin.

B. Critical Operating Conditions

In this case, the most interesting performance indicator is the
fraction of received messages seen by applications, as depicted
in Fig. 6. We expressed this quantity in dB as −10 log10 of the
message delivery ratio (one minus the message loss ratio). This
resembles sort of an “attenuation” of the data flow produced by
the publisher due to message losses (0 dB means that nothing is
dropped). Consistent with the approximations due to the limited
duration of the experiment, losses (attenuation) are close to the
theoretical values: about 9.6% (0.44 dB), 0.92% (0.040 dB),
0.089% (0.0039dB), and 0.0085% (3.7 × 10−4 dB) with one,
two, three, and four static paths, respectively. No messages went
lost in the experiment when all five paths were used. Although
the dataset was created artificially by necessity (information
is dropped very seldom when using TCP), the advantages of
seamless redundancy are clear as long as message losses on
different paths are independent.

When the ASR mechanism is exploited, message losses (at-
tenuation) lain in the range from 0.0207% (9 × 10−4 dB) for
w = 24 to 0.2056% (0.00894 dB) for w = 204. As can be
seen, decreasing the windows width w now achieves higher
dependability, since the ability to promptly track variations in
the network conditions (losses, in this particular case) improves.
On the downside, more information is exchanged on the control
plane. Penalty D̃L, which affects path selection by changing
the computation of metrics {qk}, had a limited impact: when
w = 24 the same primary path was always chosen, irrespective
of the value set for D̃L (1 s or 10 s), whereas when w = 204 a
discrepancy was observed in five windows out of 4900.

Concerning latency, one may (wrongly) expect that it does
not vary with respect to the normal conditions, as the culling
procedure applied to the experimental dataset, which randomly
discards about 10% of the samples for each path, operates
independently from actual transmissions on the testbed (which
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Fig. 6. Message delivery ratio (critical conditions, many message losses): single paths, static multiple redundancy, and adaptive duplex redun-
dancy.

Fig. 7. Statistics on latency (critical conditions, many message losses): single paths, static multiple redundancy, and adaptive duplex redundancy.

determine latency). However, this is not the case: in fact, it
may happen that messages that went lost on the fastest path are
successfully delivered on a slower one, which enlarges latency.
This is shown in the diagram in Fig. 7 where, e.g., the mean
latency on all paths is 12.89ms, whereas it ranges from 12.98
to 13.55ms for ASR. These values are higher than 12.12ms
experienced for b2, for which 9.88% of the messages were,
however, lost. This is a known behavior of seamless redundancy,
and does not depend on the adaptive path selection mechanism.
It is not felt to be an issue, as the fraction of messages that exceed
any given deadline on a redundant path is always lower than on
every one of the paths that make it up (when considered alone).
For instance, the number of received messages that experienced
a delay larger than T on single paths is 211, 117, 75, 93, and 324
for b1, b2, b3, b4, and b5, respectively, whereas it was 19 when all
paths were included. When ASR was employed it ranged from
24 when w = 24 and D̃L = 1 s (in addition to 207 losses) to 27
when w = 204 and D̃L = 1 s (in addition to 2056 losses).

Analyzing inner ASR operation, whenw = 24 b2 was selected
37 440 times as the primary path, while b1, b3, b4, and b5 were
exploited 420, 3, 43, and 3759 times, respectively. Instead, when
w = 204 and D̃L = 1 s, path b2 was selected as primary 4232
times, while b1, b3, b4, and b5 were exploited 95, 1, 15, and
557 times, respectively. Setting D̃L = 10 s changed the number
of times path b2, b4, and b5 were exploited to 4227, 16, and

561, respectively. Overall, results for ASR are much better than
duplex static redundancy, and comparable to triplex redundancy.
In other words, the same dependability can be attained by saving
one third of the network bandwidth and computing resources on
brokers (two versus three parallel paths).

C. Real Implementations

In our simplified testbed, where MQTT connection end-points
are hosted on the same device, both quality evaluation and path
selection take place contextually at the beginning of every time
window. This is not a prerequisite for the correct operation of the
adaptive mechanism. Since path evaluation in real (distributed)
implementations unavoidably takes some time, selection is per-
formed on slightly outdated quality metrics. Latency with which
the control plane provides feedback to the data plane does not
impact on the correct RMQTT behavior. However, it may worsen
its performance, by negatively affecting the QoS end nodes
experience. Generally speaking, the closer (in time) evaluation
and selection, the better the ability to track variations of network
conditions, which implies that prompt operations are sought for
the control plane.

To analyze the effect of such delays on dependability, an
additional postanalysis was performed for ASR by assuming
a slower control plane. In particular, information about broker
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TABLE I
STATISTICS ON LATENCY (AVG/STD, PERCENTILES, MIN/MAX) AND SUCCESS RATIO – NORMAL/CRITICAL CONDITIONS – STATIC RMQTT/ASR

selection now becomes effective after one entire time window
has elapsed (and not immediately, as in the previous case).
Likely, this is a quite pessimistic hypothesis, but we are inter-
ested in assessing how much performance may worsen because
of a delayed feedback. Results are reported at the bottom of
Table I, where ASR with delayed feedback is labeled “AD

w,D̃L
”.

Statistics for all redundancy approaches (static and adaptive)
have been also reported for completeness.

As can be seen, negligible variations were obtained for latency
in normal conditions (no losses, on the left side). Concerning
critical conditions (many losses, on the right side), latency in-
crease is more pronounced. Moreover, a sensible growth was ex-
perienced for message losses when the window size (and hence,
the delay with which feedback is returned) is larger (w = 204),
which, however, remained always below the duplex static case.

V. CONCLUSION

The ability to correctly deliver messages on unreliable net-
works with a reasonable certainty that they arrive within the
given deadlines can be improved by resorting to seamless redun-
dancy. When MQTT data streams are considered between end
points located in distant places and interconnected through the
Internet, an effective solution is to deploy a number of brokers
and to rely on a redundant version of MQTT that performs
duplication and deduplication of messages.

In this article, two approaches were considered that are
based on RMQTT, and their performance compared through
an experimental campaign on real devices communicating over
long-range geographic connections. In the former, a number
of active paths were selected statically before operations are
started. Instead, the latter exploited an adaptive mechanism that
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relies on separate data and control planes. RMQTT is used at the
data plane, whereas the control plane continuously analyses the
communication quality of the available paths and dynamically
selects which ones to use for transmission. The technique we
adopted to this aim resembles reinforcement learning, where
exploitation is performed on the path that is known to currently
offer the best behavior while exploration is carried out on all the
other available paths.

Results show two relevant achievements: first, seamless re-
dundancy always provides a tangible boost to communication
quality, by ensuring unprecedented levels of dependability for
communication over the Internet, which fit the needs of many
critical infrastructures demanding high resilience. Second, the
adaptive path selection mechanism is able to offer high commu-
nication quality by using only a fraction of the bandwidth and
network resources of the static redundancy approach. Hence, it
provides end users with an inexpensive and mostly backward
compatible way to support resilient remote monitoring and
control applications in quasi-real time.

Future works will include more effective path selection
mechanisms, also considering more-than-duplex adaptive re-
dundancy, multiple subscribers, and taking path diversity into
account.

REFERENCES

[1] A. Avizienis, J.-C. Laprie, B. Randell, and C. Landwehr, “Basic concepts
and taxonomy of dependable and secure computing,” IEEE Trans. De-
pendable Secure Comput., vol. 1, no. 1, pp. 11–33, Jan.–Mar. 2004.

[2] J. Laprie, “From dependability to resilience,” in Proc. 38th Annu.
IEEE/IFIP Int. Conf. Dependable Syst. Netw., 2008, pp. G8–G9.

[3] “OPC UA specifications and information models,” Accessed: Sep.
30, 2022. [Online]. Available: https://reference.opcfoundation.org/

[4] Y. Li, J. Jiang, C. Lee, and S. H. Hong, “Practical implementation of an
OPC UA TSN communication architecture for a manufacturing system,”
IEEE Access, vol. 8, pp. 200100–200111, 2020.

[5] P. Denzler, T. Frühwirth, D. Scheuchenstuhl, M. Schoeberl, and W. Kast-
ner, “Timing analysis of TSN-enabled OPC UA PubSub,” in Proc. IEEE
18th Int. Conf. Factory Commun. Syst., 2022, pp. 1–8.

[6] C. Zunino, G. Cena, S. Scanzio, and A. Valenzano, “Experimental char-
acterization of asynchronous notification latency for subscriptions in OPC
UA,” in Proc. IEEE 26th Int. Conf. Emerg. Technol. Factory Automat.,
2021, pp. 01–08.

[7] R. Gupta, F. Sossan, and M. Paolone, “Grid-aware distributed model pre-
dictive control of heterogeneous resources in a distribution network: The-
ory and experimental validation,” IEEE Trans. Energy Convers., vol. 36,
no. 2, pp. 1392–1402, Jun. 2021.

[8] “MQTT specification,” Accessed: Sep. 30, 2022. [Online]. Available:
https://mqtt.org/mqtt-specification/

[9] J. M. Ramadhan, R. Mardiati, and I. N. Haq, “IoT monitoring system for
solar power plant based on MQTT publisher / subscriber protocol,” in
Proc. 7th Int. Conf. Wireless Telematics, 2021, pp. 1–6.

[10] OASIS, “Advanced Message queuing protocol (AMQP) version 1.0,”
2012. Accessed: May 4, 2023. [Online]. Available: http://docs.oasis-
open.org/amqp/core/v1.0/os/amqp-core-complete-v1.0-os.pdf

[11] M. Topp, “OPC UA + MQTT=A popular combination for IoT expansion,”
Accessed: Sep. 30, 2022. [Online]. Available: https://opcconnect.
opcfoundation.org/2019/09/opc-ua-mqtt-a-popular-combination-for-
iot-expansion/

[12] IEC 62439-3:2021, Industrial Communication Networks - High Avail-
ability Automation Networks - Part 3: Parallel Redundancy Protocol
(PRP) and High-availability Seamless Redundancy (HSR), IEC Standard
62439-3:2021, 2021.

[13] M. Rentschler and P. Laukemann, “Towards a reliable parallel redundant
WLAN black channel,” in Proc. IEEE 9th Int. Workshop Factory Commun.
Syst., 2012, pp. 255–264.

[14] J. M. Rhee, I. R. A. Altaha, D. N. M. Hoang, D. H. Kim, J. S. Yang,
and S. Y. Park, “Seamless CAN: CAN bus plus high-availability seamless
redundancy,” in Proc. Int. Conf. Inf. Commun. Technol. Convergence, 2021,
pp. 1284–1286.

[15] M. Popovic, M. Mohiuddin, D.-C. Tomozei, and J.-Y. L. Boudec, “iPRP–
the parallel redundancy protocol for IP networks: Protocol design and
operation,” IEEE Trans. Ind. Inform., vol. 12, no. 5, pp. 1842–1854,
Oct. 2016.

[16] C. Zunino, D. Malena, G. Cena, S. Scanzio, and A. Valenzano, “Resilient
MQTT to support uninterruptible services,” in Proc. IEEE 18th Int. Conf.
Factory Commun. Syst., 2022, pp. 1–8.

[17] A. Ford, C. Raiciu, M. Handley, O. Bonaventure, and C. Paasch, “TCP
extensions for multipath operation with multiple addresses,” Internet Eng.
Task Force, Wilmington, DE, USA, RFC 8684, Mar. 2020.

[18] “Eclipse mosquitto,” Accessed: Sep. 30, 2022. [Online]. Available: https:
//mosquitto.org

[19] “Paho MQTT library,” Accessed: Sep. 30, 2022. [Online]. Available: https:
//www.eclipse.org/paho/

Claudio Zunino (Member, IEEE) received the
degree in computer engineering and the Ph.D.
degree in software engineering from Politec-
nico di Torino, Turin, Italy, in 2000 and 2005,
respectively.

Since 2023, he has been a Senior Re-
searcher with the Institute of Electronics and
Computer and Telecommunications, National
Research Council of Italy, Turin, Italy. He has au-
thored or coauthored numerous papers in inter-
national journals and conferences in the areas

of his interest. His research interests include wireless communication,
industrial Ethernet protocols, computer graphics, parallel and distributed
computing, and scientific visualization.

Dr. Zunino serves as a Reviewer for various international conferences
and journals, and has participated in the program and organizing com-
mittees of many international conferences focused on industrial infor-
matics and automation. He was also a Co-Guest Editor for the Special
Section on Industrial Communication Technologies and Systems pub-
lished in the IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS and he is
currently an Associate Editor for the IEEE ACCESS journal.

Gianluca Cena (Senior Member, IEEE) re-
ceived the M.S. degree in electronic engineering
and the Ph.D. degree in information and system
engineering from the Politecnico di Torino, Turin,
Italy, in 1991 and 1996, respectively.

Since 2005, he has been a Director of Re-
search with the Institute of Electronics, Infor-
mation Engineering and Telecommunications,
National Research Council of Italy, Turin, Italy.
He has coauthored about 160 papers and one
patent in the areas of his interests. His research

interests include wired and wireless industrial communication systems,
real-time protocols, and automotive networks.

Dr. Cena was the recipient of the Best Paper Award of the IEEE
TRANSACTIONS ON INDUSTRIAL INFORMATICS, in 2017, and the IEEE Work-
shop on Factory Communication Systems, in 2004, 2010, 2017, 2019,
and 2020. Since 2009, he has been serving as an Associate Editor
for the IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS. He served as
Program Co-Chairman of the IEEE Workshop on Factory Communi-
cation Systems, in 2006 and 2008, and as Track Co-Chairman in six
editions of the IEEE Conference on Emerging Technologies and Factory
Automation.

https://reference.opcfoundation.org/
https://mqtt.org/mqtt-specification/
http://docs.oasis-open.org/amqp/core/v1.0/os/amqp-core-complete-v1.0-os.pdf
http://docs.oasis-open.org/amqp/core/v1.0/os/amqp-core-complete-v1.0-os.pdf
https://opcconnect.opcfoundation.org/2019/09/opc-ua-mqtt-a-popular-combination-for-iot-expansion/
https://opcconnect.opcfoundation.org/2019/09/opc-ua-mqtt-a-popular-combination-for-iot-expansion/
https://opcconnect.opcfoundation.org/2019/09/opc-ua-mqtt-a-popular-combination-for-iot-expansion/
https://mosquitto.org
https://mosquitto.org
https://www.eclipse.org/paho/
https://www.eclipse.org/paho/


994 IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS, VOL. 20, NO. 1, JANUARY 2024

Stefano Scanzio (Senior Member, IEEE) re-
ceived the laurea and Ph.D. degrees in com-
puter science from Politecnico di Torino, Turin,
Italy, in 2004 and 2008, respectively.

Since 2009, he has been with the National
Research Council of Italy, Rome, Italy, where he
is currently a Senior Researcher with the insti-
tute CNR-IEIIT, Turin, Italy. He teaches several
courses on computer science wth Politecnico di
Torino. He has coauthored more than 90 papers
in international journals and conferences in the

areas of his interests. He took part in the program and organizing
committees of many international conferences of primary importance
in his research areas. His research interests include industrial commu-
nication systems, real-time networks, wireless networks, and artificial
intelligence.

Dr. Scanzio was the recipient of the 2017 Best Paper Award of the
IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS and four Best Paper
Awards in 2010, 2017, 2019, and 2020 editions of IEEE WFCS. He is
currently an Associate Editor for the Ad Hoc Networks (Elsevier), IEEE
ACCESS journals, and Electronics (MDPI).

Adriano Valenzano (Senior Member, IEEE) re-
ceived the laurea degree magna cum laude
in electronic engineering from Politecnico di
Torino, Torino, Italy, in 1980.

He has been a Director of Research with
the National Research Council of Italy (CNR),
Rome, Italy, since 1991. He is currently a Re-
search Associate with the Institute of Electron-
ics, Computer, and Telecommunication Engi-
neering, Torino, Italy, where he carries out stud-
ies on distributed computer systems, local area

networks, and communication protocols. He has coauthored approx-
imately 200 refereed journal and conference papers in the area of
computer engineering.

Dr. Valenzano was the recipient of the 2013 IEEE IES and ABB
Lifetime Contribution to Factory Automation Award. He was also the
recipient of the best paper published in the IEEE TRANSACTIONS ON
INDUSTRIAL INFORMATICS, during 2016, and the Best Paper Awards for the
papers presented at the 5th, 8th, 13th, 15th and 16th IEEE Workshops
on Factory Communication Systems (WFCS 2004, WFCS 2010, WFCS
2017, WFCS 2019, WFCS 2020). Since 2007, he has been serving as
an Associate Editor for the IEEE TRANSACTIONS ON INDUSTRIAL INFOR-
MATICS. He has served as a Technical Referee for several international
journals and conferences, also taking part in the program committees of
international events of primary importance.

Open Access provided by ‘Consiglio Nazionale delle Ricerche-CARI-CARE-ITALY’ within the CRUI CARE Agreement



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


