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Complexity Science and Cyber Operations: A Literature Survey

Briant Becote* and Bhaskar Prasad Rimal

Abstract: Complexity science is an interdisciplinary scientific field that analyzes systems as holistic entities

consisting of characteristics beyond the sum of a system’s individual elements. This paper presents current

research across the literature promoting cyber security as a complex adaptive system. We introduce complex

systems concepts and fields of study, and deliver historical context, main themes, and current research

relevant to cyber operations. Examples of cyber operations research leveraging agent-based modeling

demonstrate the power of computational modeling grounded in complex systems principles. We discuss cyber

operations as a scientific field, define current shortfalls for scientific rigor, and provide examples of how a

complexity science foundation can further research and practice across a variety of cyber-based efforts. We

propose standard definitions applicable to complex systems for cyber professionals and conclude with

recommendations for future cyber operations research.
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1 Introduction

Cyberspace is without question the battlefield of the
twenty-first century, but unlike any previous war, its
combatants include more than four billion civilian
internet users. Cybersecurity is the ongoing effort to
defend internet users and protect sensitive data.
Cybersecurity researchers and practitioners develop
procedures and implement patches in an effort to
thwart malicious actors, but to what end? These
dedicated and well-trained professionals generally
operate on the defensive. The paradigm of
cybersecurity is analogous to a dam that, despite best
efforts, continues to spring leaks. While cybersecurity
experts develop solutions for today’s botnet,
ransomware, and rootkit, attackers continue to create
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and exploit software features that become tomorrow’s
zero-day exploits. Given the current paradigm of
playing catch up to keep up, cybersecurity will remain
a responsive approach to malicious attacks unless a
radical change occurs in the current approach to
understanding network, information, and computer
security.

This proposal is not a silver bullet solution.
However, an effort must be made to establish a better
foothold in combating cyber-attacks. Part of the
challenge lies in the incredibly diverse and seemingly
unpredictable nature of cyberspace. To better
understand and, at some level, control cyberspace,
researchers have begun examining cyber operations
from a complexity science perspective.

The study of complexity science is a growing
interdisciplinary field of research. While complexity
science lacks a formal or universal definition, its key
concepts include emergent phenomenon, dynamics,
evolution and adaptation, collective non-deterministic
behavior, and self-organization. Researchers of
complex systems often find it necessary to develop
simulations and models to
communicate system
effectively. Such complex systems span nearly all
domains, including ecology, psychology, mathematics,

understand  and
the nature of a complex
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economics, and computer science. Given that the
internet is a complex system and the nature of
cybersecurity to safeguard its use, we believe that
examining cyber operations with a complexity science
perspective is an important and necessary step to
producing a safe and secure internet.

There are many survey papers within the literature
regarding cyber operations focused on malware attacks
and analysist!- 21, vehicle intrusionl> 41, financial
technologyl’], big datal®], and industrial control
systemsl’! to name a limited few. To the best of our
knowledge, there is no survey article dedicated to a
comprehensive analysis of literature focused on
complexity science and cyber operations. The aim of
this paper is to fill that gap by presenting a sweeping
overview of the current literary landscape. Examples
across various fields are presented to illustrate
complexity science principles and practices, but the
primary focus is on cyber operations. We present cyber
operations aligned with the principles of complexity
science to achieve two critical goals: (1) to reinforce an
approach to cyber operations based on a scientific
paradigm, improving future research and innovation,
and (2) to produce increased and actionable insight
leading to a more proactive approach to securing
computer networks.

A systematic literature review of text, journal, and
online materials was conducted to ensure a thorough
presentation of available sources. The following
paragraphs present a narrative-style, general literature
review, as defined by Ref. [8]. Critical analysis through
cross-checking assertions and references was
completed to ensure confidence.

Cyber operation is defined by a radically diverse
field of both theoretical and practical applications
across largely all facets of life. The following examples
should be framed that considering each cyber operation
is an independent complex adaptive system. It is
important to observe that complexity science represents
fundamental principles that are true across all complex
adaptive systems. While the literature cross-section of
cyber operations and complexity science is fractionally
small in comparison, the examples presented below
represent an essential effort to usher in increased cyber
research based on complexity science principles.

The paper is structured as follows: Section 2
introduces cyber operations and complexity science,
including history and terminology. Section 3 presents
complexity science fields of study and tools with

examples related to cyber operations. Section 4

discusses the current state of cyber operations as a
science. Section 5 discusses the future of complexity
science and cyber operations, and Section 6 presents
our conclusion.

2 Overview of Cyber and Complexity
Science

2.1 Cyber early history

Given the wide variety of contexts that broadly define
cyber operations, we align the origin of cyber
operations with that of the internet. Concepts of the
internet evolved throughout the twentieth century,
beginning with its development by the United States
Department of Defense’s Advanced Research Projects
Agency in the 1960s. Leveraging the Transmission
Control Protocol/Internet Protocol (TCP/IP) provided a
common language for  computer-to-computer
connectivity, facilitating computer data transfer. As
such, the officially recognized birthday of the internet
is January 1, 1983, when Advanced Research Projects
Agency Network (ARPANET) and the Defense Data
Network adopted the TCP/IP protocol. Through
Domain Name System (DNS), which converts IP
addresses into alphabetical website addresses, the
growth of internet use expanded exponentially
throughout the late twentieth century. Coincidentally,
home computer ownership likewise grew due to
reduced costs and increased availability. But with
added availability and access, greater threats and a new
form of warfare arrived.

2.2 Cyber warfare

Cyber warfare is the offensive and defensive postures
and actions based on securing or exploiting a cyber
target. The domain encompasses the technology,
networks, and tactical or strategic plans and operations
designed to exploit, disrupt, or destroy information
systems and the active efforts to present these attacks.
Attacks can originate from a nation, state, or non-state
sponsored group and continue to evolve as new threats
are discovered and new techniques to eliminate threats
are implemented. Cyber warfare techniques will
generally follow under the following approaches:

* Espionage;

* Cyberattacks;

« Information warfare;

* Cyber sabotage;

* Cyber counterintelligence.

In addition to politically motivated attacks,
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cybercriminals may exploit networks for political
change or financial gain. Through the development of
computer malware, rootkits, and specialized network
attacks, a bad actor can exploit a software or hardware
vulnerability and expose an individual or organization
to loss of data, privacy, or network capability. While
motivations, techniques, and objectives vary, the need
for effective defense of network assets and information
remains.

Like complexity science, there is often a great deal of
variation in terminology across cyber research. Within
the literature, offensive cyber appears synonymous
with terms including cyber warfare, pen-tester, and red
teaming. Additionally, there are multiple areas of
study, such as network connectivity, cloud computing,
communications, cyber-physical systems, cybercrime,
application security, and information security (to name
a few), that we assert also fall under cyber operations
as a formal domain, though we recognize not
exclusively. Conversely, there are fields of research
that rely heavily on cyber functionality, such as
artificial  intelligence, social network analysis,
blockchain security, and smart cities (a small few) that
fall in a gray space of domain identity. We defer to
experts in those fields to clearly define an appropriate
primary domain for these research areas. Throughout
this article, we define cyber operations as inclusive of
offensive cyber, cybersecurity, and applicable internet
and network-based activity.

2.3 Complexity early history

The formal study of complex systems as a modern
scientific endeavor took root in the twentieth century
and was established as a recognizable field of study in
the 1980sl). Prior to that, complexity science evolved
from contributions across multiple disciplines. Five
areas of early study are cited as fundamental to the
current state of complexity science: (1) mathematics of
complexity, (2) general systems theory, (3) complex
systems theory, (4) cybernetics, and (5) artificial
intelligencell9l. Each of these areas has impacted the
understanding of complex systems both independently
and interdependently, which continues to result in
definitions and applications of complexity theory that
vary from one domain to the next.

The development of General System Theory (GST),
founded by Austrian biologist Ludwig Von Bertalanffy
was an early contributor to generalizing system
analysis!!!l. In the mid-20th century, Von
Bertalanffyl!!] identified the increased isolation of

scientific fields. He also noted that despite little
communication across these evolving boundaries,
researchers from different domains were independently
tackling challenges derived from the chaotic nature of
nonlinear systems(!!l, First proposed in the 1940s and
then published in 1968, Von Bertalanffy’s general
system theory suggested that complex systems share
fundamental universal principles across all domains
that can be understood and mathematically modeled.
His theory was rooted in examining systems
characterized by autonomy, creativity, and dynamism,
and has produced theoretical developments across
multiple fields, including complexity, cybernetics,
systems theory, and systems engineering.

Building on similar principles at the time, cybernetics
and artificial intelligence produced important
contributions to studying complex systems. Wiener,
using the term cybernetics in his 1948 text on the
subjectl!2], proposed that feedback loops are
fundamental to learning and that such dynamic systems
could be leveraged in developing machine learning.
Walter Pitts, the founder of artificial intelligence, was a
student of Wiener at Massachusetts Institute of
Technology (MIT). Working with Wiener and Warren
McCulloch, a neurophysiologist, Pitts developed
computational models forwarding the concept of neural
networks(13].

Through the efforts of the Santa Fe Institute (SFI)
established in 1984, complexity science exposure grew
across scientific domains and international borders. SFI
founders and early contributors, many from the Los
Alamos Laboratory, represented a swath of scientific
fields, including economics, physics, biology, and
chemistry. Hosting international conferences for
discussion and collaboration, complex systems research
quickly expanded. Notable figures such as George
Cowan, Murray Gell-Mann, and David Pines laid the
groundwork for the evolution of complexity science
into the groundbreaking scientific field it has become
today(14],

2.4 Complexity terminology

Complexity science continues to be an interdisciplinary
field of research, and its definitions and applications
vary from one domain to the next. Across each research
field vested in understanding complexity, different
terms are used to underscore the principles of
complexity including complexity theory,
complex systems analysis, system of a system, system
dynamics, chaos theory, systems thinking, complex

science,
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networks, and complex adaptive systems. Nonetheless,
the significance of complex systems analysis is so
profound that the scientific method itself has been
refined to account for the insights provided through our
increased understanding of complexity science.

As a baseline for cyber operations research, we
provide the following definitions to clarify complex
systems terms for current and future research. The field
of complexity science, or complex systems science,
encompasses the entirety of complexity research and
represents the domain as a whole. A complex system is
a system in which interdependent elements interact to
produce characteristics that define the system beyond
the characteristics present when analyzing the
individual elements independently. This phenomenon,
known as emergence, underlines the distinction
between systems and simple
(elements and the system characteristics are consistent,
and behavior/relationship of elements are fixed) or
disparate systems (the behavior/relationship of
elements within the system are not related or truly
random). Regarding cyber security, Ref. [15] asserted:
“A  security property of a cybersystem exhibits
emergent behavior if the property is not possessed by
the underlying components of the
cybersystem.” Complex systems analysis provides a
means of understanding systems beyond -classical
mathematical tools, such as differential equations and
statistics, emphasizing the complexity and correlation
of elements within the system.

Self-organization, the rise of  emergence
spontaneously over time, can be observed in complex
adaptive systems when analyzing the element’s
interdependent effects on the system as a form of non-
directed system evolution over time. These systems
will typically adapt as their interdependent elements
develop new responses based on changes within the
system. Often, a complex system will be referred to as
dynamic, highlighting the sometimes radical changes
observed within a complex system when its nonlinear
nature becomes apparent. A simple example is that of
the double pendulum, the motion of which is bound by
differential equations, resulting in a dynamic and
chaotic track of movement.

complex systems

lower-level

3 Cyber Operation and Complexity Science

3.1 Fields of study

Within the scope of complexity science are different

areas of study that represent the various disciplines
from which they evolved. Sayamal'®l, director of the
Center for Collective Dynamics of Complex Systems at
Binghamton University, defined seven areas of focus
within complexity science as topical clusters: (1) game
theory, (2) nonlinear dynamics, (3) systems theory, (4)
pattern formation, (5) evolution and adaptation, (6)
networks, and (7) collective behavior. Adopted from
Ref. [16], Fig. 1 provides a visual perspective of the
various research fields related to Sayama’s topical
areas. The following paragraphs outline a concise
introduction and correlation of the topical areas related
to cyber research examples.

Behavioral game theory is a multidisciplinary field
based on mathematical models representing rational or
irrational decision-making across human populations.
Cyber researchers utilize game theory to simulate cyber
operations dynamics{!7-191 adapt machine learning for
cyber securityl?, and as a tool for creating
cybersecurity assessments[21l. Findings from Ref. [17]
demonstrated the utility of a complexity science
perspective in cyber research to quantify the impact of
network misconfiguration across attacker types and
network setups. Reference [21] highlighted the
advantage of decision support gained through cyber
operations complexity analysis. Recent cyber-based
research  contributions!?% 231 provide excellent
continued reading beyond this initial introduction.

Nonlinear dynamics, popularly known as chaos
theory, focuses on systems in which a change of input
is not mathematically proportional to the output.
Related research has aimed at understanding cyber
incident frequency to improve short-term incident
prediction[?*], managing cyber-emergencies[?], and
interpreting cyber warfare lawl26l, As early as 2006,
researchers positioned chaos theory to predict the
outcome of cyber operations through the recognition
that the average of hundreds of simulations can
normalize results(23].

Systems theory research is the application of
understanding and problem-solving complex systems
challenges. Given this is the broadest of the complexity
science areas, it can be applied across all domains;
though the term is commonly used in social sciences
research such as psychology, business management,
and organizational behavior. Research directly related
to system homeostasis (a system’s steady state of
equilibrium), feedback (or cybernetics, when a system’s
output influences the inputs), and system dynamics
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(measurement of a system’s change over time) are
based on systems theory. Fundamentally, this is the
foundation for research regarding solutions dedicated
to Cyber-Physical Systems (CPS) and the Internet of
Things (IoT).

Pattern formation is the recognition and research of
complex systems based on self-organization into
naturally occurring identifiable patterns. From
pattern—formation evolved the study of cellular
automata, popularized by John Conway and his “game
of life” studyl?7l. A cellular automaton is a cellular grid
bound by explicit rules defining a finite set of states
and how states update over time. Cyber research has
used cellular automata to calculate cybersecurity risk
based on CPS[28] smart grids(?®], and cascading
failures30). The area of complex evolution and
adaptation is dedicated to understanding how
adaptation occurs in biological and technological

systems. Specific areas tangent to cyber operations
includes artificial intelligence, artificial life, and
machine learning. Given the current popularity of
artificial intelligence and machine learning, examples
of relevant cyber research are ubiquitous throughout
the literature.

The study of networks is fundamental to cyber
operations; however, not all networks are complex
networks. Specific areas of complex networks include
dynamic networks, adaptive networks, scaling, and
graph theory. A great deal of research regarding
complex networks is found throughout the literature
based on cyber-attacks[3!: 321 as well as various areas of
cybersecurity(33- 341,

The final topical cluster is collective behavior. In
addition to social dynamics, collective intelligence, and
agent-based modeling is a key
research area of complexity science and underlines

synchronization,
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many cyber research articles based on complexity
science. Agent-Based Modeling (ABM) simulates
dynamic systems through the use of interdependent
agents who influence one another and the system
according to a set of predetermined rules. Agent-based
modeling provides three considerable benefits: it
illustrates emergent phenomena
complex systems, models are relatively simple to
design and observe, and results can be gained quickly
across many runs of the simulation. Cyber-related
research includes both offensive and defensive models,
which will be discussed in detail below.

associated with

3.2 Complex systems tool

Given the breadth and depth of complex systems
subject matter, developing a meaningful appreciation
can be aided through familiarization with the field’s
tools. Shalizil33] presented a comprehensive approach
to organizing complexity science tools by categorizing
them into three areas based on purpose: building and
understanding models, measuring complexity, and
analyzing data (Fig. 2). The remainder of this section is
dedicated to reviewing complex systems tools that can
be leveraged in cyber operations research and
performance.

Artificial Intelligence (AI) continues to experience
significant growth and development across all domains,
including cyber operations. Statistical learning theory
is a framework for developing and evaluating
algorithms and models fundamental to the prediction
required for systematic learning. Although modeling
complex systems may reveal system phenomena not
evident with statistical analysis, statistics can still
provide meaningful insight in data analysis relevant to
complexity sciencel30l,

Due to the complicated nature and number of
variables in many complex systems, a valid and
reliable approach to analyzing output causality can
provide significant insight into the system’s operations.

Analyzing data Building models Measuring
complexity
Iitaa:'trlwisrt\lgi s-reI?ees gonlinc_ear Cellular |nfohrmation
data mining|| analysis ynamics | | automata theory
/ %

Evaluating

Agent-based complex

models models

Fig.2 Complex systems tools.

Research by Razak and Jensen[37] demonstrated the use
of transfer entropy, a time series statistical model
designed to analyze complex systems, as a means to
infer causation from correlations that accurately
forecast future values. Through the use of applicable
models and tools, complex systems can be visually
displayed through graphs and measured using
probability models to facilitate interpreting system
characteristics. As each of these areas of analysis is a
field of research unto itself, we present recently
published research applicable to cyber operations as a
foundation for discussion.

Naturally, statistical learning is inherent in cyber
research based on artificial intelligence. Throughout
the literature, there are notable cyber research examples
dedicated to statistical learning theory including fake
website detectionl38], cybersecurity and biometrics[3],
and cyber threat detection[40- 411, These examples each
explicitly identify the relevant contribution statistical
learning provided to developing an effective
framework within a cyber context.

While there are variations on modeling complex
systems, the most prominent are cellular automata,
complex network models, and agent-based models.
Agent-based modeling represents the most common
approach of the three within the cyber literature and
has significantly increased in popularity over the last
twenty years as a reliable tool for analyzing and
presenting complex phenomena. Based on agents that
are autonomous and interactive, ABMs enable
observing the complexity within a system that would
otherwise be difficult to extract and understand. This
approach is used in modeling phenomena across a wide
range of fields including political sciencel*2],
sociologyl*3],  economics!*,  epidemiologyl®>: 461,
biologyl#7], and chemistryl*8]. Specific to each system
and phenomenon being studied, agents may take the
form of individual people, infections, fire, flooding, or
independent systemsl*9]. Agents within an ABM may
vary from a few to millions, and while initial
programming defines basic agents with identical
characteristics and learning rules, the variations
experienced due to interactions with one another, and
the environment often results in a wide variety of agent
actions and system adaptation.

Information  theory, specifically information
fluctuation, provides a quantitative measure of
complexity within a given system[30, While an in-
depth analysis is beyond the scope of this paper, a
cursory introduction will help provide context to
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further applicable measurements on a macroscopic
scale. As presented in Ref. [51], complexity is a matter
of probability, and its presence can be measured based
on the states of information available, depicted in
Egs. (1) and (2):

I=logN =—log P €))

P=1/N )
where N is the number of instances, / is information, P
is probability, and log is a logarithmic operation,
symbolic of the reverse exponential function defined
by the probability equation that represents the content
of information in a complex system. The negative log P
produces increased information through decreasing
probability. Equation (1) can then be simplified into
Eq. (2). In a complex system, order and chaos occur in
variations of alternating states producing a system that
at times may be either predictable or unpredictable.
Reference [51] illustrated these states within a system
using a diagram similar to that presented in Fig. 3.
Arrows converge on the circles representing stability
and order. When arrows diverge from the circle, it
represents chaos. The numbers within the circles
represent various potential states within the system.
The arrows then have a forward conditional probability
P,_,; and a reverse conditional probability P,_; (not
displayed) indicating the probability of the current state
and future or past state, respectivelyl>11,

Once the probability of a state is defined, net gain
information I” represents transitions from the present to
the next state, and when balanced against the weighted
mean or average using standard deviation (I") and
calculated for multiple transitions, the complexity of a
system can be measured using Eq. (3):

Iij=log Pi—logP;=1;-1; (€)
The above introduction is only a summary based on
Refs. [50, 51]. Interested readers are encouraged to

review these papers for a detailed examination and
illustrated examples.

3.3 Cybersecurity dynamics framework

Across the cyber-complex literature landscape, a

Fig.3 Illustration of a complexity state diagram.

notable and prominent contribution emerged: Xu’s
cybersecurity dynamics framework[52l. The following
subsection outlines specifics regarding cybersecurity
dynamics and its potential influence on cyber research.
Recognizing the need for a formal scientific foundation
in cyber research, Xu developed -cybersecurity
dynamics[32-341, While the name implies a strict focus
on cybersecurity, its principles and applications apply
to both offensive and defensive cyber. Based on a
macroscopic perspective, or macroscopic
cybersecurity, Xul52734] applied many of the principles
of complexity science including a system-level
analysis, acknowledging the emergent, adaptive and
dynamic nature of cyber systems, and leveraging
applicable  models to interpret
characteristics.

Within Xu’s cybersecurity dynamics framework, two
core principles define the scope of cybersecurity
dynamics: core research objectives and the triple
research axis (Fig. 4). The core research objectives are
based on understanding, managing, and forecasting
cyber phenomenal33l. As such, cyber dynamics drives
researchers to develop descriptive, prescriptive, and
predictive models. When examined holistically, each of
these objectives supports and ultimately drives forward
one another, providing a means to interpret and
validate data observed across cyber systems.
Descriptive modeling provides an abstraction and
simplification of model characteristics to better grasp
agent-level influences and system adaptation. Often
these models are preliminary simulations designed to
ensure the simplest approach to modeling system
functionality. Cyber descriptive models can be used to
understand attack-defense scenarios in a variety of
instances including botnets!5], mobile networks(¢], and
organizational manufacturing(?!l. Descriptive models

system-level

Driving factors

Applications
and . Real world &
. Assumptions & L
requirements empirical
unknowns
for cyber data
defense
v v v
Cybersecurity
Cybersecurity first principle Data
metrics modeling & analytics
analysis
Resulting research efforts

Fig. 4 Triple axis of cybersecurity dynamics research!53l.
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progress into prescriptive and predictive models.
Prescriptive models involve the analysis of cyber
datasets to assess cyber operations, and they are
frequently applied in team simulationst3”] and security
assessmentsl7]. Predictive models extrapolate cyber
datasets to forecast the impact that threats and security
measures make on cyber operations. Through the use
of prescriptive and predictive modeling, researchers
can evaluate policy and validate assumptions posed
through the descriptive modeling process!>31.

3.4 Cyber agent-based modeling

As early as 1999, Fred Cohen, the father of computer
virus defense and pioneer of network modelingl38],
identified the lack of research regarding complex
systems and cyber, despite applicable advantages in
modeling and simulation already determined for cyber
operations!58], Citing challenges such as the complexity
of cyberspace, lack of quality data, inconsistency in
practice and research, and the rate of evolving
technology, Cohenl38] recognized hurdles that remain
true to this day. Furthering the point, Cohen!58]
emphasized the shortfalls of statistical analysis, the
standard modeling and simulation tool of the time, for
its inability to demonstrate attacks in parallel or
simulate attacks based on timing. To improve on the
few previously published models simulating cyber
operations, Cohenl8] actively balanced accuracy in
complexity  with  computational  performance
limitations. Leveraging a cause and effect approach,
Cohenls8] developed a novel model simulating attack
and defense of a cyber environment approximating the
time to attack and defend as a prominent characteristic.
Although the model is not explicitly agent-based,
attackers and defenders (or agents) are defined by
various characteristics, and the cause and effect and
timing-based nature of the model produce an emergent
quality of the system/model in which elements of the
cyber environment become more or less exposed to
attack throughout the simulation. Through analysis and
multiple simulations, the researchers identified a
critical point within the system in which the defense of
a system increases radically despite minimal increase in
defender ability. They also recognized that a perfect
defender does not always succeed, allowing an
organization to fall victim to attacks when certain time
and ability thresholds of attackers are met. Ultimately,
they presented the nonlinear results of attacker success,
implicitly highlighting the applicability of cyber
operations to complex systems analysis and

demonstrating its
simulation.

Building from Cohen et al.’s model, cyber research
applying formal agent-based modeling techniques
began to grow, including influential contributions by
Kotenko to include examining various attack and
defense scenarios and simulating cyber-wars across the
internet39-621,

Kotenko et al.l57] followed up this research with
agent-based modeling approaches to defending against
botnet attacks and analyzing cooperation versus
competition of teamsl®] to determine how best to
simulate their actions and an analysis of cyber-attack
and defense for homeland securityl®2]. Additional
agent-based modeling research analyzing cyber
operation teams of note includes Refs. [64, 65].

In 2011, Grunewald et al.[5¢] introduced NeSSi2, an
agent-based network security simulation framework
designed to illustrate various attack vectors versus
security solutions. Built on a three-component
architecture, the framework consists of a Graphical
User Interface (GUI), agent-based simulation back-end,
and results’ database. The framework adopted three
context models: the network, attacker, and related
interdependencies, and simulated attacker intent,
opportunity, capability, and preferences demonstrated
through attacker actions. The researchers reported
successful findings when leveraging NeSSi2 to
determine effective intrusion detection strategies versus
malicious worm propagation. While recognizing the
lack of real-world validation, the results provide insight
beyond historical reference and enabled cybersecurity
professionals to assess security strengths beyond the
ubiquitous threat assessment frameworks solely relied
on by many organizations. Further research highlighted
NeSSi2’s scalability, fidelity, and extendable naturel67],
in addition to research on specific cyber threats such as
large-scale Distributed Denial of Service (DDoS)
attacks[8],

Following an analysis of the current state of
cybersecurity  illustrated  through  application
whitelisting, Norman and Koehler[%®] aptly illustrated
the importance of applying complex scientific
principles to cybersecurity to analyze and solve cyber
challenges. Through the use of a fictional government,
the researchers used agent-based modeling to run
simulations of a fictional government conducting
cybersecurity via whitelisting applications from a top-
down (all programs are whitelisted with the exception
of those approved for network use) versus bottom-up

power through modeling and
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(programs are whitelisted once a known vulnerability is
identified) perspective. Despite expecting a top-down
approach to significantly bottleneck operational
productivity, the agent-based model demonstrated that
the two approaches had very similar time throughput
measuring organizational via application
processing times. While an exceptionally simple
model, it grounded organizational decision-making
regarding cybersecurity through empirical evidence
rather than simply leaning on common sense or
existing precedent.

Across the literary landscape, a single cyber-based
performance model was identified, the Cyber-Forces
Interaction Terrain (FIT) simulation framework[70l, The
Cyber-FIT model is designed specifically to support
military operations, modeling military forces and
terrain (computer systems). Using NetLogo, an agent-
based modeling software, the authors simulated three
terrain types (military base, tactical, or industrial
location) and cross-threaded them against three terrains
(analogous to computer systems) to define three
vulnerability rates (Table 1).

To implement the agents, Dobson and Carley!70]
defined offensive and defensive forces. Defensive
forces take action to update vulnerable terrain to secure
terrain. Offensive forces conduct one of four attack
standards associated with one of the terrain types
(1) random - attacks all types, (2) routing protocol
attack - attacks Type 1 (networking systems), (3) denial
of service - attacks Type 2 (server systems), and
(4) phishing - attacks Type 3 (user systems)!%l.
Through running simulations, the researchers answered
a series of questions regarding operational logistics
such as ideal force allocation for cyber defense and
impact on network security based on changes to attack
scenarios.

The Cyber-FIT simulation framework represents an
important significant step forward in performance
modeling for cyber operations. As noted by Dobson
and Carleyl70], it lacks rigorous validity via empirical
data (inputs do not reflect real-world values), and while
the model demonstrates proof of concept, it is unable to
be applied to real-world applications. Becote’s cyber
operations performance framework[’!] builds on these

SucCcCess

Table 1 Cyber-FIT vulnerability matrix.

Terrain type Base Tactical Industrial
Type 1 (networking) Low Medium High

Type 2 (servers) Low High Medium
Type 3 (users) High Medium Low

developments by applying input from the Cyber
Operations Self-Efficacy Scale (COSES) to reflect
cyber operator behavioral characteristics while also
accepting inputs regarding real-world network status
and operator skills and capabilities.

As noted by Wilensky and Rand[72], agent-based
models may be employed for the following eight use
cases: (1) description, (2) explanation, (3)
experimentation, (4) providing sources of analogy, (5)
communication/education, (6) providing focal objects
or centerpieces for scientific dialogue, (7) thought
experiments, or (8) prediction. As seen across the cyber
literature, each of these use cases are applicable to
examining and understanding the cyber environment.

While not the only modeling and simulation
framework for demonstrating complex systems, the
ease with which researchers can develop, observe, and
experiment with emergence compared to alternatives
cannot be overstated. Researchers with little
programming experience can develop agent-based
models with free open-source software including
NetLogol73], Repast Suitel’4], and StarLogo Noval7l.
These and additional software options with varying
strengths and learning curves are available to examine
and simulate cyber operations across all Operating
System (OS) platforms. With a combination of
community support, in-depth online tutorials, and
resources such as https://www.comses.net, readers are
encouraged to explore the incredible potential of
computational modeling beyond the scope of this
article.

3.5 Trends in research

Despite the clear applicability, cyber operations
represent only a fraction of the literature based on
agent-based modeling. We conducted a trends analysis
through Dimensions.ai, a site dedicated to providing
comprehensive data on published research. To establish
context, we begin with the key phrase “complex
systems” (quotes applied), where there
approximately 38 000 articles filtering for “complex
systems” within the title and abstract. Figure 5 presents
our findings across each year of the last decade of
research (see Fig. 5a).

Due to the nature of complexity science jargon across
its various domains of applied research, this surely
represents a small sample of all research reflective of
the subject matter. Despite this, the number of
publications and applicable citations has grown on
average over the last ten years, as depicted in Fig. 5.

were
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Fig. 5 Research trends across the literature. Source:
Dimensions.ai.

During the same period, the term “cyber” appears in
the title and abstract of just over 76 000 journal articles
(Fig. 5b).

Conducting the search inclusive of both “complex
systems” and “cyber”, we discovered 736 publications
across the decade of research with both our terms
(Fig. 5¢), a small fraction of the overall literature. As
was identified by reviewing the terms independently,
the trend reflects a general increase in publications year
over year. It is also important to note that not every
article within our combined search is specific to cyber
operations applied through a complexity science
perspective. Ultimately, the findings indicate thousands
of research articles in which either concept is central
but relatively few at the intersection of both fields.
When analyzing the publication source classifications,
a majority of the research articles are related to
artificial intelligence and information systems, with
only a small fraction represented by distributed
computing.

4 Cyber Operations as a Science

While modern textbooks introduce cyber operations as

an applied sciencel7%, there are notable concerns that
justify arguments suggesting that cyber operation is not
a sciencel’7], or more specifically, is a proto-sciencel78.
Of the characteristics that define a field as scientifically
rigorous, we assert that “clearly defined terminology”,
“highly controlled experimental conditions”, and
“reproducibility” are all elements cyber operations as a
field lacks in both research and practice. Without
complexity science, the overwhelming scope, scale,
and variability of factors presenting across the cyber
landscape  make  producing truly  scientific
experimentation incredibly challenging.

While we acknowledge that models and simulations
represent only an approximation of reality, reliance on
models and simulations is critical to ensuring the long-
term success of cyber security, both as a means to
assess current vulnerabilities and to develop and
optimize cyber systems against future attacks(7?l.

In addition to rigorous testing and empirical
evidence, science must be based on a universally
agreed-upon metric for measurement. To be viable, the
both reliable and valid.
Reliability ensures consistency. Validity is the degree
of accuracy in specifically measuring the desired
phenomenon. While numerous efforts have been made
to define metrics at a microscopic scale applicable to
specific research efforts, Ref. [52] produced a systemic
set of metrics as part of the cybersecurity dynamics
framework that represents key measurements
applicable to the whole of cyber operations. Though
there remains additional work to establish a
set of standardized measurements
applied across the field, this research, based on key
complexity science principles, establishes an important
step in moving cyber operations forward as a legitimate
scientific field.

measurement must be

comprehensive

5 Future of Complexity Science and Cyber

Due to the breadth of applications in research and
practice in both cyber operations and complexity
science, the areas for future research are plentiful.
Current research based on a complexity science
perspective examining cyber operations continues to
grow and impact all practical applications of offensive
and defensive cyber. Future research in cyber modeling
and simulation will improve foresight regarding cyber-
attacks. Artificial
avenues for

intelligence will develop new
simplifying network protection and
automating the identification of vulnerabilities. For
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those interested in the most recent influential research
and future work, Table 2 presents current advances in
cyber complexity research focused within the last 12
months and broken out by the most dominant research
areas. As an honorable mention a few years older,
Couretasl® provided a wealth of knowledge and
examples of tools and technologies currently available
for performing cyber modeling and simulation.
Additionally, two more recent publications have
proven meaningful in providing fresh avenues for
future research opportunities. A newly published text
from Pawlick and ZhuP3 outlined game theory
principles specific to cyber operations and provided
recommendations regarding open challenges across the
field. Also, Game Theory and Machine Learning for
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Cyber Security?0], provides case study and formula-
based guidance in developing a foundation in game
theory and machine learning principles applicable to
cyber operations. These texts, like the many others
cited throughout this paper, deliver the fundamentals
required to begin developing cyber tools and models
while recognizing future research needs in developing
solutions for current computational and incomplete
information limitations.

Complexity science is not without areas for further
research. As a scientific framework, it is an
evolutionary leap forward in understanding system
adaptation and evolution, but a variety of challenges
remain, including wvalidity and reliability testing,
stakeholder understanding of model implications, and

Table 2 Recent cyber complexity research by cyber topic.

Re:fj::h Author Title Year Source ISBN/DOI
Chethana Deep learning technique 2022 IEEE 2nd Mysore
ot al.[0] based intrusion detection in 2022 Sub Section International 10.1109/MysuruCon55714.2022.9972350
’ cyber-security networks Conference
Ishiiand  Security and Resilience of
Zhul$1] Control Systems: Theory — 2022 Springer, Switzerland 978-3030832353
(editors) and Applications
Robust enhancement of
Game theory . intrusion detection systems .
Benaddi -~ g deep reinforcement 2022 LLLL Iransactions on 10.1109/TVT.2022.3186834
et al.182] . . Vehicular Technology
learning and stochastic
game
IDERES: Intrusion
detecti d stem .
Rose et al sy detectionandresponse ) - Journal of Systems 10.1016/j.sysarc.2022.102722
system using machine Architecture
learning and attack graphs
Threats and opportunities .
. International Journal of
with Al-based cyber ) ) ..
Dash et al.[84] . ; 2022  Software Engineering & 10.5121/ijsea.2022.13502
security intrusion Aplicati
detection: A review pphications
Internet of Things (IoT)
security intelligence: A .
Sarkeret o prehensive overview, 2022  Mobile Networks and 10.1007/s11036-022-01937-3
al.[83] . . . Applications
machine learning solutions
and research directions
. . Attacks to automatous
. Arltll.ﬁmal ‘:ll‘fz‘::;i?;‘]i vehicles: A deep learning 2022 Sensors 10.3390/522010360
intelligence algorithm for cybersecurity
Artificial intelligence
Alohali et enabled intrusion detection
Al 187] systems for cognitive 2022  Cognitive Neurodynamics 10.1007/s11571-022-09780-8
’ cyber-physical systems in
industry 4.0 environment
A bolckchain- and artificial
Ahmed et intelligence-enabled smart 2022 Internatz'onal Journal of 10.1002/int 22852
al.[88] [oT framework for Intelligent systems

sustainable city

(to be continued)
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Table 2 Recent cyber complexity research by cyber topic.

(continued)
Re::ea;ch Author Title Year Source ISBN/DOI
A comprehensive review of
cyber-attacks and defense
Ghiasi mechanl.sms for 1mproy1ng 2023 Electric Power Systems 10.1016/j.epsr.2022.108975
et al.[89] security in smart grid Research
energy systems: Past,
present and future
Modeling realistic
Apruzzese adversar}al att?cks agan.lst 2022 Digital Threats: .Research 10.1145/3469659
etal.l®0  network intrusion detection and Practice
systems
[91]
Modeling (]i’flztpter
author), Modehng and 51mu1at.10n 2022 Handboolfr of Security 10.1007/978-3-319-91875-4 53
for security: An overview Science
Masys
(editor)
A new modeling
Poursoltan frarne'work for cyber- 2022 A.nnual.Modelmg and 10.23919/annsim55834.2022. 9859402
et al.l92 physical and human Simulation Conference
systems
. Advancing the concept of . . .
Kianpour . . Simulation Modelling ..
ot al. 93] cybersecurity as a public 2022 Practice and Theory 10.1016/j.simpat.2022.102493

good

the application of data science on large-scale models.
Each of these areas directly impacts cyber operations
research and practice, and dedicated efforts across both
fields can help bridge current challenges and gaps in
knowledge.

6 Conclusion

Given the extensive variety of topics across cyber and
complexity research, the selection and breadth of
references throughout this article were intentional to
provide readers with avenues for additional research
based on the specific area of complexity science or
cyber research sought.

Though relatively young as a field, complexity
science has proven a revolutionary force in
understanding and interpreting the world around us.
Cyber operations research and practice can employ
complexity models, including time series analysis and
agent-based modeling, to interpret and predict cyber
operations. Cybersecurity dynamics framework!(53]
provides key guidance to leveraging appropriate
metrics reinforcing a scientific foundation for cyber
operations. The very nature of cyberspace as a dynamic
and continuously evolving environment will no doubt
challenge researchers to create controlled conditions
for experimentation or leverage modeling to simulate
real-world systems. The way forward will combine the

power and capability of complex systems modeling
while continuing to build a foundation for effective
research and policy-making through a formal
association with complexity science.
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