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Abstract—An iInternet-of-Things i(IoT) ican ibe ian ieffective 

isolution ito ide-escalate ithe ispread iof ia ipandemic/epidemic 

iusing iopen isource itechnology i- iBluetooth iLow ilevel iEnergy. 
iThe imajor iobjective iof ithis icontribution iis ito imonitor ireal 

itime icases iand iprevent ithe icontagious ispread iof ithis iviral 

idisease. iThe ientire ipaper ifocuses ion icross ichecking ithe 

idata ifed iby ithe iuser iwith ithe iIoT idatabase iwhich iconsists 

iof ithe idata ifrom ithe iCOVID iRADAR iapplication. iThe 
iexperimental imodel iuses iMCU iand ia iBluetooth imodule, 

iwhich iare ieasy ito irealize iand icost ieffective ias iwell. iThe 

irealization iand iprediction iof ithe ipandemic ihotspots iis ialso 

ifacilitated iusing ithis idata. 

Keywords—component; iCOVID, iIoT, iBluetooth iLow iLevel 

iEnergy, iMCU. 

I. INTRODUCTION

 iPlagues iand ipandemics ihave iravaged ihumanity 
ithroughout iits iexistence, ioften ichanging ithe icourse iof 

ihistory ibased ion ihow iit iis icontrolled iand iat itimes ieven 

isignaling ithe iend iof icertain icivilizations. iCOVID-19 
ipandemic iis icurrently ithe ilatest ithreat ito iplague ithe 

ihuman irace iwith ieveryday ibeing ia iconstant ibattle 
iagainst iit. iIt ihas ialready iclaimed imillions iof ilives iand 

icontinues ito ido iso. iGiven ithe inovelty iof ithe ivirus, ithe 
ivaccine iis istill iin ithe imaking, iand ithere iis ia ilong iway 

ito igo ibefore obtainingia isuccessful ione. iThe ipandemics 

iin ihistory ifrom ithe iSpanish iInfluenza ito iAIDS ihave 
itaught ius ia ilot. iThe irecent ioutbreak ihas igiven irise ito 

ithe iawareness iregarding ithe ibest ipreventive ipractices. 
iFrequent iwashing iof ihands, isocial idistancing iand ithe 

igovernment imandated istay-at-home imeasures iand 
iquarantining iof ithe iafflicted ipatients iare ia ifew iof imany 

imeasures thatiare currently ifollowing ias ithe ineed ito 

isurvive ithis ipandemic ibecomes ithe iprimary iconcern ito 
ithe ientire iworld. iWhile ithese imeasures iare igood, ithere 

iare istill idiseases ithat iexist iwithout ino ivaccines ifound, 
iand ithe ionly isolution ito iit iis itaking ipreventive 

imeasures. iGiven isuch ia iscenario, ia itechnological 
isolution ito ide-escalate ithe inumber iof icases iwould 

igenuinely ihelp ibring ithe isituation iunder icontrol. i 

Here iare isome iother iapplications iwhich ican ihelp ius 

ifight iCOVID i[1] italks iabout iusage iof idrones ito 

itransport iblood, iwhen iin ineed. iThis ican iapply ito iplasma 
isupply ias istudy ishows iplasma icells ihave ia igood ichance 

iin ifighting iagainst icoronavirus ialthough ithere iis ia ihuge 
idependency ion ihigh idisbursement. i 

Aarogya iSetu iApplication iis ianother isolution ito ifight 

iagainst iCovid-19, ibut iit idoesn't iprovide iaccurate 
iinformation i[2]. iIt iwas istated ithat ithe ivision iover iwhich 

ian iIoT isystem ican iact ias ia isolution iis ivast i[3]. iThere 
iare ia ifew iIoT-based iapplications iwhich istate ihow 

ibeneficial iIoT isystems ican ibe iin ithe imedical ifield i.[4-
7]. 

. iCOVID-19 isituation iand ihow iit iis ibringing iout 

imore itechnological isolutions ito ifight iit iis ielaborated i[8]. 
iAs isurveillance iand imonitoring icrowds iis ian iefficient 

iway ito ifight iCoronavirus, ia isystem iwhich ican iprevent 
iescalation iof icases iis ireally ibeneficial i[9]. iThis ican ibe 

iused ito icontrol ifuture ipandemics iand iother ivarious 
ioutbreaks. iCurrent itechnological iinitiatives iinclude 

itracking, iscreening, icontact itracing, iquarantine iand iself-

isolation iand ifinally iclinical imanagement. iOthers iinclude 
ifighting imisinformation, ifinding idrugs iand icontact iless 

idelivery. This paper presentsia itechnological isolution ito 
icombat ithe ipandemic. i 

II. METHODOLOGY

The isystem ideals iwith iMCU iand ia iBluetooth imodule 

iwhich itargets ithe iaccessibility iof iBLE itags. iA iBLE itag 

iis ia i48-bit iMAC i(Media iAccess iControl) iaddress iwhich 

iis iunique ifor ievery idevice. iThe iIoT isystem ireceives ithe 

iBLE itags iand icommunicates iwith ithe idatabase. iThe 

idatabase ihas ia iset iof ipre iacquired idata iwhich iis 

icollected ifrom iCOVID iRADAR iapp. iBy ipre iacquired i,it 

imeans ithe iTags iof icovid ipositive iusers. i 

If ithe iacquired itag imatches iwith ithe ipre iacquired itag 

i,the iMCU ialerts ithe iauthorities iand iall inearby iusers iin 

ithat iproximity iof ithe iIoT isystem. iSimilarly, ithe iCOVID 

iRADAR iapplication ialerts ithe iusers iin ithat iparticular 

ilocality. i 

A. System irequirements iand icircuitry iconnection

Here,iNode iMCU iESP8266 iV3 iLua iCH340 iand iHC-
05 are considered. iThe iESP iacts ias ia iWI-FI imodule, 

which ienables ius ito icommunicate iwith ithe idatabase. iThe 
iHC-05 iis ia iBluetooth imodule iwhich ican iretrieve 

iBluetooth iaddresses iusing isimple iAT icommands. i 
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Fig.1. iExperimental iSystem idiagram 

 

The iTx iand iRx iports iof ithe iESP iand iHC-05 iare 

iconnected; ia i3.3v isupply iis igiven ito ithe iHC-05 ifrom 

ithe iESP iand ithe iground ipin iof ithe iHC-05 iis igrounded. 

iBoth imodules igo iwell iin ihand iand icommunicate iusing 

iUART imode iof icommunication i[10]. i 

 

The irange iof idetecting ia iBLE itag iis ifrom i10 imeters ito 

i100 imeters idepending ion ithe icaliber iof ithe iBluetooth 

imodule. iHC-05 ican idetect itags iup ito i10 imeters ionly. 

iThe isystem iworks ion ithe ibasis iof ian iindoor itracking 

isystem ias istated iin iliterature iand iwas iused i[11] i[12], 

ibut iwe idon’t irequire ito ilocate ithe iusers; iinstead iretrieve 

ijust ithe iBLE itags. iWe iare iusing ithe ifollowing iAT 

icommands ifor iretrieval ipurposes. 

 

Table i1. iAT icommands ifor iHC-05 

 

AT iCommands  Functions i 

AT+CMODE=1 Allows ito iconnect ito 

iany idevice 

AT+ROLE=1 Setting imodule ito 

imaster i 

AT+INQM Detects ithe iBluetooth 

itags 

 

The itags iare ifurther icommunicated ito ithe idatabase ialong 

iwith ithe itimestamp ilog. 

 

B. Flow iChart iand iimplementation. 

This isystem ifollows ifive-layer iIoT iarchitecture i- 

iwhen ia iuser ienters ithe iproximity iof iHC-05 i(Perception 
iLayer) ithe imodule iretrieves ithe itag iand icommunicates 

iwith ithe iESP i(Transmission iLayer). iThe iESP ichecks ithe 

iBLE itags iwith ithe idatabase ias ishown iin iFig.2. iIf ithe 
iacquired idata imatches iwith ithe ipre-recorded idata ipresent 

iin ithe idatabase, iThe iESP iand iCOVID iRADAR 
iapplication iwarns iall iusers iin ithat ilocality. iThe idata ilog 

iis ithen istored iin ithe idatabase. iIf ithe iBLE itag iis inot 

ipresent iin ithe ipre-acquired idata, ithe isystem icontinues ito 

idetect iother itags. iThe ipre-acquired idata iis icollected 
iusing ithe iCOVID-RADAR iapplication. iThe iapplication 

iacquires iBluetooth itags iof iCovid ipositive ipatients. 

 

 

 

Fig.2. iFlow idiagram iof ithe iexperimental iprocess 

iimplemented 

 

Fig.3.IoT isystem idiagram iused iin ithe iframework 

C. Database iConnectivity 

The isystem iuses iFirebase iAuthentication iand 

iReal-time iDatabase ito iauthenticate, istore iand iretrieve 

iuser idata. iDatabase iis istored iin iJSON iformat iand iis 

isynchronized iwith iclients iin ireal itime. iThe icross-

platform iclient iis ithe ifundamental iplatform iof ithis 

idatabase iwhere iall iclients i(Android iApp iand iIOT 

idevice) ishare ithe isame iresource ifrom iFirebase iserver 

iand iis iautomatically iupdated iwhen iany idata iis istored 

ior ichanged i[13]. 
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Fig.4. iDatabase iflow idiagram 

 

The iapplication ion iFirebase iis imaintained ieven iwith ithe 

iinterruption iof iinternet iconnection. iOnce ithe idata iis 

iwritten ito ithe icloud, iit iis istored iin ithe ilocal idatabase 

iof iFirebase. iAfter ithe iinternet iis ireconnected, iclient’s  

iactivities iwill ibe iupdated iimmediately iand isynchronized 

iwith ithe iserver ipromptly. iFig.4. ielaborates iabout ithe 

idatabase iconnectivity iwith iESP iin ithe iproject. 

 

If ia iuser iwith iCovid ipositive ienters ithe istore iarea ithe 

iStore iESP idetects ithe icovid itag iand isends iit ito ithe 

iFirebase iRealtime iDatabase iwhich ithen itriggers ithe 

iFirebase iCloud iFunction i[14][15] ito iscan iand icheck iif 

ithe itag idetected iis icovid ipositive. iIf iit idetects ithe 

ibluetooth itag iis iassociated iwith icovid ipositive iperson iit 

isends iout itargeted inotification ito iall ithe iCovid iRadar 

iApplication iusers iin ithat istore iarea iusing ithe iFirebase 

iCloud iMessaging ito iwarn ithem iabout ithe ipossible 

itransmission. 

 

D. iCovid iRadar iApplication i 

Covid iRadar iApp iacts ias ian iinterface ibetween ithe 

isystem iand ithe iend-user. iInitially, ithe iuser iis iasked ito 

iregister ivia ithe iapp iby iinputting imobile inumber iand 

itheir iemail iID, iafter iwhich, iinformation iof ithe iuser iis 

iasked isuch ias iFirst iName, iLast iName, iAadhar iCard(for 

ifurther idevelopment), iCovid iStatus, iand iBluetooth 

iid(automated ifunction iin ithe iapp).After ithe iregistration iis 

icomplete ithe iCovid iRadar iApplication iconnects iwith 

ifirebase iauthentication isystem ito igenerate ia iunique itoken 

ifor ithe iuser iwhich iis iused ito isend itargeted inotification. 

iThis iData iis ithen istored iin ithe iRealtime iDatabase 

iwhich ican ibe iseen iin iFigure i5. iUsers iwill ibe ilogged 

iinto ithe iapp ithroughout ithe iuse iand iwill inot ibe iasked 

ito ilog iin iagain iunless ideletion iof ithe iapp. 

 

Once iLogged iin, ithe iUser ilands ion ithe ifunctionality 

ipage. iHere iUser iis ishown ithe ilist iof iTags iin ithe istore 

iarea ialong iwith itheir iCovid iStatus. 

 

 
Fig.5 iDatabase iSchema 

 

 

 

III. RESULTS IAND IDISCUSSIONS 

The iIoT isystem iworks iaccording ito ithe imethodology 

imentioned iabove. iThe iOutput ifrom ithe iNode iMCU 
iFig.5 idepicts ithe iBLE itags iof iusers iin ithat iparticular 

iproximity. iThe iFig.6 iis ia iline igraph itaken ifrom iour 
idatabase ifor ithe itime iperiod iof i24 ihours. iThe ispikes 

irepresent ithe inumber iof iCOVID ipositive iusers iin ithat 
iparticular itime iline. iHere iyou ican isee iat i10 iA.M, ithe 

isystem idetects ia iCOVID iPositive ipatient iand 
iaccordingly iin ithe ifurther itimeline iit idetects imore iusers. 

iThe idata ilog iis istored ialong iwith ithe itimestamp iand 

iBluetooth itags iin ithe idatabase. iThis idata ican ibe ifurther 
iused iin ianalytical iapplications ito ipredict iCOVID 

iescalation ipatterns iand ito icome iup iwith ibetter 
istrategical iplans ito ide-escalate ithe icases. i i 
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Fig.5.Output idata ilog ifrom ithe iMCU i(Arduino iIDE) 

Fig.6. iData ioutput ivariations ifrom idatabase 

The iESP ican ibe iupdated iwith ian ialarm iwhen ia iCOVID-

positive iuser iis ipresent iin ithe iproximity ibut ihere iwe 

ijust ialert iall inearby iusers. iThe iFirebase idatabase 

iseamlessly isends ithe idata ito ithe iCOVID iRADAR 

iApplication iwhich ialerts ithe iusers iin ithat ilocality iof ithe 

idetection. 

 

IV. CONCLUSIONS 

The igiven isystem iacts ias ia ipreventive imethod ito 
ihelp iwith iepidemics iand ipandemics isuch ias ithe icurrent 

iCOVID-19 isituation. iWith ieasy iintegration iand ibudget 
ifriendly ioptions, iit ican ibe iimplemented iin ireal itime, 

ithereby iusing itechnology iin ilieu iof iassigning ia ihuman 
itask iforce ifor iidentification iof ithe iinfected. iThe 

iapplication ideveloped iis ifairly istraightforward iand isay ito 

iuse i- iit ialerts iusers iof iCOVID ipatients inearby, iright 
iafter ithe ione-step iregistration. iThis idata ican ibe iused ifor 

ifurther iresearch iin iidentifying ithe iexposure itime iand 
itransmission iof isuch iepidemics. iWith ithis iinformation, 

inecessary iprecautions ican ibe imade ito irestore inormalcy 
ito iensure ieconomic istability. iThe isame iinformation ican 

ibe iused iin ithe imedical ifield ifor iessential iworkers itaking 
icare iof iCOVID ipatients. 
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