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Abstract—Unmanned aerial vehicles likely know as drones
have become the most optimistic solution with a bundle of appli-
cations in the field of monitoring environment, transportation,
media live streaming, and military operations. The autopilot
UAV system is normally used in exigent operations to acquire
critical information. The basic UAV system consists of three
major components which include aerial vehicles contain some
sensors and actuators, ground control stations, and communica-
tion channels. UAV systems are vulnerable to different security
threats due to their deployment in serval crucial domains. There
exist numerous attack techniques includes, GPS spoofing, de-
authentication, denial of services, injecting false information,
damaging UAV sensors, Key loggers, which can be unfavorable
for our security objectives. Over the last decade, their innumer-
able defense mechanisms are proposed to mitigate security risks
from these kinds of attacks. In this review, we will discuss major
components of UAV, prime vulnerabilities for cyber-attacks, and
their defense solutions.

Index Terms—Unmanned Aerial Vehicle, UAV Cyber Attacks,
Defense techniques, Sensors, GPS Spoofing

I. INTRODUCTION

Unmanned Aerial Vehicles (UAV) is the aerial vehicle with
no pilots, it can control through a remote site called a control
station. These vehicles can be fully autonomous or partially
autonomous. In today’s life due to an effective piece of
work Unmanned Aerial Vehicles (UAVs) play a vital role in
different civil and military aspects. Initially, UAV was only
used for military proposes, mainly to overcome the loss of
pilots in various military operations. However, Due to its high
mobility, cost-effectiveness, compact size, and high-efficiency
UAVs are widely used in civil applications as well as military
applications such as traffic monitoring [1], sensing data for
scientific research [2], monitoring of sensitive areas [3], Cargo
transportation [4], Agriculture [5].

A basic UAV system composed in Figure 1, (UAV) system
[6] it receives control signals from the Control Unit (CS), and
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Fig. 1. Communication in UAV system

get GPS coordinates through satellite, and captures interested
data (e.g. sensing material) and send to the closest control
unit and then Ground Control Station (GCS) will connect to
Surveillance Center (SC) through a private channel. Data from
GC will be used by SC for the analysis of interested behavior.
The performance of a UAV system depends upon how effective
it makes communication with other entities or nodes (e.g. other
UAVs, GCS, SC) in the aerial vehicle network.

However, the extensive use of UAVs may create various
security challenges related to safety, privacy and cyber security
aspects. UAVs can also be used to transfer explosive materials
at important sites. Recently, Saudi Arabia has faced an armed
drone attack on its oil refinery site [7]. UAVs are mainly
used to sense information from a specific environment and
this information can be used by attackers to threaten that
environment [8].
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As we know, UAV is controlled from remote sites, it gets
a control signals from CS it has to make communication
between its different entities (CS, other UAVs, Satellite,
GS) using different communication protocols (e.g. Mav link)
through a secure communication channel to make its operation
successful. These protocols also have some cyber vulner-
abilities [9]. The secure communication between different
nodes of the UAVs network is a challenging issue in the
UAV system. In [10] discusses that there are many civilians
drone with no authentication methods, insecure un-encrypted
communication channels, and GPS signals. These drones are
more vulnerable to cyber-attacks and that can cause unsuitable
condition in society that’s why there should be a solution
and countermeasures of these attacks. This research discusses
the flow of UAV first then security objectives, goals of UAV,
attacks and their counter measures.

II. MAJORS COMPONENTS OF UAV SYSTEM

Unmanned aerial vehicle system majorly contains three
main components include unmanned aerial vehicles, Ground
Control Station (CGS), and communication link which is
commonly used to perform communications between different
entities of the UAV system as shown in Figure 2. The Aerial
vehicles comprise different types of sensors such as gyroscope,
environment sensing sensors, GPS, etc. and actuators. CGS has
several computing systems with high processing power. These
systems are used for process and analyzing the data obtained
from Sensors of aerial vehicle’s [11].

A. Aerial Vehicle

The aerial vehicle is mainly comprised of the following
onboard components to communicate with external sensors
[12].

B. Base System

The base system performs basic processing for the UAV
system. The base system has an operating system of UAV.
This component implements the main control of UAV.

C. GPS Receiver

In advance, autopilot autonomous system GPS is used
for obtaining GPS signals from satellites to navigate the
autonomous system. GPS receiver gets a coordinate (latitude,
longitude from satellite through a secure communication link
[13].

D. Communication sensor

The communication sensor is responsible for making com-
munication in different nodes of the UAV system.

E. MEMS Gyroscope

The MEMS gyroscope is generally used for calculating
angular velocity which is used for measuring the position of
a drone’s main propose is to find the orientation of drones
relative to earth surfaces [14].

Fig. 2. UAV system Architecture

F. Power Supply

The power supply is used to give electric power to activate
various sensors. Mostly civil drones have dry cell batteries for
power supply.

G. Avionic Module

It converts received control command signals into system
command to operate engines, spoilers, and other hardware
components of UAV

H. Ground Control station

Ground control stations provide the facility to the adminis-
trator for controlling and monitoring UAV operations. GCS
receives sensing data from UAVs, analyzes and processes
the data. Operators perform analyzing and monitoring the
process of data through high computation machines and further
operation is performed based on analyzed data. As we know
the sensitive records are monitored and examine at GCS so,
it has highly vulnerable for cyber-attacks like key loggers,
viruses and other malicious contacts.In [15] author present a
threat model for analysis of major threat for smart devices in
Ground control station of UAV system.

I. Communication Link

Aerial vehicles obtained remotely controlled signals through
the communication link. In the UAV system, different Nodes
(CS, GCS, Satellites, and other UAVs in the system) communi-
cate with each other through the communication channel. UAV
also use communication link for sending and receiving data
from remotely storage devices [16]. Furthermore, the basic
network architecture of wireless communications in the UAV



Fig. 3. Taxonomy of attacks in UAV system

system and describe how can we make our communications
more effective and reliable [17].

III. TAXONOMY OF SECURITY THREATS AND TECHNIQUES
FOR MITIGATION

There are various security threats and challenges to each
component of the UAV system as shown in Figure 3.

A. GPS Spoofing Attack

A GPS spoofing attack is the most common attack in a
UAV System. GPS is a navigation system which gets signals
from the satellite to navigate the autopilot aerial vehicles. GPS
signals are broadcasted by a satellite through a communication
link which is majorly used for various military and civil
applications like autonomous cars and other aerial vehicles
for path navigation. Those GPS signals which are used by
military applications are commonly processed by some kind
of encryption techniques for preventing from unauthorized
access but on the other hand, the civil applications are used
unencrypted GPS signals the adversary can easily get accessed
to those unencrypted signals and these unencrypted signals
are vulnerable for cyber-attack such as GPS spoofing [18] by
using these signals adversary may create a disturbance in our
system for example by altering these signals adversary can
easily hijack or crash our UAV. In a GPS spoofing attack,
the attacker creates a disturbance in the GPS sensor and
satellite communication link and creates fake GPS signals
with high intensity as compared to the original. So, the GPS
sensor dropped the original GPS signals and get faked GPS
coordinates and these Fake coordinates are processed by an
actuator. In several studies [19], [20] shows to perform a
successful GPS spoofing attack to transmit fake GPS signals
to GPS receiver.

B. Defense techniques for GPS Spoofing

Serval solution exists to overcome a GPS spoofing attack
and different authors proposed different techniques to mitigate
the risk of this kind of cyber-attack. These techniques include
detection and jamming of noisy signals, using encryption
algorithms for authenticating signals, and machine learning
techniques for intrusion detection these techniques are dis-
cussed in [21]–[23]. All the GPS signals are scan from the
system environment, whereas the spoofing signals have high
intensity from originals then they can be captured by the
detection sensor and the jamming noise sensor [21]. It will
take action to jam those fake signals and mitigate the intensity
of fake signals. The major drawback of this technique is that
if the spoofing signals and original signals have the same
intensity the sensor can distinguish between fake and originals.
Various GPS signals can be easily spoofed because they are
unencrypted signals using suitable encryption techniques then
we need to protect our system from spoofing attacks. In [22]
uses the asymmetric cryptography approach was introduced to
aid in the detection of GPS spoofing attacks. In civil navigation
messages, there are the bits reserved and available for the
periodic signature that is used to sign the remaining broadcast
data. The signature and the source of the GPS signal will be
verified by the receiver.This problem can be solved through
machine learning techniques. [23] presented a supervised
based machine learning approach for the prevention of GPS
spoofing Attack. This method uses a multi-layer artificial
neural network to overcome that problem. In this technique,
they extract some features (doppler shift, signal to noise ratio,
satellite vehicle number, pseudo-range) from original GPS
signals and then they trained the ML algorithm by using these
specific features for the detection of fake packets of GPS
signals. In[24]the state estimation based solution suggested
for a GPS spoofing attack the presented algorithm detects
the spoofing attack location and also retrieves the original
GPS data.in [25] the author review about various defense
mechanism against GPS spoofing the method include signal
processing base techniques, encryption base techniques, drift
monitoring, and signal geometry-based techniques.

C. De-Authentication Attack

De-Authentication attacks target a communication link be-
tween two entities. In the UAV system, several nodes are
communicating with each other commonly through wireless
communication. Different nodes obtained wireless signals
from wireless access points. Wireless network access points
can be hacked by continuously sending de authenticating
requests [17]. These requests are consumed its memory due to
this memory exhausting access point cannot be accessible or
available for the clients. In a de-authentication attack attacker
target, a MAC address of a targeted device, and all the clients
which are connected with the specified target are disconnected.
De-Authentication attack is performed by sending disassociate
frames to a targeted device [18]. De-Authentication packets are
sent and the most efficient method to avoid this type of attack



is encryption which can be breakthrough by using brute force
techniques if the encryption key is not properly selected [19].

D. Defense Techniques for De-Authentication Attack

De-Authentication attack is vulnerable for the availability
of a UAV system. Various methods to overcome these types
of attacks [26]. One approach is using encryption. however,
a Wi-Fi protracted access protocol is used for communication
inefficient and secure approach. In cryptography, the effective
key size is a very important factor for encryption if the size
of the key will small then encryption can be break using a
brute force or cryptanalysis approaches. On the other hand, a
bigger key size may impact on system light weightiness and
processing speed. A hierarchical structure for key distribution
is proposed that provides highly effective methods for encryp-
tion [27]. Furthermore, the prevention of broadcast of Service
Set Identifier (SSID) to hide access point after establishing the
connections of all trusted devices [26].

E. Jamming Attack

In this attack, malicious packets are sent by the attacker
for creating a disturbance in communication between the
sender and receiver. This disturbance can create a denial of
service situation. In the UAV system, it acquires control signal
and GPS signals from remote sites to make its operations
successful. UAV can be under attack by jamming out control
signals or GPS signals, once control signals are jammed it
will isolate from the link-state. Normally drones are designed
to enable lost link protocol if they will discontent form the
control station for a specific period of time. iI this result, it will
follow a fail-safe autonomous procedure, it can be returned to
a base station. Although jamming is a key issue because of
the critical nature of the communication system of unmanned
aerial vehicles. This issue can drive our operations towards
failure. Recently Russia jams out American drones in Syria
[28]. This study addressed various methods for jamming out
UAV signals [29]. These studies show possible vulnerabilities
for jamming attacks in the UAV system [30][31][32].

F. Defense Techniques for Jamming Attack

An approach for the prevention from jamming the attack
is proposed using the sandbox hardware technique. In this
technique, the field-programmable gate array is used for mon-
itoring signals and isolation of the non-trusted component of
the UAV system[33]. One more study [34] shows a statistical
process control technique for detecting of Jamming attack,
it deploys exponentially weight moving technique on packet
inter-arrival feature for detection of anomalous change. This
study [35] shows a reinforcement learning approach to find
its path autonomously in the jamming situation of the UAV
system. One more approach to mitigation of jamming shows
in [36] by using antenna array, Special kind of antenna is
configured in UAV which detects jamming signals and through
the array beam In the direction of the jammer for stop jamming
signals.

G. Man in a middle Attack

Man in the middle attack can be performed from some
kilometers to take control of the UAV system. In a Man in
Middle (MIM) attack the communication link is interrupted to
gain control between the UAV and control center. The attacker
can interrupt or inject false control signals within the network
[37]. In the MIM attack, communication between the UAV and
the control station will be monitored and controlled through
unauthorized access in which the UAV and ground station both
have unaware of that. In 2016 this type of attack was occurred
in Australia [38]. Attackers exploit air traffic control frequency
and communicate with the pilot and control tower and sent a
false message of “GO Around” instead of land. In [39] shows
a MIM attack in the UAV network. MIM attack is performed
by using ”Remote AT command” which allows the user to
change internal parameters such as destination high (DH) and
destination low (DL) addresses and can easily route any traffic.
This allows the attacker to understand existing traffic, alter a
packet by meaningful information, and can inject new false
information in a UAV system. In [40] proposed a model to
mount a MIM attack at the Access point and its connected
devices by using WPA2 encryption. Devices are disconnected
from the original access point and automatically connected
with fake access points due to stronger fake wireless signals.
Victims connected with an attacker network and attacker can
easily monitor everything in a network.

H. Defense Techniques for Man in Middle Attack

A tree approach to mitigate the risk of MIM attack first is
on-board encryption for prevention from Remote AT command
[39]. The second approach using encryption at the hardware
level, where the hardware should not be sent data signals in
clear text form, and the third approach using encryption at the
application layer.

I. Key logger attack

Key loggers refer to keystroke logging, it’s a process of
monitoring keystrokes. They are initially used in different
organizations to monitor the unofficial activities of their em-
ployees. Key loggers can be software system or can found in
hardware chips, these chips are installed inside the keyboards
and send all records about keystrokes to a specific person
[41] Key loggers can be used by the adversary as a spy tool
for monitoring system screen and other processes. Nowadays,
the major issue about key loggers is most key loggers are
can’t be detected through the antiviruses system. In the UAV
system, data captured from UAV sensors are sent to the ground
control station, where data is monitored and analyzed through
high processing computer systems. Systems which is used
for monitoring and analyzing operations of UAV in a ground
control station are highly vulnerable for key logger attack. The
adversary can install key loggers in those Computer systems,
and can easily monitor all the actives performed in UAV
operations. In 2011 the incident [42] was found in Creech air
force base ground. They found the installation of a key logger
in the ground control station that causes leakage of privacy.



J. Defense Techniques for key Loggers Attack

Many solutions exist for the keylogging attack but two
approaches are commonly used for mitigation of key logger
attacks. Firstly, the on-screen virtual keyboard allows the user
to input through an on-screen virtual keyboard and the other
approach using effective antivirus software application which
can successfully detect key loggers in a system [43]. Another
approach is examining those software applications that can
access sensitive information before launching it [44]. A de-
fensive technique by mitigation at the OS level can beneficial
for all applications [45]. OS can reject accessing request of
untrusted applications for accessing sensitive information is
constantly warned a user, whenever an application uses a
sensitive information system to warn a user. User can decide
whether to put information or not, the major issue is user
normally ignore system warnings [46].

K. MESM gyroscope Attack

The MEMS gyroscope is generally used for calculating
angular velocity which is used for measuring a position of
a drone’s main purpose is to find the orientation of drones
relative to earth surfaces. The study [47] shows using the
gyroscope poster divergence problem of UAV can be solved
and also can detect real-time flight angle. Normally MEMS
gyroscope has high resonance frequency but discovered some
of the gyroscopes have its resonance in the band of audible
frequencies [48]. Due to this vulnerability, it can be attacked
by cyber-attack. [48] showed that drones can be crashed by
using intentional noise. In this study, they produce noise at the
resonance of the gyroscope to crash a vehicle.

L. Camera spoofing Attack

Many civilians drones are generally used for monitoring
or rendering some kinds of video streams or snaps, for this
purpose they have equipped with high definition cameras as
sensing sensors. These cameras capture a video or pictures
and send captured data to the control center through the
communication channel. In a camera sensor attack, the attacker
attacks the camera output by modifying a pixels value of a
sensor stream [50].

M. Defense Techniques for MEMS Camera Spoofing Attack

A solution based on monitoring a change in movement in
the camera is discussed in [50] that proposed a RANSAC algo-
rithm to overcome that situation the algorithm take randomly K
features and perform a hypothesis that samples then compare
the each of hypothesis with each of other features. Finally, the
algorithm selects a hypothesis of higher value for the frame.

N. Buffer Overflow Attack

Buffers are temporary data storage devices and are normally
used for holding small data. When more data is allocated in
a buffer from the system process, then extra data would be
overflow and data can be leaked for other buffers which can
damage or overwrite other buffer data [51]. UAV bundles of
buffers are placed for holding temporary signals and these

buffers can be vulnerable for cyber-attacks. In a UAV attacker,
increased data in buffer memory through some malicious
scripts and extra data will corrupt or hold some important
command instructions (e.g. trigging commands) as a result the
behavior of the UAV will be disturbed. Buffer overflow attack
is performed using JSON script with up to 1000 records in its
first field [52]. In the experiment, the attacker invaded system
statistics from the proc/stats directory and start increasing the
length of the first fiend of the JSON record from 926 to
until the UAV not crashed. Normally UAV crashed at 1000
characters.

O. Defense Techniques for Buffer Overflow Attack

These types of attacks can be defeated by input filtering
methods. Hooper et al. proposed an algorithm for input fil-
tering by determining the length of input characters we can
successfully mitigate this type of risk [52]. Another approach
to reducing this type of risk is the machine learning approach
to the intrusion detection system. Intrusion detection methods
are further categorized into two main approaches [53]–[56]
such as (1) Rule-based detection: based on comparing behavior
with some set of pre-defined rules. we can define a set of rules
according to the input capacity of the buffer (e.g. if the size of
the input character exceeds the specific value then block those
packets). (2) Bio-Inspired Detection technique: based on some
biological systems like game theory, support vector machine
(SVM), and multi-layered neural networks approach.

CONCLUSION AND FUTURE RESEARCH DIRECTIONS:
From the last decade, the increasing of cybersecurity issues

of UAV has taken the big attention of researchers. Numerous
techniques are proposed to mitigate these security risks. In
this review, we investigate some major attacks against each
UAV component and give an overview of possible defending
techniques that can be adopted for preventing these attacks but
there are bundles of security challenges and risks exist which
are needed to be addressed yet. As we know, for the navigation
process UAV process depends on GPS signals which are
coming from satellite’s and these signals can be jammed or
spoofed to fail UAV operation. So, we need to propose more
effective techniques which are less dependent on GPS and can
successfully complete their operation in jamming and spoofing
situation. Another challenging issue is to develop a highly
effective anomaly detection technique that has a higher true
positive and true negative detection rate. Moreover, we need
to develop highly secure communication protocols that ensure
our secure communication in the UAV system.
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