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Abstract— Nowadays healthcare is on the verge of significant 
changes. The problems caused by COVID-19 make healthcare 
reconsider the approaches used for communication between 
doctors and patients and control the quality of treatment in 
general. 

The purpose of the scientific work is to develop a design for 
a controlling mechanism of medical processes, which will allow 
planning and managing medical processes using information 
technologies. For greater control flexibility, it should be possible 
to flexibly change process configurations on purpose. 
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I. INTRODUCTION

In modern world, where technology is evolving very 
rapidly and is already an integral part of human life, most 
people lack the knowledge and practical experience to apply 
it correctly. As well as most systems have various technical 
and logical shortcomings, that is related to system complexity 
and can’t provide desired quality. However technical side of 
the problem is not the major one, many sectors including 
medicine are not ideally designed in order to improve their 
performance using information technologies [1]. 

COVID-19 spread shown real preparedness of countries’ 
medical departments for extraordinary situations and ability to 
work in standard mode for routine situations, providing 
options to avoid patient’s physical attendance and giving 
opportunity to communicate doctor at a distance using 
information technologies. Modern healthcare systems allow to 
get blood samples right at patient’s place, so patient have no 
need to leave it to get basic health examination that will reduce 
risk of infection in medicine facility and allows to take more 
patients during a day. However, when medical help and 
diagnostics can be provided remotely, security of all sensitive 
data must be considered in order to keep patient’s personal 
information safe and keep processing large data flow within 
telemedicine system. 

II. TELEMEDICINE

Telemedicine system is a system that allows patients and 
medicine specialists to remotely interact with each other using 
telecommunications and information technology [2]. The 
main advantage of telemedicine system is that both the patient 
and the doctor remain safe and there is no risk of being 
infected by different viruses [3]. For sure, it might be 
uncomfortable for both sides to use new communication 
approach as it limits set of actions that could be done during 
standard examination procedure and not all patients 
have 
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opportunity to use information technologies for many reasons. 
Despite the possible problems that come with telemedicine 
usage, everyone including patients and medical specialists 
will gain much more profit, especially those who have 
transportation problems for physical or economic reasons. 

For faster and more effective implementation and 
integration of telemedicine into healthcare, it is necessary to 
stick to step-by-step strategies and follow basic rules [4]: 

� Assessing the maturity of the medicine system, for
telemedicine module integration, where both the health
care information system and the readiness of the
internal regulation to introduce new services are
offered, as well as to identify the current shortcomings
of workflows.

� Identify organizational requirements, document
business needs and prioritize each need, as well as
identify technology requirements that meet the
organization's goals and needs.

� Optimize business and operational regimes by
restoring and adapting existing workflows, including
identifying services in the target area's healthcare
provider to expand telemedicine functionality.

� Set priorities and establish own roadmap to be able to
adapt independently and continuously to the
innovations arising from the rapid telemedicine
development.

Medical industry consists of various processes that are 
important for healthcare to fulfill all patient and medical staff 
needs. Using a unified cyber-physical information system, 
medical institutions would be provided with up-to-date 
information on new diseases, their treatment options, as well 
as analysis of existing patient information and forecasting 
patient’s health state, which would allow to prevent in time 
problems that may become irreversible in the future. In order 
to use cyber-physical information system for medical needs, 
medical processes must be analyzed first. One of the clearest 
examples of such a process is the technological process of 
disease prevention, which consists of the following stages: 

� Prevention phase - the purpose of the phase is to
prevent deceases. This process is usually done by the
patient himself, receiving all the necessary information 
from the doctor (allowed physical activity, proper diet
and information about possible diseases and risks).
Therefore, monitoring of patient state using



information system with monitoring device help can be 
used to track this stage. [5][6][7] 

� Discovery stage - one of the most important stages, on 
which all subsequent stages depend. The sooner a 
disease is detected, the better, because it is possible to 
prevent serious consequences with deteriorating 
health. For health monitoring purposes, it is necessary 
to hand over analyses and / or use POCT devices to be 
able to see the health picture at a given time. However, 
the results of the devices and analyses. However, in 
order to make a diagnosis, it is necessary to know the 
patient's state of well-being, that can be received using 
consultation and data received from devices and 
analyses results. [5][8] 

� Diagnosis stage – is stage when the diagnosis is made, 
as well as the stage of the disease is clarified. The 
results obtained at this stage affect the treatment phase, 
so it is very important to avoid errors during the 
diagnosis phase as it could lead to unpredictable 
results. According to statistics, the highest number of 
errors is at this stage, so it is necessary to adhere to the 
correct observance of technological processes. [9][10] 

� Treatment stage - a process based on all the results 
obtained in previous stages. In order to receive a 
positive result at this stage, the doctor needs to 
participate as much as possible in the process, using 
medical devices if necessary. 

� Surveillance stage - depends on the disease, as it is not 
always necessary to monitor patient after the end of the 
treatment stage. However, the process takes place only 
after the completion of the basic treatment process and 
is important to make sure that patient’s health 
condition has not worsened.  

III. CYBER-PHYSYCAL SYSTEMS IN MEDICINE 

A cyber-physical system is a concept of specialized 
computing systems consisting of a sensors, communication 
and control devices that interact with each other via Internet 
protocols. There are several benefits to using such a system, 
such as [11][12]: 

� Improving communication between doctors and 
patients. 

� Standardized work processes. 

� Quick access to medical data and documents in an 
electronic environment. 

� High level of quality. 

� Process automation. 

The efficient functioning of the medical system requires 
that cyber-physical systems in medicine perform the 
following tasks [13]: 

� Decide which medical data storage format to use so 
data could be used as quickly and efficiently as 
possible. 

� Determine what medical data is needed for storage, 
how and for what purposes it will be used. 

� Identify medical workflows that can be automated or 
that can potentially become part of a medical 
information system. 

� Provide standardized communication between 
devices. 

� Develop medical decision support systems, applying 
data mining to medical data processing, which will 
help medical professionals and researchers to gain new 
knowledge about treatment options. 

Like any other information system, cyber-physical system 
has its own integral components that are necessary for the 
proper functioning of the system: time, complexity, data 
validation and security. 

� Time - is an integral part of the system, as it is 
necessary to provide real-time information and its 
synchronization. One of the known technologies for 
time synchronization can be used in cyber-physical 
systems: Ethernet time accuracy protocol IEEE 1588, 
time trigger busses, wireless time synchronization 
protocols. One of the most popular information 
indexing tools is considered to be a time stamp, which 
is usually also used in the data acquisition processes of 
cyber-physical systems. Another possible option that 
can be used is time triggers, but only in cases where 
the system is not involved in security measures [14]. 

� Complexity is a characteristic that shows the difficulty 
of solving a data processing problem and is usually 
expressed in terms of consumed resources for that 
problem solving. In terms of complexity of the system, 
one can distinguish parameters by which system’s 
complexity can be determined - structure, dynamics, 
and organization. Structural complexity addresses 
issues that may arise within a system architecture. For 
example, a system may consist of several units, and the 
principles of interaction between these units may be 
difficult to understand. The level of dynamic 
complexity of a system depends on its functionality, so 
if it is difficult to predict the behaviour of the system, 
then such a system will be considered dynamically 
complex. Organizational complexity directly depends 
on the degree of differentiation between the various 
elements, which form a single system, which includes 
the structure of project development processes and also 
the organizational structure of the people who are 
working on the project [15][16]. 

� Data validation is an integral part of the development 
and integration of a cyber-physical system, which 
includes verification and validation processes. The 
following methods can be used for validation - 
modelling, testing, simulation. With the help of these 
methods it is possible to check whether the logic and 
behaviour of the cyber-physical system is correct and 
corresponds to the set goals and objectives. System 
testing is effective when it is divided into several 
subsystems and each of them is tested separately. The 
analysis of the results is performed only when each 
subsystem goes through the testing process, then 
testing can be started at the level of complexity 
[14][17]. 

� Security is the most important aspect of cyber-physical 
systems, which affects the reliability and 



confidentiality of the data transmitted, as well as the 
availability of the system during continuous 
communications. Due to the large amount of data and 
real-time data exchange, it is necessary to develop 
control and security algorithms together with the 
integration platform. The security of cyber-physical 
systems is divided into four main categories: 
confidentiality, availability, integrity, and maintenance 
[12][18][19]. 

IV. CYBER-PHYSICAL SYSTEM FOR THE CONTROL OF 

MEDICAL PROCESSES 

As was already mentioned, the main goal of the medical 
information system is to receive and process patient data as 
efficiently as possible, minimizing waiting time. 

To develop medical cyber-physical information system 
requirements must be specified first.  

TABLE I.  BASIC REQUIREMENTS FOR MEDICAL CYBER-PHYSICAL 

SYSTEMS  

Functional requirements Non-functional requirements 

User training environment Fast response time 

Patient user interface Real-time operation 

Medical staff user interface Damage tolerance 

Reading the patient's condition Security 

Remote consultation Confidentiality 

Information exchange using sensors Flexibility 

Big Data processing, data mining 
application 

Support for medical device 
standards and regulations 

 Integration support 

As a base for cyber-physical system with medical process 
control mechanism should be used centralized cyber-physical 
system architecture as all of it components and layers fit to 
described requirements. Described architecture is divided into 
four main layers [20]: 

� Physical layer – interacting with the patient by 
receiving information about the patient's condition 
from medical devices. 

� Communication layer – is responsible for data 
transmitting between physical layer and intelligent 
service layer using IoT hub in cloud, API for 
communication and also communicator that transmits 
data from medical devices to centralized information 
system. 

� Intelligent Service layer – is main centralized medical 
cyber-physical system layer as system core is based on 
it. It consists of multiple modules for various 
functionality implementation and provide all business 
logic processing for telemedicine and medical process 
control purposes. 

� Data Analysis layer – provides resources for risk 
assessment and prognoses based on patient’s health 
data and analysis results.  

V. USE OF THE CYBER-PHYSICAL INFORMATION SYSTEM FOR 

THE CONTROL OF MEDICAL TECHNOLOGICAL PROCESSES 

In medicine, the purpose of a cyber-physical information 
system is to improve the current state of patient’s health. A 

unified control system with the possibility to give trained 
specialists the opportunity to define and describe new medical 
technological processes can provide flexible and semi-
automatic control of medical processes, which will also allow 
assessing the professional activities of specialists and 
revealing shortcomings in treatment methodologies. 

Developing a system based on the cyber-physical system 
architecture described in previous chapter, the process control 
functionality should be developed as a separate module that 
will allow medical institutions to decide whether such 
functionality is necessary for full operation of the institution 
or not, checking if it is useful to use resources for medical staff 
training. 

A. Creating a medical process template 
In medicine, there is an opportunity to solve the problem 

with a number of descriptive technological processes, so the 
doctor would be able to choose a more appropriate method 
based on the data received from the patient. Medical 
technological processes are sequential and form a process, 
which is also could be the part of another technological 
process. In the medical process template, it is necessary to 
create dynamic technological processes that could be adapted 
to a specific stage, changing the criteria, event behaviour, 
workflow stage order.  

 

Fig. 1 Example of a process workflow template 

During template creation multiple aspects must be kept in 
mind: 

� Decomposition - by applying decomposition methods, 
it is possible to divide one process into several smaller 
processes, where each process will be responsible for 
a separate functionality. To provide efficient 
decomposition, it is necessary to set requirements for 
each sub-process, describing all process parameters, as 
well as all input and output data. If the technological 
process consists of several subsystems - stages, it can 
be developed by several specialists in parallel: each 
specialist creates a separate process stage according to 
a predefined and agreed plan (Fig. 1). 

� Medical professionals’ involvement - the system must 
be designed with the known process steps described 
first, so that each doctor does not describe the same 
process part several times. Also, when creating a new 
process, it is necessary to verify each process by 
several specialists, including healthcare and 
information technology experts. For the sake of system 
stability, existing processes can only be changed by 
creating an appropriate request, after which several 
specialists will check the necessity of changes, as well 
as validate other processes where this sub-process is 
already used, so that medical processes are not 
changed, especially if they are not supposed to.  

� Template parameters and their categories. In order to 
fully implement the stage and fully describe the 



operation of medical procedures, it is necessary to use 
several parameters: patient data recording, symptom 
recording, used medication recording, event 
processing, treatment methodology selection, analysis 
results reading, referrals automatic creation, process 
workflow change according to criteria. In order for the 
choice of parameters to be intuitive, the parameter 
categories must be divided into subcategories until the 
subcategory becomes self-sufficient and descriptive 
enough to contain the parameters. The selection of 
parameters can consist of several steps, because the 
description of symptoms can contain several 
parameters: 1) object, 2) object parameter, 3) object 
parameter states 4) state description.  

� Medical process template storage format - the main 
medical process is divided into stages/sub-processes, 
where each will be stored as a separate record in the 
database and is connected to the other processes using 
identifiers in relational database. However, it could be 
difficult to store all process related information to be 
stored in database, so saving process templates in xml 
format would allow to describe each process in a 
separate document and describing as many parameters 
as possible, which will reduce the complexity of the 
system and facilitate the review of process logic during 
the verification of processes and their components.  

� Use of a medical process template - when a patient 
comes to a medical institution with a problem, a 
specialist who works with the medical information 
system is involved to record patient’s first appearance. 
Then a new diagnostic process is created, which will 
contain information of patient’s examination and is 
switched to next process when enough data will be 
collected. Based on new information entered into the 
system, sub-processes may request additional data 
from the patient and information about the situation as 
a whole for further analysis. It is necessary to ensure 
that the process workflow could be changed during any 
process control to make it easier to adapt to real 
situation. Data Analysis  layer that was described in 
centralized cyber-physical information system 
architecture will be used for the analysis of process 
templates to assess all possible risk and propose 
alternative treatment methodology (Fig. 2).  

 

Fig. 2 Medical process control mechanism context 

Technological process is complex structure that includes 
multiple resource usage and multiple guideline and standard 
considering to process input data and make decision on its 
base (Fig. 3).  

 

Fig. 3 Technological process context 

Process template consists of four main elements, which are 
used for templates processing:  

� Process:  Main element that contains process 
description and workflow plan. 

� Function: Part of process that includes logic blocks 
that could be used in multiple processes. 

� Condition: Compares different parameters in order to 
make decision for next medical process steps. 

� Action: Executes predefined function from different 
categories (Read Treatment History, Manual Entry, 
Send notification, Read Parameter). 

VI. CONCLUSIONS AND FUTURE WORK 

Within the framework of the work, the current direction of 
telemedicine was studied, which will help to improve health 
care by providing possible and necessary consultations 
remotely, thus reducing the number of patients in medical 
institutions and, reducing the chances of getting ill during 
medical consultation. 

The data analysis  layer should be used as a separate 
information system, the main task of which is to be a central 
data warehouse, without having personal information of 
patients, with the aim to receive information about all 
processes and their problems and to be able to predict potential 
problems in active processes. Such a system must be 
connected as a separate module so that their functionality can 
be used by other medical information systems. 

Designed information system for medical process control 
offers medical process template usage, which will help reduce 
medical errors during patient treatment, and also provide high 
healthcare quality level. Process template usage could allow 
configure medical processes as detailed as possible with 
ability to add control mechanisms where it is necessary, and 
giving opportunity treatment to be analysed at any step of its 
process and change it dynamically according to medical 
standards. 

However, despite the advantages of such system usage 
there might be several problems related with human factor, 
and the fact that people are not used to use such systems and 
are not ready yet, so it requires to maintain training 
environment so specialists could learn continuously. In order 
to efficiently use process control mechanism, medical staff 
involvement level must be considered. 



Future work concerns deeper analysis of particular 
mechanisms and develop design of detailed control 
mechanism structures that would allow to start control 
mechanism prototype development. 
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