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Towards loT-based sustainable digital communities

Fangyu Li*, Hongyan Yang, Xuejin Gao, and Honggui Han

Abstract: Seeking continuous development, a modern community must also be able to adapt to future possible
challenges using constrained or limited resources. As a revolutionary communication paradigm, the Internet of Things
(loT) empowers the cutting-edge and emerging applications which enable manifold new intelligent services towards a
smart community. The sophisticated ecosystem of a digital community is made feasible by the loT infrastructure, which
also provides community control with access to a wealth of actual data. In addition, loT platforms empower the
ubiquitous computing ability, providing more potentials to the actuators in perception layer in the loT architecture.
With more and more population in the urban areas, sustainability issues have become a key factor to consider in the
development of a digital community. We give a modern survey in this study on the most recent developments in loT
for sustainable digital communities. After carefully examining the most recent literature, we specifically highlight the
various smart digital community application scenarios, such as smart buildings, energy management, green
transportation, trash management, etc. We also look into a number of major issues facing the use of loT technology in

digital communities. Furthermore, we discuss potential future applications and future research areas for loT, the critical

component of sustainable digital communities.
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1 Introduction

Interacting and communicating with the real world
“things” and establishing standard communication
protocols, Internet of Things (IoT) is a cutting-edge
paradigm  enabling  emerging communication
technologies and applications!!- 2. IoT systems are able
to flexibly adapt to changing environments, varying
user requirements, and everlasting technical and
infrastructure innovations. Based on the efficient
(M2M)

interactions among IoT units, the operations of smart

machine-to-machine communications and

city and community agents as well as the quality of
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to the
autonomous and ubiquitous smart object networksB],

human lives can be improved. Thanks
the entire city and community information system,
from the perceptual level and communication support
structure to the internet integration of relevant
networks and applications, can be included in an IoT
framework. Therefore, such a transformational and
intelligent community management paradigm can be
constructed based on IoT systems. It is not an
overstatement that there will be no smart communities
without 10T, as IoT has been beneficial to smart cities
and smart communities via numerous real applications[*]
and the IoT-based smart cities[?- 5. For example, smart
surveillance camera deployment has been widely
employed for a variety of applications in urban areas.
No need to mention that other smart community related
domains are also being more and more involved with
the IoT paradigm, such as smart sensingl®), advanced
metering infrastructure (AMI)[7], edge computing(®],
human behavior modelingl®], sensor networks!0. 111,

subsurface civil infrastructure monitoring(!!. 121 self-
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powered wearable devices!!3], and so on.

Sustainable community has drawn worldwide
attentions, such as the low-carbon economy proposal in
the “ Energy White Paper” proposed by the British
government(!4,  the Japanese smart
motivation(!3], and the Chiang Mai World Green

Cityl1®], Sustainable community is a comprehensive

community

and complex concept related to environmental issues
and society development. The balance between energy
and resource consumption and user comfort should be

reached![!7].

services, as well as control technologies supported by

Low-carbon communities, high-quality

modern information and communication technologies
(ICT) construct the research goals covered by this
survey, which are related to smart energy management,
smart building, smart waste management, green
transportation, etc., as shown in Fig. 1.

The primary concerns about the sustainability mainly
come from the energy and resources. Energy
generation, especially renewable energy resource, has
been more and more integrated into the smart grids!!8: 191,
[IoT empowered smart grids are typically network
connected and controllable entities. Thus, not only the
low carbon goal can be achieved, smart grids can also
reliably sustain the necessary energy services to meet
the local demand even when power outage events
occur(20l. As building is an important type of the main
resource consumers in the modern city, loT-based
intelligent building energy optimization methods have
been proposed to improve the energy efficiency for
smart community energy management(2'l. To improve
also under

the sustainability, transportation is

consideration because transportation systems consume

Sustainable digital community

Energy Waste

» Renewable energy source « Solid waste management
» Smart grid » Wastewater management
* Smart management * Smart meter

Building Transportation

» Green « Electric vehicle

* Intelligent * Railway

* Energy efficient * Route planning

Fig.1 Four main components of sustainable digital
community in this survey: energy, waste, building, and
transportation.
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energies and omit wastes at the same time. Green
transport is generally IoT-based and an important kind
of environmentally friendly technology, including
intelligent transportation systems (ITS)[22l, electric
vehiclesl?723], and so on. Waste management is
another important topic in the modern city and
community, which can be more sustainable with the
help of IoT. The amount of generated waste can be
enormous, like hundreds of million tons per year,
including not only the solid waste but also the
wastewater. [oT systems can improve the reuse and
recycling rates of the wastes, and reduce the energy
and material usages in the collection and processing
procedures.

Conventionally, a smart community is only
considered as a system consisting of a set of smart
homes, which are analyzed for better electricity or
water bill plannings!2°]. Here, we have a bigger picture
(shown in Fig. 2) of the community concept, which not
only includes smart buildings but also transportation,
waste management, and energy management systems.
Need to mention, since this survey mainly focuses the
sustainability of the digital community as a whole,
other 10T related areas are not explicitly discussed. For
example, the individual sustainability of human beings
is not the scope of this study. Although IoT-based
smart healthcare applications depend on smart and
connected medical devices as well as wearable
technology to realize health monitoring to improve the
human well-being(27-32], they are not discussed here.
Additionally, certain small-scale IoT applications,
including the smart home, which consists of IoT
fixtures and appliances that function in a domestic
setting(33], are not discussed as well. In addition,
although the IoT applications in digital communities
also face open challenges, such as the limitations of
[oT  systems in security and multivendor
interoperability, the overall expectation of loT-based
digital community is still positive or encouraging.

The remainder of this survey paper is organized as
follows. First, the general infrastructure of IoT and the
benefits brought from IoT for the sustainable digital
community are briefly introduced (Section 2). In

Section 3, the main components of the IoT supported
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Fig.2 IoT-based sustainable digital community which includes smart energy management, smart building, smart waste

management, and smart transportation.

sustainable digital community: smart energy, smart

building, smart transportation, and smart waste
management are discussed about how IoT plays an
undeniable role in them. Future research opportunities
in terms of loT platforms are pointed out in Section 4.
In the end, a conclusion section is enclosed in
Section 5. Note that the list of frequently used

acronyms is shown in Table 1.

2 Internet of Things infrastructure

The proliferation of smart sensing, edge/pervasive
flexible

communication protocols, fog/cloud computing, data

computing, global positioning services,
storage, maintenance technique, sensor networks, and
so on, has promoted the IoT development. 10T is the
result of the Internet’s evolution to a certain extent. It is
built on sensing, control, and computing technologies,
which enable complete interconnection of objects and
of people and objects. IoT overcomes information
transmission’s constraints and emphasizes the qualities
of intelligence and service. IoT can provide real-time
controls, alerts, scheduling and plans, as well as display
services. loT-based solutions are anticipated to be low-

cost, high-energy-efficiency, high-quality-of-service

(QoS), larger scale coverage, more adaptable, high-
security and private, and hyper deployments. Typically,
IoT systems share a similar infrastructurel®4, including
sensor and actuator, data acquisition, edge computing,
and data center/cloud.

Sensors gather environmental data and transform it
into valuable information. Actuators and controllers
change the environment to produce data, which they
subsequently communicate to the gateways. The data
gathering and conversion processes are handled by data
acquisition systems (DAS). The DAS establishes a
connection with the sensor network, computes the
outputs, and carries out the conversions. The combined
and digitalized data are delivered to the wired and
wireless Internet gateway and over Bluetooth, ZigBee,
Wi-Fi, wired LANs, LoRa/LoRaWAN, celluar, or the
InternetB3]. To maintain security and prevent resource
waste, the data are transmitted to edge IT, where they
are secured before being sent to a data center, web
server, or cloud. The data center or cloud is required
for the data that require more processing or feedback
since it is more powerful and can manage, analyze, and
protect the data. In addition, nowadays the mobile
APPs are becoming a more and more popular kind of
the terminal option.
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Table 1 List of acronyms used in this survey.

Acronym Definition
Al Artificial intelligence
AMI Advanced metering infrastructure
API Application programming interface
APP Application
BASN Body area sensor network
CPS Cyber-physical system
DAS Data acquisition system
DCS Distributed control system
DER Distributed energy resource
EPC Electronic product code
EV Electric vehicle
ICT Information and communication technology
IoT Internet of Things
ITS Intelligent transportation system
LAN Local area network
LPWAN Low-power wide-area network
M2M Machine to machine
MES Manufacturing execution system
MMO Massively multiplayer online
MVNO Mobile virtual network operator
OID Object identifier
OSN Online social network
PLC Programmable logic controller
P2p Peer to peer
PV Photovoltaic
QoS Quality of service
QR code Quick response code
RFID Radio frequency identification
RSU Road side unit
SCADA Supervisory control and data acquisition
SG Smart grid
SWM Solid waste management
UID Unique identifier
WMN Wireless mesh network
WSN Wireless sensor network

Besides the typical IoT architecture, attentions
should be paid to the IoT-based platforms which are
used in practice. Elements of an IoT platform can be
divided into
features, technologies, infrastructural components, and

the following categories: essential

applications. The above mentioned essential IoT
features are implemented based on communication,
system, interaction, and sensing technologies, such as
M2M, mobile virtual network operator (MVNO),
massively multiplayer online (MMO), body area sensor
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networks (BASNSs), wireless sensor network (WSN),
distributed control systems (DCSs), and so on. IoT
platforms can be used in the diverse applications, such
as transportation, home, retail, healthcare, safety,
consumer, food, logistics, etc. The design of an IoT
platform needs full considerations of the above
elements and factors for a specific scenario, which is
the sustainable digital community component in our
study.

3 Sustainable community components

Based on IoT, we describe the key components in the
sustainable digital community in this section, which
include smart smart

energy, smart building,

transportation, and smart waste management. In
general, these components are supported and enhanced
by the IoT systems, if not motivated at the first time.
Without IoT platforms and the most recent ICTs, it is
not possible to maintain the sustainable operations of

the communities with an increasing population density.
3.1 Smart energy management

Energy is the most important factor regarding the
normal operations of the modern city and community.
Without energy, especially electricity, there is no way
to keep the basic functionality running as designed. A
smart grid is an electrical grid which includes a variety
of AMI-based operation and energy measures, smart
distribution boards, smart circuit breakers, energy
efficient resources, and more local control units[3],
Thanks to the distributed nature and self energy
generation capability, smart grids support the resilience
of the power system and lessen the effects of power
outages, which improves the sustainability of the
energy supply. DERs, loads, and power distribution
equipment can all be measured, controlled, and
actuated by a wide range of network devices that are
part of the smart grid architecture, which was
developed by CPS and IoT. Several typical smart grid
characteristics are shown in Fig. 3, where the
monitoring and control system interacts locally with
nearby devices over a local area network, and
wide-area  network, it

externally, across a

communicates with its corporate network or power
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Fig. 3 Characteristics of a smart grid which include energy
production, market, transmission grid, distribution network,
and the participating customers (modified from
Wikipedial37l).

distribution systems. Smart grids provide decentralized
energy services, ignoring boundaries with many small
and flexible power producers. The monitoring and
control of smart grids can be complicated since they
can be viewed as an integrated power and energy
system comprising DERs, loads, and distribution
automation devices[*8].

Smart grid is evolving into a more cooperative,
highly intelligent, and adaptive power system as a
result of the enormous improvement in AMI, big data,
IoT, and Al. Accurately predicting the energy demand
for a period of time in the future can provide strong
support for many tasks, such as power grid scheduling,
maintenance planning, stability analysis, new energy

consumption analysis, and so on. When it refers to the
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operation, management, and planning of smart grids,
the prediction of energy demand by end users as well
as the energy generated by these green energy
resources is becoming an increasingly important
factor(3°].

Due to the unpredictable and uncertain nature of
everyday use, predicting the user’s power profile is
challenging. Energy management and operation of
smart grids are exceedingly difficult and complicated
due to the distributed deployment of DERs and the
effects of dynamic pricing strategies on user power
consumption behavior. On one hand, the intermittent
nature of DERs makes it challenging to anticipate with
accuracy how much electricity will be produced by
these energy resources. The end user’s energy needs,
on the other hand, are variable and alter hourly, daily,
monthly, and seasonally.

Recently, statistical models built using machine
learning approaches for time-series analysis and in
particular power load forecasting have received a lot of
attention. Such an instance is the energy management
in a smart community’s short-term power load
forecasts utilizing machine learning algorithms[39- 401,
The deep learning model has strong adaptive ability,
flexible nonlinear modeling ability, and massive
learning. Machine learning is an effective method to
solve complex nonlinear systems and obtain accurate
short-term power load forecasting results.

Wind energy is also a kind of smart energy with
utilization value. There are large reserves of wind
energy resources. However, wind energy is not
available for all the communities. For those cities with
available wind energy resources, through power system
planning and operation scheduling, a large number of
applications can be developed. The effective
combination of wind energy and energy supply can

help the development of smart green energy.
3.2 Smart building

With the IoT development, a few of the subsystems
include interaction with building maintenance services,
life safety, telecommunications, user systems, object
management systems, and building automation that
make up today’s

buildings into sophisticated

intellectual systems. Modern smart buildings can be
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regarded as intelligent, green, and energy-efficient
thanks to ICTs.
differences between the traditional buildings and smart

cutting-edge There are great
buildings in terms of the sustainability impact on the
communities. Water and energy usage can be reduced
by up to 30% and 40%, respectively, in smart
buildings. Building maintenance expenses may also be
reduced by 10% to 30% in these structures!2ll. The
adaptive energy management concept for low-carbon
communities is largely considered in terms of its
architecture and energy costs. For example, multi-
objective energy optimization has been implemented to
achieve the intelligent energy consumption
management in smart buildingsi!l. In general, the
purpose to implement a smart building is to maximize
the use of local and sustainable energy sources, reduce
emissions, and minimize their impact on the
environment.

To fully utilize the possibilities of a smart building
and maximize the general performance of a building
using predictive analytics, a comprehensive analysis of
big data is necessary. Due to the presence of
sophisticated IoT infrastructure, many features such as
temperature, light, energy consumption, or security can
be handled and regulated separately or with the least
amount of human participation. It is shown in Fig. 4
that the smart building infrastructure is a complex
hierarchical system,

including sensors measuring

building status, smart devices, transport network, IoT

~

loT sensors
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service platform, cloud service, and the Internet. The
hardware components build the foundations of the
smart building, while the smart IoT services enable the

intelligent functions.
3.3 Smart transportation

Transportation system has a strong connection with the
energy consumption and air pollution emissions, which
are both related to the sustainability of the digital
communities. One of the most significant and
persistent issues in transportation is energy usagel*2l. In
addition to energy use, transport is responsible for 26%
of the world’s carbon dioxide (CO,) emissions. Finding
more environmentally friendly transportation options is
CO,,
monoxide (CO), nitrogen oxides (NO,), nitrous oxide
(N20), sulfur oxides (SO,), fine particulates (PMI10,

PM2.5), and others are the principal air pollutants

therefore more crucial than ever. carbon

produced by petroleum-powered vehicle tailpipes3].
In order to achieve optimal energy dispatch in low-
carbon communities, smart and green mobility must be
taken into account as controlled loads due to the global
energy crisis and environmental concerns[4+ 4],
Therefore, two main goals of the smart transportation
in our study include making the transportation energy
use more efficient and reducing the air pollution[#6l,
The two key components of smart transportation in a
smart community are autonomous vehicles and smart
traffic control management. Among other things, the

IoT sensors installed in the vehicles can be used to

Long/short range
High/low bandwidth

loT service platform

Fig. 4 IoT-based smart building infrastructure, including sensors, transport network, cloud, and IoT services.
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track battery life, detect weather conditions, and
provide directions, such as securityl?*231, The IoT-
based
demonstrated in Fig. 5. Besides the sensors installed on

smart transportation system is  briefly
the transportation tools, such as electric vehicles,
buses, electric motors, subways, and bicycles, the IoT
sensors are also used in the charging stations and the
traffic flow control systems. Furthermore, to maintain
the large-scale smart transportation system, it is
wired and wireless

necessary to utilize the

communication technologies, such as
telecommunications, and the cloud services. Thus,
there is a plenty additional room for development to
enhance sustainability, safety, and efficiency.

In order to make educated judgments in a safe and
effective environment, smart traffic control ultimately
aims to create a system that enables all vehicles, traffic
signs, and control bases to communicate data with one
another. Smart traffic control systems guide vehicles to
avoid congestion through traffic signs and feed back
vehicle travel information to the control base at the
same time. The control base timely adjusts traffic signs
based on road condition information and directs traffic.
Large-scale data interchange is necessary for smart
transportation. The capacity to predict the control flow
based on traffic data is crucial in the field of smart
traffic control. The traffic flow data can be collected
not only through the surveillance cameras along the
roads but also the GPS positioning information of the
vehicles.

Green transportation

‘ “ 0’
@ ’.‘.‘
Telecommunication »v {(}
et e
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/ 8

Charging station
Traffic flow control

Fig.5 Smart transportation system built on smart sensors
and IoT-based public transportation networks.
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Smart roads and traffic signs are equally crucial. The
traffic signs and other road infrastructure may make
decisions based on the traffic data gathered from the
vehicles and the cameras that monitor all of the roads
and intersections. Real-time data on the start,
destination, and traffic flow will be all gathered, and
based on the calculations that need to be done on them,
the proper decisions will be sent to each component of
the smart transportation system. Therefore, the traffic
efficiency can be improved, leading to the reduction of
energy consumption and the air pollution.

The driverless or autonomous vehicles of the future,
which do not require people to make judgments, will
play a significant role in transportation. The necessary
data will be shared throughout all components of the
smart transportation systems, and after conducting the
proper analysis, the right decisions will be taken. IoT
platforms can connect large-scale devices to the
network for data transmission services and have high
reliability for data communication and transmission. As
a result, IoT-based solutions would gain popularity.

3.4 Smart waste management

In the digital community, waste management is a
crucial component of an environmental management
system. New sustainability and recycling targets are
being established as a result of growing populations
and shifting regulatory constraints. We produce a
staggering amount of rubbish: in 2017, 267.8 million
tons were estimated to have been produced, which not
only consumes the resources but also affects the
community’s sustainability. Waste management has
received widespread attentions. For example, a long-
term waste management plan with elements of the
circular economy and zero waste was authorized by the
City of Torontol*7]. And the municipal solid waste
recycling rate is set to be 70% by 2022[43],

IoT offers a significant opportunity to decrease trash,
lower the operational costs of waste management
enterprises, and enhance the level of service provided
to citizens and businesses. In general, smart waste
management has two main components: solid waste
management and wastewater management, as shown in

Fig. 6. IoT applications in smart waste management
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Fig. 6 IoT-based smart waste management infrastructure for solid waste and wastewater.

help our waste practices be more sustainable, therefore
the whole community will be more sustainable.

(1) Smart solid waste management

The following is a summary of the solid waste
management principles: “reduce”, “reuse” , and
“recycle” (3R), which are practical and effective to
establish sustainabilityl*?]. Leaner operations and better
service delivery are the main aims of IoT applications
in solid waste management. Urban operations are being
managed by a growing network of interconnected
autonomous systems, which is also reducing carbon
emissions and increasing citizen experiences.

As an example of solid waste management,
optimizing garbage collection can be improved by IoT
solutions as a service for smart cities*%l, as shown in
the left part of Fig. 6. Data from numerous sensors and
information systems are gathered and processed by the
waste management system to provide important
information about the degree of container filling, road
congestion, and garbage truck location. Smart garbage
bins with sensors can gather data on fill level,
temperature, location, or any other types of information
that the sanitation service deems helpfull®=331. The
collected data are then transferred to the cloud, where
various waste management companies can access it,
analyze it, and make predictions. The container can

display information about the waste level or ongoing

collection. The garbage truck will then only collect full
or overdue containers, prompting the optimization of
Clearly, IoT
contributes to continuously improved, sustainable, and

garbage truck routes. essentially
cost-effective waste administration>4].

(2) Smart wastewater management systems

Water scarcity and water environment deteriorating
become more and more serious issues in cities due to
the fast urban growing population, which is projected
to be 68% of the whole population and 6.3 billion in
2050, in the urbanization processl®>l. The reuse of
recycled water contributes to the decrease of the water
scarcityl5®]. As a result, wastewater treatment for both
urban and industrial waste has become critical for
smart cities, as shown in the right part of Fig. 6.

Smart wastewater management systems fulfil the
requirements for freshwater in smart cities by using
IoT sensors to detect and prevent combined sewage
overflows and substances in wastewater. To monitor
wastewater treatment process (WWTP), various types
of sensors are involved, as wastewater contains
dissolved organic and inorganic substances, as well as
toxic elements, such as cadmium (Cd), zinc (Zn),
copper (Cu), chromium (Cr), arsenic (As), mercury
(Hg), lead (Pb), etc.[57) Smart sensing system includes
pH sensor, temperature sensor, dissolved oxygen

sensor, flow s€nsor, photo seénsor, pressurc sensor, gas
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sensor, chlorine sensor, water quality sensor, and so on.

Supervisory control and data acquisition (SCADA)
systems can be used to describe current wastewater
management systems, implement the water wastage
reduction, prevent combined sewage overflows
(CSOs), trace chemical detection, and indicate the
necessity of leaky pipe replacement. However,
SCADA systems have a number of drawbacks,
including difficult installation and maintenance
problems, increased prices, and difficulties with data
analytics. The installation and maintenance difficulties
can be solved by the development of IoT paradigm[58l.
Al can then assist in data analysis to discover patterns
for monitoring WWTPs and water pipelines. Water
utilities may be able to improve the management and
treatment of wastewater across facilities with the aid of
IoT-enabled sensors and Al-driven big data analytics in
smart wastewater systems. Through big data analysis,
the wastewater treatment plant can quickly detect the
abnormal conditions in the treatment process, adjust
the operation content in time, and ensure the treatment
effect. For example, by identifying sludge bulking fault
variables, it is possible to identify whether sludge

bulking occurs and solve it in time.

4 Future research opportunities

As a novel prototype, IoT has rapidly gained ground in
the scenario of modern wireless communications and
been applied in digital community applications.
Besides the general research opportunities for IoT
systems, such as the Al, distributed optimization,
transmission efficiency, etc., future research prospects
could include a number of unresolved difficult

problems and fresh research trajectories.
4.1 Security

The concept of security is one difficult topic that
currently tops the list of issues facing the digital world
and will garner a lot of attention in the upcoming
yearsP% 601 | JoT-based infrastructure in the digital
community makes cyberattacks a risky possibility. For
example, smart homel33] and smart transportation(¢!]
have shown vulnerabilities. In order to assess their

customers’ daily routines, smart device makers, for
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instance, gather data about their customers. As a result,
the data collected by smart IoT devices may present a
difficulty for data
transmission(®2], Data from IoT applications must be
theft and
confidential. For example, the intersection between the

privacy  during internet

protected from tampering and stay
IoT and blockchain technologies has emerged, which
provides a kind of secure solutionsl®!: 63. 64 Although
device-to-device communication has improved, there
are still problems with scalability, availability, and
response time. So, providing the secured environment
is an important challenge in practical sustainable digital
community implementation. Many security solutions,
such as data-driven approaches using machine learning
and deep learning solutions, have been developed for
the existing systems and become more and more
common in IoT security applications!!?- 63 661, Tn order
smart

to ensure security and privacy in the

communities, a general IoT security architecture
typically relies on trusted third party authentication,
which has other recognized problems. For example, the
security standard scenario is not targeted enough, and
there is a lack of a unified standard IoT security
protocol. The recognized problems may result in a

single point of failurel64],
4.2 Lack of common standard

The IoT platforms for devising applications and
various smart devices have different origins. There are
so many different manufacturers in the industry
producing the IoT components. Therefore, we are
difficulty
interoperability(67-68] | The

of multivendor
actual
mutual. On one hand, every component of the whole

facing an obvious

requirement is

IoT architecture requires the organized and formatted
data from other components to effectively extract the
target information. On the other hand, the generated
data or results from one component should also be able
to be used for the following processing and analysis
Otherwise, the data traffic
components cannot be fully utilized or analyzed at all.

steps. among IoT
Therefore, the manufacturers and vendors need to
provide data format instructions to ensure that their
data can be used. However, as a consequence,

currently, there are too many IoT device and
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manufacturing industry standards. This is another
challenge of the multivendor interoperability that IoT
management platform needs to deal with. First, due to
the varied standards, it is challenging to discern
between devices linked to IoT systems that are
approved and those that are not. Second, the latency of
the IoT systems should be as small as possible, while
the large amount of standards lower the IoT
transmission efficiency. Thus, common standard and
multivendor interoperability should be research focuses

in the future real world digital community applications.

4.3 Network capacity

Thanks to the increasing wide usage of [oT devices, the
data and information transmitted over the network are
spiking every day. In order to deal with the increasing
traffic among IoT devices, there is a great need to
increase network capacity. So it is observable that
different network technologies are emerging one by
one. Narrowband IoT (NB-IoT) is a radio technology
for low-power wide-area networks (LPWAN)[®], while
the sixth generation standard (6G) currently under
development for wireless communications technologies
is based on satellites for larger areas with broadband
services!’0. 711, Besides, another difficulty is storing the
vast amounts of data on cloud servers for analysis and
subsequent final storage. Therefore, improving the
cloud services in terms of network speed and enlarging
the database capacity also belong to the network
capacity enhancement, which require research and
engineering advancements. In addition, there is another
possible way to increase the network capacity without
large scale hardware replacement. It is possible to
deploy the adaptive network planning or control
strategies lower the peak network usage while
maintaining the whole IoT system working on purpose.

5 Conclusion

We have provided a survey of a smart, loT-based,
sustainable digital community in this article. We began
our investigation with some background information,
including brief overviews of IoT technology, smart
building, smart energy management, smart
transportation, and smart waste management. The

difficulties of IoT and the viability of the digital
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community have also been covered. Then, in terms of
application scenarios and functionality, we have carried
out a systematic and thorough analysis on the IoT
paradigm in sustainable digital community. Finally, we
have made an effort to briefly discuss potential
directions for future research in this area. In
conclusion, it is anticipated that IoT technology will
considerably advance the digital community and
empower the sustainability in terms of environment
friendly and energy efficient development. We hope
this survey paper can help forward the research

community to a sustainable community.

Acknowledgment

This work was supported by the National Key
Research  and  Development  Project  (No.
2018YFC1900800-5), National Science Foundation of
China (Nos. 61890930-5, 61903010, 62021003, and
62125301), Beijing Outstanding Young Scientist
Program (No. BJJWZYJH01201910005020), Beijing
Natural Science Foundation (No. KZ202110005009),
and CAAI-Huawei MindSpore Open Fund (No.
CAAIXSILJJ-2021-017A).

References

[1] K. Ashton, That “internet of things” thing, RFID Journal,
vol. 22, no. 7, pp. 97-114, 2009.

[21 M. A. Bouras, F. Farha, and H. Ning, Convergence of
computing, communication, and caching in internet of
things, Intelligent and Converged Networks, vol. 1, no. 1,
pp. 18-36, 2020.

[3] J. Jin, J. Gubbi, S. Marusic, and M. Palaniswami, An
information framework for creating a smart city through
internet of things, /IEEE Internet of Things Journal, vol. 1,
no. 2, pp. 112-121, 2014.

[4] T.-H. Kim, C. Ramos, and S. Mohammed, Smart city and
10T, Future Generation Computer Systems, vol. 76,
pp. 159-162, 2017.

[51 A. Zanella, N. Bui, A. Castellani, L. Vangelista, and M.
Zorzi, Internet of things for smart cities, /[EEE Internet of
Things Journal, vol. 1, no. 1, pp. 22-32, 2014.

[6] M. Valero, F. Li, L. Zhao, C. Zhang, J. Garrido, and Z.
Han, Vibration sensing-based human and infrastructure
safety/health monitoring: A survey, Digital Signal
Processing, vol. 114, p. 103037, 2021.

[71 F.Li, R. Xie, B. Yang, L. Guo, P. Ma, J. Shi, J. Ye, and
W. Song, Detection and identification of cyber and
physical attacks on distribution power grids with PVs: An



200

(8]

(9]

[10]

(1]

(12]

[13]

[14]

[15]

[16]

[17]

[18]

(19]

online high-dimensional data-driven approach, /IEEE
Journal of Emerging and Selected Topics in Power
Electronics, vol. 10, no. 1, pp. 1282-1291, 2022.

L. Zhao, F. Li, and M. Valero, Hybrid decentralized data
analytics in edge-computing empowered IoT networks,
IEEE  Internet of Things
pp. 7706-7716, 2021.

D. Wang, F. Li, and K. Liu, Modeling and monitoring of a
multivariate spatio-temporal network system, /ISE
Transactions, doi: 10.1080/24725854.2021.1973157.

W. Song, F. Li, M. Valero, and L. Zhao, Toward creating
subsurface camera, Sensors, vol. 19, no. 2, p. 301, 2019.

F. Li, M. Valero, Y. Cheng, T. Bai, and W. Song,
Distributed sensor networks based shallow subsurface

Journal, vol.8, mno.9,

imaging and infrastructure monitoring, /EEE Transactions
on Signal and Information Processing over Networks,
vol. 6, pp. 241-250, 2020.

M. Valero, F. Li, W. Song, and X. Li, Imaging subsurface
civil infrastructure with smart seismic network, in Proc.
2018 IEEE 37" International Performance Computing
and Communications Conference (IPCCC), Orlando, FL,
USA, 2018, pp. 1-8.

J. Li, C. Wu, I. Dharmasena, X. Ni, Z. Wang, H. Shen, S.
-L. Huang, and W. Ding, Triboelectric nanogenerators
enabled internet of things: A survey, Intelligent and
Converged Networks, vol. 1, no. 2, pp. 115-141, 2020.

L. Priori, E. Spa, and L. Salvaderi, Limiting the
greenhouses gases: A possible Italian strategy in the
European framework, 2003 IEEE Power
Engineering Society General Meeting ( IEEE Cat. No.
03CH37491), Toronto, Canada, 2003, pp. 2000-2003.

W. Gao, L. Fan, Y. Ushifusa, Q. Gu, and J. Ren,
Possibility and challenge of smart community in Japan,
vol. 216,

in Proc.

Procedia—Social and Behavioral Sciences,
pp. 109-118, 2016.

W. Setthapun, S. Srikaew, J. Rakwichian, N. Tantranont,
W. Rakwichian, and R. Singh, The integration and
transition to a DC based community: A case study of the
smart community in Chiang Mai world green city, in Proc.
2015 IEEE First International Conference on DC
Microgrids ICDCM ), Atlanta, GA, USA, 2015, pp.
205-209.

B. Omarov and A. Altayeva, Towards intelligent IoT
smart city platform based on OneM2M guideline: Smart
grid case study, in Proc. 2018 IEEE International
Conference on Big Data and Smart Computing
(BigComp), Shanghai, China, 2018, pp. 701-704.

H. Zheng, M. Song, and Z. Shen, The evolution of
renewable energy and its impact on carbon reduction in
China, Energy, vol. 237, p. 121639, 2021.

F. Li, Q. Li, J. Zhang, J. Kou, J. Ye, W. Song, and H. A.
Mantooth, Detection and diagnosis of data integrity
attacks in solar farms based on multilayer long short-term

Intelligent and Converged Networks, 2022, 3(2): 190—203

[20]

(21]

(22]

(23]

(24]

[25]

[26]

(27]

(28]

[29]

[30]

[31]

memory network, [EEE Transactions on Power
Electronics, vol. 36, no. 3, pp. 2495-2498, 2021.

S. M. Amin and A. M. Giacomoni, Smart grid, safe grid,
IEEE Power and Energy Magazine, vol. 10, no. 1,
pp- 33-40, 2011.

D. Minoli, K. Sohraby, and B. Occhiogrosso, IoT
considerations, requirements, and architectures for smart
buildings—energy optimization and next-generation
building management systems, /[EEE Internet of Things
Journal, vol. 4, no. 1, pp. 269-283, 2017.

G. Dimitrakopoulos and P. Demestichas, Intelligent
transportation systems, [EEE Vehicular Technology
Magazine, vol. 5, no. 1, pp. 77-84, 2010.

K. Mase, Information and communication technology and
electric vehicles—paving the way towards a smart
community, [EICE Transactions on Communications,
vol. 95, no. 6, pp. 1902-1910, 2012.

L. Guo, B. Yang, J. Ye, H. Chen, F. Li, W. Song, L. Du,
and L. Guan, Systematic assessment of cyber-physical
security of energy management system for connected and
automated electric vehicles, [EEE Transactions on
Industrial Informatics, vol. 17, no.5, pp.3335-3347,
2021.

J. Ye, L. Guo, B. Yang, F. Li, L. Du, L. Guan, and W.
Song, Cyber—physical security of powertrain systems in
modern electric vehicles: Vulnerabilities, challenges, and
future visions, IEEE Journal of Emerging and Selected
Topics in Power Electronics, vol. 9, no. 4, pp. 4639-4657,
2021.

Y. Liu and S. Hu, Renewable energy pricing driven
scheduling in distributed smart community systems, /[EEE
Transactions on Parallel and Distributed Systems, vol. 28,
no. 5, pp. 1445-1456, 2017.

F. Li, J. Clemente, M. Valero, Z. Tse, S. Li, and W. Song,
Smart home monitoring system via footstep-induced
vibrations, [EEE Systems vol. 14,
pp. 3383-3389, 2020.

J. Clemente, M. Valero, F. Li, C. Wang, and W. Song,
Helena: Real-time contact-free monitoring of sleep
activities and events around the bed, in Proc. 2020 IEEE
International Conference on Pervasive Computing and
Communications (PerCom), Austin, TX, USA, 2020, pp.
1-10.

D. J. Cook, G. Duncan, G. Sprint, and R. L. Fritz, Using
smart city technology to make healthcare smarter,
Proceedings of the IEEE, vol. 106, no. 4, pp. 708-722,
2018.

J. Clemente, F. Li, M. Valero, and W. Song, Smart seismic

Journal, no. 3,

sensing for indoor fall detection, location, and notification,
IEEE Journal of Biomedical and Health Informatics,
vol. 24, no. 2, pp. 524-532, 2020.

M. Valero, J. Clemente, F. Li, and W. Song, Health and
sleep nursing assistant for real-time, contactless, and non-



Fangyu Li et al.:

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

invasive monitoring, Pervasive and Mobile Computing,
vol. 75, p. 101422, 2021.

O. Shahid, M. Nasajpour, S. Pouriyeh, R. M. Parizi, M.
Han, M. Valero, F. Li, M. Aledhari, and Q. Z. Sheng,
Machine learning research towards combating COVID-19:
Virus detection, spread prevention, and medical assistance,
Journal of Biomedical Informatics, vol. 117, p. 103751,
2021.

B. D. Davis, J. C. Mason, and M. Anwar, Vulnerability
studies and security postures of IoT devices: A smart
home case study, IEEE Internet of Things Journal, vol. 7,
no. 10, pp. 10102-10110, 2020.

D. Kohli and S. S. Gupta, Recent trends of IoT in smart
city development, in Proc. International Conference on
Computer Networks, Big Data and loT, Madurai, India,
2019, pp. 275-280.

C. J. Turner, J. Oyekan, L. Stergioulas, and D. Griffin,
Utilizing industry 4.0 on the construction site: Challenges
and opportunities, [EEE Transactions on Industrial
Informatics, vol. 17, no. 2, pp. 746-756, 2020.

Q. Li, J. Zhang, J. Zhao, J. Ye, W. Z. Song, and F. Li,

Adaptive hierarchical cyber attack detection and
localization in active distribution systems, /[EEE
Transactions on  Smart  Grid, vol.13, no.3,

pp. 2369-2380, 2022.

Wikipedia, Smart grid, https://en.wikipedia.org/wiki/
Smart/ grid, 2021.

T. V. Vu, B. L. Nguyen, Z. Cheng, M. -Y. Chow, and B.
Zhang, Cyber-physical microgrids: Toward future resilient
communities, [EEE Industrial Electronics Magazine,
vol. 14, no. 3, pp. 4-17, 2020.

A. Chen, W. Song, F. Li, and J. M. Velni, Distributed
cooperative energy management in smart microgrids with
solar energy prediction, in Proc. 2018 IEEE International
Conference on Communications, Control, and Computing
Technologies  for Smart Grids (SmartGridComm),
Aalborg, Denmark, 2018, pp. 1-6.

K. Aurangzeb, Short term power load forecasting using
machine learning models for energy management in a
smart community, in Proc. 2019 International Conference
on Computer and Information Sciences (ICCIS'), Sakaka,
Saudi Arabia, 2019, pp. 1-6.

A. Khalid, N. Javaid, M. Guizani, M. Alhussein, K.
Aurangzeb, and M. Ilahi, Towards dynamic coordination
among home appliances using multiobjective energy
optimization for demand side management in smart
buildings, /EEE Access, vol. 6, pp. 19509-19529, 2018.

J. -P. Rodrigue, The Geography of Transport Systems, 5"
Edition. London, UK: Routledge, 2020.

USEPA, Indicators of the environmental impacts of
transportation, Report, USEPA, Washington, DC, USA,
1999.

J. A. P. Lopes, F. J. Soares, and P. M. R. Almeida,

Towards loT-based sustainable digital communities

[45]

[46]

[47]

(48]

[49]

[50]

(51]

[52]

[53]

[54]

[55]

[56]

201

Integration of electric vehicles in the electric power
system, Proceedings of the IEEE, vol.99,
pp. 168-183, 2010.

N. O. Bonsu, Towards a circular and low-carbon

no. 1,

economy: Insights from the transitioning to electric
vehicles and net zero economy, Journal of Cleaner
Production, vol. 256, p. 120659, 2020.

Y. Lin, P. Wang, and M. Ma, Intelligent transportation
system (ITS): Concept, challenge and opportunity, in
Proc. 2017 IEEE 3" International Conference on Big
Data Cloud (bigdatasecurity), IEEE
International Conference on High Performance and Smart
Computing (HPSC), and IEEE International Conference
on Intelligent Data and Security (IDS), Beijing, China,
2017, pp. 167-172.

D. Banting, H. Doshi, J. Li, P. Missios, A. Au, B. A.
Currie, and M. Verrati, Report on the environmental

Security on

benefits and costs of green roof technology for the city of
Toronto, City of Toronto and Ontario Centres of
Excellence—Earth and Environmental Technologies,
Report, Ryerson University, Toronto, Canada, 2005.

US Environmental Protection Agency (EPA), Zero waste
case study: Seattle, https://www.epa.gov/transforming-

waste-tool/zero-waste-case-study-seattle, 2021.

S. Das, S. -H. Lee, P. Kumar, K. -H. Kim, S. S. Lee, and
S. S. Bhattacharya, Solid waste management: Scope and
the challenge of sustainability, Journal of Cleaner
Production, vol. 228, pp. 658—678, 2019.

S. S. Chaudhari and V. Y. Bhole, Solid waste collection as
a service using loT-solution for smart cities, in Proc. 2018
International Conference on Smart City and Emerging
Technology (ICSCET), Mumbai, India, 2018, pp. 1-5.

P. J. Coleman and L. D. Nghiem, Solar-powered
compaction garbage bins in public areas: A preliminary
economic and environmental evaluation, Sustainability,

vol. 2, no. 2, pp. 524-532, 2010.

I. Hong, S. Park, B. Lee, J. Lee, D. Jeong, and S. Park,
IoT-based smart garbage system for efficient food waste
management, The Scientific World Journal, vol.2014,
p. 646953, 2014.

Ecube Labs, CleanCUBE, https://www.ecubelabs.com/,

2021.

A. Medvedev,

Anagnostopoulos,

P. Fedchenkov, A. Zaslavsky, T.
and S. Waste

management as an loT-enabled service in smart cities, in

Proc. 15" International Conference, NEW2AN 2015, and

8" Conference, ruSMART 2015, St. Petersburg, Russia,

2015, pp. 104-115.

United Nations, 68% of the world population projected to

Khoruzhnikov,

live in urban areas by 2050, says UN, https://www.un.org/
development/desa/en/news/population/2018-revision-of-
world-urbanization-prospects.html, 2018.

D. Vakula and Y. K. Kolli, Waste water management for



202

smart cities, in Proc. 2017 International Conference on
Intelligent Sustainable Systems (ICISS), Palladam, India,
2017, pp. 275-279.

[57] H. Han and J. Qiao, Nonlinear model-predictive control
for industrial processes: An application to wastewater
treatment process, [EEE Transactions on Industrial
Electronics, vol. 61, no. 4, pp. 1970-1982, 2013.

[58] M. Valero, F. Li, and W. Song, Smart seismic network for
shallow subsurface imaging and infrastructure security,
International Journal of Sensor Networks, vol. 31, no. 1,
pp. 10-23, 2019.

[59] F.Li, A. Shinde, Y. Shi, J. Ye, X. -Y. Li, and W. -Z. Song,
System statistics learning-based IoT security: Feasibility
and suitability, /EEE Internet of Things Journal, vol. 6,
no. 4, pp. 63966403, 2019.

[60] L. Zhao, J. Li, Q. Li, and F. Li, A federated learning
framework for detecting false data injection attacks in
solar farms, IEEE Transactions on Power Electronics,
vol. 37, no. 3, pp. 2496-2501, 2022.

[611 M. B. Mollah, J. Zhao, D. Niyato, Y. L. Guan, C. Yuen, S.
Sun, K. -Y. Lam, and L. H. Koh, Blockchain for the
internet of vehicles towards intelligent transportation
systems: A survey, [EEE Internet of Things Journal,
vol. 8, no. 6, pp. 4157-4185, 2020.

[62] Y. Xiao, Y. Jia, C. Liu, A. Alrawais, M. Rekik, and Z.
Shan, Homeshield: A
framework for smart home systems, /EEE Internet of
Things Journal, vol. 7, no. 9, pp. 7903-7918, 2020.

[63] H. F. Azgomi and M. Jamshidi, A brief survey on smart
community and smart transportation, in Proc. 2018 IEEE

credential-less authentication

30" International Conference on Tools with Artificial
Intelligence (ICTAI), Volos, Greece, 2018, pp. 932-939.
[64] S. Aggarwal, R. Chaudhary, G. S. Aujla, N. Kumar, K. -K.
R. Choo, and A. Y. Zomaya, Blockchain for smart
communities: Applications, challenges and opportunities,

Fangyu Li received the BS degree in
automation from Beihang University,
o~ - Beijing, China in 2009, the MEng degree
. A in control engineering from Tsinghua
Nt University, Beijing, China in 2013, and the
\\"/ PhD degree in geophysics from University
‘ of Oklahoma, Norman, OK, USA in 2017.
From 2017 to 2020, he was a postdoctoral
fellow with the College of Engineering, University of Georgia,
Athens, GA, USA. From 2020 to 2021, he was a tenure-track
assistant professor at the Department of Electrical and Computer
Engineering, Kennesaw State University, Marietta, OH, USA.
He is currently a full professor and PhD supervisor with the
Faculty of Information Technology at Beijing University of
Technology. His research interests include complex signal
processing, quantitative interpretation, machine learning, deep
learning, distributed computing, Internet of things (IoT), and
cyber-physical systems (CPS).

Intelligent and Converged Networks, 2022, 3(2): 190—203

Journal of Network and Computer Applications, vol. 144,
pp. 1348, 2019.

[65] F.Li, Y. Shi, A. Shinde, J. Ye, and W. -Z. Song, Enhanced
cyber-physical security in internet of things through
energy auditing, /EEE Internet of Things Journal, vol. 6,
no. 3, pp. 5224-5231, 2019.

[66] F.Li, R. Xie, Z. Wang, L. Guo, J. Ye, P. Ma, and W. Z.
Song, Online distributed IoT security monitoring with
multidimensional streaming big data, [EEE Internet of
Things Journal, vol. 7, no. 5, pp. 4387-4394, 2020.

[67] T. S. Ustun, A. Hadbah, and A. Kalam, Interoperability
and interchangeability considerations in microgrids
employing IEC61850 standard, in Proc. 2013 IEEE
International Conference on Smart Energy Grid
Engineering (SEGE), Oshawa, Canada, 2013, pp. 1-5.

[68] O. G. D. Dios, R. Casellas, F. Paolucci, A. Napoli, L.
Gifre, A. Dupas, E. Hugues-Salas, R. Morro, S. Belotti, G.
Meloni, et al., Experimental demonstration of multivendor

EON with data and
interoperability over a pan-European test bed, Journal of
Lightwave Technology, vol.34, no.7, pp.1610-1617,
2016.

[69] L. Feltrin, G. Tsoukaneri, M. Condoluci, C. Buratti, T.
Mahmoodi, M. Dohler, and R. Verdone, Narrowband IoT:
A survey on downlink and uplink perspectives, IEEE

and multidomain control

Wireless Communications, vol. 26, no. 1, pp. 78-86, 2019.

[70] M. H. Alsharif, A. H. Kelechi, M. A. Albreem, S. A.
Chaudhry, M. S. Zia, and S. Kim, Sixth generation (6G)
wireless networks: Vision, research activities, challenges
and potential solutions, Symmetry, vol. 12, no. 4, p. 676,
2020.

[71] P. Zhang, L. Li, K. Niu, Y. Li, G. Lu, and Z. Wang, An
intelligent wireless transmission toward 6G, Intelligent
and Converged Networks, vol.2, no.3, pp.244-257,
2021.

Honggui Han received the BS degree in
automatic from Civil Aviation University
of China, Tianjin, China in 2005, and the
MEng and PhD degrees in control theory
and control engineering from Beijing
University of Technology, Beijing, China
in 2007 and 2011, respectively. He has
been with Beijing University of

Technology since 2011, where he is currently a professor. His
current research interests include neural networks, fuzzy
systems, intelligent systems, modeling and control in process
systems, and civil and environmental engineering. He is
currently an associate editor of I[EEE Transactions on

Cybernetics and  International Journal of Fuzzy Systems.
Moreover, he is currently a reviewer of IEEE Transactions on
Fuzzy Systems, IEEE Transactions on Neural Networks and
Learning Systems, IEEE Transactions on Control Systems
Technology, etc.



Fangyu Li et al.: Towards IoT-based sustainable digital communities 203

Hongyan Yang received the BS degree in
mathematics and applied mathematics and
c the MS degree in optimization and
automatic control theory from Bohai

- o University, Jinzhou, China in 2013 and
= 2016, respectively; and the PhD degree in
‘ > i control theory and control engineering
from Harbin Institute of Technology,

Harbin, China in 2020. She joined Beijing University of
Technology in 2020. Her current research interests include

sliding mode control, fault tolerant control, and nonlinear
systems with unmodeled dynamics and Markov jump systems.

Xuejin Gao received the BS degree in
automatic from Hebei University of
Science & Technology, Shijiazhuang,
China in 1997, and the PhD degrees in
pattern recognition and intelligent system
\ from Beijing University of Technology,
/x,\ Beijing, China in 2006. He has been with

Beijing University of Technology since
2006, where he is currently a professor. His current research
interests include intelligent monitoring and fault diagnosis of
batch process, equipment fault diagnosis and life prediction, and
sensor development.



