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Blockchain-envisioned unmanned aerial vehicle communications
in space-air-ground integrated network: A review
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Abstract: Unmanned Aerial Vehicle (UAV) communications have recently entered a new period of interest, motivated

by technological advances and the gradual emergence of the Space-Air-Ground Integrated Network (SAGIN). The

current survey aims to capture the use of UAVs in the SAGIN while highlighting the most promising open research

topics. The traditional UAV network architecture is not adequate to meet the challenges presented by the SAGIN, and

an effective and secure space-air-ground integrated UAV network needs to be constructed. Given its well-distributed

management and consensus mechanism, blockchain technology can make up for the deficiency of the traditional UAV

network. In this work, we review the role of UAVs in the SAGIN. Then, three applications of the blockchain-envisioned

UAV network are introduced through several classifications. Future challenges and the corresponding open research

topics are also described.

Key words: Unmanned Aerial Vehicle (UAV); blockchain; Space-Air-Ground Integrated Network (SAGIN); security; Internet

of Things (loT)

1 Introduction

Since the 1980s, the mobile communication system has
changed dramatically. The massive demands and new
applications of the communication industry are
constantly expanding, and innovation is breaking the
bottlenecks in traditional communication. As the
number of people and machines connected to mobile
communication networks growslll, the demand for
Quality of Services (QoS) increases, thereby putting
pressure on the efficiency and productivity of the
existing networks. Current networks are no longer
sufficient to meet these new challenges, and a new
communication architecture should be established to
break through the
limitations[?]. Relative to the fourth generation (4G)

Long-Term Evolution Advanced (LTE-A) system with

traditional data exchange
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increasingly high rates, large broadband applications
continue to emerge, and one such application is the
fifth generation (5G) network, which enables the
connections of massive devices and is able to meet
requirements, such as high traffic flow capacity and
These
applications involve High-Definition (HD) videos,
Augmented Reality (AR), Virtual Reality (VR), and
Mixed Reality (MR). A variety of applications and

customized user service experiencel3l.

customization requirements engender new
communication evolution with low latency, high
throughput, low error rate, intensive computing

and Artificial Intelligence (Al)

capabilities!*]. The explosive growth of the demand for

performance,

these services is obviously far beyond that of previous
communication modes and thus stimulates the
development of different technologies. The number of
mobile internet users is expected to reach 6.5 billion by
2025, with 80% of them using mobile broadband and
thus, driving the growth of applications on mobile
of distributed

infrastructures and the

devices. The secure connections

communication effective

transmission of massive data promote the development
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of comprehensive networks that maximize the
advantages of communication resources from different
dimensionsl: 61,

5G brings the concept of the Internet of Everything
(IoE), while the sixth generation (6G) network is
expected to evolve into a platform for the intelligent
ToEl7-?1. Through this platform, mobile networks can
connect a large number of smart devices to achieve
intelligent interconnection. Through Al and Machine
Learning (ML), the physical world and the digital
world can be connected in real-time, and people can
capture, retrieve, and access a large volume of
information and knowledge in real-time as a step
forward to the intelligent and fully connected erall?l. At
the same time, Integrated Sensing And Communication
(ISAO)[L 1211 distributed computing, Mobile Edge
(MEC)[13. 14,
communication technologyl!®l, and advanced Space-
Air-Ground Integrated Network (SAGIN)[7 16. 171 wil]

lay a foundation for the future intelligent mobile

Computing short-range  wireless

communication.

In response to the demand for 6G network, efforts
have been exerted to introduce terrestrial networks into
the new mobile technologies so as to solve the
unprecedented challenges, such as in the case of
spectrum scarcity, for which intelligent spectrum
sensing and dynamic spectrum sharing are used to
adapt to the rapid growth of traffic flowl(!8-20]; the
upgrading of the large-scale Internet of Things (IoT),
and the transformation of the whole internet protocol
network environment. The function of a network is no
longer limited to the transmission of information, and it
now covers the full dimension of integrated
communication, sensing, and computation. Traditionally,
the aforementioned problems have been mitigated to
some extent by scaling up and adding terrestrial
communication infrastructure. However, increasing the
scalability of these entities can lead to complex
network structures, redundancy of system information,
and other complex problems(!l. Some areas are not
even qualified to build terrestrial communication
infrastructure (e.g., high mountains, forests, and
oceans).

By integrating satellite networks and near-ground
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networks into terrestrial cellular systems, the 6G
network can achieve true global coverage and maintain
high availability and robustness even in the event of
natural disasters. The SAGIN helps to expand the
coverage of cellular networks through nonterrestrial
nodes, ensures that users can access the network
anytime and anywhere, and provides mobile broadband
services to unserved or underserved areas, thereby
bridging the coverage gap?!l. For the benefit of users
in urban and remote mountainous areas, the wide
coverage advantage of nonterrestrial nodes can be used
to enhance the service capability of multicast and
various applications[?2l, Satellites are more suitable for
large-scale communication than terrestrial networks.
Given their ubiquitous coverage and flexible intersatellite
transmission capabilities, satellites provide access
schemes and high-speed global connectivity. Typically,
satellites provide coverage extensions to small cellular
cities, functionally treating all nonterrestrial network
nodes as Base Stations (BSs), and thus ensuring
seamless access to terrestrial and non-terrestrial BSs. In
this case, a Low-Altitude Platform (LAP) provides
additional connectivity to underserved areas on the
ground, while a High-Altitude Platform (HAP) and
satellite communication benefit from backhaul links.
Recently, airborne communication networks, which
comprise of satellites, HAPs, and LAPs, have received
considerable attention[2323].  Nevertheless, the key
technologies of HAPs and LAPs in the SAGIN need to
be discussed from a novel perspective, including the
flexible application of Unmanned Aerial Vehicles
(UAVs) to space-HAP/LAP-terrestrial
Specifically, IMT-2020 is a novel communication
network for UAVs. Recommendation ITU-T Y.4421
provides a functional architecture for UAVs and UAV
IMT-2020
functionalities defined in the application layer, service

networks.

controllers  using networks  and

and application support layer, and security
capabilities[2°]. 6G aims to satisfy a variety of use cases
with different types of traffic from many devices.
Therefore, UAVs are used to set up 6G wireless
communication infrastructure, mobile devices, and end

users from terrestrial networksPl. The flexibility and
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scalability of mobile networks need to be improved.
Such requirements can be met by the autonomous
flight of UAVs. The next step in achieving flexibility
in this direction is to use mobile infrastructure to
provide necessary services, such as building flight BSs
using UAVs that can be further integrated into wireless
networks[?7]. As shown in Ref. [28], integrating such a
system into a mobile network can be an effective
alternative to ultra-dense small cell deployments and
enhance the coverage, capacity, reliability, and energy
efficiency of wireless networks, especially in scenarios
where users move in groups. From a data processing
perspective, the SAGIN integrated with UAVs can
efficiently process large amounts of data and provide
high data rate connections for devices. It also
contributes to various types of applications, such as
military(2%- 391 agriculturel3!733], delivery of goods and
medical servicesP34l, disaster forecast[33 361 and
information securityl37- 38,

On the basis of the literature surveyl® 397411 we
further of UAVs to

communication security. Zhang et al.[*2! proposed to

discuss the application
exploit the high mobility of UAVs to proactively

establish favorable and degraded channels for
legitimate and eavesdropping links through their
trajectory design. Similarly, Cui et al.[*3] formulated an
optimization problem, which maximizes the average
worst-case secrecy rate of a system by jointly
designing the robust trajectory and transmit power of
the UAV over a given flight duration. With these
results, Mamaghani and Hong[*4! proposed to jointly
optimize a UAV’s trajectory, network transmission
power, and noise power allocation over a given time
enhance the

performance. Moreover, Yang et al.[43] presented two

horizon to average secrecy rate
typical network architectures in which each UAV
serves as either a flying BS or aerial user equipment,
and proposed a spectrum sharing strategy to fully
exploit the interference incurred by spectrum reuse for
improving secrecy performance. We realized that
although the deployment of UAVs in the SAGIN
greatly improves the flexibility of the system and can

enhance the safety performance through some means of

trajectory planning, channel allocation, and power
control, whether fundamental architecture can resolve
the aforementioned problems to some extent so as to
achieve fair and universal security remains largely
unknown.

The blockchain has been considered as one of the
key enablers of UAV communication in the 6G
network. As a secure distributed storage structure, a
blockchain has
distributed systems[46: 471, First, in a blockchain system,

special advantages in managing
participants can reach global consensus without the
need for centralization; the same is needed for a key
management scheme that does not require any trusted
third parties. Second, the block design ensures that the
ledger recorded on the block is immutable and that any
malicious behavior is permanently recorded in the
block and viewed globally, thus greatly improving
security. Third, blockchain is traceable. Key updates
can be traced using a blockchain, and the participants
and time of participation can be viewed for any
recorded behavior. UAVs equipped with blockchain
technology could transform the use of traditional
UAVs in many scenarios. The communication among
satellites, HAPs (e.g., airships, balloons), UAVs, and
terrestrial mobile users can be connected tightly, and
the UAV communication can be secured by the
blockchain. Hence, blockchain-envisioned UAVs in the
SAGIN are useful in many fields, such as supply chain
retrospectiont*®],  product delivery*’], and smart
grids30l, Motivated by the aforementioned facts, we
focus on and discuss blockchain-envisioned UAV
applications in the SAGIN and will discuss them in
detail.

The objective of the current survey is to describe in a
structured way the technological advances of space-air-
ground UAV networks from a blockchain perspective
and to highlight key research challenges and open
questions. In this direction, Section 2 introduces the
SAGIN and discusses the applications of UAVs to
network construction at three deployment levels. These
requirements drive SAGIN’s continued innovation.
Section 3 presents the main applications and use cases

of blockchain-envisioned UAV networks and discusses
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them from three aspects. Section 4 highlights open Table1 Summary of abbreviations.
research topics that are timely and challenging. Section Abbreviation Description
5 draws the conclusions. QoS Quality of Service
. 4 Fourth i
The flowchart of the research methodology is shown G ourt Gen,eratlon
. . h i thi LTE-A Long Term Evolution Advanced
in Fig. 1. The common acronyms used in this study are 5G Fifth Generation
summarized in Table 1. HD High-Definition
. . AR Augmented Reality
2 Space-air-ground integrated UAV VR Virtual Reality
networks MR Mixed Reality
The int i ¢ tellit t K and Al Artificial Intelligence
e integration of a satellite network and a near-space ToE Internet of Everything
network into a terrestrial cellular network will produce 6G Sixth Generation
a heterogeneous network containing multiple levels. ML Machine Learning
Figure 2 shows the blockchain envisioned UAV ISAC Integrated Sensing And Communication
communications in the SAGIN. The main goal of such MEC Mobile Edge Computing
. . . . SAGIN Space-Air-Ground Integrated Network
an integrated network is to improve its overall
i o P Internet Protocol
performance of the network through efficient multilink BS Base Station
sharing, flexible function sharing, and fast physical LAP Low-Altitude Platform
layer link switchingl®!l. The network consists of three HAP High-Altitude Platform
types of satellite orbits, HAPs and LAPs, and other air UAV U“ma“rfed Aerial Vehi"l_e
or terrestrial access points. Given its heterogeneity and GEO GeOStat}onary Earth Qrb1t
. L. . . . MEO Medium Earth Orbit
diversity, it can provide users with multiple cross-layer LEO Low Earth Orbit
links, thus improving network coverage and flexibility. BLoS Beyond Line-of-Sight
A monolayer network, when used alone, cannot GPS Global Positioning System
achieve the desired overall performance. That is, a user DF Decode-and-Forward
p 3D Three-Dimensional
can freely select any layer network to access a single
. o . . . MDP Markov Decision Process
service, but the link is not always a reliable service as it . . o
o } ) i mMTC massive Machine-Type Communication
is time varying and diversel32l. Therefore, fast detection D2D Device-to-Device
and switching to the best access link are crucial. As the LoS Line-of-Sight
most flexible auxiliary means in the network, UAVs NLoS Non-Line-of-Sight
CoMP Coordinated MultiPoint
1. Ba(;:kglrotur:jds CR Cognitive Radio
and relate -
works Space-based UAV network | SLA Service Level Agreement
[Air-based UAV network | NOMA Non-Orthogonal Multiple Access
l SE Spectrum Efficiency
2 Network _| Ground-based UAV network | GBD Generalized Bender Decomposition
descriptions UAV-assisted data gathering | SCA Successive Convex Approximation
OMA Orthogonal Multiple Access
I UAV-assisted spectrum sharing | Aol Age of Information
TV YTy | MNO Mobile Network Operator
i 1 —| network tor
B'Q;Zi!i?gfn SSS Spatial Spectrum Sensing
—| Hierarchical aerial network | ASE Area Spectral Efficiency
CS Compressed Sensing
| Flying BSs | . .
l PLS Physical Layer Security
4. Open issues _| Limited onboard resources | VLC Visible nght Communication
MAC Medium Access Control

. . . URLLC  Ultra-Reliable and Low-Latency Communication
Fig.1 Framework and major topic organization.
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Fig.2 Blockchain-envisioned UAV communications in SAGIN.

play an essential role. In the 5G network, each network
layer still functions independently. In 6G plans,
satellite networks, near-earth networks and ground
mobile networks will be integrated. Next, we discuss
the important role of UAVs in each network layer from
the perspective of UAV assistance.

2.1 Space-based UAV network

The space-based network consists of a variety of
orbiting satellites, which can be categorized into three
different orbits according to their height: (1)
Geostationary Earth Orbit (GEO) satellite (35 786—
36 000 km coverage area), (2) Medium Earth Orbit
(MEO) satellite (2 000—20 000 km); (3) Low Earth

Orbit (LEO) satellite (2002000 km)B3).  In
intersatellite  laser ~communication, the optical
frequency range broadcasts and multicasts the

techniques to improve the network infrastructure and
provides high-bandwidth, high-speed communication
services. Meanwhile, satellites communicate with the
terrestrial infrastructure.

In spatial distribution, the active range of UAVs is
located between the satellite network layer and the

terrestrial cellular network layer, and links can be
established up and down. Given the large free space
path loss, high attenuation of the troposphere, and high
transmission delay of satellites directly to ground
stations or high-speed mobile users, UAVs are used as
a relay in satellite-terrestrial networks based on
integrated UAV networks
throughput service for end users. The effective and

to provide ultra-high

efficient transmission of satellite-to-ground and
satellite-to-UAYV information is an important part of the
infrastructure of space-air-ground integrated UAV
networks. The satellite-to-UAV channel relies mainly
(BLoS) and Global

Positioning Systems (GPS)B34l. These channels are used

on Beyond Line-of-Sight

by UAVs for navigation and trajectory prediction
of the UAVs can
autonomously detect and establish satellite-to-UAV

purposes. The rest time,
links to reduce network link redundancy and improve
spectrum sharing efficiency. The successful and
continuous path connection between satellites and
UAVs is a crucial component. Given the flexibility of
UAVs in a three-dimensional active space, UAVs need

to constantly adjust the beam orientation toward
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satellites or to the ground and adjust the beam
receiving range to maintain and control communication

links[55-571,
2.2 Air-based UAYV network

The air-based network is a mobile network composed
UAVs, etc.,

opportunistic data transmission services. It has a

of balloons, aircraft, and provides

shorter delay than the space network and broader
coverage than the terrestrial network; in addition, it can
wireless communication and

provide seamless

complement the terrestrial network[8]. Existing

platforms may be limited by operating altitudes
flight

objectives, and design specifications. They are usually

depending on their constraints, service
equipped with transceivers (for establishing stable and
continuous communication links), multiple sensors (for
sensing high-resolution images, sensing the spectrum,
and scanning the surrounding flight nodes), rotors
(providing stable flight control), batteries, electronic
speed controllers, and UAV units. To manage and
avoid UAYV collisions, and to provide an optimal path
for data transmission, research has mainly focused on
the trajectory planning and prediction of UAVs
combined with different communication services. In
Ref. [39], Sharma and Kim proposed a novel Decode-
and-Forward (DF) based secure three-Dimensional
(3D) mobile UAV relaying for the SAGIN in the
presence of an aerial eavesdropper lying around a
serving UAV relay in a circular plane. Savkin et al.
optimized the online 3D trajectory of a UAV to
minimize its energy expenditure subject to the its
aeronautic nodes can

maneuverability;  ground

effectively capture transmitted data, whereas
eavesdroppers are not able tol*®l. Similarly, Hu
et al.[®0 from the perspective of channel security and
the existence of eavesdroppers, developed a suboptimal
scheme, in which a UAV’s position and jamming
power are alternately optimized by leveraging the
successive convex approximation and block coordinate
descent. From the perspective of avoiding collisions, in
Ref. [61], Gan et al. constructed a cylinder static

protection zone model of a UAV to detect the flight
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conflict trend and near midair collision trend between
the UAV and an intruder and proposed a dynamic
collision avoidance zone modeling method on the basis
of the emergency collision avoidance trajectory of the
UAV in a 3D space. Yu et al.[2] proposed a Markov
Decision Process (MDP) based algorithm combined
with a backtracking method to create a safe trajectory
in the case of hostile environments. In Ref. [63], Baca
et al. proposed a novel approach to optimal trajectory
tracking for UAVs; by sampling the states of a virtual
UAYV, the method can create a control command for
feedback, which is
performing agile maneuvers with high precision. In
Ref. [64],
probability of the
opportunistic UAV relay selection on the basis of a

fast non-linear capable of

Sharma et al. evaluated the outage

considered system under
novel analytical framework for 3D mobile UAV
relaying. In Ref. [65], Zhang et al. proposed a power
allocation scheme and UAV trajectory, which are
designed to maximize system energy efficiency. In Ref.
[66], Hoseini et al. modeled the trajectory optimization
of UAVs as an MDP problem and solved it using a Q-
learning algorithm to optimize the energy transfer gain.
Jin et al. formulated a joint trajectory, sensing location,
and sensing time optimization problem to minimize the
overall completion time for all the sensing tasksl7].
The literature survey indicates that the trajectory
prediction of UAVs is a hot research issue, which
includes trajectory optimization problems brought by
resisting channel interference and eavesdropping,
improving relay capability, and reducing energy

consumption.
2.3 Ground-based UAV network

The ground-based network is mainly composed of the
cellular network, terrestrial internet, mobile ad hoc
network, and so on. The topology is fixed relative to
the air/satellite-based network, and the communication
link is stable. However, the coverage of the ground-
based network is limited, and UAVs with good
mobility make up for this shortcoming. A ground-
based UAV network

communication

covers all 6G wireless

technologies, such as massive
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Machine-Type Communication (mMTC), Device-to-
Device (D2D) communication, energy harvesting, and
high-frequency band millimeter-wave communication.
UAVs connect to mobile ground users via Line-of-
Sight (LoS) links and Non-Line-of-Sight (NLoS)
links[®8] in some cases. In Ref. [69], Mei and Zhang
proposed a new UAV sensing-assisted design for UAV
downlink and uplink communications for avoiding
interferences with co-channel terrestrial
communications. In Ref. [70], Hua et al. investigated a
novel architecture of Coordinated MultiPoint (CoMP)
transmission in a cognitive satellite-terrestrial network
associated with a UAV and considered the downlink
communication where the UAV and BS cooperatively
serve terrestrial users by sharing the licensed satellite
network spectrum. Huang et al.[7!] investigated a new
scenario of spectrum sharing between UAVs and
terrestrial wireless communication, in which a
cognitive UAV transmitter communicates with a
ground receiver in the presence of a number of primary
terrestrial communication links that operate over the
same frequency band. In general, this type of network
introduces the concept of Cognitive Radio (CR),
focusing on the UAVs’ sensing and allocation of
spectrum and resources on the ground. In the 6G
SAGIN, sensing will be tightly integrated to support
autonomous systems.

Supporting diverse and heterogeneous access points
is one of the new challenges faced by the 6G SAGIN.
UAVs and other HAPs/LAPs are considered as a new
BS for 6G because of their relatively close proximity to
the ground that enables similar functions as ground
BSsl72774], From the perspective of energy, this BS is
different from the traditional BSs, which lack a stable
energy supply, and battery life is an important problem
that leads to the stable work of the BS. At the same
time, although the UAV BS can use similar air
interface and frequency bands for terrestrial
communication, reasonable planning and switching of
small cells are required to improve link stability[75].
Similar to ground nodes, UAV nodes require adaptive,
dynamic backhauling that entails self-organization for
seamlessly integrating reusable UAVs into the SAGIN

without the additional cost of reconfiguration!’®l, From

the perspective of users on the ground, the UAV as an
aerial BS should enable users to maintain continuous
communication, i.e., they should not feel the cell
switch. Therefore, related physical layer operation and
upstream and downstream synchronization should be

reasonably designed.

3 Blockchain-envisioned UAV communication
in SAGIN

Over the past decade, blockchain technology has
exploded in popularity and has exerted a profound
impact on today’s digital society. The core concept of
blockchain technology provides a reference for the
development of bitcoin. With blockchain technology,
bitcoin is decentralized so that no single user can
control it, hence the absence of a single point of failure.
Smart contracts are based on predefined logical
processing ledger records, their execution is secure and
fully automated, and their execution continues as long
as predefined conditions are met. The combination of
blockchain and smart contracts allows business logic
to be

blockchain. Today, blockchain has evolved into a

and business processes integrated  into
common technology, and UAV architecture designs
can take advantage of these features to create an open
and collaborative ecosystem.

Extensive research relates to the application of
blockchain in UAV networks. According to the
literature surveyl77-71, UAVs and blockchain can
already be effectively combined. In Ref. [80], Jensen
et al. explored a blockchain framework known as the
Hyperledger Fabric that could potentially be applied to
a swarm of UAVs to increase its security. With the
Hyperledger Fabric as a framework for discussion,
Khan et al.8!] stressed the selection of UAVs for the
desired quality of network coverage and the
development of a distributed and autonomous real-time
monitoring framework for the enforcement of service
level agreement (SLA). In Ref. [82], Keshavarz et al.
proposed a trust management framework based on
blockchain time-stamped series that can detect not only
UAVs’ abnormal behavior in a real-time manner but
also the compromised distributed observers. In Ref.
[83], Ge et al. proposed a lightweight blockchain
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architecture that mitigated the computation and storage
overhead and designed a novel reputation-based
consensus protocol. Hassija et al.[¥] proposed a
framework for secure and reliable energy trading
among UAVs and charging stations to create a
distributed network of UAVs and charging stations.
The integration of blockchain technology into space-
air-ground UAV networks helps meet the new design
principles and enables the transparency and
decentralization of network functions, which are in line
with the characteristics of UAV networks. However,
blockchain technology also has limitations. If a large
amount of data and information need to be shared,
blockchain may bring problems, such as ground
and  high

consumption. Hence, much room for improvement is

throughput, high Ilatency, energy
needed. Nonetheless, UAVs remain good relay nodes
in the SAGIN thus far, and blockchain-envisioned
UAV communication in the SAGIN provides a secure,
scalable, and reliable environment to many
applications. The detailed classification is discussed
below. The

envisioned UAV communication is shown in Table 2.

solution taxonomy of blockchain-

3.1 UAV-assisted data gathering

Given their good mobility and flexibility, UAVs
provide an effective way to gather data from wireless
sensor nodes scattered in forests, suburbs, and other
hard-to-reach areas. In addition, UAVs’ ability to
maintain LoS connections with sensors at certain
altitudes greatly improves the quality of the wireless
channesl between UAVs and the ground sensors,
thereby increasing data rates and reducing power
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consumption. In many applications, sensor nodes
perform data sensing and package the collected
information to sink nodes for processing directly or
through multiple hops. When sensors are deployed on a
large scale, innovative data collection solutions are
inevitably needed to save energy further and safeguard
the survival and longevity of sensor networks. UAV
data collection is regarded as a logical solution. The
procedure for data collection, preprocessing,
classification, and index evaluation was described by
Cermakovaand Komarkoval83], Toimprove the safety and
efficiency of UAV-assisted data gathering, Xu et al.[80]
introduced blockchain into the scene of UAV-assisted
[IoT and proposed a data gathering system with
consideration of security and energy efficiency. In Ref.
[87], Islam and Shin presented a two-phase validation
utilizing the pi-hash bloom filter and the digital
signature algorithm to validate a sender when a UAV is
receiving data. Their performance results showed that
UAVs assist [oT devices’ data gathering both in terms
of connectivity and energy consumption and provide
security against threats.

Non-Orthogonal Multiple Access (NOMA) has been
regarded as a promising candidate in 5G and 6G
networks for providing high Spectrum Efficiency (SE)
and supporting massive connectivity[88]. In Ref. [89],
Chen et al. proposed a general NOMA-enabled UAV-
assisted data collection protocol to maximize the sum
rate of a wireless sensor network where the location of
UAVs, sensor grouping, and power control are jointly
considered. Considering the integration of NOMA into
the UAV collection network, Zhao et al.[®0! proposed

an optimization algorithm to minimize the total energy

Table 2 Solution taxonomy of blockchain-envisioned UAV communications.

Application Taxonomy of research Related work
Blockchain-envisioned UAV’s data collection [85—87]
NOMA [88-91]
Data gathering . .
Energy consumption and resource allocation [92—-94]
Data freshness and trajectory [95-99]
Blockchain-envisioned UAV’s spectrum management [100]
Spectrum sharing Spectrum sensing and efficiency [101-104]
Interference and eavesdropper [45,105,106]
Blockchain-envisioned UAV communications for MEC [107-109]

MEC

Power consumption

[110, 111]
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consumption while ensuring data collection by

applying the Generalized Bender Decomposition
(GBD) and Successive Convex Approximation (SCA)
techniques. Mu et al.Pll| from the perspective of
NOMA and Orthogonal Multiple Access (OMA),
developed a penalty-based algorithm and reported that
NOMA yields a higher performance gain than OMA
when ground nodes have sufficient energy.

Given the endurance of UAVs, the

reasonable planning of resource allocation is very

limited

important to reduce UAV energy consumption. In Ref.
[92], Ye et al
trajectory planning and speed scheduling problem with

investigated the energy-efficient

the goal of minimizing the total energy consumption of
UAVs by determining their flight trajectory and speed
while completing the task of data collection. Yang et al.[*3]
found that a tradeoff exists between the UAV data
collection location and the outage probability and that
the optimal UAV data collection location for achieving
maximum energy efficiency needs to be closer to the
tags for lower UAV transmit power. Fu et al.l’4
proposed a reinforcement learning based approach to
plan the route of UAVs in collecting sensor data from
sensor devices scattered in the physical environment
and designed a reward function with consideration of
the energy efficiency of UAV flight and data
collection.

In a UAV-assisted data acquisition network, sensing
data change rapidly over time. Therefore, UAVs must
maintain “freshness” through frequent data sensing and
gathering. A metric called the Age of Information
(Aol) was proposed in Ref. [95]. Aol over a time
period is defined as the time elapsed since the most
recent data update occurred, and it increases linearly if
sensing data are not updated. The total Aol reflects the
average delay of data update and quantifies the
freshness of sensing data. Using the Aol concept, the
fuzzy data freshness tracking problem of the UAV-
assisted data gathering network can be transformed into
a mathematical problem and be solved by an
optimization method. In Ref. [96], Zhang et al.
proposed an iterative algorithm to optimize the sensing
and UAV velocity for
completing a specific task and designed the order in

time, transmission time,

which the UAV performs data updates for multiple
sensing tasks. In Ref. [97], Liu et al. formulated two
optimization problems of Aol data collection. The
simulation results showed that the proposed strategy
could improve the freshness of information. Abd-
Elmagid and Dhillon®®] formulated an optimization
problem to jointly optimize a UAV’s flight trajectory
and energy and service time allocations for packet
transmissions and found that in some cases, the UAV’s
trajectory cannot be altered on the basis of the locations
of IoT devices. In Ref. [99], Ahani et al. studied the
route scheduling of a UAV for data collection from
sensor nodes with battery recharging and proved that
optimum could be computed in polynomial time.

UAVs have clearly become an essential part of data
gathering under various constraints, e.g., channel,
energy consumption, data freshness, and many other
sources. They are one of the fastest and cheapest
methods for gathering data from different ground
nodes.

3.2 UAV-assisted spectrum sharing

The selection of an appropriate spectrum is a
significant problem to be considered in a wireless
communication system. First, the existing mobile
allocations which can be used by communication
systems have some limitations due to coexistence with
other services in the frequency band, these systems
crave more spectrum to increase their data rates and
network capacity. Second, a globally harmonized
spectrum would facilitate the implementation of new
space-air-ground communication systems, and provides
of infrastructure and

good economics in terms

terminalst!!2], With the continuous evolution of

wireless technology, multiband wireless
communication technology will enable us to effectively
Finally, uniform

use existing and new spectra.

spectrum  allocation and regulatory rules are
particularly important and unique challenges for
spectrum use. UAVs are envisioned to be widely
deployed as an integral component of 6G spectrum
management networks, where spectrum sharing among
spacial, aerial, and terrestrial communication systems

will play an important role. Some core technical
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challenges remain and require resolution to fully reap
the benefits of deploying UAVs for
management purposes. On the one hand, most UAVs

spectrum

basically operate on unlicensed frequency bands, which
are often unreliable and subject to interferences with
limited data rates and thus severely limit the potential
performance of UAVsl13l On the other hand, UAV-
assisted wireless communication has always been a
major security and privacy threat because of the
broadcast characteristics of UAV-assisted networks
and the easy monitoring of wireless transmission.
These problems urge us to consider security and
privacy issues while studying the spectrum sharing
management of UAV-assisted cellular networks.

Qiu et al.['%] proposed a novel privacy-preserving
secure spectrum trading and sharing scheme based on
blockchain technology to resolve the security issues.
To address the potential security issues, they proposed
a spectrum blockchain framework for illustrating the
detailed operations of how the blockchain helps to
improve spectrum trading. A Stackelberg game was
also formulated to jointly maximize the profits of the
Mobile Network Operator (MNO) and the UAV
operators with consideration of uniform and
nonuniform pricing schemes.

With the lack of dedicated spectra, UAVs always
need to share spectra with existing communication
systems, e.g., licensed spectrum, cellular spectrum, and
satellite spectrum. Efficient spectrum-sharing policies
need to be designed for UAV communications to
enhance SE and control interference-to-ground
communication. In Ref. [101], Shang et al. considered
Spatial Spectrum Sensing (SSS), which enables devices
to sense spatial spectrum opportunities and reuse them
aggressively and efficiently by controlling the SSS
radius. They later perfected their work in Ref. [102].
The objective of the considered 3D spectrum sharing
networks is to maximize the Area Spectral Efficiency
(ASE) of UAV networks while guaranteeing the
required minimum ASE of D2D networks. Similarly,
Shen et al. investigated the issue of joint spatial-
in a 3D

space by leveraging the location

temporal spectrum sensing spectrum-

heterogeneous

flexibility of flying UAV spectrum sensors[!03]. They
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designed a temporal fusion window and a spatial fusion
sphere to address the composite spatial-temporal data
fusion, called 3D spatial-temporal sensing. In Ref.
[104], Xu et al. investigated the application of
Compressed Sensing (CS) technology in CR to UAV
communication network to provide high-capacity,
reliable communication, and opportunistic and timely
spectrum access. However, traditional spectrum
sharing mechanisms through spectrum sensing may not
be effective in space-air-ground integrated UAV
networks because spectrum sensing is generally
imperfect and prone to sensing errors.

In Ref. [105], Li et al. suggested that although
mutual interference due to spectrum sharing could
reduce  spectrum efficiency, the impact of
eavesdropping could also be mitigated by the fact that
two UAVs are essentially cooperative jammers. From
the perspective of Physical Layer Security (PLS), Yang
et al.[*] investigated PLS performance via spectrum
sharing in device-to-device-enabled UAV networks.
They proposed a spectrum sharing strategy to fully
exploit the interference incurred by spectrum reuse for
improving secrecy performance. In Ref. [106], Tang
et al. discussed the case where UAVs share spectrum
with the core network and eavesdroppers try to wiretap
the communication. The joint optimization of the 3D
trajectory and power distribution of UAVs was
proposed to maximize the worst-case average secrecy
sum rate.

UAV-assisted spectrum sharing is clearly unsafe
when conducting large-scale spectrum trading in an
unreliable and opaque trading environment.
Eavesdroppers and malicious UAVs may seriously
threaten the security of cellular networks by means of
forging and issuing fraudulent spectrum demands. At
the same time, in the traditional centralized spectrum
trading, the trading between operators is managed by
intermediaries, which suffer from problems such as
single point of failure and privacy disclosure. Given its
distributed management and consensus mechanism,
blockchain has a good prospect in UAV spectrum
sharing management. With 3D spectrum sensing and
trajectory prediction, spectrum sharing technology is

gradually maturing.
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3.3 UAY network for MEC

MEC is a popular technological domain in the market
because of the latency and cost issues with big cloud
servers. To alleviate computing capacity constraints
and reduce transmission and computing latencies, MEC
has emerged as a promising platform for providing
high-capacity and low-latency computing resources at
the mobile network edge. Given their flexible and rapid
deployment capabilities, UAVs are the ideal MEC
platform for performing computation-intensive tasks
for terrestrial users. UAV networks can play an
essential role in MEC implementation, especially in
emergency situations such as disasters when fixed
ground infrastructure is unavailable or in edges of
forests and mountains where infrastructure is difficult
to build. Blockchain can be used to improve the
reliability of MEC communication, including its
connectivity, availability, and survivability, by using
UAV caches.

In Ref. [107], Islam and Shin presented a blockchain-
based data collection process in which information is
gathered using a UAV as a relay and is securely kept in
a blockchain at the MEC server. With the help of
UAVs, data are encrypted before being transmitted to
MEC servers. Upon receiving the data, the MEC
servers validate the data and the identity of the sender.
Guan et al.ll%8] proposed a blockchain-based MEC
architecture to build a UAV system of mutual trust,
fairness, openness, and stability in this scenario. In
Ref. [109], Sharma et al. used UAVs as on-demand
nodes for efficient caching and presented a novel
neural blockchain-based UAV caching approach
designed to ensure ultra-reliability and provide a flat

architecture. The results demonstrated that the
connection probability could reach 0.99, the
survivability is greater than 0.90, the energy

consumption is reduced by 60.34%, and the reliability
can reach 1.0 even for a large number of users.

Several issues need to be addressed to apply
blockchain to increase the security of MEC and reduce
the cost and administration of MEC. Some of the
problems involve the upper limits of memory for

blockchain communication, the limited onboard

capability of UAVs, and the excessive computing that
leads to the memory redundancy of UAVs and to the
decline of survivability and failure analysis ability.
Some solutions in this area can be found in the
literature. In Ref. [110], Wang et al. designed an open
UAV-based
advanced onboard computing capability and tested the
UAV  onboard

computing tasks. Several results verified the feasibility

airborne computing platform  with

performance by executing real
and potentials of the proposed UAV computing
platform. Faraci et al.lllll proposed a framework
where a system controller can switch on and off the
onboard elements to maximize an objective function
defined in terms of power consumption, job loss, and
incurred delay. These measures are needed to make
blockchain-based UAV networks suitable for MEC
applications.

4 Future and open topic

This section aims to cover the open research topics and
the future trends of blockchain-envisioned UAV
communication in the SAGIN while highlighting the
challenges to be addressed.

4.1 Hierarchical aerial networks

As the technology of microminiaturized satellite
platforms advances, an intermediate layer of various
communication

systems has emerged between

terrestrial and  traditional  satellite = segments.
Hierarchical area networks with multiple flying layers
are a promising solution to provide great coverage and
improve the security of communication in the SAGIN.
In this architecture, multiple types of flying layers
cooperate to improve the reliability and capacity of
SAGIN links. We realize that UAVs have the potential
to serve terrestrial users at medium and low levels,
while HAPs can serve both UAVs and ground users
from high up and act jointly as relay nodes for satellites
when necessary.

However, HAPs and UAVs may be frequently
disconnected because of differences in height and
velocity that directly affect link connections between

intermediate layers. Therefore, flights between UAVs
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and HAPs should be coordinated to maintain reliable
connections when existing routing protocols are not
suitable for vertical space networksl!!4 1151, Note that
the routing protocol required by a vertical area network
should consider the heterogeneous connection between
links; in this case, Visible Light Communication
(VLC) will be a good solutionl!16l, For integration, this
includes not only the layout design of UAVs and HAPs
but also the orbit optimization of each layer. It remains

an open subject of research.
4.2 Flying BSs

Flying BSs could be mounted on general-purpose
UAVs that could be further integrated into the SAGIN.
Reference [117] reported that integrating such a system
into a mobile network can be an effective alternative to
ultra-dense small cell deployments, especially in
scenarios where users move in groups. In Ref. [38], the
challenges and opportunities of using UAV-based
flying relays and BS-assisted cellular communication
were reviewed. The wide application of UAV onboard
processing in the SAGIN paves the way for the
flying UAV BSs. Onboard

regeneration is the key to achieving this capability.

realization of the

Processing is not limited to the physical layer as it also
requires the addition of a Medium Access Control
(MAC) layer and network layer capabilities. This
feature is similar to CoMP scenarios in cellular
networks, where the capacity of multiple BSs is used
for data transmission, thus resulting in improved
network performance and utilization. Another key
aspect worth considering is power budget analysis. In
Ref. [118], Wang et al. presented an efficient joint
transmit power and trajectory optimization algorithm.
The simulation results revealed that the optimized
transmit power shows a water-filling characteristic in

the spatial domain.
4.3 Limited onboard resources

If a blockchain is used to deploy a network of UAVs
and perform the consensus algorithms, UAV miners
need considerable

processing power. Moreover,

integrating such systems on UAVs is a challenging
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task. First, most UAVs are used as relays for frequency
conversion, amplification, and forwarding. Second, the
path loss is large, and the power supply is limited;
these characteristics are closely related to the quality
and deployment cost of UAVs[!!9 120 This problem
may become common for all blockchain-envisioned
UAYV systems in the future. In addition to batteries and
flight UAVs
complex payloads to carry. In addition, if they have to

mechanism systems, already have
act as core nodes in the blockchain, then considerable
processing and storage power should be integrated into

their hardware.

5 Conclusion

UAV communication has entered a critical phase of
development in recent years mainly because of UAVS’
flexible deployment, strong joint service capabilities,
diverse functions, and the growing demand for
broadband high-speed, heterogeneous, Ultra-Reliable
and Low-Latency Communication (URLLC) as the
SAGIN matures and a variety of internet-based
applications and services emerge. Given the unique
characteristics and technological advances of UAVs in
this field, either as a standalone solution or as a
participant in the SAGIN, they can be a cornerstone to
With its distributed
management mode and flexible consensus mechanism,

meet existing requirements.

blockchain technology is suitable for the networking
and security of the UAV networks. To this end, this
study, to some extent, captures the new technological
progress in the field of UAV communication. Some
important applications and use cases under the current
of UAV
emphasized. In addition, a review is provided covering

research  focus communication  are
the latest contributions of UAVs in systems, integrated
networking, data gathering, and spectrum management.
Finally, some future

important challenges and

corresponding open research topics are described.
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