
 

Navigating the ethical and privacy concerns of big data and
machine learning in decision making

Hamed Taherdoost*

Abstract: In  recent  years,  the  fields  of  big  data  and  machine  learning  have  gained  significant  attention  for  their

potential  to  revolutionize  decision-making  processes.  The  vast  amounts  of  data  generated  by  various  sources  can

provide valuable insights to inform decisions across a range of domains, from business and finance to healthcare and

social  policy.  Machine learning algorithms enable computers to learn from data and improve their  performance over

time, thereby enhancing their ability to make predictions and identify patterns. This article provides a comprehensive

overview  of  how  big  data  and  machine  learning  can  improve  decision-making  processes  between  2017–2022.  It

covers  key  concepts  and  techniques  involved  in  these  tools,  including  data  collection,  data  preprocessing,  feature

selection, model training, and evaluation. The article also discusses the potential benefits and limitations of these tools

and  explores  the  ethical  and  privacy  concerns  associated  with  their  use.  In  particular,  it  highlights  the  need  for

transparency and fairness in decision-making algorithms and the importance of protecting individuals’ privacy rights.

The  review  concludes  by  highlighting  future  research  opportunities  and  challenges  in  this  rapidly  evolving  field,

including  the  need  for  more  robust  and  interpretable  models,  as  well  as  the  integration  of  human  decision  making

with  machine  learning  algorithms.  Ultimately,  this  review  aims  to  provide  insights  for  researchers  and  practitioners

seeking to leverage big data and machine learning to improve decision-making processes in various domains.
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1    Introduction

The  decision-making  process  holds  significant
importance in both personal and professional domains,
as it entails selecting the most optimal course of action
from a range of available alternatives[1].  The ability to
make effective decisions is crucial in attaining personal
and  organizational  objectives,  enhancing  productivity,
and upholding competitiveness  in  the current  dynamic
corporate  landscape[2].  Conventional  methods  of
decision making rely on subjective judgment, practical
knowledge, and non-numerical information to arrive at
well-informed  decisions[3].  Nevertheless,  the  efficacy
of  these  techniques  may  be  constrained  in  their

capacity  to  furnish  precise  and  all-encompassing
perspectives,  particularly  when  confronted  with
voluminous datasets or intricate predicaments.

By  offering  a  more  data-driven  and  objective
approach  to  decision  making,  big  data  analytics  can
solve some of the drawbacks of conventional decision-
making  methods[4].  Big  data  analytics  can  assist  in
resolving  decision-making  issues  by  improving
visibility,  arranging  and  filtering  data,  locating  crucial
insights,  and  producing  more  precise  predictions[5].
While  big data  analytics  can provide valuable insights
to inform decision making, there are also several issues
that  organizations  should  be  aware  of  when  using  big
data  for  decision  making[6].  Making  decisions  can  be
difficult when using big data because of problems with
data  quality,  bias,  privacy  concerns,  complexity,
expense,  and  security  hazards.  To  ensure  the  efficient
and moral application of big data for decision making,
it  is  critical  for  enterprises  to  be  aware  of  these
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problems and take action to overcome them.
Big  data  availability  and  machine  learning

technology development have significantly increased in
daily life[7], which has sparked an explosion in interest
in applying these tools to help decision making across a
variety  of  sectors.  In  contrast  to  machine  learning,
which  uses  algorithms  that  can  learn  from  data  and
make  predictions  or  judgments  based  on  that
learning[8],  big  data  refers  to  datasets  that  are  too
massive  and  complicated  to  be  processed  using
conventional  data  processing  techniques[9].  Machine
learning can help address some of the issues associated
with  big  data  and  decision  making  by  improving  data
quality,  reducing  bias,  addressing  privacy  concerns,
simplifying complexity, lowering costs, and enhancing
security.

The  utilization  of  big  data  and  machine  learning
algorithms  for  decision-making  purposes  holds  the
capacity  to  bring  about  a  significant  transformation  in
various  domains  such  as  healthcare[10],  finance  and
marketing[11],  and  transportation[12],  among  several
others. Esteva et al.[13] suggested that medical data can
be  analyzed  using  machine  learning  algorithms  to
detect  patterns  that  may  signify  the  presence  of  a
disease.  These patterns can then be utilized to provide
personalized treatment recommendations. Although big
data  and  machine  learning  have  the  potential  to  offer
significant  advantages  in  decision  making,  there  exist
numerous  challenges  that  require  attention.  The
collection and utilization of vast amounts of data raise
ethical  and  privacy  concerns,  especially  when  such
data  comprises  sensitive  personal  information[14].
Furthermore,  there  exist  apprehensions  regarding  the
precision  and  dependability  of  machine  learning
algorithms,  particularly  when  they  are  employed  in
situations that involve decision making[15].

The role of big data and machine learning in decision
making  has  become  increasingly  important  in  recent
years.  These  technologies  have  allowed  organizations
to extract insights from vast amounts of data and make
better  decisions  in  a  timely  manner.  The  goal  of  a
scoping  review  on  the  application  of  big  data  and
machine  learning  in  decision  making  is  to  map  the
body of existing literature and pinpoint essential ideas,

knowledge  gaps,  and  areas  in  need  of  further
investigation.  Scoping  reviews  help  combine  many
pieces  of  information and give  a  broad perspective  on
the  breadth  and  depth  of  a  subject.  The  existing
research  on  how  big  data  and  machine  learning  are
used  in  decision  making  will  be  summarized  in  this
scoping review. It  will  examine the numerous ways in
which  these  technologies  are  used  in  diverse  fields,
point  out  the  advantages  and  difficulties  of  doing  so,
and highlight emerging trends and lines of inquiry. The
review will address the following research questions:

(1)  What  approaches  and  techniques  are  used  for
leveraging  big  data  and  machine  learning  in  decision
making?

(2)  What  are  the  ethical  and  privacy  concerns
associated  with  the  use  of  big  data  and  machine
learning in decision making?

(3) What are the key challenges and opportunities for
future research in this field?

This  scoping  review  will  provide  a  comprehensive
overview of the current state of research on the role of
big  data  and  machine  learning  in  decision  making.  It
will  first  present  the  concepts  and  relationships
between  decision  making,  machine  learning,  and  big
data.  After  outlining  the  methodology  of  the  review,
the  results  of  included  article  will  be  presented,  and
three  research  questions  will  be  discussed.  The
conclusion will be the final part.

2    Decision making

Industry  4.0  requires  data-driven  decision  making,
which  has  sparked  the  development  of  novel
techniques  and  algorithms  to  assist  engineers  in
choosing the best course of action for maintenance and
operational  tasks[16].  Making  decisions  effectively  is
crucial  to  the  success  of  any business  or  organization.
The  decision-making  process  is  challenging  since
numerous criteria can be used to decide whether or not
to  take  action.  Numerous  decisions  that  affect  their
professional  and  personal  lives  are  made  by  people
every  day.  Making  decisions  is  essential  for
organizations  and  businesses  to  accomplish  their
strategic goals and maintain their  competitiveness in a
market  that  is  always changing.  Making decisions  can
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be  difficult  and  complex,  and  it  calls  for  thorough
consideration of many different elements.

Organizations continue to witness an explosion[17] in
the  volume,  velocity,  and  variety  of  data  created  each
year.  This  includes  the  diversity  of  data  types,  the
velocity  of  data  creation,  and  the  volume  of  data[18].
Big  data[19] has  been  characterized  as  a  game-changer
in how businesses operate across many industries. This
can be attributed to the increased use of structured data
and  unstructured  data,  such  as  videos  and  images[20].
Moreover,  people  are  using  desktops,  laptops,
smartphones,  tablets,  and  other  smart  devices  that
produce  a  variety  of  large  datasets  by  their  very
nature[21].  Big  data  is  another  name  for  these  various
kinds  of  enormous  datasets.  Big  data  consists  of
massive  amounts  of  data  from  data  sharing,  analysis,
and  mining[22, 23],  manufacturing  data  from  cyber-
physical  systems[24],  and  other  applications  related  to
Industry  4.0,  such  as  digital  twin  systems[25].  Data
visualization,  advanced  data  analytics,  data  storage,
data  acquisition,  data  generation,  and decision making
for value creation are the six primary components that
comprise the related field of big data analytics[26].

In  the  age  of  digital  transformation,  organizations
recognize  the  value  and  significance  of  making  the
right decisions at the right time, which is only possible
by  relying  on  the  relevant  and  timely  accessibility  of
information and data that are processed as a component
of  the  decision-making  process[27].  The  process  of
making choices is supported at all organizational levels
by  data  that  can  be  meaningfully  processed[28].  The
sequence  of  visualizing,  processing,  and  accumulating
big  data  can  assist  an  organization’s  management
function  in  making  informed  decisions  regarding  the
operations  and  approach  of  the  organization.  In  a
business  environment  that  is  constantly  evolving,
organizations  around  the  world  strive  to  gain  a
competitive  advantage  by  employing  the  most  recent
technologies  to  process  data  and  improve  strategic
decision making.

Big  data  has  revolutionized  decision  making  by
granting organizations access to vast quantities of data
that  may  be  analyzed  to  obtain  valuable  insights[29].
Multiple studies have highlighted the use of big data in

decision  making[30],  with  big  data  analytics  tools
playing an essential part[31]. By utilizing these tools and
analyzing  massive  amounts  of  data,  decision-makers
can  make  more  informed  decisions  that  contribute  to
the  success  of  their  businesses.  From  the  general
literature  on  the  role  of  big  data  in  the  organizational
decision-making  process,  it  can  be  seen  that
organizations  that  consider  the  capabilities  of  big  data
can  make  more  informed  decisions  that  help  them
increase  their  bottom  line,  improve  overall
performance,  and  gain  a  competitive  advantage[32].  In
addition,  big  data  may be used to  automate  processes,
acquire knowledge about target audiences, and improve
performance through an in-depth market understanding
based  on  past  events.  Big  data  is  the  ability  of  a
business  to  utilize  the  data  accumulated  during  daily
operations[33].

3    Big data’s role in decision making

In  the  age  of  big  data,  the  manufacturing  sector
generates  enormous  amounts  of  large  data,  much  of
which has an ultra-high dimension[34]. A difficult topic
is  how  to  handle  these  ultra-high  dimension  data,
unlock  their  potential,  and  create  a  data  flow  model
appropriate  for  the  current  manufacturing
environment[35].  The  industrial  sector  will  currently
profit  more  optimally  from  big  data-driven  analysis
thanks  to  the  cooperation  of  associated  new
technologies against the backdrop of Industry 4.0. The
goal of the data analysis process is to increase decision-
making openness[36].

Big  data  starts  the  digital  revolution  in  the  age  of
intelligent information linkage and knowledge drive[37].
The  complexity  and  cognitive  load  of  processing  vast
amounts  of  data  are  being  gradually  reduced  through
methods  based  on  intelligent  computing  and  big  data
analysis[38].  To  increase  its  competitiveness,  the
organization  is  increasingly  implementing  solid  data-
driven strategies[39]. Modern manufacturing has a great
chance to make the switch from traditional production
to  intelligent  manufacturing  thanks  to  big  data-driven
technology.  Big  data  analysis  has  recently  been  the
primary  motivator  for  businesses  to  create  industrial
value,  pushing  the  intelligent  growth  of  industrial
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facilities and increasing industrial production. Research
on industrial output has made use of the data gathered
from  numerous  sources.  Data-driven  production
research  has  replaced  analytical  model-based
production research[40].

Big  data  analysis  represents  a  fundamental
improvement  over  traditional  data  analysis.  Big  data
systems’ distinctive  traits  in  the  industrial  sector’s  big
data  era  are  real-time,  dynamic,  and  adaptive[41].  The
data controlled by a big data platform comes from the
physical  entity  world  or  the  virtual  digital  world,  as
opposed  to  the  traditional  data  analysis  system.  The
ability  to  handle  data  effectively  emphasizes  a  more
outstanding  possibility  because  of  the  number  of  data
sources.  Revolutionary  informational  and  intelligent
transformation  is  taking  place  in  the  manufacturing
sector[42].  For  manufacturing  systems  to  operate  with
high  reliability,  solid  scalability,  and  availability,  on-
demand communication services are essential.

One  of  the  difficult  problems  for  practitioners  and
researchers to solve is the decision-making process for
massive  data  using  several  criteria.  Researchers  are
discovering  novel  ways  to  create  decision  support
systems  for  the  issues  of  various  big  data  application
domains  by  using  multiple  criteria  in  integration  with
artificial  intelligence  (AI)  and  machine  learning.  This
allows decision-making based on appropriate  numbers
of  choices,  effectiveness,  and  potentiality.  Several
decision  support  systems  can  help  in  decision-making
processes[43, 44]. Making decisions effectively is crucial
to  the  success  of  any  business  or  organization.  The
decision-making process is challenging since numerous
criteria  can  be  used  to  decide  whether  or  not  to  take
action.

Decision  support  systems  are  enabled  by  the
inclusion  of  deep  learning  algorithms  in  current
approaches for handling large data challenges to give a
more  intelligent  decision  support  system[45, 46].
Numerous applications for the decision support system
can  be  found  in  a  variety  of  industries,  including
agriculture[47],  energy  industry[48],  and  business[49].
Theories and techniques that range from basic to more
sophisticated  and  intelligent  models  for  decision
making are explained in several disciplines[50].

4    Machine  learning  and  big  data:
Empowering decision making

Big  data  and  its  newly  developed  tools  and
methodologies,  such  as  big  data  analytics,  have
completely  changed how organizations  and businesses
work,  opening  up  new,  promising  opportunities  for
academia,  professionals,  and  corporations[51].
Governmental  and  non-governmental  entities  now
routinely  produce  huge  amounts  of  unique  scope  and
complexity  data,  in  addition  to  corporations  and
research institutions[52]. Consequently, gathering useful
information  and  advantageous  advantages  from  these
big data sources is now crucial for enterprises all over
the  world.  But  as  the  research  demonstrates,  it  can  be
difficult to swiftly and skillfully extract useful insights
from big data[53]. Big data analytics is now unavoidably
necessary to fulfill big data’s full potential for boosting
company performance and expanding market share for
the  majority  of  enterprises.  Although  the  majority  of
machine learning and AI algorithms and the platforms
that support them for performing big data analytics are
free,  they  call  for  a  new  skill  set  that  is  unusual  for
most practitioners in this sector and the IT departments
of organizations[54].

Machine learning and big data have become integral
components  of  modern  decision-making  processes.
With  the  advent  of  advanced  computing  technologies,
vast  amounts  of  data  can  now  be  collected,  analyzed,
and utilized  to  inform decision  making in  a  variety  of
contexts.  Machine  learning  is  a  subfield  of  AI  that
focuses  on  the  development  of  algorithms  and
statistical models that enable computer systems to learn
from  data  and  make  predictions  or  decisions  without
being  explicitly  programmed[55].  Machine  learning
algorithms  are  particularly  well-suited  to  processing
large amounts of data, and as such, they have become a
key tool for analyzing big datasets.

Big data refers to large and complex datasets that are
difficult  to  process  using  traditional  data  processing
techniques[56]. The size, variety, and complexity of big
data make it challenging to extract meaningful insights,
but  machine  learning  algorithms  can  help  identify
patterns,  correlations,  and  relationships  that  would  be
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difficult  to  discern  using  manual  analysis[57].  Machine
learning  algorithms  can  also  be  used  to  automate
decision-making  processes,  enabling  organizations  to
make faster and more accurate decisions[58]. In finance,
for  example,  machine  learning algorithms can analyze
market  data  to  identify  trends  and  patterns  that  can
inform  investment  decisions.  In  healthcare,  machine
learning algorithms can be used to analyze patient data
to  identify  risk  factors  and  develop  personalized
treatment  plans.  In  marketing,  machine  learning
algorithms  can  be  used  to  analyze  customer  data  to
identify trends and preferences, enabling companies to
target  their  advertising  and  marketing  efforts  more
effectively[59].

Machine learning and big data have become essential
tools  for  decision-making  in  a  variety  of  domains.  By
analyzing  large  and  complex  datasets,  machine
learning  algorithms  can  identify  patterns  and
correlations  that  can  inform  decision-making  and
automate  decision-making  processes,  enabling
organizations  to  make  faster  and  more  accurate
decisions[60]. Table  1 highlights  some  of  the  key
characteristics of machine learning and big data as they
relate to decision-making.

5    Methodology

Scoping  literature  reviews  give  an  overall  idea  of  the
size and nature of the literature in specific fields[61]. In
this  case,  a  scoping  study  is  conducted  to  assess  the
extent to which big data and machine learning are used

in decision-making.

5.1    Search strategy

The  study  utilizes  the  Scopus  database,  formulates
research questions,  and employs  various  techniques  to
gather  and  analyze  information.  To  ensure  a
comprehensive  evaluation  of  the  research  subjects,  a
specific  set  of  reporting elements  required for  scoping
reviews was selected.

5.2    Inclusion and exclusion criteria

Studies  are  considered  if  they  meet  the  following
requirements:  final  published  papers,  published
between  2017  and  2022,  published  in  English,  source
and  document  type  being  journal  and  article.  Studies
that  are  book  chapters,  conference  papers,  review
articles, or letters to the editor are not included.

5.3    Selection

Throughout the investigation, the sources from Scopus
are  utilized  and  relevant  databases  are  evaluated  to
ensure  the  accuracy  of  the  information  presented.
However,  certain  exceptional  works  of  literature  are
not  included in  the  search  criteria  for  various  reasons.
This section reviews several research studies conducted
in  the  past  5  years  (2017–2022)  to  gather  information
on  big  data  and  machine  learning  in  decision  making.
A total of 1109 Scopus results are examined until April
13th,  2023,  out  of  which  only  30  are  considered
significant  (see Fig.  1).  The  search  string  is  created
based  on  the  search  of “big  data” and “machine

 

Table 1    Key features of machine learning and big data in decision-making

Feature Machine learning Big data

Data
processing

Uses algorithms to infer conclusions or predictions from
data without being explicitly programmed

Focuses on handling huge, complicated datasets that are
challenging to process using conventional data processing
methods.

Data
analysis

Finds in data patterns, correlations, and linkages that are
challenging to find through manual analysis

Aids in the extraction of insightful information from vast
and complex datasets

Application
Used to assist in decision-making across a range of
industries, such as banking, healthcare, marketing, and
more

Utilized throughout a variety of sectors, including
healthcare, finance, retail, and entertainment

Automation May automate decision-making procedures, enabling
businesses to take judgments more quickly and accurately

Can be used to automate a variety of tasks, such as data
gathering, processing, analysis, and visualization

Benefit Gives businesses the ability to make data-driven decisions,
which improves accuracy and efficiency

Gives businesses insightful data they can utilize to expand,
optimize processes, and enhance customer experiences

Challenge Requires large amounts of high-quality data and expertise
to develop and implement effective algorithms

Requires substantial resources, as well as knowledge of
data management and analysis, to store, process, and
analyze enormous amounts of data
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learning” in  the  title  and “decision  making”,  and
inclusion and exclusion criteria are developed.

6    Result

This scoping review encompasses 30 publications. The
selected  papers  and  an  explanation  of  the  overall
categorization  results  are  provided  below.
Organizations  are  gaining  interest  in  this  field  as  they
recognize the potential advantages of utilizing big data
and  machine  learning  to  make  better  decisions.  There
has  been  an  increase  in  the  research  and  development
of machine learning and big data tools  and algorithms
that  can  be  applied  to  decision-making  duties  in  a
variety  of  industries  and  domains.  Moreover,  the
growing  availability  of  data  and  the  increasing  power
of computing systems have made it possible to analyze
large  and  complex  datasets  in  real  time,  allowing
decision-makers  to  make  more  informed  and  precise
decisions.

Between  2017  and  2022,  the  quantity  of  included
articles  is  depicted  in Fig.  2.  In  recent  years,  the  field
of decision making with big data and machine learning
has  grown  significantly  due  to  three  primary  factors.
Firstly,  the  exponential  growth  in  the  amount  of  data
generated  by  the  internet  and  digital  technologies  has
necessitated the development of tools and methods for

managing and analyzing this immense quantity of data.
Secondly, advances in machine learning algorithms and
computing power have enabled more sophisticated data
analysis and prediction, enabling organizations to make
more informed decisions and enhance their operations.
Thirdly, the availability of open-source tools and cloud
computing  platforms  has  facilitated  the  access  and
utilization  of  big  data  and  machine  learning
technologies by businesses of all sizes.

Nevertheless,  this  development  appears  to  have
plateaued  between  2021  and  2022  for  a  variety  of
reasons.  It  is  conceivable that  the field has reached its
saturation point, with the majority of companies having
adopted  these  technologies  and  investing  less  in  their
further  development.  It  is  also  possible  that  this  is  a
temporary lull, with growth anticipated to recommence
in the coming years as new applications and use cases
for  big  data  and  machine  learning  are  discovered.  In
addition,  global  events  such  as  the  COVID-19
pandemic may have temporarily diverted resources and
attention  away  from  this  discipline.  Despite  this,  the
potential  benefits  of  big  data  and  machine  learning  in
decision  making  are  substantial,  and  the  field  will
likely continue to expand and develop in the future.

Figure  3 depicts  the  number  of  articles  in  various
categories. Due to the abundance of data, the potential
for enhanced patient outcomes, and the need for ethical
considerations in a highly regulated industry, there are
more  articles  in  healthcare  and  medicine  (10  articles)
on  decision  making  using  big  data  and  machine
learning.  The  analysis  of  healthcare  data  by  machine
learning  algorithms  has  the  potential  to  substantially
improve  patient  outcomes  and  decrease  healthcare

 

Identified papers from Scopus: 1109

Articles were reviewed using inclusion and
exclusion criteria: 111

Papers after eliminating duplicates: 42

Papers after screening based on the title,
abstract, and review’s focus: 30

Papers included for critical review: 30
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Fig. 1    Flowchart  depicting  the  procedure  for  selecting

papers for a scoping review.
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Fig. 2    Several included articles based on year.
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costs. The broad applicability of big data and machine
learning  has  led  to  the  publication  of  articles  on  their
function  in  decision  making  in  a  variety  of  fields,
including  infrastructure  and  engineering  (6  articles),
industrial  applications  (5  articles),  sports  and
entertainment  (3  articles),  environmental  science  (2
articles),  social  science  (3  articles),  and  business  and
finance  (1  article).  In  each  of  these  domains,  these
methods  can  provide  valuable  insights  and  facilitate
improved decision making.

The  current  state  of  decision  making  about  big  data
and  machine  learning  is  characterized  by  continuous
growth and innovation,  with new techniques and tools
being  developed  and  applied  to  a  variety  of
applications.  This  trend  is  likely  to  continue  as  the
quantity of  available data continues to increase and as
new  technologies  emerge  to  assist  with  making  sense
of this data.

7    Discussion

This  section  aims  to  answer  several  important
questions  related  to  the  use  of  big  data  and  machine
learning  in  decision  making.  By  addressing  these
questions,  this  section  hopes  to  contribute  to  a  better
understanding  of  the  potential  and  limitations  of  big
data  and  machine  learning  in  decision  making,  and  to
inform  future  research  and  practice  in  this  rapidly
evolving field.

(1)  What  approaches  and  techniques  are  used  for
leveraging  big  data  and  machine  learning  in  decision

making?
Organizations are finding it difficult to make sense of

the  vast  volumes  of  information  at  their  disposal
because of the volume and variety of data that is being
generated daily.  Businesses  and industries  have begun
to  use  big  data  and  machine  learning  approaches  to
extract  insights  and  make  data-driven  choices  to
address  this  challenge.  The  way  of  gathering,  storing,
processing,  and  evaluating  data  has  been  completely
changed  by  big  data  and  machine  learning.  Big  data
and machine learning are employed in decision making
using  a  variety  of  strategies  and  methods.  These
innovations  have  given  businesses  and  organizations
new  ways  to  use  data-driven  insights  to  make  wise
decisions.

Predictive  modeling  is  one  method  for  leveraging
large  data  and  machine  learning  in  decision-making.
For  instance,  Wang et  al.[62] used  machine  learning  to
predict  sports  performance  and  analyze  influencing
factors  based  on  statistics  derived  from  big  data.
Similarly,  Soffer  et  al.[63] utilized  machine  learning  to
predict in-hospital mortality at medical ward admission
using  big  data.  In  addition,  Xie  et  al.[64] used  an
optimized  machine  learning  approach  to  forecast  the
demand for  Chinese  cruise  tourism based on big  data.
Another  optimization  method  is  the  use  of  machine
learning and large data. For example, Hosseini et al.[65]

utilized  machine  learning  and  big  data  to  optimize
medication  prescriptions  for  complex  diseases  such  as
diabetes.  Similarly,  Venkatesh  et  al.[66] developed  a
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predictive analytics model for disease prediction using
machine  learning  techniques  and  massive  amounts  of
data.  In  addition,  Nallaperuma  et  al.[67] developed  an
online  incremental  machine  learning  platform  for  big
data-driven intelligent traffic management.

In  addition,  several  studies  have  recommended  the
use  of  machine  learning  and  big  data  for  decision
making  and  risk  assessment  in  a  variety  of  fields.
Zhong  et  al.[68] proposed  a  pipeline  risk  big  data
intelligent  decision-making  system  based  on  machine
learning and situational awareness. Using big data and
machine learning, Jamil et al.[69] developed a decision-
based  model  for  real-time  Internet  of  Things  (IoT)
analysis.  To  restore  accountability,  de  Laat[70]

developed  an  algorithmic  decision-making  model
based on machine learning and big data.

Several  studies  have  applied  machine  learning  and
big  data  to  environmental  management  and
sustainability.  Using  machine  learning,  Ji  et  al.[71]

proposed a big data approach for constructing life-span
predictions for life cycle assessment and life cycle cost.
Similarly,  Choi  et  al.[72] developed  the  engineering
machine-learning  automation  platform,  a  big-data-
driven AI instrument for contractors’ sustainable plant
project management solutions. In addition, Liu et al.[73]

used  machine  learning  ensemble  and  satellite  big  data
to  map  large-scale,  high-resolution  mangrove  forests
throughout West Africa. In addition, some studies have
proposed  the  application  of  machine  learning  and  big
data  to  the  management  of  health  care.  For  instance,
Moorthy  and  Gandhi[74] utilized  machine  learning
algorithms  to  analyze  medical  large  data.  Similarly,
Ephzibah  and  Sujatha[75] developed  big  data
management  with  machine  learning  and  domain
knowledge for the healthcare industry in their study. In
addition, Segura-Bedmar et al.[76] investigated machine
learning  approaches  for  predicting  anaphylaxis  in
electronic medical record large data.

However,  there  are  also  challenges  associated  with
the  use  of  machine  learning  and  big  data,  as
highlighted  in  the  studies  by  Ning  and  You[77] and
Wang  et  al.[78].  These  articles  emphasize  the  need  to
consider  uncertainty  and  potential  biases  in  the
development  and  implementation  of  these

technologies.  Overall,  machine  learning  and  big  data
have  the  potential  to  significantly  impact  decision
making in a wide range of industries and applications.
However,  it  is  important  to  consider  ethical  and
accountability  issues,  as  well  as  potential  biases  and
uncertainties, when using these technologies. By doing
so, it can be ensured that machine learning and big data
are used to improve outcomes and make more accurate
predictions. Table  2 provided  all  30  included  articles
related  to  the  intersection  of  big  data,  machine
learning,  and  decision  making.  Each  title  represents  a
unique study or application of these fields, with a focus
on various industries such as healthcare, transportation,
sports, etc.

(2)  What  are  the  ethical  and  privacy  concerns
associated  with  the  use  of  big  data  and  machine
learning in decision making?

Big  data  and  machine  learning  are  being  used  more
and more frequently across a wide range of industries,
including  healthcare,  transportation,  athletics,  and
finance.  Although  these  technologies  have  many
advantages,  they  also  raise  ethical  and  privacy  issues
that should be considered when making decisions. This
section examines the ethical and privacy issues related
to the use of big data and machine learning in decision
making, as indicated by the titles provided.

The potential for bias is a significant ethical concern
associated  with  the  use  of  big  data  and  machine
learning  in  decision  making.  Wang  et  al.[62] used
machine  learning  to  predict  sports  performance  and
discovered  that  the  athlete’s  age,  weight,  and  training
time  have  a  substantial  effect  on  their  performance.
However, race, gender, and socioeconomic status were
not considered in the analysis, which may have resulted
in  biased  predictions.  Similarly,  Soffer  et  al.[63]

developed a big data machine learning model to predict
in-hospital mortality, but the model did not take race or
ethnicity  into  consideration.  The  omission  of  such
crucial  factors  could  result  in  discrimination  against
certain patient groups, raising ethical concerns.

Privacy  concerns  are  also  prevalent  in  the  decision-
making  use  of  big  data  and  machine  learning.  Xie  et
al.[64] used big data to predict  the demand for Chinese
cruise  tourism  but  acknowledged  that  the  collection
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and use of personal data could pose significant privacy
risks. As discussed by Hosseini et al.[65], when machine
learning  is  used  to  optimize  medication  prescriptions
for  complex  diseases,  patients’ privacy  is  also  at  risk.
Medical records contain sensitive information that need
to be handled with care, and their confidentiality needs
to be protected.

The use of big data and machine learning also raises
concerns  regarding  decision-making  transparency  and
accountability.  de  Laat[70] discusses  how  algorithmic
decision  making  based  on  machine  learning  from
massive amounts of data could reduce transparency and
accountability.  This  concern  is  especially  pertinent

when  the  decision-making  process  is  wholly
automated,  as  in  the  case  of  an  intelligent  decision-
making  system  for  pipeline  risk  big  data[68].  In
addition,  the  use  of  big  data  and  machine  learning  in
decision  making  may  raise  ethical  concerns  regarding
the  possible  misuse  of  data.  For  example,  Jamil  et
al.[69] developed  a  decision-based  model  for  real-time
IoT  analysis  using  big  data  and  machine  learning,
which  could  be  used  to  monitor  the  activities  of
individuals, causing privacy concerns.

Big data and machine learning are increasingly being
used in decision making,  which creates serious ethical
and  privacy  issues  such  as  bias,  privacy  violations,

 

Table 2    Studies driving machine learning and big data in decision making across industries.

Study Year Area Big data Machine learning Decision-making feature
Zhong et al.[68] 2022 Risk management √ √ Intelligent decision-making
Wang et al.[62] 2022 Sports analytics √ √ Performance prediction
Sassite et al.[79] 2022 Smart cities √ √ Automated analytics
Jamil et al.[69] 2021 IoT √ √ Real-time decision-making
Ji et al.[71] 2021 Life cycle assessment √ √ Life-span prediction
Choi et al.[72] 2021 Engineering √ √ Sustainable management
Bertoni et al.[80] 2021 Agriculture √ √ Estimation
Soffer et al.[63] 2021 Healthcare √ √ Mortality prediction
Xie et al.[64] 2021 Tourism √ √ Demand forecasting
Opperhuizen and Schouten[81] 2021 Media √ √ Issue attention analysis
Liu et al.[73] 2021 Environmental monitoring √ √ Mapping
Sharma and Gupta[82] 2021 Healthcare √ √ Predictive analysis
Kovacs-Györi et al.[83] 2020 Urban planning √ √ Geospatial analysis
Nibareke and Laassiri[84] 2020 Healthcare, aviation √ √ Prediction
Hosseini et al.[65] 2020 Healthcare √ √ Medication optimization
Wang et al.[78] 2020 Data analysis √ √ Tension analysis
López-Martínez et al.[85] 2020 Healthcare √ √ Medical decision support
Subha Seethalakshmi et al.[86] 2020 Energy √ √ Stability analysis
Nallaperuma et al.[67] 2019 Transportation √ √ Smart traffic management
Moorthy and Gandhi[74] 2019 Healthcare √ √ Medical data analytics
Gu et al.[87] 2019 Gaming √ √ Game prediction
Venkatesh et al.[66] 2019 Healthcare √ √ Disease prediction
Ning and You[77] 2019 Optimization √ √ Uncertainty handling
Kalpana et al.[88] 2019 Data analysis √ √ Feature selection
de Laat[70] 2018 Ethics and accountability √ √ Transparency
Segura-Bedmar et al.[76] 2018 Healthcare √ √ Early detection
Syafrudin et al.[89] 2018 Manufacturing √ √ Real-time monitoring
Achiron et al.[90] 2017 Healthcare √ √ Accurate prediction
Ephzibah and Sujatha[75] 2017 Healthcare √ √ Data management
Chi et al.[91] 2017 Healthcare √ √ Treatment optimization
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transparency,  accountability,  and  potential  data
exploitation.  It  is  essential  to  make  sure  that  moral
guidelines govern the creation and application of these
technologies  to  allay  these  worries.  Additionally,  to
protect  people’s  privacy,  adequate  security  measures
should be put  in place and the collecting,  storage,  and
use  of  personal  data  should  be  transparent.  Before
using  algorithms  in  decision-making  processes,  it  is
crucial  to  assess  the  algorithms’ ethical  implications
and any biases.

(3) What are the key challenges and opportunities for
future research in this field?

Big  data  and machine  learning  can  provide  a  potent
decision-making  toolkit.  By  analyzing  large  datasets,
machine  learning  algorithms  can  identify  insights  and
trends  that  are  difficult  or  impossible  for  humans  to
detect.  This  can  aid  enterprises  and  organizations  in
making  more  informed  decisions,  reducing  costs,  and
enhancing  results.  However,  the  field  of  big  data  and
machine learning presents prospective researchers with
both  challenges  and  opportunities[62–64].  Given  the
potential  benefits  and problems of  employing big data
and  machine  learning  in  decision  making,  there  is  a
need for continued study in this area.

The  need  for  efficient  data  processing  and  analysis
methods[65] is one of the primary obstacles to utilizing
big  data  and  machine  learning.  This  can  be  especially
challenging  in  sectors  such  as  healthcare,  where
concerns  about  data  privacy  and  data  quality  can  also
arise[74].  Another  difficulty  is  the  development  of
effective  machine  learning  models  capable  of
accurately  predicting  outcomes  and  providing
insights[69].  This  requires  a  comprehensive
comprehension  of  the  underlying  data  as  well  as  the
creation of suitable algorithms and models[66].

Despite  obstacles,  there  are  numerous  opportunities
to utilize big data and machine learning in a variety of
fields.  For  instance,  machine  learning  models  can  be
utilized  in  sports  to  predict  athlete  performance  and
assess  influencing  factors[78].  Online  incremental
machine  learning  platforms  can  be  developed  for  big
data-driven  intelligent  traffic  management  in  the
transportation  sector[67].  In  the  healthcare  industry,
machine learning, and big data can be used to optimize

medication  prescriptions  for  complex  diseases  like
diabetes[65].  Additionally,  they can be used to enhance
medical  decision  support  and  population  health
management[85].  Other  opportunities  include  the
creation  of  big  data  predictive  analytics  models  for
disease  prediction[66],  the  estimation  of  the  common
agricultural  policy  (CAP)  greening  effect  utilizing
machine  learning  techniques[80],  and  the  creation  of
machine  learning  and  multi-agent  models  to  automate
big data analytics in smart cities[79].

Data  privacy  and  security  is  some  crucial
considerations  in  big  data  and  machine  learning
research. As more data is collected and analyzed, there
is  a  possibility  that  sensitive  information  will  be
disclosed.  Researchers  need  to  develop  methods  for
anonymizing  data  and  preserving  the  privacy  of
individuals  while  ensuring  that  the  algorithms  they
employ  are  not  biased  or  discriminatory.  Future
research in big data and machine learning for decision
making  faces  extensive  and  intricate  challenges  and
opportunities.  Researchers  can  continue  to  develop
innovative  solutions  that  have  the  potential  to
transform a variety of industries and enhance outcomes
for  individuals  and  society  if  they  carefully  consider
these  issues. Figure  4 provides  a  summary  of  the
challenges and opportunities presented by big data and
machine  learning  in  decision-making,  highlighting  the
key concepts and ideas discussed in the text.

Making  smarter  decisions  is  the  ultimate  aim  of
employing big data and machine learning. As a result,
improving  decision-making  abilities  is  a  crucial
research  field.  This  entails  creating  decision  support
systems  that  can  efficiently  use  big  data  and  machine
learning  to  give  decision-makers  useful  insights.
Scalability  also becomes a  significant  problem as data
complexity  and  volume  increase.  Future  research
should  concentrate  on  creating  new  systems  and
architectures  that  are  capable  of  meeting  the
requirements  of  big  data  and  machine  learning
applications. Overall, it is expected that future research
in this area will concentrate on creating novel methods
and  techniques  for  data  processing  and  analysis,
resolving ethical and privacy issues, boosting decision-
making skills, and providing scalable solutions.
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8    Conclusion

The  volume  of  data  produced  by  companies  and
organizations  has  increased  dramatically  in  recent
years.  Decision-makers  need  to  figure  out  how  to
efficiently process and analyze this massive amount of
data.  Big  data  provides  a  solution  to  this  issue  by
giving decision-makers the tools and technologies they
need  to  conclude  from  sizable  and  complicated
information.  This  scoping  review  covers  publications
that  were  published  between  2017  and  2022  that
examined the  use  of  big  data  and machine  learning  in
decision-making  processes.  According  to  the  review,
big data can offer insightful information and aid in the
discovery  of  patterns  that  might  not  be  immediately
evident  using  conventional  approaches.  On  the  other
hand,  machine  learning  algorithms  can  assist  in
automating and improving decision making.

Marketing  is  one  industry  where  big  data  and
machine learning are having a large impact. Businesses
can  find  trends  and  patterns  that  can  be  utilized  to
guide  marketing  campaigns  and  product  development
by  studying  massive  databases  of  consumer  behavior.
The  practice  of  automating  the  targeting  of  particular
clients  with  customized  offers  and  promotions  uses
machine  learning  algorithms.  Big  data  and  machine
learning  are  being  used  in  the  healthcare  sector  to

enhance patient outcomes. Doctors and researchers can
find  trends  and  risk  factors  that  can  be  used  to  create
more effective therapies and preventative measures by
examining  massive  datasets  of  patient  health  records.
To intervene early  and achieve better  results,  machine
learning algorithms can also be used to detect patients
who are at risk of contracting particular disorders.

Big  data  and  machine  learning  have  the  potential  to
significantly improve decision-making processes, but it
is critical to carefully consider the benefits and dangers
associated with their use. To ensure that judgments are
ethical,  accurate,  and  fair,  businesses  need  to  exercise
caution  when  dealing  with  issues  such  as  bias  and
privacy concerns. With the proper safeguards in place,
big  data  and  machine  learning  can  be  useful  tools  for
improving  decision  making  across  a  wide  range  of
sectors and applications.

9    Future study

One  important  area  of  future  research  is  the
development  of  more  interpretable  machine  learning
models that can provide insights into how they arrive at
their  decisions.  Besides,  despite  the  potential  benefits
of  machine  learning  in  decision-making  processes,
human  expertise  and  judgment  are  still  essential  for
making  complex  decisions  in  many  domains.  Recent
research  has  shown  that  combining  human  and
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Fig. 4    Machine learning and big data in decision-making issues and possibilities.
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machine  decision  making  can  lead  to  better  decision
outcomes  than  either  alone.  Additionally,  there  is  a
need  for  more  research  on  the  ethical  and  social
implications  of  big  data  and  machine  learning  in
decision-making  processes.  As  the  use  of  these
technologies becomes more widespread, it is important
to  ensure  that  they  are  used  in  ways  that  align  with
societal  values  and norms.  This  includes  ensuring that
decision-making  algorithms  are  transparent  and
accountable, protecting individuals’ privacy rights, and
ensuring that they do not reinforce existing biases and
discrimination.  Finally,  as  big  data  and  machine
learning  research  expands,  data  privacy  and  security
are  crucial  considerations.  Researchers  need  to  ensure
that  data  is  anonymized,  and  individuals’ privacy  is
preserved,  while  avoiding  bias  and  discrimination.
Future  research  faces  complex  challenges,  but
innovative  solutions  have  the  potential  to  transform
industries and enhance outcomes.
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