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Abstract: The  diffusion  of  all-media  content  plays  a  vital  role  in  guiding  public  opinion  and  ideology.  However,  at

present, most of the media content exists on all kinds of mainstream media platforms, which poses great challenges to

the effective supervision of relevant departments and society. This has led to arbitrary charges, chaotic media content,

difficulties  in  supervision  and  evidence  collection,  and  infringements  of  the  rights  and  interests  of  original  content

creators. To address these problems, this paper constructs a trustworthy propagation architecture that supports multi-

platform media content sharing. This architecture collaboratively builds an audio-visual blockchain through public and

consortium  blockchains,  coupled  with  an  improved  ChinaDRM  to  provide  digital  rights  management  and  content

encryption.  Simultaneously,  we  employ  an  enhanced  Diffie−Hellman  key  agreement  protocol  to  offer  distributed

encryption  and  decryption  for  media  content.  Within  this  model,  various  media  platforms  and  national  regulatory

authorities  are  responsible  for  content  storage  and  distribution  as  consortium  nodes  and  public  blockchain  nodes,

respectively. At the same time, users, as light nodes of public chain or service consumers of consortium blockchain, can

consume  and  comment  on  content.  Analysis  shows  that  the  trusted  communication  framework  of  media  content

based  on  the  audio-visual  blockchain  has  certain  expansibility  and  practicability.  It  can  facilitate  the  supervision  of

mainstream media platforms by national authorities and society through inter-blockchain technology, offering a novel

solution for multi-platform trustworthy cooperative information sharing.

Key  words:   media  content  dissemination; ChinaDRM; AV-blockchain; trusted  communication  architecture; inter-

blockchain

1    Introduction

At present,  the distribution of a large amount of audio
and  video  content  is  mainly  carried  out  by  market-
oriented media platforms such as Tencent Video, iQiyi
Video,  Netflix,  and  YouTube.  At  the  same  time,  with
the surge in short video users, original short videos are
also  concentrated  on  platforms  such  as  Kuaishou  and
TikTok[1].  Although  these  platforms  are  subject  to
supervision from national authorities and society, there

are  still  such  problems  as  insufficient  regulatory
measures,  vulgar  and  low-quality  content,  and  large-
scale  plagiarism  that  harms  the  rights  and  interests  of
original  authors.  These  phenomena  indicate  the  need
for  better  mechanisms  to  provide  more  standardized
management of mainstream media platforms.

Blockchain  technology  is  a  decentralized
infrastructure and distributed computing paradigm that
uses  encrypted  chain  structures  to  validate  and  store
data, consensus algorithms among distributed nodes to
generate  and  update  data,  and  automated  script  code
(smart  contracts)  to  program  and  operate  data[2].
Combining  the  application  advantages  of  different
types  of  blockchains  and  the  service  objects  and
specific  business  flows  of  media  content  distribution,
this  article  proposes  a  multi-role  trusted  audio  and
video  dissemination  framework  based  on  public  and
consortium  blockchains,  aiming  to  provide  trusted,
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regulated, and profitable decentralized services to three
roles: general users (content consumers and producers),
regulatory departments, and media service providers.

China  digital  rights  management  (ChinaDRM)  is  a
digital  rights management technology that  protects the
copyright  and  security  of  digital  content  through
encryption,  authorization,  and  access  control[3].  The
main characteristics of ChinaDRM technology include
high  reliability,  good  security,  difficulty  in  cracking,
and  support  for  multiple  digital  content  formats  and
various devices. With ChinaDRM technology, users of
digital  content  must  go  through  authorization  and
encryption  verification  steps  to  access  and  use
protected  digital  content,  thereby  achieving  copyright
protection and content security. ChinaDRM technology
has  a  wide  range  of  applications,  including  audio  and
video  contents,  e-books,  and  game  softwares,  and  can
be used for the distribution and management of digital
content,  such  as  encryption,  decryption,  authorization
management, and usage statistics of digital content.

Based  on  the  characteristics  and  advantages  of
blockchain  and  ChinaDRM,  this  article  proposes  the
construction  of  a  trustworthy  media  content
distribution  architecture  by  combining  consortium
blockchain  and  public  blockchain  to  form  an  audio-
visual  blockchain,  and  integrating  the  improved
ChinaDRM  into  the  audio-visual  blockchain.  By
utilizing  the  consortium  chain,  a  consensus  can  be
reached  between  media  content  service  providers  and
regulatory  authorities,  providing  users  with  multi-
platform  media  content  viewing  services  and  offering
technical  support  for  unified  endorsement  and
authorization  management  by  regulatory  authorities.
The  public  chain  facilitates  communication  between
users and media content suppliers, where users pay fees
to  consortium  nodes  and  apply  for  media  content
viewing  certificates.  The  consortium  nodes  are
responsible  for  providing  corresponding  services  as
well  as  public  chain  full-node  services.  This
architecture  not  only  supports  users  to  enjoy  multi-
platform  resources  but  also  enables  the  reasonable
distribution of profits and coordinated management by
regulatory  authorities  across  different  platforms.
Additionally, the architecture has strong scalability and

flexibility,  which  can  support  more  similar  service
models.

The  innovations  and  contributions  of  this  paper  are
as follows:

•  Propose  a  digital  copyright  protection  architecture
combining  blockchain  and  ChinaDRM,  which  enables
transparency  of  rights  for  users,  platforms,  and
regulatory authorities;

•     Utilize    consortium    blockchain    and    public
blockchain  inter-blockchain  to  build  an  audio-visual
blockchain to  realize  trusted sharing of  multi-platform
media content;

• Improve the Diffie−Hellman key exchange protocol
for  distributed  encryption  and  decryption  of  media
content;

•    Introduce    decentralized    identity    construction
algorithms and decentralized verifiable credentials.

The main idea of this paper is to combine the public
chain  and  the  consortium  chain,  and  on  this  basis,
incorporate  ChinaDRM  to  establish  a  trustworthy
digital  copyright  protection  architecture.  First,  the
advantages of this architecture over current mainstream
media  content  supervision  or  media  content  copyright
protection  methods  are  introduced.  Then,  the  roles  of
the public chain,  consortium chain,  and ChinaDRM in
digital  copyright  protection  are  presented.  The
architecture proposed in this paper is equipped with an
improved  decentralized  identity  generation  algorithm
and  digital  media  content  encryption  and  decryption
algorithms,  making  digital  copyright  protection  more
efficient  and  secure.  At  the  same  time,  this  paper
analyzes  the  wide  applicability  of  this  architecture,
proving  the  reliability  and  innovation  of  the  proposed
architecture.

The  structure  of  this  article  is  arranged  as  follows.
Section 2 reviews the research work of scholars on the
application  of  blockchain  and  ChinaDRM  in  digital
rights management protection. Section 3 introduces the
mainstream centralized framework for video and audio
content  distribution.  Section  4  proposes  an  integrated
video  and  audio  content  distribution  model  based  on
improved  ChinaDRM.  Section  5  introduces
decentralized  identity  and  verifiable  multi-party
credentials. Section 6 introduces distributed encryption
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and decryption of media content distribution. Section 7
summarizes the content of this article.

2    Related work

Many  scholars  apply  blockchain  technology  to  digital
copyright  protection  and  media  content  distribution.
Sun  et  al.[4] used  blockchain  and  homomorphic
encryption  technology  to  implement  a  copyright
auction  system.  This  article  mainly  compares  the
performance  of  homomorphic  encryption  with  other
algorithms in terms of key generation, encryption, and
decryption. Chen et al.[5] proposed a reliable copyright
detection  architecture  based  on  blockchain.  In  this
architecture, the detection organization first detects the
copyright  outside  the  blockchain  and  then  saves  the
detection record to the blockchain.  This article mainly
focuses  on  hash  algorithms  and  lacks  a  discussion  on
the  overall  digital  copyright  protection  system
architecture. Miao et al.[6] designed a digital copyright
transaction  system  model  based  on  the  consortium
blockchain and implemented copyright registration and
transaction,  which  can  ensure  that  copyright
information can be traced and not tampered with. This
article  mainly  focuses  on  copyright  transactions  and
does  not  describe  other  processes,  such  as  copyright
registration.  Xu  et  al.[7] proposed  a  digital  copyright
protection system based on blockchain technology and
the  InterPlanetary  File  System  (IPFS)  technology,
which  provides  full-process  copyright  protection
services,  including  confirmation,  registration,
subscription, purchase, tracking, and querying. Liang et
al.[8] proposed a dual-blockchain architecture for digital
copyright  registration  and  transaction  systems.  Based
on  the  blockchain  of  the  digital  copyright  registration
and  management  chain  (RMC)  and  the  digital
copyright  transaction  and  subscription  chain  (TSC),  it
isolates  account  information  and  transaction
information  to  prevent  information  leakage  and
improve  privacy  protection.  However,  this  article
focuses  on  system  performance  issues.  Wang  et  al.[9]

established a model based on smart contracts and IPFS
and used an improved ElGamal encryption algorithm to
encrypt  and  protect  session  data  and  evaluate  the
efficiency  of  the  improved  algorithm.  However,  this

article  focuses  on  watermarking  and  simulation  to
implement copyright protection systems. Chen et al.[10]

proposed a trustworthy copyright detection architecture
based  on  blockchain  called  DCDChain.  In  this
architecture, the detection organization first detects the
copyright  outside  the  blockchain  and then uploads  the
detection  record  to  the  blockchain.  Since  the  data  on
the blockchain is public, media providers can verify the
correctness of the copyright detection results and resort
to smart contracts in case of any objections.  Then, the
smart  contract  arbitrates  disputes  by  verifying  the
correctness  of  the  blockchain  data.  However,  this
article  mainly  focuses  on  copyright  detection  issues
and  lacks  research  on  copyright  content  encryption.
Agyekum  et  al.[11] constructed  an  IPFS  system  in
which all digital media files exist as IPFS objects. They
also  designed  a  digital  fingerprint  that  reflects  the
characteristics  of  digital  media  files.  Finally,  all  files
are  recorded  on  the  Fabric  blockchain  to  ensure
immutability and source. This article mainly focuses on
the  storage  of  digital  content  and  digital  fingerprints
and  does  not  consider  the  security  of  digital  content.
Ding  et  al.[12] combined  blockchain  technology  and
digital  copyright  registration  technology  to  design  a
complete  copyright  registration  protection  system.
However,  this  study  mainly  focuses  on  digital
copyright  protection  mechanisms  and  protection
processes.  Zhao  et  al.[13] proposed  a  blockchain-based
network image copyright transaction protection method
and  discuss  the  advantages  of  applying  blockchain  to
network  image  copyright  transactions.  At  the  same
time,  they  described  the  implementation  structure  of
the blockchain-based copyright transaction market and
propose  specific  business  plans  for  image  copyright
transactions.

Similarly,  many  scholars  applied  ChinaDRM  to
digital  rights  management  protection.  Zhou  et  al.[14]

introduced  the  architecture  of  ChinaDRM  and  its
application  in  the  transport  stream  (TS)  packaging
format.  They  proposed  an  analysis  method  for
encrypted  TS  bitstreams  and  designed  a  bitstream
parsing system to parse the data of  content  encryption
information  (CEI)  and  ChinaDRM  descriptors.  Zhou
and  Lin[15] proposed  a  method  for  segmenting  and
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decrypting defined bitstreams and encrypted bitstreams
in  the “Digital  Rights  Management  Technical
Specification  for  Video  and  Audio  Content
Distribution” (GY/T  277-2019)  standard.  Using  this
method,  the  video  bitstream  after  format  conversion
can  be  segmented,  decrypted,  and  played  to  verify
whether  the  transmitted  audio  and  video  streams
comply  with  the  standard,  thereby  verifying  the
correctness  of  the  encryption  and  modifying  existing
problems. Zhang et al.[16] mainly focused on the rights
of expression and content authorization mechanisms of
ChinaDRM.  They  established  a  basic  model  of
ChinaDRM rights expression, introduced the format of
ChinaDRM  licenses,  and  provided  an  analysis  of  a
license example.

ChinaDRM  technology  can  convert  copyright
information  of  digital  content  into  digital  assets  and
store  it  on  the  blockchain,  thereby  achieving  secure
protection  and  regulation  of  copyright[17].  In  addition,
blockchain technology can provide reliable information
records and audits for the circulation and use of digital
content,  preventing  illegal  copying  and  dissemination.
By  combining  ChinaDRM  technology  and  blockchain
technology,  the  copyright  of  digital  content  can  be
more  effectively  protected,  further  safeguarding  the
legitimate  rights  and  interests  of  content  creators  and
copyright  holders[18].  At  the  same  time,  the
combination  of  these  two  technologies  can  also
promote the healthy development of the digital content
market, improving the efficiency and security of digital
content transactions.

3    Centralized  video  and  audio  content
distribution framework

Amazon’s  digital  rights  management  refers  to  the
requirement  for  users  to  obtain  authentication  from  a
DRM  authorization  server  before  they  can  use  a
particular  digital  work[19].  The  basic  strategy  is  to
package  authentication  data  and  playback  file
permission  data  and  send  them  to  the  content
distribution network to provide authentication services.
The DRM principle of Amazon is shown in Fig. 1.

Microsoft  PlayReady  embeds  authentication  fields
into  digital  publications,  enabling  multiple  devices  to
use  the  same  license  and  reducing  the  need  for
authentication  queries.  This  makes  it  easy  to  port  to
other  platforms[20].  The  DRM  principles  of  Microsoft
are shown in Fig. 2.

In  the “Technical  Specification  for  Digital  Rights
Management  of  Video  and  Audio  Content
Distribution”, the digital rights management system for
video  and  audio  content  distribution  is  logically
divided into DRM server and DRM client modules[21],
as  shown  in Fig.  3.  Each  module  of  the  DRM  server
and  DRM  client  establishes  a  trust  relationship  based
on  public  key  infrastructure  (PKI)  technology,  and
secure  communication  is  established  between  them
based on this trust relationship.

Conventional DRM service providers usually employ
a combination of one or several digital technologies to
protect digital copyrights. However, there exist certain
shortcomings  in  terms  of  copyright  tracing  and  anti-
counterfeiting.  Additionally,  centralized  services  face
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Fig. 1    Schematic diagram of Amazon DRM.
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significant  pressure  and  are  also  plagued  by
monopolistic issues.

3.1    Framework advantage

Currently,  mainstream  methods  of  media  content
supervision  or  media  content  copyright  protection
mainly include:
•  Copyright  registration.  Media  content  creators  can
register  their  work  with  copyright  offices  or  related
agencies to prove their ownership of the work.

•  Digital  watermarking  technology.  By  embedding
invisible  identifiers  in  media  content,  it’s  possible  to
track  and  identify  illegally  copied  and  disseminated
media content.
•  DRM  technology.  This  is  a  technological  method
that  can  limit  the  usage  of  digital  media  content,
including  copying,  editing,  and  playing.  For  instance,
online  music  and  movie  streaming  services  often  use
DRM technology to protect their media content.
•  Content  recognition  technology.  Systems  like
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Fig. 2    Schematic diagram of Microsoft DRM.
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YouTube’s content ID can automatically recognize and
manage copyrighted content.

While  the  above  methods  have  certain  effects,  they
also have some problems. For example, the process of
copyright  registration  and  maintenance  can  be
cumbersome  and  costly;  digital  watermarking  and
DRM  technology  can  be  cracked;  and  content
recognition  technology  may  have  issues  with  false
positives and missed detections.

By  combining  the  consortium  blockchain  and  the
public  chain,  we  can  construct  a  media  content
supervision  platform  that  is  efficient,  secure,
transparent,  and  reliable,  particularly  when  integrated
with  ChinaDRM.  The  key  advantages  of  this
architecture include:
•  Efficiency.  The  combination  of  the  consortium  and
the  public  blockchain  facilitates  efficient  data
processing  and  transaction  capabilities.  The  public
chain  can  extensively  obtain  and  verify  information,
while  the  consortium  blockchain  can  swiftly  process
and confirm transactions.
•  Security.  The  adoption  of  blockchain  technology
enhances  the  platform’s  security.  All  transactions  are
recorded on the blockchain, implying that once data is
written, it cannot be tampered with or deleted, thereby
significantly enhancing data security.
•  Transparency.  Blockchain  technology’s  core
strength lies in its transparency. All transactions can be
viewed  by  every  participant,  ensuring  all  actions  are
open  and  transparent,  reducing  the  potential  for  fraud
and malicious behavior.
• Trustworthiness. Due to the distributed nature of the
blockchain, decentralized supervision of media content
can be realized, allowing every participant to engage in
the supervision process, which enhances the platform’s
trustworthiness.
•  Copyright  protection.  When  combined  with
ChinaDRM, the copyright  protection of  media content
can  be  enforced.  ChinaDRM  can  create  a  unique
identifier for each piece of media content, which can be
recorded in the blockchain, ensuring that each piece of
media content’s copyright is effectively protected.
•  Copyright  transaction.  On  this  platform,  copyright
owners  can  trade  their  copyrights  using  blockchain

technology,  which  enhances  the  efficiency  and
transparency of copyright transactions.
•  Cost  reduction.  By  leveraging  blockchain
automation  and  smart  contract  technology,  the  cost  of
copyright  transactions  and  protection  can  be  reduced,
making  copyright  transactions  and  protection  more
affordable.

3.2    Role and advantages of ChinaDRM

In the media content  supervision platform built  by the
combination  of  the  consortium  blockchain  and  public
blockchain,  ChinaDRM  primarily  plays  a  role  in
copyright  confirmation,  protection,  trading,  and
supervision, providing an efficient, secure, transparent,
and  trustworthy  copyright  management  method.  Here
are  some  of  the  main  roles  and  advantages  of
ChinaDRM:
•  Copyright  confirmation.  ChinaDRM  can  create  a
unique  identifier  or “fingerprint” for  each  piece  of
media  content.  This  identifier  can  be  written  into  the
blockchain  to  confirm  the  copyright  ownership  of  a
particular piece of media content. This function plays a
crucial role in handling copyright disputes.
•  Copyright  protection.  ChinaDRM,  through  digital
watermarking,  encryption,  and  license  management
technologies,  protects  media  content  from  being
illegally  copied  and  disseminated.  With  the  aid  of
blockchain,  these  protective  measures  can  be
implemented  across  the  entire  network,  enhancing  the
efficiency and effectiveness of copyright protection.
•  Copyright  trading.  ChinaDRM  can  support
copyright  trading.  Copyright  owners  can  trade  their
copyrights  via  blockchain,  and  ChinaDRM  provides
support  for  each  transaction,  including  copyright
transfer, license issuance, and more.
•  Copyright  use  supervision.  ChinaDRM  can  track
and  monitor  the  usage  of  media  content,  assisting
copyright owners in understanding how their content is
being  used  and  whether  there  are  instances  of  illegal
usage.
• Reducing copyright management costs. Leveraging
blockchain’s  automation  and  smart  contract
technology,  ChinaDRM  can  reduce  the  costs  of
copyright  management.  For  instance,  smart  contracts
can  automatically  execute  rules  for  copyright
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transactions  and  usage,  reducing  the  need  for  manual
operations.
•  Enhancing  transparency  in  copyright
management.  By  recording  copyright  information  on
the  blockchain,  ChinaDRM  can  enhance  the
transparency  of  copyright  management.  All  copyright
transactions and usage conditions can be viewed by all
participants,  thus  ensuring  openness  and  fairness  in
copyright management.

3.3    Broad applicability of the architecture

The  proposed  architecture  has  wide  applicability  and
can  be  used  for  copyright  protection  and  management
in  many  media  content  industries.  Here  are  a  few
potential instances:
•  Music  industry.  In  the  music  industry,  this
framework  can  be  used  to  record  and  track  copyright
information  of  music  works.  Creators  can  write  the
copyright  information  of  their  music  works  into  the
blockchain, ensuring their copyrights are protected. At
the  same  time,  the  copyright  of  music  works  can  also
be  traded  on  the  blockchain,  enhancing  the  efficiency
and transparency of transactions.
•  Film  and  television  industry.  In  the  film  and
television  industry,  this  framework  can  be  used  to
manage  the  copyrights  of  film  and  television  works.
Production  companies  can  write  the  copyright
information  of  their  works  into  the  blockchain  to
prevent  illegal  copying  and  dissemination.
Simultaneously,  the  copyrights  of  film  and  television
works  can  also  be  traded  on  the  blockchain,  such  as
transferring or leasing broadcasting rights.
• Publishing industry. In the publishing industry, this
framework  can  be  used  to  protect  and  manage  the
copyrights of books, magazines, newspapers, and other
publications.  Publishers  and  authors  can  write  the
copyright  information  of  their  works  into  the
blockchain  to  prevent  illegal  copying  and
dissemination.  At  the  same  time,  the  copyrights  of
publications can be traded on the blockchain.
•  Photography  and  graphic  art  industry.
Photographers  and  artists  can  write  the  copyright
information  of  their  photos  and  artworks  into  the
blockchain  to  prevent  illegal  copying  and  usage.
Simultaneously, the copyrights of photos and artworks

can also be traded on the blockchain.
•  Education  and  research  industry.  Educational
institutions  and  research  institutions  can  write  the
copyright  information  of  their  teaching  materials  and
research  results  into  the  blockchain  to  prevent  illegal
copying  and  usage.  Simultaneously,  the  copyrights  of
teaching  materials  and  research  results  can  also  be
traded on the blockchain.

These  instances  demonstrate  that  this  architecture
can  be  widely  applied  to  various  media  content
industries,  effectively  protecting  and  managing  the
copyrights  of  media  content,  improving  the  efficiency
and  transparency  of  copyright  transactions,  and
reducing the cost of copyright management.

3.4    Challenges and limitations of the architecture

•  Technical  challenges.  Integrating  public  and
consortium  blockchains  with  ChinaDRM  may  require
complex  technological  development  and  integration
work.  Ensuring  the  security,  performance,  and
scalability  of  the  system  is  a  challenge  that  requires
effective  encryption  and  identity  verification
mechanisms.
•  Regulatory  issues.  When  implementing  the  system,
considerations  must  be  given  to  compliance  with
relevant  laws  and  regulations.  Digital  rights
management and content sharing involve legal  aspects
such  as  copyright  law  and  intellectual  property
protection, which need to be harmonized with existing
regulatory frameworks.
•  Implementation  challenges.  Introducing  such  a
system  into  the  real  world  may  face  implementation
issues.  Agreements  and  collaborations  need  to  be
reached  with  different  media  companies,  content
providers,  copyright  holders,  and  platforms.
Additionally,  achieving  user  acceptance,  technological
adaptability,  and market adoption poses challenges for
system popularization and promotion.
•  Data  privacy  and  security.  Data  privacy  and
security  are  crucial  considerations  in  cross-platform
media  content  sharing.  Ensuring  the  security  of  user
data  and  contents,  as  well  as  preventing  unauthorized
access  and  data  breaches,  require  robust  security
measures and privacy protection mechanisms.
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4    Integrated  model  for  distributing  audio-
visual  content  based  on  an  improved
ChinaDRM

The  integrated  model  of  video  and  audio  content
distribution based on the improved ChinaDRM utilizes
the public blockchain and the consortium blockchain to
construct  the  audio-video  (AV)-blockchain  and
combines  the  improved  ChinaDRM  to  realize  the
trusted dissemination of decentralized video and audio
content. The overall architecture of the model is shown in
Fig. 4.

The model as a whole is divided into three parts:

•    Public    blockchain-consortium    blockchain-DRM
integrated server;
• Public chain-DRM integrated client;
•    The    middle    layer    that    realizes    information
transmission  and  data  interaction  for  the  integration
client and server.

The model can be further divided into the following
five subsections.

4.1    DRM client component module

The  DRM  application  module  is  responsible  for
integrating  DRM  functions  with  media  playback
applications.  The  DRM  client  application  module
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Fig. 4    Integrated model of video and audio content distribution based on AV-blockchain and ChinaDRM.
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integrates  with  the  media  playback  framework  to
support DRM through the DRM function interface.

The  DRM  function  module  provides  DRM
functionality  to  the  DRM  application  module.  The
DRM function module runs in the DRM client runtime
environment  and implements  the core functions of  the
DRM  client  by  calling  the  DRM  client  runtime
environment interface.

The  DRM  client  runtime  environment  provides
security  capabilities  for  the  DRM  function  module,
establishes  the  trust  and  security  system  of  the  DRM
client,  and  provides  basic  security  protection  for  the
operation of the DRM client core functions.

4.2    Blockchain client decentralized application

The  blockchain  client  provides  users  with  an  entry
point  to  participate  in  the  platform,  mainly  providing
the following functions:

•   Decentralized   identity   sharing   across   multiple
platforms;

•  Supervision  of  mainstream  media  platforms,  where
users  can  supervise  platforms  through  the  public
blockchain;

•  Supervision  of  media  content,  where  users  can
provide  feedback  on  supervision  through  the  public
blockchain’s  full  nodes,  including  mainstream  media
platforms and national regulatory agencies;

•  Ability  to  track  and  view  the  propagation  path  of
original  media content  and prevent  users  from leaking
media resources.

4.3    Distributed DRM server components

The content encryption module uses content encryption
keys to protect audio and video content.

The  key  management  module  receives  the  content-
encryption key and is responsible for synchronizing the
key with the key gateway.

The  key  gateway  module  receives  the  synchronized
key,  securely  stores  the  content-encryption  key,  and
receives  key  queries  from  the  content  authorization
module.

The  content  authorization  module  receives  requests
from  DRM  clients,  securely  sends  licenses  containing
content-encryption  keys  and  key  usage  rules  to

legitimate DRM clients. After receiving the license, the
DRM client reasonably decrypts the content-encryption
key  according  to  the  key  usage  rules  and  uses  the
content-encryption key to decrypt the media content for
playback.

4.4    Public blockchain server

Decentralized trusted credentials generate decentralized
identities  for  users,  which  support  users  to  enjoy  the
same  rights  on  multiple  platforms  and  achieve  a
universal identity mechanism.

The  blockchain  consensus  algorithm  should  mainly
focus  on  how  media  platforms  provide  services,
emphasizing load balancing and data consistency.

User  information  distributed  storage  should  ensure
that  user  data  on  various  platforms  are  synchronized
through  the  public  blockchain  while  ensuring  the
privacy and security of user information.

The  external  data  service  protocol  aims  to  negotiate
with  users  the  permissions  and  functions  of  external
services  (such  as  online  or  offline  recommendations
and calculations).

4.5    Consortium blockchain server

The  consortium  blockchain  server  aims  to  provide
services  for  media  platforms  and  national  regulatory
frameworks, including but not limited to the following
functions:

Ensuring copyright sharing of media resources across
various  platforms,  allowing  users  to  access  media
resources on any platform;

National  regulatory  authorities  can  supervise  media
platforms based on content regulation rules;

Media  platforms  provide  services  and  distribute
benefits automatically through smart contracts.

5    Decentralized  identity  and  multi-party
verifiable credentials

5.1    Decentralized identity

The primary function of a traditional PKI public key is
to  bind  the  identity  of  the  certificate  holder  and  the
related  key  pair,  providing  users  with  convenient
certificate  application  and  revocation  functions  and
ensuring  the  integrity,  non-repudiation  and
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confidentiality of certificates[22]. The center of the PKI
system is the CA server, which is required to be secure
and reliable.

Decentralized identity (DID) is a user identity in the
blockchain  world.  DID  is  a  verifiable  and  tamper-
resistant  autonomous  identity  system  which  embodies
the  value  of  users  in  the  blockchain  world[23].
Compared  with  PKI,  DID  can  prevent  identity  data
from being controlled by a single central institution.

Currently,  the  most  well-known  standards  for  DID
are  the  World  Wide  Web  Consortium  (W3C)  and
Decentralized  Identity  Foundation  (DIF)  standards.
The DID identifier is a string in a specific format used
to  represent  the  digital  identity  of  an  entity[24].
According to the W3C DID standard, it can be divided
into  three  parts:  DID  prefix,  DID  method,  and  DID
unique  identifier.  An  example  of  a  DID  instance  is
shown in Fig. 5.

This  paper  proposes  an  algorithm  for  generating
DID,  which  encrypts  the  public  key  using  SHA3-256
and Base-58 encryption algorithms. By adding identity
type  identification  and  other  operations,  DID  can  be
generated  in  six  steps.  Identity  type  identification  is
used  to  distinguish  different  types  of  identities.  The
flowchart of the DID generation algorithm is shown in
Fig. 6.

The decentralized identity DID generation algorithm

is shown in Algorithm1.

5.2    Decentralized verifiable credentials

In  real  life,  a  credential  is  used  to  identify  a  specific
entity  or  to  verify  that  an  individual  possesses  certain
attributes,  qualifications,  or  claims.  Credentials  have
the  potential  to  provide  users  with  greater  security,
flexibility, and freedom in the digital world[25].

Conventional  verifiable  credentials  consist  of  four
parts:  the  claim,  credential  identifier,  issuer  signature,
and  credential  metadata.  The  structure  of  a
conventional  verifiable  credential  is  illustrated  in
Fig. 7.

We need to replace the certificate identification code
with  DID,  and  improve  the  traditional  verifiable
certificate  into  a  decentralized,  verifiable  certificate.
The  improved  decentralized,  verifiable  credential
structure based on DID is shown in Fig. 8.

Verifiable digital credentials are issued by the issuer
and  written  into  the  blockchain.  The  digital  credential
holder can apply for an updated digital credential from
the  issuer.  The  verifier  verifies  the  validity  of  the
digital  credential  by comparing it  with the data on the
blockchain[26]. Verifiable digital credentials can enable
national  agencies  to  manage  identity  authorization  on
mainstream  media  platforms.  At  the  same  time,
mainstream  media  platforms  can  also  use  verifiable
digital  credentials  to  manage  user  identity
authorization.  The  primary  mode  of  verifiable  digital
credentials is shown in Fig. 9.

Decentralized  verifiable  credentials  can  serve  as
universally  applicable  identity  verification  credentials
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across  multiple  platforms,  supporting  unique
verification  by  multiple  parties,  and  can  avoid  the
problems  of  verification  delays,  non-recognition  of
credentials,  and  information  forgery  caused  by
centralized verification[27].

6    Distributed  encryption  and  decryption
distribution of media content

6.1    Key  negotiation  and  distributed  level
encryption

6.1.1    Shamir secret sharing algorithm

n k

k−1

The Shamir secret sharing algorithm divides the secret
into  sub-secrets[28]. Any  sub-secrets can recover the
original secret, but any  sub-secrets cannot recover
the original secret.

The encryption process is as follows:
S

a1, a2, ..., ak−1 P P S < P

a0 = S

•  Suppose  there  is  a  secret , S is  a  number.  When
the secret is a vector, it needs to be encoded, decoded,
split,  and  concatenated.  Choose  random  numbers

 and ,  is  a  large  prime,  and .
Construct a polynomial (Eq. (1)), where .
 

f (x) = a0+a1x+a2x2+ · · ·+ak−1xk−1 mod (p) (1)

n x1, x1, ..., xn

f (x1) , f (x2) ,

. . . , f (xn) (x1, f (x1 )) , (x2, f (x2 )) , ...,

(xn, f (xn )) n

•  Randomly  select  numbers ,  Then
substitute  them  into  Eq.  (1)  to  obtain  

.  Finally,  store 
 in  servers.

The decryption process is as follows:
(x1, f (x1 )) , (x2, f (x2 )) , ..., (xn, f (xn ))

k

•  Select  data 
from  servers  arbitrarily,  and  replace  it  with  Eq.  (1),
obtaining Formula (2).
 

1 x1 . . . xk−1
1

1 x2 . . . xk−1
2

1 xk . . . xk−1
k


 a0

a1
ak−1

 =
 f (x1)

f (x2)
f (xk−1)

→
 a0

a1
ak−1

 =


1 x1 . . . xk−1
1

1 x2 . . . xk−1
2

1 xk . . . xk−1
k


 f (x1)

f (x2)
f (xk−1)


(2)

a1, a2, ..., ak−1

x = 0

S = a0

•  Solve  Formula  (2)  to  get ,  and
substitute  them  into  Eq.  (1).  Let  to  get  the
original secret .
6.1.2    Improved  Diffie−Hellman  key  agreement

protocol
The  Diffie−Hellman  key  exchange  algorithm refers  to
the  generation  of  a  shared  secret  key  between  two
parties  by  exchanging  publicly  available  information
only. Due to the uncertainty of the identity information
between  the  two  communicating  parties,  the
Diffie−Hellman  algorithm  is  susceptible  to  block

 

Algorithm 1　DID generation algorithm
1: procedure GenerateDID (public key)
2:　 Use the hash algorithm to convert the public key to Hash 1
3:　 Intercept the first 20 bytes of Hash 1 as Hash 2
4:　 Add character type bytes before Hash 2 to get Hash 3
5:　 Use the hash algorithm to convert Hash 3 to Hash 4
6:　 Merge the first 4 bytes of Hash 4 with Hash 3 to get Hash 5
7:　 Use Base-58 algorithm to encode Hash 5 to get DID
8:　 return DID
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attacks,  replay  attacks,  and  man-in-the-middle
attacks[29].

The  steps  of  the  improved  Diffie–Hellman  key
exchange are as follows:

P G P 2 ⩽G ⩽ P−1

P Q

Q−1 mod (P−1) Q Q−1 mod (P−1)

P

Q

• The user and the server negotiate to obtain a large
prime number  and a generator  of , .
At  the  same  time,  use  to  generate  and

,  and  are coprime. In
order to suitable for the characteristics of blockchain, 
and  are generated by Shamir algorithm.

A

1 ⩽ A ⩽ P−1 X1 =

GA·Q mod P X2 =GA2·Q mod P

B 1 ⩽ B ⩽ P−1

Y1 =GB·Q mod P Y2 =GB2·Q mod P

•  The  user  generates  a  random  number  that
satisfies the condition . Then calculate 

 and ， send  the
calculation  results  to  server.  The  server  generates  a
private  random  number , .  Then
calculate  and ,  send
the calculation results to user.

X = YQ−1
1 Ka = XA mod P

Ka

Keya =

((
YQ−1

2

)A
)Q−1

mod P hash
(
Keya

)
Y = XQ−1

1 mod P

Kb = YB mod P Kb Keyb =

• The user calculates  and  to
get  the  secret  key .  Then  calculate

,  send  to  the

server.  The  server  calculates  and
 to get the secret key . Then calculate 

((
XQ−1

2

)B
)Q−1

mod P hash
(
Keyb

), send  to the user.

hash
(
Keyb

)
hash(( Ka)A·Q−1

)

mod P hash
(
Keya

)
hash(( Kb)B·Q−1

) mod P

• The user verifies that  and 
 are  equal.  The  server  verifies  that 

and  are equal.
The  improved  Diffie−Hellman  algorithm  is  more

suitable  for  the  characteristics  of  blockchain  and  can
prevent  man-in-the-middle  attacks.  By  using  the
improved key negotiation protocol, a mechanism based
on  the  association  of  hierarchical  keys  and  key  usage
rules  can  be  achieved  to  achieve  permission
authorization  for  content.  Logically,  keys  can  be
divided  into  multiple  levels  according  to  the  order  of
encryption  protection,  and  the  key  that  encrypts  the
current key is called the superior key[30]. Each level of
key has corresponding key usage rules, and the current
key  can  only  be  decrypted  under  the  conditions
specified  by  the  superior  key  usage  rules.  Each  key
may  have  multiple  key  usage  rules,  and  the  key  can
only  be  used  when  all  its  usage  rules  are  met.  The
content  authorization  mechanism  of  the  audio-visual
content  distribution  integrated  model  is  shown  in
Fig. 10.
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6.2    Key management and video and audio content
encryption and decryption

6.2.1    Content authorization mechanism
The  integrated  model  of  audiovisual  content
distribution  based  on  the  audiovisual  chain  has
asymmetric  key  pairs  for  both  the  integrated  user  and
service  sides.  Since  blockchain  inherently  includes  an
asymmetric  key  mechanism,  the  integrated  client  and
integrated  service  can  directly  utilize  the  key
mechanism provided by the blockchain. The integrated
service  side  uses  a  symmetric  encryption  algorithm to
encrypt  the  content  and  encapsulates  the  encrypted
content  key  in  the  license,  which  is  then  sent  to  the
integrated  client.  The  key  management  mechanism  of
the  audiovisual  chain-based  audiovisual  content
distribution integrated model is shown in Fig. 11.

The  audiovisual  content  is  encrypted  using  a

symmetric  encryption  algorithm.  The  encryption  and
decryption  process  of  the  audiovisual  content  is  as
follows:

• The integrated service end generates a session key
and  uses  the  session  key  to  encrypt  the  content-
encryption key.

• The integrated service end encrypts the session key
using the public key of the integrated client.

•  If  the  content-encryption  key  needs  to  be
synchronized  to  the  key  gateway,  the  key  gateway
public key is used for encryption.

• The integrated service end packages the encrypted
session and content-encryption keys into a license and
sends the package to  the integrated client.  The license
uses  a  message  authentication  code  to  ensure  the
integrity of the license.

• The integrated client decrypts the session key using
the  private  key  of  the  integrated  client  after  receiving
the license and then uses  the decrypted session key to
decrypt the content-encryption key.

•  The  integrated  client  decrypts  the  content-
encryption  key  and  uses  it  to  decrypt  the  content,
achieving decoding and playback.
6.2.2    License structure
The license for digital rights management is composed
of  a  license  index unit,  content  unit,  authorized object
unit,  content  encryption  key  unit,  key  usage  rule  unit,
session  key  unit,  message  verification  code  key  unit,
and  digital  signature  unit.  The  license  architecture  is
shown in Fig. 12.
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• License index unit. The license index unit includes
a version number,  license number,  basic unit  quantity,
and  timestamp.  The  license  comprises  multiple
independent  units  with  different  types  and  quantities
identified by the license index unit.

• Content unit. This unit includes data length, content
identification, and unique identification of the key unit.
Multiple key units can correspond to a content unit.

• Authorized object unit. The authorized object is the
bearer  of  the  specified  content-related  rights.  The
authorized  object  is  described  by  its  unique
identification.  The  authorized  object  unit  includes  the
authorized object type and authorized object.

• Content encryption key unit. The key unit includes
the  key  algorithm,  key  data,  key  type,  key
identification,  and  information  about  the  key  type  and
key identification used to encrypt the key.

•  Key  usage  rule  unit.  The  key  usage  rule  specifies
that  the  authorized  object  should  use  the  key
reasonably  according  to  the  key  usage  rule.  The  key
usage  rule  unit  includes  key  identification  and  usage
rule.  The  key  usage  rule  unit  corresponds  to  the  key
unit through the unique identification of the key unit.

• Session key unit. The integrated server generates a
random session  key,  a  symmetric  key  used  to  encrypt
the content-encryption key.

•  Message  verification  code  key  unit.  Generate  a
random message verification code key, use this key to
generate  a  hashed  message  verification  code,  and
protect the integrity of the license.

•  Digital  signature  unit.  The  digital  signature  unit
signs all the previous unit data to ensure data integrity.

7    Conclusion

This  paper  proposes  a  video  and  audio  content
distribution  integration  model  based  on  the  audio-
visual  blockchain  and  an  improved  version  of
ChinaDRM,  which  binds  multiple  media  platforms
with  the  national  supervisory  agency  to  form  an
consortium  node.  In  order  to  ensure  user  rights  and
support  multi-platform  identity  sharing,  the  paper
proposes to coordinate the consortium chain and public
blockchain  to  achieve  inter-blockchain  information
interaction.  By  utilizing  the  inherent  security

mechanisms  of  blockchain,  such  as  keys  and
certificates,  the  authors  improve  ChinaDRM  and
implement  a  trusted  media  content  propagation
framework.  Through  analysis,  the  proposed  model  in
this  paper  has  strong  practicality  and  can  solve  some
problems  existing  in  the  field  of  audio-visual.  In  the
future, the proposed model architecture will be applied
in  practice  to  achieve  trusted  media  content
propagation and multi-platform resource sharing.
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