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ABSTRACT In this article, we first define a primitive problem of secure multiparty computations, i.e.,
secure multiparty disjunction (SMD), and present a novel quantum protocol for SMD that can ensure
information-theoretical security, i.e., unconditional security. Furthermore, based on the quantum SMD
protocol, we design a quantum sealed-bid auction (QSA) scheme without an auctioneer. In the proposed
QSA scheme, all bidders can jointly find the winning bidder without the help of an auctioneer while it can
perfectly protect the privacy of nonwinning bidders. The proposed quantum SMD protocol and quantum
QSA scheme take Bell states as quantum resources and only perform single-particle Pauli operators and
two-particle Bell measurements. Finally, we simulate the related quantum protocols in Qiskit and verify the

correctness and the feasibility of the proposed protocols.

INDEX TERMS Privacy preserving, quantum computing, quantum sealed-bid auction (QSA), secure mul-

tiparty computation.

I. INTRODUCTION

With the rapid development of the Internet, there appear
various secure electronic protocols, e.g., electronic voting,
electronic auction, and electronic payment, which play
essential roles in modern society. In this article, we focus
on electronic auction [1], [2]. Generally, an auction can be
mainly classified into three categories [3]: Dutch auction,
English auction, and sealed-bid auction. The traditional
English auction is a public bid auction. There are many
round bids during the bidding phase, and all bids are public,
where each round bid is higher than the previous bids. If
there is no competing bidder to challenge the current highest
bid within a given time frame, the candidate bidder of the
highest bid will become the winner, and accordingly, the
goods or services will be sold at a price equal to the highest
bid. The Dutch auction is somewhat similar to the traditional
English auction, but it starts at the highest price, and the price
gradually decreases round after round until the first bidder is
willing to pay the price. Unlike the first two auctions, only the
winning bidder and the highest bid in the sealed-bid auction
are revealed, whereas the losing (i.e., nonwinning) bids are
kept private. Conventionally, the sealed-bid auction [4] asks
for the help of a trusted third party, called the auctioneer.
First, all bidders seal their respective bids by encrypting
or concealing technologies so that others except for the
auctioneer do not know their bids. Second, all sealed bids
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are submitted simultaneously to the auctioneer instead of one
after another. Finally, the auctioneer selects the highest bid
among all submitted bids and announces the corresponding
winner. In addition, to meet higher security requirements,
there are still other security properties of the sealed-bid auc-
tion [5], e.g., anonymity, fairness, verifiability, and privacy.

Generally speaking, English auction and Dutch auction
have high efficiencies but lack privacy protection, whereas
sealed-bid auction has relatively low efficiency due to pro-
tecting the bids’ privacy.

In classical settings, there are many sealed-bid auction
protocols based on classical cryptographic technologies [S]—
[9]. As we all know, the security of classical cryptography
mainly depends on difficult mathematical problems. How-
ever, with the development of quantum computing [10], [11],
classical cryptography will face enormous challenges, be-
cause well-known cryptographic algorithms (e.g., RSA) are
vulnerable to attacks from quantum computers or fast quan-
tum algorithms [12]. On the other hand, in order to solve
these challenges, there appears quantum cryptography [13].
Its security only depends on the fundamental laws of quan-
tum mechanics so that it can guarantee unconditional security
in theory.

In quantum settings, the first quantum sealed-bid auction
(QSA) protocol was proposed by Naseri [ 14] in 2009, which
adopted a multiparty quantum secure direct communication
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protocol. However, Qin et al. [15] and Yang et al. [16] inde-
pendently pointed out that a dishonest bidder in the protocol
could obtain all the other bidders’ private bids without be-
ing found by performing different attacks. Accordingly, they
improved the original protocol by adding checking proce-
dures, respectively. Furthermore, Liu et al. [17] and Zheng
and Zhao [18] presented different strategies to prevent simi-
lar attacks. Subsequently, Zhao et al. [19] found that these
previously proposed protocols did not resist the collusion
attack of the dishonest auctioneer and the malicious bidders.
Consequently, they designed a postconfirmation mechanism
to resist the collusion attack [19]. However, Xu et al. [20]
and He et al. [21] claimed that a group of dishonest bidders
in [19] could collude to obtain the other bidders’ private bids
with a high probability, and they further proposed different
prevention strategies. Later, there appeared many sealed-bid
auction protocols. Particularly, Wang et al. [22] again found
the potential loophole of He er al.’s protocol [21] and pre-
sented an improved protocol that can tactfully defeat the
collusion attack. Wang [23] designed a QSA protocol with
a set of ordered EPR pairs. In 2014, Liu et al. [24] proposed
a new QSA protocol with a postconfirmation mechanism to
resist internal bidders’ attacks. In 2015, Wang et al. [25]
proposed another sealed-bid auction protocol with a secret
order in postconfirmation to improve Zhao’s protocol [19]. In
2016, Liu et al. [26] proposed a multiparty quantum auction
protocol using the single photons as the message carrier of
bids to reduce the complexity of quantum resources. But Liu
et al.’s protocol [26] still required EPR pairs in postconfirma-
tion and needed quantum memory to long-timely store these
EPR pairs. In 2017, Sharma et al. [27] presented a novel col-
lusion attack-free QSA protocol by dividing all bidders into
disjoint subgroups, in which each bidder sends his bid to the
auctioneer in a circular manner but he also needs to share his
bid with the remaining bidders to achieve honesty. In 2018,
Zhang et al. [28] presented a feasible QSA protocol based on
single photons in both the polarization and the spatial-mode
degrees of freedom, in which the postconfirmation mecha-
nism uses single photons instead of entangled EPR pairs, and
it does not require quantum memory. In 2019, Shi et al. [3]
proposed a secure QSA protocol based on Grover’s search
algorithm to protect the privacy of nonwinning bidders (i.e.,
losing bidders). Recently, we presented anonymous QSA
by introducing two noncolluding auctioneers to ensure that
they could supervise each other [29]. In addition, there also
appeared quantum English auction [30], quantum combina-
torial auction [31], and other quantum auctions [32]-[34].
Therefore, quantum auctions are becoming an increasingly
popular research topic.

However, all previously proposed QSA protocols only
consider the trusted auctioneer. But it is hard to find a fully
trusted third party in the real world. Accordingly, a dishonest
auctioneer might disclose the losing bids to anyone, includ-
ing other bidders, since the real evaluation of the auction item
is often considered a commercial secret. That is, each bid as a
secret should be unknown to even the auctioneer. Therefore,
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these previously proposed QSA protocols do not meet the
higher security requirements, because the nonwinning bid-
ders lack privacy protection, which has been the focus of
everyone’s attention in modern society.

Furthermore, some existing QSA protocols are unfair, e.g.,
a malicious bidder could collude with the dishonest auction-
eer to perform a collusion attack to win the auction unfairly.
If we can remove the auctioneer from a sealed-bid auction
scheme, the scheme will become more secure and robust. Of
course, it seems challenging to design a sealed-bid auction
scheme without an auctioneer, since there has always been
no practical and feasible solution even in classical settings.
Until recently, Bag et al. proposed the first auctioneer-free
sealed-bid auction scheme [35], in which all bidders jointly
compute the maximum bid bit-by-bit by using classical cryp-
tographic technology, i.e., each bit applying the two-round
classical anonymous veto protocol. Accordingly, it has a
linear computation and communication complexity O(c), ¢
being the bit length of the bid price. It is equivalent to all
bidders performing private comparisons in bit-by-bit ways.
However, it is infeasible or impractical to implement O(c)
private multiparty comparisons when there are many bidders,
i.e., the number of bidders is enormous. In addition, the
proposed protocol in [27] can be modified and performed
without an auctioneer theoretically. However, this protocol
cannot protect the anonymity and the privacy of the bidders,
because the bid of each bidder will be known to many other
bidders. To our best knowledge, there is not a QSA protocol
without an auctioneer but it can ensure the privacy of all
other bids except the highest bid. In fact, to design secure
protocols without any trusted third party is increasingly be-
coming the focus of research in fields of secure multiparty
computations.

On the other hand, like quantum key distribution, the fea-
sibility of QSA protocols is the focus of research. However,
there are two intractable issues to implement many exist-
ing QSA protocols: one is that it is difficult to implement
the complicated oracle operators and measurements in high-
dimensional Hilbert space and the other is that it is hard to
find a fully trusted third party in the real world. Based on
these considerations, we first present a practical and fea-
sible QSA scheme without any auctioneer in this article.
The proposed scheme not only guarantees the correctness
and fairness of the auction but also perfectly ensures the
privacy of the nonwinning (i.e., losing) bidders. Compared
with the current existing QSA, our proposed scheme can pro-
vide more robust privacy protections, which are just urgent
requirements in the modern network society. Furthermore, it
is feasible to implement this scheme with Bell states and Bell
measurements.

Our contributions in this article are summarized as
follows.

1) We define a primitive problem of secure multi-
party computations, i.e., secure multiparty disjunction
(SMD), and present a novel quantum protocol for
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SMD, which can ensure the information-theoretical se-
curity, i.e., the unconditional security.

2) We design a QSA scheme without an auctioneer. In
the proposed QSA scheme, all bidders can jointly find
the winning bidder without the help of an auctioneer
while it can perfectly protect the privacy of nonwinning
bidders, i.e., it cannot reveal any private information
about the private bids of nonwinning bidders.

3) Proposed quantum SMD protocol and quantum QSA
scheme take Bell states as quantum resources, and
only perform single-particle Pauli operators and
two-particle Bell measurements. So, it is feasible to
implement them with present quantum processing
technologies.

4) Finally, we simulate the related quantum protocols in
Qiskit and verify the correctness and the feasibility of
the proposed protocols.

Il. PRELIMINARIES

Entanglement is an essential resource for quantum compu-
tation and quantum communication. Bell state is the most
widely used among various entangled states, which is a
maximally entangled two-particle state in two-dimensional
Hilbert space as follows [36]:

|poo) = %(IOO} +[11)) (1
lpo1) = %(IOO} — 1) 2
lp10) = % (101)+ 10)) 3)
lp11) = %(IOI) — [10)). “)

From (1)—(4), we can see that any Bell state |¢;;) can be
described as the following general form:

%(IOi)vL(—l)jllﬂ) ®)

where i, j € {0, 1} and i = 1 ® i (i.e., a logical NOT). Fur-
thermore, four Pauli operators can be written as follows:

i) =

Uoo =1 = [0){0[+| 1) (1] (6)
Uor = oz = [0)(0]=[ 1)(1] )
Uio = o = [0)(1]+] 1){0] ®)
Ui = ioy = [0)(1]—=| 1){0I. )

In the following sections, |¢;;)12> denotes the Bell state
of two particles 1 and 2, i.e., the subscripts 1 and 2 denote
two particles. Accordingly, the subscript ij has four possi-
ble combinations corresponding to four different Bell states,
which can be regarded as the feature of the Bell state |¢;;) 2.
Similarly, pq is also regarded as the feature of the Pauli
operator Up,, where p, g € {0, 1}.
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FIGURE 1. Entanglement swapping of Bell states. The solid line denotes
the entanglement between the two particles. The red dashed box
denotes Bell measurement. (a) Before measuring. (b) After measuring.
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FIGURE 2. Entanglement swapping of n Bell states.

Theorem 1 (See [36]): For any two Bell states [¢;;)12
and | ¢y )34, after performing Bell basis measurements on the
particles 1 and 3, and the particles 2 and 4, respectively (see
Fig. 1), the possible measured results |¢; )13 and |@g )24
always satisfy the following property:

st =i D st (10)

where @ denotes bitwise XOR. That is, the parity of the
features of Bell states does not change after entanglement
swapping.

Theorem 2 (See [36]): After applying any Pauli operator
Upq (i.e., p, q€r{0, 1}) to any particle of arbitrary Bell state
|¢ij)12, the transformed state |¢; +)12 of the particles 1 and
2 always satisfies the following property:

= pqg®ij. (11)

From Theorems 1 and 2, it can easily generalize the fol-
lowing Theorem 3.

Theorem 3 (See [36]): For any n EPR pairs (1,2),
(3,4),...,2x — 1, 2x),...,(2n — 1, 2n), which are initially in
Bell states [¢i115117) 125 [9i215121)345 - +» |Ditaljiag)26—1,2x > -+
|@in1jin1)2n—1,24- TESPectively, if we apply any Pauli operator
Upxigix to any particle (i.e., 2x — 1 or 2x) of the xth EPR pair
(2x — 1, 2x) for x=1, 2, ..., n and further measure the particle
pair (2x ,2x + 1) in Bell basis for x=1, 2, ..., n (see Fig. 2),
then the possible measured results (|@sji[x])2x.2x+1 for x =
1,2, ..., n) should meet the following equation:

s[1]t[1] D s[2]t[2]D...s[n]t[n]
={i[llj[11®il2]j121®...i[n]jInl}
@ {plllqlll®pl21ql2]®...plnlqnl}
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@y slxlt[x] = {@)_ilx]jx]} & {@)_ plxlqlx]}.
(12)

More generally, for any n Bell states, if we perform an
arbitrary number of Pauli operators on any particles of these
Bell states and randomly measure any two particles, then
the parity of the features of the finally measured Bell states
is entirely determined by that of all initial Bell states and
all performed Pauli operators, i.e., satisfying a XOR equation
similar to (12).

1ll. QUANTUM PROTOCOL FOR SMD

In this section, we first define a primitive problem of secure
multiparty computations, called SMD, and present a novel
quantum protocol for SMD, which will be utilized later in
the QSA scheme.

Definition 1 (SMD): Suppose that there are n parties:
Py, P, ..., P,, each of which has a private input x; € {0, 1}
(i=1,2,...,n). After executing the SMD protocol, it out-
puts x; V x» V...V x,. Here, “Vv” denotes a logical OR, also
called disjunction, i.e., 0OV0=0, Ovli=1,1v0=1,
and 1 v 1 = 1. Furthermore, SMD should satisfy the follow-
ing security requirements.

1) Correctness: If all parties honestly execute this proto-
col, then the final outputis x; V xo V...V x,, i.e., the
output is correct.

2) Fairness: Under no circumstances, one party should
have an advantage over another or other parties. In
other words, all parties are equivalent entities, and they
can get the final output x; V xp V...V x, with equal
opportunities.

3) Privacy: Any other party except for the party P; learns
no information about x; except the final output x; Vv

S Xiees VX

In the aforementioned SMD protocol, the core idea is to
repeatedly compute ®7_, plilg[i] until it finds ®7_, plilgli] #
00 but it repeats at most k times, where p[i] or g[i] is random
each time but p[i] Vv g[i] = x;. Furthermore, ®7_, plilgli] #
00 implies x| V ...x;... Vx, = L.

IV. QSA WITHOUT AN AUCTIONEER

Definition 2 (Sealed-Bid Auction Without an Auctioneer):
Suppose that there are n bidders to compete a good or ser-
vice. During the bidding phase, each bidder commits (i.e.,
submits) a private bid. After that, all bidders jointly select
the winning bidder with the highest bid. In addition, it should
satisfy the following security requirements.

1) Correctness: If all parties honestly execute this proto-
col, then the final output is the winning bidder with the
highest bid, i.e., the output is correct.

2) Fairness: Under no circumstances, one party should
have an advantage over another or other parties.

3) Privacy: Any nonwinning bidder’s bid is privacy, i.e.,
anyone else learns no information about the bid of any
nonwinning bidder except himself.
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Quantum SMD protocol

Input: Each party P; privately inputs x; for
i=1,2,...,n, wherex; € {0, 1}.
Output: x; V...x;...V xp.

{Step 1. All parties agree on a small integer k, e.g.,

k = 5, which is related to the probability of

successfully outputting x| V ...x; ...V xy, i.e.,

1-— ;—k (see Theorem 4);

Step 2. All parties execute the following procedures:

{For j =1tokdo {

(1) Each party P; (i = 1, 2, ..., n) privately prepares
a Bell state |¢s[i]t[i]>2i71,2iv where
s[i], t[ileg{0, 1}.

(2) Each party P, (i = 1, 2, ..., n) sends the particle
2i to the next party P, through the authenticated
quantum channel (Note P, = P;), while he
keeps the particle 2i — 1 in hands.

(3) Each party P; (i = 1,2, ..., n) selects any one of
two particles 2(i — 1), 2i — 1 owned by himself
and performs the Pauli operator U ;) on the
selected particle, where p[i] Vv g[i] = x;. That is, if
x; = 0, then p[i] = ¢[i] = 0; if x; = 1, then
“pli] = 1 and ¢[i] = 0", or “p[i] = 0 and
qlil=1",or “pli] = 1 and g[i] = 1.

(4) Each party P, (i = 1, 2, ..., n) measures the
particle pair (2(i — 1), 2i — 1) in Bell basis.
Suppose that the measured result is
| dstiterin) 2G—1),2i—1-

(5) Eachparty P; (i = 1, 2, ..., n) calculates
yli] = s[ilt[i] @ slil7[i] and opens y[i].

(6) Each party P; (i = 1, 2, ..., n) calculates
y=y[11®y[2] @ ... y[n] by the public
information.

(7) If y # 00, then Return 1 (i.e.,

X1 V...xj...Vx, =1)and end the procedures of
Step 2.}//end For

Return 0,i.e.,x; V... xi... Vx, =0.

}
}

4) Verifiability: All bidders must approve the winning bid-
der as the true winner with the highest bid through
verification protocols.

In the following QSA scheme, suppose that there are n
bidders: Bob;, Bob,, ..., Bob,, where each bidder Bob; has
a private bid b; (i=1,2,...,n) and all bids lie in Zy =
{0,1,2,...,N — 1}. In addition, we assume that there is a
public collision-resistant hash H(-). The proposed scheme
consists of three phases: Commitment phase (i.e., bidding
phase), finding the highest bid phase, and verification phase,
which are described in detail as follows.
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A. COMMITMENT PHASE

Each bidder Bob; (i = 1,2, ..., n) randomly selects an inte-
ger r; € Zy and computes ¢; = H(r; ® H(r; @ b;)), where b;
is his private bid. Then the bidder Bob; announces c; to all
other bidders by the classical channels. That is, the bidder
Bob; commits b; to all other bidders, but no bidder can get b;
only from ¢; without r;.

B. FINDING THE HIGHEST BID PHASE

Step 1: All bidders Bob,, Bob, ..., Bob, agree on two
parameters d and A, such that d = %. Accordingly,
Zy is partitioned into d intervals: [0, A), [A,2A),...,
[N—-2A,N—A),[N—A,N).

Step 2: Each bidder Bob; (i=1,2,...,n) encodes his
private bid b; as a 0/1 vector of the length d (i.e., d com-
ponents) by the interval, at which his bid is located. That is,
if b € [N — (k+ 1)A, N — kA), then the (k 4 1)th compo-
nent of the vector is 1 and all other remaining components
are 0. Here, the vector encoded by the bidder Bob; is denoted
as v;. For example, if b; € [0, A), then v; = (0,...,0, 1);
ifbj € [N—2A,N — A),thenv; = (0,1,0,...,0,0). Note
that the far left of v; is the most significant bit.

Step 3: All bidders execute the following procedures (from
left to right to compute the disjunction of the components of
all private vectors by quantum SMD protocols, i.e., from high
to low to find the highest bid’s located interval):

{ For j = 1tod do {// starting from the most

significant bit

1) All bidders Boby, Bob,, ..., Bob, jointly execute a
quantum SMD protocol, where the bidder Bob; (i =
1,2, ..., n)takes the jth component of his private vec-
tor v; as his private input.

2) If the quantum SMD protocol outputs 1, then it can
determine that the highest bid is located at the interval
[N —jA,N — (j — 1)A). Otherwise, let j + +. Note
that if the highest bid’s interval is determined, then it
will exit and go to Step 4.

}
Step 4: Suppose that the highest bid is located at

the interval [N —kA,N — (k— 1)A). Note that if A is
relatively large, it can further subdivide the interval
[N —kA,N — (k— 1)A). That is, all bidders agree on two
smaller parameters d* and A* again, such that d* = %. Fur-
thermore, all bidders repartition the interval [N — kA, N —
(k — 1)A) into d* smaller intervals, encode new private vec-
tors of the length d*, and execute the similar procedures in
Step 3. Otherwise, go to Step 5. That is, the highest bid’s
located interval is relatively small and acceptable.

Step 5: Without loss of generality, we assume that the
highest bid is finely determined at the interval [a, b). All bid-
ders call a synchronization algorithm [37] to correct and syn-
chronize their respective times. At the same time, all bidders
set b — a clock cycles corresponding to b — a integers from
b — 1 down to a, where each clock cycle includes a fixed
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time frame. During the ith clock cycle i = 1, ..., b — a), i.e.,
within a given time frame, if there is a bid that is just right
equal to b — i, then the corresponding bidder with the bid
b — i will claim that his bid is the highest, i.e., the highest bid
is b — i. Once there appears the highest bid, the bidders with
the nonhighest bids cannot open their bids again, to protect
their respective privacy. Therefore, if there is the candidate
bidder who claims the highest bid, then this phase ends.

Note that the authors in [37] present a multiparty quantum
time synchronization protocol, where each clock cycle con-
sists of three stages: Initialization, interrogation, and feed-
back. In Initialization, each party (i.e., each node) as a center
prepares and distributes a multiqubit GHZ entangled state
by sharing EPR pair and performing quantum teleportation
among distant nodes. In interrogation, all parties perform
a phase operator on their respective qubits by their local
times and then measure their respective qubits in the x-basis.
In feedback, the center provides feedback information to
other parties, which can help other parties to correct their
respective local times. As a result, after a few cycles, the
local times corresponding to each individual party achieve
accuracy and stability. In practical applications, we can im-
plement time synchronization by precomputing this protocol.
Furthermore, for simplicity, we can also ask for the help of
a public bulletin board or public blockchain to synchronize
the time, because we do not need to achieve precision with
the atomic-level error.

The previous idea mainly includes two processes: the first
is to locate the highest bid’s interval roughly by subtly encod-
ing private bids and jointly computing SMD, and the second
is to further find it precisely by publicly claiming, which
borrows the public query way of Dutch auction round after
round, but there is no auctioneer. Note that the difference
between two rounds in the publicly claiming phase (i.e., Step
5) may be far greater than 1, e.g., 100, which depends on the
actual auction.

C. VERIFICATION PHASE

Step 1: Suppose that the highest bid belongs to Boby. As
the candidate, the bidder Bob; first declares that he is the
winning bidder and then opens the highest bid b; and the
corresponding secret ry.

Step 2: By the public information (by, r;), each bidder
calculates H(r;, @ H(r; @ b)) and verifies whether ¢; =
H(ry @ H(ry @ by)). If ¢, = H(ry @ H(ry @ by)), it will suc-
cessfully pass the public verification. Otherwise, the verifica-
tion fails.

Step 3: If there is a bid x; greater than the candidate bid
X, the bidder Bob; will broadcast a complaint about the in-
correctness of the current highest bid and request all bidders
to go to arbitration. Finally, if each bidder does not receive
any complaint, then he will believe that the candidate bid by
is the highest indeed and accordingly the bidder Boby is the
winning bidder.
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Bob, (56), Bob, (43), Bob; (73)
Bob, (61), Bobs (87), Bobs (39)
N =100, d =10, A =10
j= 12345678910

v, =(0,0,0,0,1,0,0,0,0,0)
v, =(0,0,0,0,0,1,0,0,0,0)
v; =(0,0,1,0,0,0,0,0,0,0)

vs = (0,1,0,0,0,0,0,0,0,0)
Ve = (0 101010:0.1.0,0,0)
vV o

0
0
0
v, = (0,0,0,1,0,0,0,0,0,0)
1
0
1

Y

¥
[90,100) [80,90)

[0,10)

FIGURE 3. Finding the highest bid’s interval.

V. ANALYSIS

A. CORRECTNESS

First, we illustrate the correctness of the proposed QSA
scheme, including three phases: Commitment phase, finding
the highest bid phase, and verification phase. Clearly, com-
mitment and verification phases ensure that the bidder cannot
change his bid during the whole scheme, and otherwise, he
will run the risk of being detected. Therefore, the correctness
of the proposed QSA scheme is fully guaranteed by that of
finding the highest bid in the second phase. Furthermore, we
give a simple example to illustrate how to find the highest
bid, as shown in Fig. 3.

In the aforementioned example, suppose that N = 100,
and there are six bidders: Bob, (56), Bob, (43), Bobs
(73), Bob4 (61), Bobs (87), and Bobg (39), where the integers
in parentheses are their respective private bids. Furthermore,
we assume that d = 10 and A = 10, which are negotiated
and determined by all bidders in Step 1. Accordingly, v; =
0,0,0,0,1,0,0,0,0,0), v,=1(0,0,0,0,0,1,0,0,0,0),
v3=(0,0,1,0,0,0,0,0,0,0), v4=(0,0,0,1,0,0,0,0,
0,0), v5=(0,1,0,0,0,0,0,0,0,0), and v = (0,0, 0,0,
0,0,1,0,0,0). When j=1, vi(j)Vvaj) VoV
v4(j) Vus(j) Voi(j)=0, ie., no bid is located at the
interval [90, 100), where v;(j) denotes the jth compo-
nent of the bidder Bob;’s private vector v;, When j = 2,
vi(H) V() vVes()) V() ves(H vy =1, e,
there is a bid located at the interval [80, 90). By the proposed
scheme, six bidders only need to call two quantum SMD
protocols, where the first returns O and the second returns
1. Accordingly, all bidders can know that the highest bid is
located at the interval [80, 90). Furthermore, during the first
and second clock cycles corresponding to 89 and 88, it is
evident that there is no claiming bidder, because there is no
bid equal to 89 or 88. However, during the third clock cycle,
the bidder Bobs first claims that he is the winning bidder
because of the basic facts that 87 is the highest processing
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integer currently and there is still no claiming bidder before,
and accordingly, he opens his bid 87. That is, it finds the
highest bid successfully.

Furthermore, the aforementioned analysis shows that the
QSA scheme’s correctness still depends on the quantum
SMD protocol. So, we further analyze the correctness of the
quantum SMD protocol as the following theorem.

Theorem 4: In the proposed quantum SMD protocol, the
probability of successfully outputting x; V ...x;...V X, is

1— Bk, where § = NG l)m o . Here, m is the number
of ones in all x;’s and k is the parameter publicly determined
by all bidders. Note that § is the probability to wrongly get
x| V. .V x,, by the value of ®7_, plilg[i] in each round
of the For loop, i.e., the error probablhty that x 1 V. .V
xp = 1 but @}_, plilgli] = 00. Clearly, § « 2, SO 1 — 8"

1.

Proof: The proposed quantum SMD protocol includes two
steps: The first step is to agree on the parameter k; The second
step is to compute x; V . . V x, by repeatedly comput-
ing ®}_, plilgli] at most k t1mes where p[i] Vv g[i] = x; for
i=1ton.

First, we prove that the procedure to compute &7, p[ilqli]
is correct. By the proposed procedure, each party P; (i =
1,2,...,n) calculates y=y[1]® y[2] b ...y[n], where

yli] = s[l]t[z] @ s[i]7[]. Furthermore, we can get

y=yllloyl2l®...yn]
y=s[1]t[11®s[1]7[1]1 D s[2]t[2] ® F[2]7[2]
D...®s[n]t[n]®35[n]f[n]
y= (ea:;ls[i]r[i]) ® (@{_51ilf[i]) (by Theorem 3)

y= @i plilqlil. (13)
Second, we analyze the error probability to determine
xXi V... .V x, by the value of @i, plilgli]. Specifi-

cally, we consrder the following dlfferent cases that n inputs
X{,...X, ..., X, have m ones (i.e., m is the number of 1’s in
all x;’s).

In the case of m = 0 (i.e., all x;’s are equal to 0):

If x; =0, then both p[i] and ¢[i] are equal to O.

Accordingly, if x; =0, then x; V... VXx; V... VX, =x] V

<. Xi—1 V Xjx] ...V Xx,. At the same time, Ga’llep[j]q[j] =
& plilali1 ® &, plilalj] because  plilglil = 00.
Furthermore, if all x;’s are equal to O for i =1,2,..., n,

then ®_, plilg[i] = 00. It finally outputs O by the proposed
procedures So, § = 0 in this case. That is, it is correct.

In the case of m = 1:

If only one of all x;’s is equal to 1, then all the other
plilglils are equal to 00 except the corresponding p[ jlg[j] #
00 (i.e., x; = 1). It finally outputs 1 by the proposed proce-
dures. So, § = 0 in this case. That is, it is correct.

In the case of m = 2:

Suppose that x;, =1, x;, = 1, and all the other x;’s are
equal to 0. Accordingly, pli1] Vv qli1] = 1, pliz] vV qlix] =1,
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TABLE 1. Possible values of p[ii], qli1], pli.], and q[i,]

pli | qlis] | plis1vali] | pliz] | qli] | pli]vqliy]
0 1 1 0 1 1

1 0 1 1 0 1
1 1 1 1 1 1

TABLE 2. More Cases of Different ms

m | The number of The ) 1-6* [ 1-6% | 1-6°
possible error
combinations | number
0 1 0 0 0 0 0
1 3 0 0 0 0 0
2 9 3 0.333 | 0.988 0.996 0.999
3 27 6 0.222 | 0.998 | 0.9995 | 0.9999
4 81 21 0.259 | 0.996 | 0.9988 | 0.9997
5 243 60 0.247 | 0.996 | 0.9991 | 0.9998
6 729 183 0.251 | 0.996 0.999 | 0.9998

and @721(1.7&1.1’1-2)]7[1']6][1'] = 00. Furthermore, possible p[i;],
qli1], pli2], and g[i>] are listed in Table 1.

From Table 1, we can see that there are nine possi-
ble combinations for p[i], g[i1], pliz], and g[iz], includ-
ing three combinations of p[i{lg[i1] @ plizlgli»] = 00 and
six combinations of p[ii]g[i|] @ plixlgli>] # 00. However,
X1 V...Xi...Vx, =1, so the error probability is % in one
round, i.e., § = %

Furthermore, we list more cases in Table 2. In Table 2,
we only consider the number of possible combinations of
pli] and g[i] satisfying x; = 1, where the error combination
is corresponding to the case that both the number of p[i]
satisfying p[i] = 1 and the number of ¢[i] satisfying ¢[i] = 1
are even, i.e., the Xor result of all p[i]s and that of all g[i]s
are equal to O (but x; V...x;...Vx, = 1). In fact, we can
deduce (m > 2)

Z:rl:jl (_l)mflfi . 3i
3m )

S =

(14)

. 5_24,23_22_ 21
For example, if m = 6, then § = e +36 = % ~

. _ _ 30-3943%-33432-31 _ 729-183 __
05.42651, if m=7, then § = 7 = Sy =

5187 ~ 0.250. Clearly, we can see that § # 0 but § < % for
any m (> 2). So, 1 — 8% ~ 1, where k is a constant, e.g.,
k = 5. That is, it can ensure to output the right result with
a very high probability.

Therefore, the proposed quantum SMD protocol is correct.

B. SECURITY

Theorem 5: The proposed quantum SMD protocol can per-
fectly ensure the privacy of each party. That is, any other
party except for the party P; learns no information about x;
except the final output x; V... x;...V Xx,.

Proof: The proposed quantum SMD protocol is to
compute x;V...xj...Vx, by repeatedly computing
@7, plilgli] at most k times. Furthermore, we focus on
the amount of revealed information about private x; of the
party P; in computing @7, plilg[i] once (i.e., a For loop).

VOLUME 3, 2022

Compared with any outsider or insider, obviously, the party
P;yq is most likely to steal party P;’s private information,
because only he can get one particle 2i sent by the party P;,
which is entangled with the other particle 2i — 1 kept by
the party P;. When executing a For loop, the party P; first
prepares Bell state |¢s[i]t[i]>2i—1,2i'

On the one hand, the state of |¢;1[;1)2i—1,2 1s unknown to
anyone else except for the party P;, where

1 . i N
[Bsfigerin) 2i—1.2i = 7 (Jos[i1) 4+ (=1)™| 0s [l]>)2i_1,2,»-

(15)

Accordingly, we can get the reduced density matrix of the

particle 2i sent to the party P, through the authenticated
quantum channel as follows:

02i = 2i41{01Psinegin) 2i—1,2i{Dspine(i110) 201
+ 2i01 (U @spiterin) 2i—1,2i (Dstireriy 1) 2641
100 (01 4 [y (1]
2i — 2
1

p2i = 7 (16)

Given from (16), we can see that the reduced density ma-
trix is the totally mixed state (i.e., maximally mixed state),
so the party P,y cannot learn any private information about
s[i] and t[i] of the party P;. Furthermore, after the party P;
performs a Pauli operator Uy;14; on the particle 27 or 2i — 1,
|@s(ilefi1)2i—1,2; Will be changed as another Bell state by The-
orem 2. However, the reduced density matrix of the particle
2i owned by the party P;;| remains unchanged, i.e., it is still
the totally mixed state as the same of (16). So, the party P4
cannot yet get any private information of the party P, e.g.,
slile[i] and p[ilq[i].

On the other hand, the party P; opens the classical in-
formation y[i], where y[i] = s[i]¢[i] & §[i][{]. It is obvious
that the party P;;| cannot get any private information about
plilgli] only from y[i], because s[i]¢[i] is selected randomly
and privately by the party P; and §[i][i] is subject to the uni-
form distribution (i.e., random) by the property of quantum
measurements, and accordingly they are unknown to anyone
else except for the party P;.

Therefore, anyone including the party P,y cannot get any
private information of the party P;, though all parties can suc-
cessfully compute y = @7, plilgli]. That is, the proposed
quantum SMD protocol is perfect security, i.e., information-
theoretical security.

Theorem 6: The proposed QSA scheme can perfectly
protect the privacy of nonwinning bidders. That is, it is
information-theoretical security to protect the privacy of non-
winning bidders.

Proof: On the one hand, in the commitment phase, each
bidder Bob;, including the nonwinning bidder computes ¢; =
H(r; ® H(r; ® b;)) and announces the commitment value c;
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TABLE 3. Performance Comparisons

Quantum Transmitted Quantum Quantum . .
Schemes Resources Qubits Operators Measurements Post-Confirmation
Naseri’s [14] n-qubit GHZ 0(2nlogN) Pauli operators n-qubit GHZ-basis -
states measurements
(r-1)-qubit (r-1)-qubit-
R.D.Sharma’s [27] entangled 0(n?) Pauli operators entangled-state -
states measurements
- - - > -
Zhao’s [19] n-qubit GHZ 0(2nlogN) Pauli operators n-qubit GHZ-basis 0(n*lo gN ) Single
states measurements Particles
- - - > -
Wang’s [25] n-qubit GHZ 0(2nlogN) Pauli operators n-qubit GHZ-basis o(2n logN ) Single
states measurements Particles
- - - >
Liu’s [26] Slngle 0(2nlogN) Pauli operators Single-particle o(n logN ) EPR
particles measurements pairs
Zhane’ Single O(nlogN) Single-photon Single-photon 0(n*k) Single
ang’s [28] . .
photons unitary operations measurements photons
3-qubit CNOTs, Oracle
Shi’s [3] entangled 0(3nlogNInN) operator, Grover’s CMNs Classical hash
states Search Algorithm
Ours Bell states 0(nkd) Pauli operators Bell-state Classical hash
measurements

Note: CMNs denote computational basis measurements in N-dimensional Hilbert space. Furthermore,  is the number of the bidders and N is the space of private

bids.

to all other bidders. Obviously, r; is random and private for
anyone except for the bidder Bob;, so no one can get any
private information about the bid b; without r;. That is, the
proposed commitment protocol has the perfect concealing.

On the other hand, in finding the highest bid phase, all
bidders, including nonbidders, agree on the public parame-
ters (d and A) in Step 1 and further encode their respective
private vectors in Step 2. Clearly, all bidders cannot exchange
any private information in the two steps, and accordingly, it
cannot reveal any private information of each bidder in these
steps.

Furthermore, all bidders execute the quantum SMD pro-
tocol in Step 3 or Step 4, which is information-theoretical
security proved above by Theorem 5. In Step 5, only the
winning bidder with the highest bid opens his bid while all
nonwinning bidders do not open their bids.

In the verification phase, it only needs the winning bidder
Boby to open the secrets by and r. All nonwinning bidders
cannot reveal any private information.

Therefore, no private information of nonwinning bidders
has been revealed in our QSA scheme. That is, the proposed
QSA scheme can perfectly protect the privacy of nonwinning
bidders.

Theorem 7: Any bidder, including the winning bidder,
cannot change his bid once commit is finished in the com-
mitment phase.

Proof: In the commitment phase, each bidder Bob; (includ-
ing the winning bidder) computes ¢; = H(r; & H(r; @ b;))
and announces the commitment value c¢; to all other bid-
ders. Later, if a dishonest bidder, e.g., Boby, wants to change
his bid by, i.e., change the commitment value by to bz,
he must find another r,f, such that H(rp, @ H(ri, ® by)) =
H(r} @ H(r{ @ by)), to successfully pass the verification. It
is equivalent to find y; and y;, such that H(y;) = H(y2),
where y; =1 @ H(r, @ by) and y, =1 ® H(rj @ by).
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However, it is impossible to decipher the hash function with
strong collision-resistant even for quantum computers [12].
Meanwhile, it is also impossible for quantum computers
to find r{{ only by H(r;; @ b}) = rj; @ rx © H(ry @ by) (i.e.,
solving the inverse of the hash). So, the dishonest bidder Bob
cannot change the commitment value by to be revealed in
the verification phase (i.e., open phase), once the commit is
finished. That is, our proposed commitment protocol based
on a strong collision-resistant hash is secure, which can resist
the attack of quantum computers.

In a word, there is no auctioneer in our QSA scheme, so
the bidders do not need to submit the private bids to anyone.
Moreover, all bidders are peer, i.e., completely equivalent
entities. There is not a bidder who can get more private in-
formation with a higher probability. Therefore, our proposed
QSA scheme can also ensure anonymity and fairness.

Finally, like most existing secure multiparty quantum
computations, our proposed QSA scheme needs authenti-
cated quantum channels, which can ensure the authenticity
of quantum resources and participant identities. In principle,
we may combine quantum authentication technologies with
classical authentication technologies to implement various
authentications in quantum channels [36], [38].

C. PERFORMANCE

The proposed quantum SMD protocol takes Bell states as
quantum resources and only performs single-particle Pauli
operators and two-particle Bell measurements. Especially,
each bidder executes the same procedures to jointly com-
pute @7, plilgli] in each round, i.e., preparing a Bell state,
sending one particle of the Bell state to the next bidder, ap-
plying a Pauli operator, and finally performing a Bell-basis
measurement. In total, each bidder prepares at most k£ Bell
states, transmits at most k particles, and performs at most
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TABLE 4. Security Comparisons
Schemes Verifiability | Anonymity | Fairness Privacy Trl}sted
Auctioneer
Naseri’s [14] No No No No Yes
R.D.Sharma’s [27] Yes No Yes No Yes
Zhao’s [19] Public Weak No No Yes
Wang’s [25] Public Weak Yes No Yes
Liu’s [26] Public Weak Yes No Yes
Zhang’s [28] Public Weak Yes No Yes
Shi’s [3] Public Strong Yes Partial Yes
Ours Public Strong Yes Perfect No

Note: Weak anonymity means that it is anonymous for other bidders except the auctioneer, whereas strong anonymity
means that it is anonymous for any one, including the auctioneer. Privacy means the privacy of nonwinning bidders.

H_

——
——

FIGURE 4. Quantum circuit of the proposed quantum SMD protocol.

k Pauli operators and at most k Bell-basis measurements.
Accordingly, both the total computational complexity and
the total communicational complexity are O(kn), where n is
the number of all bidders and k is a constant.

Furthermore, the proposed QSA scheme first encodes the
bidders’ private vectors by public information, which is
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lightweight and negligible, and further computes the dis-
junction of the components of all private vectors from high
down to low. Accordingly, the main cost of the proposed
QSA scheme is to execute multiple quantum SMD protocols,
where the number of executing the quantum SMD protocols
is O(d).
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FIGURE 5. Quantum circuit of identifying Bell state.

In the following section, we give detailed comparisons
of our proposed QSA scheme and other related QSA
schemes from quantum resources, transmitted qubits, nec-
essary quantum operators and quantum measurements, post-
confirmation, and security properties, as listed in Tables 2
and 4.

From Table 3, we can see that most QSA schemes
take multiqubit entangled states as quantum resources and
need the corresponding measurements in high-dimensional
Hilbert space. But it is still difficult to prepare these quan-
tum states and implement the corresponding operators and
measurements on these quantum states.

Furthermore, in Table 4, only our proposed QSA protocol
meets all security properties, i.e., public verifiability, strong
anonymity, fairness, perfect privacy, and no auctioneer.

In addition, as a primitive protocol of secure multiparty
computations, our proposed quantum SMD protocol can be
utilized to implement the anonymous veto [39], where the in-
puts 0 and 1 mean “approval” and “disapproval” on one pro-
posal, respectively. Once existing at least one “disapproval,”
the proposal is rejected. Like most multiparty quantum pro-
tocols, currently existing anonymous veto protocols ask for
the help of a trusted third party. On the contrary, no trusted
third party is just our most advantage.

Finally, we simulate the proposed SMD protocol in
Qiskit of IBM (Qiskit-0.23.2; Python-3.8.6; OS-Linux).
In our simulation experiments, suppose that there are
five bidders and they jointly compute the SMD protocol
10 000 times in total, where each input is random each
time. The detailed circuits are shown in Fig. 4. In the
first phase in Fig. 4, five bidders prepare five Bell states

as inputs, e.g., JLEQOO) + 111))gags %z“o” — 110)g 100115

—75(100) = [11))g517+ 75100) + [11))g55455- and —5(101) +
[10))g,5429» Whereas all the rest are ancillary qubits. In the
second phase in Fig. 4, the bidders randomly perform Pauli
operators, e.g., Z, Y ,Z, X , and Z on the qubits ¢i9, q11,
q22, q28 , and g9, respectively. The last phase denotes the
measurements.

2100212

10 |

0.8 1

0.6 1
—— success rate

— fail rate
0.4 1

0.0 4

Success/Fail rate

System parameter k

100 1

0.95 4

0.90 4

Success rate

0.80

1 2 3 4 5
System parameter k

FIGURE 6. Average results 10 000 times with 5 bidders.

Here, we borrow the idea of probabilistically identifying
Bell states by adopting the circuit of Fig. 5 instead of directly
measuring Bell states [40]. Fig. 5 shows quantum swapping
circuits for determining the inner product of two-qubit states.
If the projection measurement is performed on the ancillary
qubits (qo, q1) in Fig. 5, the probability that it is in the state
|00) is %(1 + |(q4q51//|1//q2q3)|2). In turn, the inner product
of [¥4,4,) and |¥,4s) can be calculated as (4,45 [Vg,q;) =
+/2P(]00)) — 1, where P(]00)) is the probability that the an-
cillary qubits are in state |00). Accordingly, we can verify the
XOR equation by setting ancillary Bell states reasonably.

The average results are shown in Fig. 6. By Fig. 6, we can
see that the success rate is approximately equal to 1 when
k = 5. Clearly, it verifies the results of Theorem 4.

In short, the simulation experiments show that the pro-
posed SMD protocol is correct and prove that it is feasible
to implement it with the present quantum technologies.

VI. CONCLUSION

In this article, we presented a novel QSA scheme without an
auctioneer, in which all bidders jointly find the highest bid by
using proposed quantum SMD protocols. On the one hand,
the proposed quantum primitive protocol perfectly protects
the privacy of nonwinning bidders, i.e., it is information-
theoretically secure for nonwinning (losing) bidders. On the
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other hand, tactfully combining the private encoding with the
public query achieves high efficiency instead of bit-by-bit
comparisons.

The proposed QSA scheme takes Bell states as quantum
resources and performs single-particle Pauli operators and
Bell-basis measurements. Furthermore, the simulation ex-
periments verify that it is feasible to implement this scheme
with the present quantum processing technologies. Due to
perfect privacy protection, high efficiency, and feasibility, we
believe the proposed scheme had wider popularization and
application prospects.
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