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Abstract—This brief presents a side-channel analysis (SCA)
attack for AES-CMAC, which is used in the controller area
network (CAN) protocol for in-vehicle networks. It is difficult to
apply conventional SCAs that focus on a single round of Sboxes in
the AES-CMAC, as is the case in the AES-CMAC/CTR because
the AES input values are unknown to the attacker owing to its
structure. The proposed method focuses on the Sboxes of the
first three rounds of AES continuously and obtains the secret
key by sequentially estimating the intermediate values using a
first-order SCA. Our method can be applied to all versions of the
Secure Onboard Communication (SecOC) standard for securing
CAN protocols. We apply a deep-learning-based SCA to imple-
ment the proposed attack, in addition to conventional correlation
power analysis. We demonstrate the effectiveness of the attack
through an experiment using AES-CMAC software that is imple-
mented on the PASTA automotive security evaluation platform,
which is compliant with the SecOC standard that is defined in
the AUTomotive Open System ARchitecture. The results show
that the proposed attack can successfully reveal the secret key of
AES-CMAC with at most 400,000 and 150 measurements using
conventional non-profiling SCA and deep-learning-based SCA,
respectively.

Index Terms—Controller area network, AES, side-channel
analysis, automotive security.

I. INTRODUCTION

IN RECENT years, the security risk posed by various
attacks is increasing as the number of connected cars

expands. One objective of such attacks is to tamper with
the gateways and electronic control units (ECUs) that are
connected to the in-vehicle network. The AUTomotive Open
System Architecture (AUTOSAR), which is a global develop-
ment partnership of the automotive industry, has released an
in-vehicle communication standard that is known as Secure
Onboard Communication (SecOC) [1] to provide security for
data transmission and reception between ECUs.

SecOC specifies authentication using a message authentica-
tion code (MAC) to achieve message integrity (data tampering
prevention and detection) and a counter known as the fresh-
ness value (FV) to prevent replay attacks. In particular,
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AES-CMAC [2] is recommended for authentication in the
control area network (CAN) protocol, which is a common
in-vehicle network protocol. AES-CMAC operates in the same
manner as AES Counter mode (AES-CTR) by determining the
input value using a counter. The security of AES-CMAC/CTR
that is implemented on ECUs is essential to ensure automobile
security.

Furthermore, side-channel analysis (SCA) is a realistic threat
to cryptographic devices [3]. SCA extracts secret information
by observing and analyzing side-channel information, such as
leaked power/electromagnetic waves. Many advanced SCAs
have been reported for IoT devices [4], [5], [6]. For example,
an advanced deep learning-based SCA (DL-SCA) on major
open-source cryptographic software libraries that are some-
times used for embedded devices was reported in [6]. Under
these circumstances, the importance of securing automated cars
against SCAs is recently being pointed out as in [7]. However,
the threat of SCAs to SecOC-compliant AES-CMACs has not
been explicitly discussed.

In this brief, we present an SCA method for AES-CMAC
that is used in the SecOC-compliant CAN protocol, in which
it is difficult to apply the conventional SCA methods that
focus on a single round, such as in [8]. The proposed method
focuses on the Sboxes of the first three rounds of AES, and
applies the attacks of AES-CTR [8], [9] to AES-CMAC. In
the first two rounds, the SCA is used for sequential esti-
mation of the intermediate values that serve as the input
for the latter rounds. In the third round, the secret key is
derived by the SCA using the derived intermediate values.
We apply DL-SCA in addition to the conventional correlation
power analysis (CPA). Experiments using AUTOSAR SecOC-
compliant AES-CMAC on the automotive security evaluation
platform PASTA [10] demonstrate that all keys can be obtained
from approximately 400,000 and 150 waveforms using CPA
and DL-SCA, respectively.

II. PRELIMINARIES

A. Notations

Let K be the secret key, Ki be the AES round key, Xi be the
input of the ith round (1 ≤ i ≤ 10), and xi,j be the jth byte
of Xi (1 ≤ j ≤ 16). The output yi,j following AddRoundKey
is expressed as yi,j = xi,j ⊕ ki,j. Let Sbox be Sub(·). The
output zi,j of SubBytes with the input yi,j is as follows: zi,j =
Sub(yi,j). Subsequently, the output Ui = (ui,1, ui,2, . . . , ui,16)

of ShiftRows is expressed as

ui,1 = zi,1, ui,5 = zi,5, ui,9 = zi,9, ui,13 = zi,13,
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TABLE I
SPECIFICATIONS OF SECOC STANDARDS

Algorithm 1 AES-CMAC Used in CAN
Require: K: key, D: message
Ensure: Tag: tag

1: κ = GenerateSubkey_CAN(K)

2: M = (D||0x8000000000000000) ⊕ κ

3: τ = AESK(M)

4: Tag = truncate(τ )

5: return Tag

ui,2 = zi,6, ui,6 = zi,10, ui,10 = zi,14, ui,14 = zi,2,

ui,3 = zi,11, ui,7 = zi,15, ui,11 = zi,3, ui,15 = zi,7,

ui,4 = zi,16, ui,8 = zi,4, ui,12 = zi,8, ui,16 = zi,12.

Finally, the output Xi+1 of MixColumns is

xi+1,4k = (0x02 ◦ ui,4k) ⊕ (0x03 ◦ ui,4k+1)

⊕(0x01 ◦ ui,4k+2) ⊕ (0x01 ◦ ui,4k+3),

xi+1,4k+1 = (0x01 ◦ ui,4k) ⊕ (0x02 ◦ ui,4k+1)

⊕(0x03 ◦ ui,4k+2) ⊕ (0x01 ◦ ui,4k+3),

xi+1,4k+2 = (0x01 ◦ ui,4k) ⊕ (0x01 ◦ ui,4k+1)

⊕(0x02 ◦ ui,4k+2) ⊕ (0x03 ◦ ui,4k+3),

xi+1,4k+3 = (0x03 ◦ ui,4k) ⊕ (0x01 ◦ ui,4k+1)

⊕(0x01 ◦ ui,4k+2) ⊕ (0x02 ◦ ui,4k+3),

where the operator ◦ denotes multiplication on GF(28).
In the CTR mode that is covered in this brief, a block cipher

using the key K is denoted by E, the initial counter value is
denoted by C, and the tth block of plaintext to be encrypted
is denoted by X(t). The tth ciphertext Y(t) is represented by

Y(t) = X(t) ⊕ E(C + t; K).

Note that we omit K if it is a fixed value.

B. AUTOSAR SecOC

Table I presents the parameter values of SecOC in the CAN
protocol. Three variations exist that use the FV and MAC
as parameters, which play the roles of a counter to prevent
replay attacks and message authentication, respectively. We
use AES and CMAC for the encryption and MAC algorithms,
respectively, with a key length of 128 bits. SecOC_00620 does
not have an FV. As the payload is 64 bits in the CAN protocol,
the FV and MAC are truncated and added to the message as
appropriate; the FV is used to prevent replay attacks, but the
corresponding initialization vector is not used in the normal
CMAC (the FV is used instead of the initialization vector and
is always set to 0). In the CAN, AES-CMAC is used according
to the above SecOC specification.

Algorithm 1 presents an overview of the AES-CMAC algo-
rithm that is used in the CAN. The input is a 128-bit secret

Fig. 1. AES-CMAC used in SecOC for CAN.

key K and 64-bit authenticated data D (including the FV).
Figure 1 shows a block diagram of the AES-CMAC, where the
subkey κ is first derived from the secret key K. Subsequently,
the 64-bit message M is padded with 0x8000000000000000
to make it 128 bits and XORed with κ . Finally, the result is
encrypted with AES to generate a tag. The tag is truncated to
2 bytes. Note that κ is a fixed value if K is fixed and can be
pre-computed because it does not depend on D.

In this brief, we focus on AES-CMAC with counters, which
is a major authentication implementation in the CAN. In this
case, the actual mode of cryptographic use is AES-CMAC, but
because the input value is a counter, the operation is equiv-
alent to the AES-CTR mode if we focus on the encryption
for each mode call. Therefore, we assume that an attacker can
make multiple AES-CMAC calls in accordance with the CAN
protocol, and consider an attack on the AES-CTR mode in
which the input value is masked by the fixed value κ .

C. DL-SCA

DL-SCA consisting of profiling and attack phases is one of
the most powerful attacks among SCAs with profiling.

First, in the profiling phase, side-channel waveforms are
used to train a model that predicts the intermediate value of
the cryptographic process that is calculated from the key and
message. In many cases, the cross-entropy is used as the loss
function during model training. The parameters are updated
by error backpropagation to minimize the cross-entropy.

Thereafter, in the attack phase, the trained parameters that
are obtained in the profiling phase are used to acquire secret
information from the target device. The attacker calculates the
negative log-likelihood (NLL) for each key candidate: The
attacker calculates NLLs for all key candidates and estimates
the key candidate k̂ with the smallest value as the correct key.

III. PROPOSED METHOD

This section presents our proposed analysis method for
SecOC-compliant AES-CMAC in the CAN protocol. The fol-
lowing assumptions are made: the data flowing on the CAN
bus are observable, the message length (payload) is 8 bytes,
and half of the 128-bit input to AES is a fixed value and cannot
be known by an attacker because a subkey is added. Therefore,
conventional (first-order) SCAs that focus on a single-round
Sbox cannot be applied under these assumptions. Moreover,
as the output value of AES is truncated to 2 bytes, the attacker
cannot observe the remaining 14 bytes, which makes attacks
that target the final round difficult.

The proposed method is an extension of SCAs of AES-
CTR in [8]. Instead of the previous 4-round analysis flow,
we introduce a 3-round analysis flow dedicated to SecOC-
compliant AES-CMAC, which is different in setting the
SCA-estimation variables from the previous work. Figure 2
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Fig. 2. Proposed analysis flow.

depicts the flow of the proposed method. First, the input of the
first-round SubBytes for the attacked AES-CMAC is expressed
as D ⊕ K ⊕ κ , where D is the 64-bit authenticated data, K is
the 128-bit secret key, and κ is the CMAC key. In the first
round, the upper 8 bytes of K ⊕ κ are estimated by SCA for
SubBytes using the observed D. Subsequently, the ShiftRows
and Mixcolmns operations are applied to the estimated upper
8 bytes to derive the 8 bytes to be input for the second round.
In the second round, the round key and a fixed value that
is unknown and independent of the plaintext are XORed and
estimated by SCA for SubBytes. The estimated value is sub-
jected to ShiftRows and Mixcolumns of the second round to
derive all input to the third round. Finally, all round keys for
the third round are estimated by SCA, and the secret key is
calculated by inversing the key scheduling.

The proposed analysis procedure is demonstrated below. Let
K be the secret key, Ki be the ith round key, ki,j be the jth
byte of the ith round key, κ be the CMAC subkeys, and κj be
the jth byte of κ . We describe the case of SecOC_00620 (the
version without an FV) as an example.

1) Obtain the input D(l) to AES-CMAC and the correspond-
ing side-channel waveform W(l) (1 ≤ l ≤ N), where N
represents the number of waveforms for the attack. In
this case, D(l) represents the upper 8 bytes of the input
to AES-CMAC.

2) Conduct SCA (e.g., CPA) targeting the first-round Sbox,
and estimate g1,j = k1,j ⊕ κj(0 ≤ j ≤ 7) using the
series of D(l) and W(l). Each element of the output of
AddRoundKey in the first round can be classified into
attackable and non-attackable elements by XORing the
variables and fixed values. Let dj be the jth byte of the
input to AES-CMAC. The output Z1 of the SubBytes
operation in the first round of AES is expressed as

z1,j = Sub(y1,j)

=
⎧
⎨

⎩

Sub(dj ⊕ κj ⊕ k1,j) (0 ≤ j ≤ 7)

Sub(0x80 ⊕ κj ⊕ k1,j) (j = 8)

Sub(0x00 ⊕ κj ⊕ k1,j) (9 ≤ j ≤ 15).

The input from the 8th to 15th bytes is a fixed value, and
the conventional SCA scenario (that estimates the secret
key from a single round leakage) cannot be applied.
However, the input from the 0th to 7th bytes is a variable
and the expected power value p(l)1,j[γ1,j] of the Sbox
output for the key candidate γ1,j of g1,j is calculated as

p(l)
1,j[γ1,j] = HW[Sub(dj ⊕ γ1,j)]. (1)

Subsequently, we estimate the correct value of γ1,j,
which is equal to g1,j, from the highest calculation

value (e.g., the highest correlation coefficient value in
CPA) using the expected power values and measured
waveforms. Using the estimated γ1,j, we derive the
intermediate value U1 following ShiftRows as follows:

U1 = (z1,0‖z1,5‖z1,10‖z1,15‖z1,4‖z1,9‖z1,14‖z1,3

‖z1,8‖z1,13‖z1,2‖z1,7‖z1,12‖z1,1‖z1,6‖z1,11),

where the underlined parts indicate unknown values.
Note that the unknown values can also be fixed if the
secret key is fixed. Finally, the second-round input X2 is
obtained following MixColumns. For example, the first
four bytes x2,0, x2,1, x2,2, x2,3 are expressed as

x2,0 = (0x02 ◦ u1,0) ⊕ (0x03 ◦ u1,1)

⊕(0x01 ◦ u1,2) ⊕ (0x01 ◦ u1,3)

x2,1 = (0x01 ◦ u1,0) ⊕ (0x02 ◦ u1,1)

⊕(0x03 ◦ u1,2) ⊕ (0x01 ◦ u1,3)

x2,2 = (0x01 ◦ u1,0) ⊕ (0x01 ◦ u1,1)

⊕(0x02 ◦ u1,2) ⊕ (0x03 ◦ u1,3)

x2,3 = (0x03 ◦ u1,0) ⊕ (0x01 ◦ u1,1)

⊕(0x01 ◦ u1,2) ⊕ (0x02 ◦ u1,3).

The other bytes are determined in the same manner.
All bytes in the second round is analyzable because
MixColumns diffuses known and variable values to all
output bytes.

3) Conduct SCA targeting the second-round Sbox output
and estimate the unknown elements of x2,j XORed with
k2,j (0 ≤ j ≤ 7) using the series of D(l) and W(l). The
second-round input x2,j is given as the XOR of a known
variable element x′

2,j and an unknown fixed value x′′
2,j,

and therefore, can be decomposed as x2,j = x′
2,j ⊕ x′′

2,j.
For example, using the input dj, the intermediate value
u1,j(0 ≤ j ≤ 7) that is obtained from the estimated value
γ1,j in Step (2), and the unknown secret information
g1,j that could not be estimated in the first round
(8 ≤ j ≤ 15), x′

2,0 and x′′
2,0 for the 0th byte are

represented as

x′
2,0 = (0x02 ◦ u1,0) ⊕ (0x03 ◦ u1,1)

= (0x02 ◦ Sub(d1,0 ⊕ γ1,0))

⊕(0x03 ◦ Sub(d1,5 ⊕ γ1,5))

x′′
2,0 = (0x01 ◦ u1,2) ⊕ (0x01 ◦ u1,3)

= (Sub(g1,10)) ⊕ (Sub(g1,15)).

The other bytes are determined in the same manner.
Assuming that g2,j = x′′

2,j ⊕ k2,j, the second-round
SubBytes output z2,j is represented as

z2,j = Sub(x2,j ⊕ k2,j) = Sub(x′
2,j ⊕ g2,j),

where x′
2,j is a variable denoted by dj. Subsequently, the

expected power value p(l)
2,j[γ2,j] for the key candidate γ2,j

is expressed as

p(l)
2,j[γ2,j] = HW[Sub(x′

2,j ⊕ [γ2,j)]. (2)
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As a result, all of g2,j can be estimated by SCA. Using
the series of Wl and the expected power values, a γ2,j

with the maximum calculated value (e.g., the highest
correlation value) is considered as the correct value of
g2,j. Note however that we still cannot directly recover
the entire secret key from g2,j that is given as x′′

2,j ⊕k2,j.
4) Using D, the obtained g1,j, and the obtained g2,j, we

derive the full third-round input X3 following ShiftRows
and MixColumns in the same manner as in Step (3). This
indicates that SCA on the third round SubBytes using
X3 can recover all third-round keys K3. Using X3 and
K3, the third-round SubBytes output z3,j is expressed as

z3,j = Sub(x3,j ⊕ k3,j).

The expected power value p(l)
3,j[γ3,j]is denoted by

p(l)
3,j[γ3,j] = HW[Sub(x3,j ⊕ k3,j)]], (3)

and SCA on the third-round SubByte can recover K3
from the estimated γ3,j.

5) Finally, derive the secret key using reverse scheduling
of the recovered third-round key.

The above analysis flow can be adapted to other versions
that include an FV (SecOC_00610/00630) by combining it
with the method of [9]. More precisely, if the attacker can
observe the counter values, the above analysis is possible with-
out any change except for how to handle the fixed values.
If not, we estimate both initial counter and key values from
216 combinations simultaneously. While the number of wave-
forms would increase to estimate a correct combination from
216 candidates, such an SCA would still be feasible in prin-
ciple, and the same 3-round analysis flow can be applied. An
efficient estimation method is given in [9] in the case that the
waveforms are observed with a high SNR.

Furthermore, note that the problem of estimating the initial
value can be solved independently of the problem of limited
known inputs that are considered in the method mentioned
above. There is no major change in the analysis procedure
even when it is combined with the estimation method.

In principle, a typical SCA such as CPA can be used for
the analysis of each round if no countermeasure is applied.
However, considering that long waveforms over multiple
rounds are used for the analysis, it is desirable to use an
SCA method that is robust against time distortion (i.e., jitter).
Moreover, as the analysis will be applied to in-vehicle systems,
it is important to evaluate the possibility of the proposed
method with SCAs that require minimal waveforms for key
recovery. Therefore, the following section presents an experi-
mental evaluation of the proposed method using DL-SCA in
addition to CPA.

IV. EXPERIMENTAL EVALUATION

A. Application of DL-SCA to Proposed Method

DL-SCA was applied to the proposed analysis method, as
described in the following.

In the profiling phase, we first collect intermediate val-
ues and the side-channel waveforms corresponding to the

Fig. 3. Overview of DL-SCA.

first three rounds of AES that are implemented on a refer-
ence device. This side-channel information should be pro-
portional to the Hamming weights of the intermediate values
(Equations (1) to (3)) that are obtained from the attack target
calculation. The measured waveforms are fed into the neural
network to train and generate a model using the intermediate
values as a label. A convolutional neural network (CNN) is
commonly used to eliminate the effect of waveform distortion.

In the attack phase, as illustrated in Fig. 3, we perform the
following steps: (i) We first divide the measured side-channel
waveforms into three rounds, input the divided waveforms into
the trained model that is obtained in the profiling phase, and
obtain the probability distribution of the Hamming weight,
as our distinguisher, for the waveform. (ii) We calculate the
intermediate values for each key candidate and obtain the
Hamming weights of the intermediate values. (iii) We calcu-
late the negative log-likelihood (NLL) of the probability that is
obtained by the Hamming weight that is calculated in Step (ii)
using the probability distribution that is obtained in Step (i).
(iv) We repeat (i) to (iii) for each waveform and select the key
candidate with the smallest average NLL as the correct key.
We sequentially perform the profiling and attack phases from
the first to third rounds, and finally, obtain the secret key by
reverse scheduling the derived third-round key.

B. Performance Evaluation

In this experiment, we implemented SecOC_00620 on the
Electronic Control Unit: ECU (RX63N) that is used in the
automotive security platform PASTA (Fig. 4) and performed
the above DL-SCA as a profiling attack in addition to the con-
ventional non-profiling CPA. The PASTA consists of 4 ECUs
connected by CAN bus to imitate CAN Protocol. Table II out-
lines the experimental setup for measuring the electromagnetic
(EM) waveforms. Known random plaintexts were input for the
AES software running on the ECU, and an EM probe was
placed on the chip during the first to third rounds of AES.
Figure 4 also shows an overview of the experimental setup.
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TABLE II
MEASUREMENT SETUP

Fig. 4. Overview of PASTA and experimental setup.

Fig. 5. Example of measured EM waveform for a round.

Fig. 6. Results of proposed method: (a) CPA result and (b) DL-SCA result.

A total of 410,000 EM waveforms were obtained. As indi-
cated in Fig. 3, each waveform was divided into three parts,
where SubBytes of each round were performed and used in
the experiment. Figure 5 shows an example of EM waveform
measured and divided for one round. Note that the attacker
would need an extra pre-/post-processing to obtain such an
EM waveform in a real-world scenario. The CNN model for
profiling consists of one convolutional layer, as in [11], which
is sometimes considered for comparison. The loss function for
training was cross-entropy, the learning rate was 0.0002, the
batch size was 64, and the number of epochs was 50. The
number of waveforms during training was set to 30,000.

Figure 6 (a) depicts the results of the conventional CPA. In
the first round, we could estimate correct values with approx-
imately 30,000 waveforms. In the second and third rounds,

we could also estimate the correct intermediate and key val-
ues with a maximum of 400,000 waveforms. Furthermore,
Fig. 6 (b) shows the results of DL-SCA, where the success
rate increased to 1 for the three rounds with approximately
150 waveforms, which indicates that the attack was successful.
(Note here that the difference in the attack efficiency between
DL-SCA and CPA came from the jitter alignment capabil-
ity of DL-SCA for the measured EM waveforms.) The results
confirm the validity and effectiveness of the proposed method.

V. CONCLUSION

We have presented an SCA method for AES-CMAC that
conforms to the SecOC standard defined for CANs in in-
vehicle networks and experimentally demonstrated its effec-
tiveness. In particular, we confirmed that DL-SCA can signifi-
cantly reduce the number of required waveforms compared to
non-profiling SCA such as CPA. Future works will include
experiments measuring waveforms from a greater distance,
assuming actual automobiles, applications of advanced DL-
SCA techniques as [12], [13], and the consideration of valid
countermeasures.
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