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Abstract— We discuss a stochastic algorithm to design tuning
controllers for cryptographic True Random Number Gener-
ators, compliant to NIST recommendations, as an effective
low-complexity solution to counteract entropy variability in
integrated architectures implementing tunable entropy sources.
Taking as a reference the min-entropy concept, we discussed
the proposal from both the theoretical and hardware design
points of view, validating claims with proofs and experiments.
Depending on the target accuracy, the proposed architecture is
scalable, and its profitable use in TRNG design strongly depends
on the kind of core entropy sources taken into account. Further-
more, we show that the low-complexity entropy measurement
techniques exploited in this proposal can be used to design a
legitimate alternative to the Adaptive Proportion Health Test
recommended in the NIST 800.90B publication.

Index Terms— True random number generators, cryptography,
entropy sources, statistical testing.

I. INTRODUCTION

NTEGRATED True Random Number Generators (TRNGs)

are integrated circuits devised to generate sequences of
truly random bits. TRNGs apply in different Information
Technology (IT) fields, including Cryptography and Infor-
mation Security, in which they are extensively used, e.g.,
in the initialization of cryptographic protocols [1]-[3]. The
security of cryptographic algorithms using random numbers is
critically related to the degree of unpredictability of TRNGs,
that represent sensitive components subject to severe design
constraints. In this regard, the U.S. National Institute of
Standards and Technology (NIST) has produced a set of
publications providing guidelines and recommendations for
the design and verification of cryptographic TRNGs, widely
adopted and referred to in literature [2]-[4].
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The randomness of a cryptographic TRNG is origi-
nated from the core entropy source S, that is, typically,
a mixed-signal circuit around which different deterministic
encryption/compression post-processing digital algorithms are
carefully designed to make the final stream meet both ade-
quate entropy levels and statistical compliance with NIST
recommendations [1]-[3], [5]-[12]. In general, the lower is
the entropy of S, the less efficient the TRNG is, in terms of
throughput (information bit/s).

Circuit fabrication process variability, aging and minor
hardware failures, circuit sensitivity to temperature and supply
voltage variations are among the chief causes of entropy
static or dynamic degradation in integrated entropy sources
[13]-[20]. In most cases, to gain control of the entropy,
several researchers proposed to include the TRNG core in
a feedback loop, in which a monitoring task supervises
the TRNG operation, analyzes its generated stream, and
tunes the entropy core resorting to different technical solu-
tions (e.g., by adjusting voltage/current offsets, propaga-
tion delays, sampling/clock frequencies [13]-[29]). In these
TRNGs, adopting different strategies at the low-level design,
the proposed solutions rely on tunable core entropy sources.
In literature, depending on the solution, the tuning/controlling
algorithm has been designed combining theoretical analysis,
heuristic considerations, exhaustive numerical simulations and
experiments [13]-[27].

Depending on the design of the TRNG core, the technical
relation between entropy and tuning/controlling parame-
ters can be strongly dependent on the implementation.
This happens, e.g., in some fully digital TRNGs combin-
ing complex oscillators and metastable circuits, in which
process-voltage-temperature variations can play relevant roles
[13]-[17], [30]-[32]. In these solutions, finite parametric
spaces are inspected searching for an optimum setup, accord-
ing to different optimization criteria, that in the worst
case agree with exhaustive investigations of the entire para-
metric space [13], [14], [30], [33]. From a theoretical
point of view, this problem is equivalent to the selec-
tion of the best entropy source within a set of available
ones. Within this technical framework, the study of low-
complexity hardware techniques for entropy estimation is of
interest [1]-[3], [22], [26], [30].

Referring to Fig. 1, in this work we discuss the design of
a generic low-complexity hardware tuning controller based
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on the min-entropy concept given in the NIST publication
800-90B [2]. In detail, we discuss a design approach suit-
able for those integrated TRNGs in which the entropy
source can be varied according to a finite set of paramet-
ric values. Adopting a well-defined theoretical framework,
our proposal is based on estimation methods exploiting
low-complexity entropy measurement techniques, and has
a generic validity. In this context, the goal of the Tun-
ing Controller in Fig. 1 is to select the best Spest among
the set {Si,...,Sz} of entropy sources corresponding to,
e.g., Z different parametric configurations of a same hard-
ware core entropy source. Which one is the best depends
on the adopted figures of merit, as made clearer in next
sections.

This work is organized as in the following. In Sec. II
and IIT we introduce the notation and fundamental theoretical
results that justify the technical solutions proposed in this
work. In detail, in Secs. III-A and III-B we present original
theoretical results that are used to design a stochastic algorithm
aiming to solve the Tuning Controller problem, presented in
Sec. HI-C. The algorithm hardware design, implementation
and testing, with experiments, are discussed in Sec. IV. The
experiments were specifically designed to test the capability of
the Tuning Controller to select the best source Spegi, consider-
ing different algorithmic/hardware complexities and introduc-
ing adequate performance evaluation metrics. To take adequate
control of the test bench, in Sec. IV-A we first investigated
the operation of the Tuning Controller when applied to an
artificial Markov stochastic binary source, referring to precise
theoretical links between the entropy and tuning parameters.
In Sec. IV-B  we also repeated the analysis considering
parametric entropy sources implemented in FPGA, based on
low-complexity Digital Nonlinear Oscillators (DNOs). Finally,
in Sec. IV-C we show with theoretical arguments that the
low-complexity entropy measurement techniques exploited
by the Tuning Controller in Fig. 1 can be used to design
a legitimate alternative to the Adaptive Proportion Health
Test recommended by NIST [2]. Conclusion and Reference
close the paper.

II. ENTROPY, MIN-ENTROPY, WORST-CASE
AND BEST-CASE ENTROPIES

The information generation rate of a generic ergodic source
S generating symbols taken from an alphabet of N symbols
A = {s1,...,sy} corresponds to the Average Shannon
Entropy (ASE), expressed in bit per symbol (i.e., information
bit per generated random symbol [bit/symb]), defined as

1 NK—1

H(S) = lim 1(8) = lim —— ZO P(wi)logy P(wy). (1)
In (1), the summation extends to the entire set of words w;,
made of k-tuplets of symbols having positive generation prob-
ability. In the special case of i.i.d. symbols, eq. (1) agrees with
the well known Shannon entropy H(S) = — vazl pilog, pi,
being P = (p1, ..., pn) the symbols generation probabilities.
In any case, the result of (1) ranges between 0 and log, N
bit/symb.
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Fig. 1. The proposed architecture of a cryptography TRNG with tunable
entropy source.

With few exceptions, for most entropy sources the estima-
tion (or the measurement) of (1) is unfeasible, and in literature
a number of methods have been proposed to calculate approx-
imated estimations based on finite-time observations [2], [3].

Aiming to introduce an operational method to evaluate
entropy sources, the NIST publication 800-90B introduces the
min-entropy concept, defined as a conservative measurable
lower-bound for the source entropy [2]. In other words,
the min-entropy Hm(S) for a physical information source S
can be operationally understood as a measurable information
generation rate such that, with reasonably high probability,
the average amount of information per symbol, issued by the
source, is greater than Hy, (S).

In specific theoretical cases, when the stochastic model of a
source is completely known, precise min-entropy expressions
can be given. For example, in [2] the average min-entropy
of an ergodic source generating i.i.d. symbols, taken from
an alphabet of N elements with generation probabilities
P=(p1,..., pN), is defined as

Hn(S) = —log, py, [bit/symb], 2)

where pg = max; p; € P, i.e., py is the maximum generation
probability among the N symbols. By the way, let us notice
that, in general, more than one symbol can have generation
probability py.

As it can be appreciated from (2), H,,(S) is a monotonic
decreasing function with py. Its maximum value, equal to
log, N bit/symb, is obtained for py = 1/N, i.e., in case
of uniform probability distributions. Furthermore, it is worth
noting that there is an infinite set of different sources with N
symbols sharing a same min-entropy level. For instance, all
the generation probabilities P having py as maximum value
provide the same result in (2).

In practical cases, from the operational point of view, in [2]
the min-entropy is estimated with statistical estimators applied
to the raw data sequences collected from the entropy source
core, as in Fig. 1.

We conclude this section introducing the definition of worst-
case and best-case entropies.
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Definition 1: Given an arbitrary set Q of entropy sources,
we define the worst-case average entropy and the best-case
average entropy in Q as

ngc(Q) = sup H(S),
SeQ

Hwc(Q) = inf H(S), (3)
SeQ
respectively.

Given a source § € Q, the relations between the
min-entropy  H,,(S), Hwc(Q) and Hpc(Q) depend on
both the operational (or theoretical) definition of Hp(S)
and the stochastic sources in Q. As shown in the next
Section, in specific cases these relations can be expressed
theoretically.

III. A STOCHASTIC ALGORITHM TO DESIGN
TRNG TUNING CONTROLLERS

We discuss the concept design of a low-complexity stochas-
tic algorithm aiming to solve the Tuning Controller problem,
that is to select the best entropy source Spese in a set of entropy
sources Q = {S1, ..., Sz}. To investigate the proposal within a
tractable theoretical framework, if not otherwise stated, in the
following subsections we focus on ergodic stochastic sources
S of i.i.d. symbols. We denote with M(N) c (0, )V c RV
the set of the probability mass functions expressing different
generation probabilities for the N symbols in .A. Accordingly,
it P = (p1,...,pn) € M(N), we have vazl pi = 1 and
0 < pi < 1. Furthermore, we denote with py = max; p; > %
the maximum generation probability of S.

A. Comparison of Entropy Sources: The Min-Entropy
Approach

Given a finite set Q of entropy sources, we propose to
solve the Tuning Controller problem by comparing their min-
entropies, as defined in (2). From a mathematical point of
view, a partial order in Q is given by the

Definition 2: Given two entropy sources S1, S € Q,

S1 =8 & Hu(S1) < Hu(S2) & pu, < pH,» 4)

where pn,, pH, are the maximum generation probabilities of
S1, S2, respectively.

As shown hereafter, the above defined ordering in Q does
not assure to select the source with highest ASE, but it
provides a low-complexity sub-optimal effective solution to
a difficult problem. Interestingly, given any S in Q, we can
investigate the infinite set C of sources sharing the same
maximum generation probability pg. Accordingly, from the
min-entropy point of view, the source S can be considered
a representative of an equivalence class C, that is the subset
of all possible sources of i.i.d. symbols having min-entropy
Hun(S) = — log, pu. As reported in the Appendix, we could
prove the following

Theorem 1: Let § € C. By defining F = |1/py) € N and
the function h : (0, 1] - R as h(x) = —xlog, x, it results

Hm(S) < Hwe(C) < H(S) < Hpc(0), )
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Fig. 2. Numerical verification of Theor. 1 by means of numerical Monte Carlo
simulations, for different values of PH;» considering N = 8 (10.000 simula-
tion points).

where

Hac©) = =0 () . ©

Hwc(C) = F -h(pn) +h(1 = F - pn), @)
In other words, referring to the introduced theoretical frame-
work, the knowledge of py for the source S provides precise
lower and upper bounds for its Average Shannon Entropy.
The above relations (5)-(7) can be inspected by means of
numerical Monte Carlo simulations, as shown in Fig. 2. As it
can be appreciated, the min-entropy provides a conservative
under-estimation of the Shannon entropy, with a relative error
that approaches zero for py — 1/N. This represents a
fundamental result, from the considered application point of
view, since the better is the best source in €, the more reliable
is the min-entropy selection criteria.

B. Low-Complexity Maximum Generation Probability
Estimation

Directly from (2), the comparison among the different
sources is based on the measurements of the generation
probabilities py for the most-probable symbols. To this aim,
hereafter we propose a specific estimator of ppy, involving
low-complexity calculations.

Let us focus on the following problem: what is the number
T of generation trials that we reach if we stop the experiment
as soon as any element s; € A has been generated m
times? In literature, this kind of problem is related to waiting-
time problems for occupancy in urns [34]. Accordingly,
each symbol s; € A can be associated to an urn that is
randomly filled by indistinguishable balls with probabilities
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(pt,...,pN) € M(N). After K observations, the
occurrences 71, ..., 7y of the symbols s, ..., sy (note that
71 + ...+ 7y = K) have a well known joint multinomial
probability distribution

N %
N J

P (ﬂjlej = Oj) =K' ]-% ®)
=17

and E{7;} = Kp;. However, if the experiment (generation
trials) is stopped as soon as one predefined symbol reaches m
occurrences, let us assume 7;, the remaining N — 1 variables
Ty, ..., Ty are distributed according to a negative multino-
mial distribution [34], [35], and their mean values are, for
j=2,...,N, E{T;} = ”;‘1"1.
In the next paragraphs, we adopt the following notation.
We denote with 7; the random variable describing the min-
imum number of generation steps necessary to obtain m
occurrences of the symbol s;. Thus, we have T; = ZlNz  7i and
7; = m. It is worth noting that if m — oo also T; — o0, since
T; can not be smaller than m (at least m steps are necessary to
generate m occurrences of any symbol ie., P(T; <m) =0).
Accordingly, 0 < liminf,_ « > T = lim sup,,_, o % < 1L
Regarding the ratio ﬂ the followmg proposition holds.
Proposition 1: Let si € A be a symbol with generation
probability p;. If T; is the minimum number of generation
trials such to have s; generated m times, then the statistics
{pi(m) = %, m=1,2,...} is a consistent estimator of p;j.
Proof: Since m > 0, let us focus on the sequence of
random variables Y,, = % 1 = E for m =
. It suffices to show that ,uym = E{Ym} =0 and

12, (m) p
that the variance of Y,, vanishes with increasing m, i.e.,
limy;— 0o a}% =0.

The number of trials 7; can be written as 7; = m+ 5, where
the random variable # = ZZ\L 1,i; i has a negative binomial
distribution with mean value and variance [35]

m(1l — p;) m(1l — p;)
Iu”:i’, a; 7’ 9)
Pi p,
As a result, since uz, = m + u, = %, we have

uy, = % — ZPLH = 0. On the other hand, recalling that

03 = E{r]z} — 1y and using (9)

2 = E(Y})=E Ui L2
o = — + —= —
Yo m m2 pl_z m p;

_m A2+ E?y 1 _1-pi o
- B — Ty — 2 ( )
m P; m p;

38

ie., limy, ooof =0. ]

As far as the distributions of the random variables
T, = m + n; is considered, we have the following
proposition.

Proposition 2: Let us consider the symbols s;,s; € A,
having generation probabilities p; and p; < p;, respectively.
Let the random variables T; and T; represents the minimum
number of generation steps to have the symbols s;, s, respec-
tively, counted m times. It results

m—00
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Proof: By writing T; = m +#; and T; = m + n;,
the limit (11) is proved if we show that the random vari-

able S = (T; — Tj))/m = (y; — n;)/m satisfies the
limit lim,, .~ P(S > 0) = 0. Recalling (9), it results
us = E{S} = (E{ni} — E{n;H/m = (1 — pi)/pi — (1 —

< 0. For the variance of S
— 2Cov(ni, nj) = o, +
+0 —1—20,710,7/ = (o +0,7/)2,

Pj)/P] (Pj Pz)/PjPz
we have that mzas2 = a -+ a

2
Ty = 2P OniOn; = oy

where py, 5, is the correlatlon coefficient for #; and 7;.
As a result,
On + 0y 1= p; 1—np;
o5 <00 = (o, ) N Di n v Pj (12)

mo piym o pjym
By noting that P(S > 0) = P(S — us > —us) < P(|S —
usl = —us) we can exploit the Chebyshev’s inequality stating
that, forany k > 1, P(|S—us| > kog) < P(|S—pus| > kog) <
1/k?. Indeed, by setting

o M _ Vm(pi = pj) (13)
o0 JT—pi+1-
in the previous inequalities, we obtain
2
l—pi+/1—p;
pss0 < TPtV 2”’), (14)
m(pi — pj)

that imples lim,,_,~ P(S > 0) = 0. [ |

The above proposition states that, for increasing values of
m, the random variables 7; associated to those symbols having
large generation probabilities, have increasing probabilities to
be among the first to reach m occurrences. This is important
when considering a counting experiment that is halted as soon
as any symbol in A reaches m occurrences. In this case, the
number of generation steps is equal to 7 = min; 7; = m +
min; 7;, where the random variables #7; have mean values and
variances given in (9).

As a direct result of the previous propositions, the ratio
converges in probability to pg, i.e., forany ¢ > 0

£) =0.

As an example, the convergence in probability is represented
in Fig. 3, which reports the mean value and standard deviation
of py(m) = % estimated on the basis of the numerical
investigation of an arbitrary source generating N = 4 symbols
with probabilities P = (0.185,0.279, 0.291, 0.245).

As it can be appreciated from the figure, the estimator
pr(m) is affected from a positive bias that vanishes as m
increases. As discussed hereafter, both the convergence rate
and the bias depend on the generation probability P.

The Fig. 4 reports the statistical distributions of the ran-
dom variables 71, 172, 73, 74 and min; 7;, estimated on the
basis of 10.000 randomized experiments (m = 64), for a
source of N = 4 symbols with generation probabilities

= (0.185,0.279, 0.291, 0.245). The red curves in the upper
plots reports the theoretical frequency distribution of negative
binomial random variables, with mean value and variances
given in (9). The larger is m, the smaller is the standard
deviation of #;/m, and the more accurate is the estimator

pu(m)=m/T.

3

T min; T

lim P (’; - py’ > (15)

m—> 00
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Fig. 3. Convergence in probability of the estimator pg(m) = 4,

for a source of N = 4 symbols with generation probabilities P
(0.185,0.279, 0.291, 0.245), for different values of m. Mean value and
standard deviation (« £ o) reported, 10.000 randomized experiments.
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Fig. 4.  Statistical distributions of the random variables 71, 72, 73, 74 and
min; #;, estimated on the basis of 10.000 randomized experiments

(m = 64), for a source of N = 4 symbols with generation probabilities
P = (0.185,0.279, 0.291, 0.245). The red curves in the upper plots report the
theoretical frequency distribution of negative binomial random variables, with
mean value and variances given in (9).

On the other hand, if the source has two or more symbols
with generation probability close to py or, alternatively, if m
is not large enough to “separate” the distributions of the #;
variables, the random variable 7 = min; 7; = m + min; #;
has mean value lower than m + u,,. In detail, the statistical
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distribution of the random variable min; #; is related to a
cumulative distribution function ®(z) = P(min; 7 <z) =1—
P(min; n; > z)=1—P(n1 > z,...,nn > z). Unfortunately,
the statistical dependency of the random variables #; depends
on m, N and the probability mass function P. Accordingly,
deriving a generic exact expression for F is not trivial. For
increasing values of N and m, an heuristic approximated
result can be achieved assuming the random variables #;
statistically independent, obtaining a cumulative probability
distribution

N N
@)~ 1 —[[Pi>2)=1-]](0 - ®,(), «16)
i=1 i=1
where the product is considering the cumulative probability
distributions @, of the random variables #;, that are negative
binomial with mean value and variance (9).

Furthermore, given m, the higher is py the smaller will be
the average estimation time 7. This latter aspect is relevant
to assessing the efficiency of the process, that is increasing
with sources having decreasing entropy (increasing values
of pm). This point will be discussed more in detail the next
paragraphs.

C. A Stochastic Algorithm to Select Best Entropy Sources

Recalling the partial order in Q, given in Def. 2, according
to the previous results, a low-complexity stochastic algorithm
to determine the best source in Q is presented hereafter.

Since, for a given m, the estimation py (m) = %, the higher
is T, the smaller is pgy(m), the higher is the estimated min-
entropy. As a result, we can select the best source in Q in two
steps:

1) For each §; € Q measure the minimum number 7'(S;)

of generation trials such to have any symbol generated
m times.

2) Select Spest as the source with highest T'.

It is clear from the previous discussion that the above
selection algorithm has the following strengths.

o For weak entropy sources, the expected estimation time

ur is reduced, and is lower than mN in the worst case
(pr =1/N).

o As shown in Fig. 5, given m, when pg — 1/N the value
of H;u(S) — log, N is systematically underestimated
(since min; ; has mean value lower than u,,), but
its variance reaches the minimum. In general, this is
favorable when selecting Spest. The variance of pg(m)
(as well as the variance of the relative estimation errors
in Fig. 5) can be effectively reduced increasing m,
as previously discussed.

1V. DESIGN, HARDWARE IMPLEMENTATION
AND TESTING

The design of the best source selection algorithm depends
on both the statistical characteristics of the entropy sources
in Q and the targeted reliability of the results (application
dependent).

For this reason, in this Section we discuss both the sys-
tem architecture and its hardware implementation taking into
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Relative estimation error [%]
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Fig. 5.  Monte Carlo simulations (2500 simulation points) evaluating the

relative estimation error for py (m) (subplot a.) and the corresponding min-
entropy H,, (subplot b.) for different py values ranging between 1/8 and
1/2, considering m = 64 and N = 8.

account generalized parametric setting. To assess the validity
of the proposal and to inspect the operation of the controller,
in SubSec. IV-A and IV-B we present experimental results
based on two selected case studies. Finally, in SubSec. IV-C
we discuss the possible integration of the proposed algorithm
with the Adaptive Proportion Health Test included in the NIST
800.90B publication [2].

For sources of i.i.d. symbols, the design problem reduces
to the design of m, that is the unique parameter defining
the estimator pg(m). When the sources in Q have entropies
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Fig. 6. Architecture of the proposed Tuning Controller (Concept Design).

with significant variance, the estimator can provide satisfactory
results even for relatively small values of m. From an intuitive
point of view, it is easier to guess a decent source among
weak sources, rather than guessing the best source among very
similar ones. On the other hand, from the application point of
view, when the sources are similar, failing in the selection of
the best source is an issue of minor entity.

When considering physical binary sources (N = 2), in most
cases they are modeled as ergodic processes with vanishing
statistically dependency among bits. In these circumstances,
the measurement of the ASE can be approximated truncating
the series (1) to a convenient number k of terms, approximat-
ing the original source assuming to deal with a process of 2%
i.i.d. k-tuplets (words). As a result, in actual applications, the
general design of the Tuning Controller algorithm depends on
two parameters: m and k.

The block diagram of a digital architecture implementing
the proposed algorithm is shown in Fig. 6. The scope of
the Selection Logic block is to drive the parametric setup
of the entropy source, performing the best source selec-
tion. Proceeding in sequential order, the algorithm follows
the steps described in Sec. III. As soon as a new word
(k-tuple) is collected, it is counted. Since the counting process
must stop at m occurrences of any word, the system uses
2k binary counters, one per k-tuple, each one made of
q = [logy,m] bits. To simplify the architecture, m can be
chosen as a power of 2, i.e., 29. In this way, at the end of
the counting phase, one of the counter overflow lines gets a
high value.

When this event occurs the 7' counter is compared with a
register storing the temporary maximum. In case this latter
register is updated, the Selection Logic stores the parametric
source address as a temporary best source. The counter 7 must
count up to N(m — 1) + 1 steps, and it has [log,(N(m —
H+ D] = [log2(2k(2‘1 — 1) 4+ 1)] bits. As a result, the
overall complexity of the sequential logic devoted to the
counting phase is proportional to a resource consumption of
~ (k + q) + g2F ~ g2k = 2k log, m flip-flops. It is clear
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Fig. 7.  Distribution of the ASE H!0(S,) for the 128 binary Markov

chains used in the experiment described in Sec. IV-A. The average entropy
is ~ 0.868 bit/sym.

from the analysis that the design parameter k is critical.
As shown in the following Subsections, in most practical
cases values of k between 3 and 5 allow to design reliable
solutions.

A. Experiments: Application to a Markov Stochastic Source

We have designed a test bench to simulate randomized
numerical experiments. For n = 1, ... 128, we built 128 sets
Q, of 16 binary Markov chains, characterized by the paramet-
ric state transition matrix

l—a o

P= ( 12 1 /2) ’
where 0 < a < 1 and the element p;; of P is the probability to
have the state transition i — j, for i, j € {0, 1}. The Markov
chain was treated as a binary TRNG generating one bit at each
step, according to the current state. The goal of the test bench
was to assess the performance of the algorithm described in
Sec. III-C when used to guess the binary source Spes, With
highest entropy in each set €,,.

The designed Markov chains have vanishing statistical
dependency among generated symbols. Nevertheless, to estab-
lish a reference ordering criterion among sources, we could
effectively estimate the sources ASE levels truncating the limit
(1) at k = 10, i.e., referring to the term HlO(S). Accordingly,
for each Markov chain we estimated its ASE on the basis of
1 million bits.

We inspected the operation of the stochastic algorithm
for different parametric setting, investigating the range
[1,2,...,10] for both design parameters k and ¢ (recall,
29 =m e {2,4,8,...,1024}).

For each source we randomly set a in (17) according to a
Gaussian distribution with mean value and standard deviation
equal to 0.25 and 0.0625, respectively, obtaining different
levels of entropies, as shown in Fig. 7.

In Fig. 8 we reported the worst case selection error among
the 128 sets, defined as

A7)

AH K, q) = max (' (Soes,) = H'*(Sie, (K, 0)) , (18)
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Fig. 8.
values of k and g.

The worst case maximum selection error given in (18), for different

where Sg, (k, g) is the source selected by the algorithm.
According to this definition, AH!°(k, g) = 0 bit/sym only
if the algorithm properly selects the source with highest
entropy in each of the 128 sets. As it can be appreciated, the
higher is the algorithm complexity (larger values of k, q), the
better is the result. Interestingly, worst case error drops below
0.1 bit/sym for ¢ > 7 and k > 3, whereas it drops below
0.05 bit/sym for ¢ > 9 and k > 4. The average error, not
reported in the figure, drops below 7e-3 bit/sym for ¢ > 7 and
k > 3, and below le-3 bit/sym for ¢ > 9 and k > 4. Recalling
the hardware architecture shown in Fig. 6, for the considered
case study an average selection error below 7e-3 bit/sym can
be obtained with only k = 23 = 8 registers (to count 3-bit
word occurrences), being the size of each register equal to
q = 7 bits. These results reveal the high sensitivity of the
selection process, making the proposal particularly efficient in
terms of resource consumption (i.e., computational costs and
chip area consumption).

B. Experiments: Application to FPGA Digital Nonlinear
Oscillators

We have evaluated the capability of the proposed algorithm
to select the best source among a set of sixteen based
on 7-nodes Galois Ring Oscillators [30], [33], [36], [37],
implemented in a Xilinx Artix 7 xc7a35 FPGA. The entropy
of such Digital Nonlinear Oscillators (DNOs) is sensitive
to the variability of the delays introduced by the FPGA
routing circuitry in the feedback loops [30], [33], [37], and
the 16 entropy sources were deliberately obtained varying
the routing paths. The nonlinear dynamical systems were
digitized (1bit digitization) according to a sampling frequency
of 100MHz, as discussed in [30], [33], and [37].

For a detailed investigation of the selection algorithm, each
source was characterized collecting sequences of 1 million
bits, that were used to estimate the Average Shannon Entropy
H*(S) for different values of k. After preliminary design
investigations, we opted to implement the architecture shown
in Fig. 6 for k = 4 and ¢ = 7. The hardware consumption
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Fig. 9.  Statistical characterization of the 16 sources belonging to the set

described in Sec. IV-B, processed by the proposed selection algorithm method.
To assess the validity of the result, reference values of pp, HIO(S) and
HIO(S) were accurately estimated from sequences of 1 million bits.

TABLE I

FPGA XILINX ARTIX 7 XC735A HW RESOURCES
UTILIZATION FOR THE IMPLEMENTATION OF THE
ARCHITECTUREOF FIG. 6 (k =4, =17)

Resource  Utilization  Available  Utilization %
LUT 97 20800 0.47
FF 158 41600 0.38

of the design has been reported in Tab. I. Thanks to the sim-
plicity of the design, the authors successfully implemented the
architecture in the Artix 7 FPGA considering different clock
frequencies up to 400MHz (the maximum for the specific
FPGA speed-grade), obtaining an overall power consumption
lower than 150mW (entire chip).

We have repeated the selection process 400 times, and in
100% of cases (no exceptions) the algorithm selected the
source with highest entropy (source ID = 12), as shown
in Fig. 9. In this figure, we reported the values H'0(S),
H'0(S) and the estimation of py obtained from the above
mentioned source characterization. As shown in the figure,
in the considered set of sources the one with maximum entropy
is the one with minimum ppg. Recalling the results (5)-(7) of
Theorem 1, the capability of the algorithm to select the best
source in a set (or close to the best, in terms of entropy),
strongly depends on the distribution of the sources in the
plane pg, H*(S). For this reason, depending on the variability
of the entropy sources, larger design parameters k, g can be
taken into account for improved performance. As discussed at
the beginning of this Section, the algorithm design problem
is source-set dependent. In general, an adequate statistical
characterization inspecting the variability of the entropy of
the considered class of generators is necessary for a proper
design of the algorithm.

C. Integration With TRNG Health Test Design

The NIST 800.90B publication provides recommendations
about the design of cryptographic TRNG continuous health
tests based on the min-entropy concept [2]. The publication
defines two approved tests (the Adaptive Proportion and the
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Fig. 10. The cumulative distribution function (19) assuming py = %-130%,
for different values of m. The grayed area represents the levels for which
P(min; n; <zg) <a = 2720,

Repetition Count tests), allowing for the use of developer-
defined alternatives to them [2, Sec. 4.5]. In this sub-section
we show with theoretical arguments that the low-complexity
entropy measurement techniques exploited by the Tuning Con-
troller in Fig. 1 can be used to design a legitimate alternative to
the Adaptive Proportion Health Test recommended by NIST.
More in detail, the Adaptive Proportion Health Test included
in the NIST 800.90B publication cyclically checks if some
symbols are generated too frequently than expected, given a
reference min-entropy level. At the beginning of each testing
cycle, the test takes a sample from the noise source and
counts the occurrences B of that sample within an observation
window of W samples. If B is greater than or equal to a
cutoff value C, the test declares an error. For sources with
N > 2 symbols the value of W is set to 512, whereas the
threshold C is set such to have, for a given expected min-
entropy level, P(B > C) < a, being 2720 < g <274
(Type I Error) [2].

Alternatively, the same result can be obtained exploiting
the counting phase of the Tuning Controller proposed in
this work. In detail, given a reference min-entropy level
(Hm(S) = —log, py), the number of generation steps
T = m + min; n; necessary to collect m occurrences of any
symbol should be greater than a given threshold 7p, such that
P(T <Tp <a.

Given py we know from Theorem 1 that the worst
case entropy is obtained when F = [1/py| symbols have
generation probability pg. In such case, the cumulative
distribution (16) for the random variable min; 7; can be
approximated as

D)~ 1= (1= 0", (19)
where ®,, is the cumulative probability distribution
of a negative binomial random variable with mean
value m(1 — py)/pu.

Using (19), proper values of Ty can be chosen such to have
P(m+min; n; < Tp) < a. For example, in Fig. 10 we reported
the numerical computation of (19) assuming py = % -130%.
The grayed area represents the levels for which P(min; 5; <
70) < a = 2720 In this example, if m = 256, z¢ should be
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Fig. 11. Sensitivity of the cumulative distribution function (19) with respect
to py variations, for m = 256 (py, = 1¢ - 130%).

set equal to 2006. As a result, the threshold for the hypothesis
testing results Tp = m + zo = 2262 (Type I Error).

As shown in Fig. 11, even for relatively small values of
m, the threshold zp exhibits a good sensitivity with respect
to pp variations. In this example a variation of —10% in
pH corresponds to a variation of —10% of zp (zo = 1806
for a = 2720).

According to the above discussion, minor modifications
of the architecture shown in Fig. 6 allow to use the tuning
controller for both adjusting and monitoring the entropy
sources, easily integrating in the same block one of the health
tests recommended by NIST [2].

V. CONCLUSION

We have discussed a stochastic algorithm to design tuning
controllers for cryptographic True Random Number Gener-
ators, compliant to NIST recommendations, as an effective
low-complexity solution to counteract entropy variability in
integrated architectures implementing tunable entropy sources.
Taking as a reference the min-entropy concept introduced by
NIST, we discussed the proposal from both the theoretical
and hardware design points of view, validating claims with
proofs and experiments. Depending on the target accuracy, the
proposed solution is scalable, and its profitable use in TRNG
design strongly depends on the kind of core entropy sources
taken into account. Nevertheless, the results show the general
validity of the presented solution, that in the investigated
cases is capable to accomplish remarkable performance with
a reasonable amount of hardware resource consumption. The
scalability of the solution involves both hardware consump-
tion and monitoring latency that have a cost in the overall
TRNG design that must be properly evaluated when targeting
lightweight designs. The authors are currently investigating the
applicability of the proposed Tuning Controller to the design
of efficient TRNGs, focusing on a family of all-digital tunable
entropy sources based on DNOs, exhibiting chaotic dynamics.

APPENDIX

Proof of Theor. 1: Let us note that the function &
(0, 1] — R is infinitely differentiable and strictly concave in
(0, 1]. Furthermore, we note that the sources in C are related
by a bijection to the subset of probability mass functions
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K ={P € M(N) : max; p; = pyg} C M(N). For simplicity,
for any § € C we write the Shannon entropy H(S) as
HP) : K — R with H(P) = lN:l h(pi), noting that any
permutation of the components of P provides the same entropy.

For any 1 < j < N we define ; as the subset of /C such
that p; = pp. We note that: 1) K is the set of permutations
of K;;2) K; is a convex compact set; 3) and H(P) is strictly
concave on K;. As a result, the strict concavity of H implies
that it has an unique maximum in XC; that occurs for the
probability mass function having p; = pp and the other
components have same value. Indeed, ab absurdum, if for some
i1,i2 # j, pi, # Pi,» we would have different permutations
of P (that are also different points in K;) providing the same
maximum value of entropy, contradicting the uniqueness of
the maximum. Since p; = py and since if i1, i # j it must
be pi, = pi,, for the normalization property of probability
mass functions we have i # j <& p; = 11\2’{’. We can use
these values to calculate the maximum entropy in K;, that is

Hpc(K)) = 3z h(pi) + pj = (N = Dh(FE) + h(Gn).
Recalling that the elements of K are permutations of KC; (thus
sharing same entropy levels), we have Hpc(KCj) = HBC(C~)
and (6) has been proved.

To prove (7), we note that 1 < F < N, recalling that % <
pu < 1. Accordingly, Hwc is the entropy of a probability
mass function in K; such that F' = [1/py] components are
equal to pg, at most one is equal to 1 —F py and the remaining
ones (if any) are equal to zero. Since K; is compact, H has
a minimum in it. First, let us show that if P € K; has two
components py > p;, =X > p;, =y > 0, for two arbitrary
indices i1 # ip, then H(P) can not be a minimum. Indeed,
we can build a of probability mass function P’(d) € K; that,
depending on 0 < J < min{y, pg — x}, can differ from P by
the two components py > p; =x+d > p;, =y —0 <0.
Accordingly P’'(0) = P.

The entropy of P’'(J) can be written as H(P) = Hy +
h(x +0)+h(y —0) = f(). Is is immediate to verify that for
0>0 %(5) = —log, %ﬁ < 0, i.e., H(P’) decreases for ¢
increasing. As a result, the minimum entropy in KC; is obtained
for probability mass functions having N — 1 components
equal to 0 or py and no more than one component between
0 and ppy. On the other hand, the normalization property of
probability mass functions is satisfied if the components of
Pp,in for some natural F satisfy the equation F py+x = 1 with
0 < x < pg. Accordingly, it exists 0 < a < 1 such
that py(F +a) = 1 = F +a = ﬁ% = |F+al =

F=1[1/pu]. O
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