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Abstract— This paper introduces an innovative approach to
designing a mismatched current mirror with a fully unbal-
anced output, significantly reducing the minimum supply voltage
requirements for Regulated Cascode Current Mirror (RCCM)
Physical Unclonable Functions (PUFs). Leveraging body-driven
feedback mechanisms, the proposed circuit reliably operates
with supply voltages as low as 0.3V, maintaining stable power
consumption through a reference bias current. The resulting PUF
achieves remarkable energy efficiency, consuming only 0.3 fJ per
bit, without compromising statistical performance. It exhibits
a response bias of 49.42%, a reliability of 99.483%, and a
uniqueness of 50.176%. Validation of this novel approach is
conducted through simulations and measurements on a 130nm
CMOS test-chip, considering a nominal supply voltage of 0.3V,
±10% supply voltage variations, and a temperature range from
0◦C to 75◦C. Rigorous experimental verification on 20 chip
samples, along with detailed explanations of design methodolo-
gies, underscores the robustness and practicality of the proposed
Body-PUF design. Comparative analyses against state-of-the-art
literature reveal that the Body-PUF outperforms previous PUF
designs in Figures of Merit (FOM), making it promising for real-
world authentication scenarios. Its outstanding trade-off between
performance and practicality positions it as a compelling solution
for secure applications, including Internet of Things (IoT) devices
and other security-critical systems.

Index Terms— IoT, ultra-low voltage (ULV), physical unclon-
able functions (PUFs), body-driven, hardware security, key
generation.

I. INTRODUCTION

IN TODAY’S modern world, electronic devices have
become an integral part of our daily lives, aiding us in

various tasks such as banking, email, shopping, and reserva-
tions [1], [2], [3]. With the widespread use of these devices,
ensuring their security has become paramount, leading to
the development of innovative solutions to combat potential
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hardware-based attacks [4], [5], [6], [7]. Electronic equip-
ments are frequently counterfeited and result vulnerable to
side-channel attacks (SCAs) [8], [9], [10], which pose signif-
icant security challenges in the hardware domain. Physically
Unclonable Functions (PUFs) have emerged as a promising
tool for chip identification and authentication [11], [12],
[13]. These cryptographic primitives exploit physical effects,
such as process parameter variations and mismatches, which
are unavoidable in semiconductor technologies, as entropy
sources, to generate on chip unique and unclonable bits words.
PUFs can replace conventional memory cells in the creation of
cryptographic keys, providing a secure alternative [14], [15],
and represent a valid protection against counterfeiting and
SCAs [16], [17]. Their ability to harness inherent physical
variations, such as mismatched frequencies in ring oscillators,
to generate keys is groundbreaking. The first PUF proposed in
the literature and validated in CMOS technology is reported
in [18]. PUFs based on Ring Oscillator (RO) usually rely on
ROs that nominally exhibit the same oscillation frequency, but
due to technological mismatches, one of the frequencies is
higher than the other. A single bit of the key is extracted by
comparing the oscillation frequencies of these ROs [19], [20],
[21]. RO-based PUFs are also popular in (Field Programmable
Gate Arrays) FPGAs platforms due to their straightforward
operational principle and design. However, they face limi-
tations in terms of entropy and uniqueness, prompting the
exploration of techniques to enhance their randomness as dis-
cussed in earlier literature [22], [23], [24], [25]. Furthermore,
these simple architectures can be prone to high instability
under process, supply voltage, and temperature (PVT) vari-
ations [26]. At this purpose it is important to note that, even
if ideally the bits words generated by a PUF have to be
independent from PVT variations, typically in real applications
there exist certain bit cells of the PUF, for which voltage and
temperature dependencies can lead to bit flips, thus degrading
the reproducibility of the unique key [27], [28], [29], [30],
[31]. In related works like [21], [23], and [32], various methods
have been proposed to enhance the stability performance of
traditional Ring Oscillator (RO) based PUFs. As an example,
Current Starved (CS) inverters have been proposed in [32] to
allow a calibration of the oscillation frequency of ROs through
a control voltage set for optimal reliability. Arbiter PUFs
(APUF) which are based on measuring the delay differences
between two nominally identical timing paths have become
very popular both for ASIC and FPGA implementations [33],
[34], [35], [36], [37], [38], [39], [40], [41]. Metastable PUFs
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rely on a positive feedback loop which forces the output
to either logic one or logic zero depending on mismatch
variations, and several papers dealing with these kind of
architectures have been recently proposed [17], [28], [29],
[42], [43], [44], [45], [46], [47], [48]. Also metastable PUFs
are sensitive to PVT variations, and several approaches such
as the use of complementary to absolute temperature current
sources, temporal majority voting circuits, or the introduction
of soft dark bits, have been exploited in the literature to reduce
the number of unstable bits, thus improving reliability [49],
[50], [51], [52].

Fully static and monostable PUFs have been presented in
the literature as robust and power-efficient solutions for on-
chip key generation [26], [53], [54]. Static PUFs generate an
output bit by measuring the difference between two nominally
identical currents, produced by two MOS transistors affected
by mismatch variations, and do not require an excitation
phase, which can be susceptible to transient noise effects [26].
Contrastingly, other solutions that rely on excitation sequences
may be vulnerable to transient noise, leading to a degradation
of bit stability, even under nominal conditions [52]. Further-
more, unlike metastable-based PUFs, which are bistable [17],
[28], [51], the keys generated by monostable PUFs remain
immune to accidental flipping.

A well established approach to implement static PUFs relies
on regulated cascode current mirrors (RCCMs), in which
mismatch variations in both a PMOS and an NMOS current
mirrors are exploited to generate a current offset, which
is converted into a voltage thanks to the very high output
resistance of the current mirrors [26]. This voltage, generated
by complementary current mirrors, is then amplified to obtain
a stable output bit. However, as previously mentioned, this
architecture may lead to bit-flipping occurrences under PVT
variations due to fluctuations in NMOS and PMOS threshold
voltages [55]. To enhance the resiliency of RCCM PUFs
against PVT variations, an improved version of the RCCM was
proposed by [55], where a feedback mechanism to generate a
control voltage that adjusts the body terminals of the cascode
current mirrors is introduced to properly set the threshold volt-
age under PVT variations, the output resistance is increased by
means of a gain-boosting configuration, and a C-Muller cell
is added to provide a stable logic value at the bit-cell output.

Other static PUF topologies which rely on cross-coupled
architectures, incorporating an additional error amplifier to
better exploit mismatch variations between two nominally
identical branches have been reported in [56] and [57]. A static
PUF based on voltage dividers, which leverages the mismatch
of threshold voltages in four stacked PMOS transistors to
generate an offset voltage, which is further amplified by
a cascoded stage has been recently presented in [58]. The
main drawback of this circuit is in its highly variable power
consumption, due to the strong dependence of the bias current
on PVT variations.

A monostable PUF exploiting improved regulated cascode
current mirrors to boost the native bit stability against transient
noise, and improve the robustnsess with respect to environ-
mental variations has been proposed in [59]. The minimum
supply voltage allowed by this circuit is 0.6V.

This paper is an extended version of the conference
paper [60], in which a novel approach to implement an highly
mismatched current mirror with a fully unbalanced output is
introduced. This approach involves the usage of body-driven

feedbacks in order to decrease the minimum supply voltage
of the circuit. The minimum supply voltage of previously
presented RCCM PUFs [55], [59], [61] is in the range of
0.6V, whereas the proposed PUF cell is able to work with
a supply voltages as low as 0.3V. An additional advantage of
the proposed approach is that the nominal power consumption
is well-defined through a reference bias current, ensuring that
power consumption remains stable despite PVT variations.
A testchip including 128 bit-cells has been fabricated in a
130nm CMOS process, and measurements results have shown
that the proposed PUF is able to work with very low energy
consumption per bit (about 0.3 fJ/bit) and with good overall
statistical performance, resulting in a response with a 49.42%
bias, a reliability of 99.483% (measured without the requiring
any postprocessing), and a uniqueness of 50.176%.

In the following Section II a background of monostable
PUFs has been provided, Section III presents the circuit
topology of the proposed PUF and explains its operating
principle, providing a detailed analytical study of circuit’s
behavior, Section IV describes the design and implementation
of a 128 bit PUF macro in a 130nm CMOS prototype chip.
Measurement results are presented in Section V. Figures of
merit and performance evaluation metrics are reported in
Section VI. A comparison with the state-of-the-art is dis-
cussed in Section VII, and finally, conclusions are drawn in
Section VIII.

II. BACKGROUND OF MONOSTABLE PHYSICAL
UNCLONABLE FUNCTIONS

Static PUF bit cells produce an output bit by measuring
the difference between two nominally identical currents gen-
erated by two highly mismatched MOS transistors. Unlike
metastable-based PUFs, which are bistable [17], [28], [51],
the keys generated by monostable PUFs are not compromised
by accidental flips [52], since they do not require an excitation
phase susceptible to transient noise [26]. Thanks to their work-
ing principle, fully static and monostable PUFs are considered
among the most robust and power-efficient solutions for on-
chip key generation both in terms of reliability and stability
concerning supply voltage and temperature variations.

Among static PUFs, the most promising approach is based
on RCCM PUFs [26]. The architecture presented in [26]
is depicted in Fig. 1a. The architecture exploits differences
between NMOS and PMOS currents, generated by a comple-
mentary current mirror, to produce an offset current at the
high impedance output node. However, since at the node X
of the architecture the voltage could not be fully saturated to
either 0 or VDD , a further stage has to be inserted, such as
a buffer. However, as mentioned earlier, this architecture may
experience bit flipping under PVT variations because the sign
of the resulting offset current can change based on variations in
NMOS and PMOS threshold voltages resulting from process
or temperature changes. In order to improve bit flipping under
PVT variations, in [26] another version of the RCCM has been
proposed and is depicted in Fig. 1b.

The output buffer has been substituted with a differential
pair which compares the voltage from the reference branch
with respect to the one obtained at the output of the current
mirror. In this way, the dependence with respect to the supply
voltage and also temperature is mitigated, thus improving the
reliability of the PUF and reducing the number of unstable
bits and also bit error rate.
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Fig. 1. PUF Cell presented in [26] and based on current mirrors, version with a buffer as output stage a) and version with a differential pair as output
stage b).

Fig. 2. PUF Cell presented in [55] and based on current mirrors.

An enhanced version of the RCCM PUF was proposed
in [55]. The architecture based on the RCCM is depicted
in Fig. 2. As it can be observed, a gain boosting technique
to the intermediate node X has been used to enhance the
output resistance in order to increase the transimpedance gain
with respect to the generated offset current at the node X.
In addition, an output stage composed by a Muller-C element
has been inserted in order to assure that the output voltage
is fully saturated to either 0 or VDD . Furthermore, the gain
boosting at the node X reduces also the probability of bit
instability due to the noise in the start-up phase. However,
in order to assure the resiliency of the PUF with respect to
voltage or temperature variations, authors propose to insert a
control loop based on a replica approach to control that the
voltage at the middle node of the reference current branch
remains in a limited range of a reference voltage. To do
so, they inserted an error amplifier in the feedback loop and
control the threshold voltage of both Mp1,2 through the body
terminal of the latter. However, this design is not low power,
since it employs many current branches and also a huge
amount of area (e.g. it requires a Muller-C element, which
introduces additional area and power consumption).

A recent static PUF based on voltage dividers [58] has
been introduced in the literature and is depicted in Fig. 3.
It utilizes threshold voltage mismatches in four stacked

Fig. 3. PUF Cell presented in [58] and based on voltage dividers.

PMOS transistors to generate an offset voltage used as input
to a cascoded inverter with high voltage gain and rail-to-rail
voltage swing. Despite its promising performance, the power
consumption of this architecture is not well-defined since it
lacks of a current generator, resulting in potentially variable
power consumption depending on the biasing of internal
nodes.
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Fig. 4. Proposed PUF bit-cell topology based on body-driven feedbacks.

III. CIRCUIT TOPOLOGY OF THE PROPOSED PUF

The proposed PUF architecture is depicted in Fig.4. It is a
topology derived from the Regulated Cascode Current Mirror
PUF [55] in which a positive feedback through the body termi-
nals has been exploited to reach a full-swing output at nodes
A and B, as done in SRAM cells. The main current branch
composed by transistors Mn1 and Mp1 mirrors a reference bias
current Ibias through gate terminals of transistors Mn2 and
Mp2 . Due to the unavoidable mismatches between Mn2 and
Mp2 an offset current at node A is generated (namely Iof f ).
This offset current, multiplied by the output resistance seen at
node A, gives the offset voltage VA. The offset voltage VA is
fed back to the body terminals of Mn1 , Mn2 , Mp1 and Mp2 .

A. Working Principle and Design Strategy
In order to gain insight into the behavior of the proposed

circuit, it is possible to start from the analytical expression of
the drain current for NMOS and PMOS devices working in
the subthreshold region [62], [63]:

Idn = Id0n e
V gsn−V thn

n Ut

(
1 − e−

V dsn
Ut

)
NMOS

Idp = Id0p e
V sgp+V th p

n Ut

(
1 − e−

V sdp
Ut

)
PMOS

(1)

where usual notation is adopted for gate-source, drain-source
and threshold voltages of NMOS and PMOS transistors, Ut
denotes the thermal voltage, n = 1 + Cdepl/Cox and Id0 can
be written as:

Id0n,p = µn,p(n − 1)Cox
Wn,p

Ln,p
U 2

t (2)

where µn,p and Cox are the mobility and oxide capacitance
per unit area, whereas Wn,p and Ln,p are gate width and gate
lenght of NMOS and PMOS devices respectively.

Considering that Mp1 and Mp2 have the same V sgp,
neglecting the effect of the drain source voltage on the drain
currents, it can be derived that:

ln
( Idp1

Id0p1

Id0p2

Idp2

)
=

|V th p2 | − |V th p1 |

n Ut
(3)

The same considerations can be done for Mn1 and Mn2 since
they have the same V gsn , obtaining:

ln
(

Idn1

Id0n1

Id0n2

Idn2

)
=

V thn2 − V thn1

n Ut
(4)

Then, considering the difference between Eq. 3 and Eq. 4 the
following relation can be derived:

ln
( Idp1

Id0p1

Id0p2

Idp2

Id0n1

Idn1

Idn2

Id0n2

)
=

=
|V th p2 | − |V th p1 | + V thn1 − V thn2

n Ut
(5)

The value of the output voltage of the proposed PUF can be
reconduced to the value of the offset voltage at the node A
(with respect to the ideal output voltage equal to VDD/2),
which is proportional to the difference between the currents
Idp2 and Idn2 :

Iof f = Idp2 − Idn2 = Idp2
(1 −

Idn2

Idp2

) (6)

Thus, the current offset would be 0 if
Idn2
Idp2

= 1 which turns

in ln
( Idn2

Idp2

)
= 0. From Eq. 5 it can be derived that:

ln
( Idn2

Idp2

)
=

=
−|V th p1 | + |V th p2 | + V thn1 − V thn2

n Ut
+

+ ln
( Id0p1 Idn1 Idn2

Idp1 Id0p2 Id0n1

)
(7)

Now, since the current in the first branch composed by Mn1
and Mp1 is forced to Ibias , Idn1 = Idp1 . Thus, Eq. 7 can be
rewritten as:

ln
( Idn2

Idp2

)
=

=
−|V th p1 | + |V th p2 | + V thn1 − V thn2

n Ut
+

+ ln
( Id0p1 Id0n2

Id0p2 Id0n1

)
(8)

Now, with considering Eq. 2, Eq. 8 can be further simplified
as:

ln
( Idn2

Idp2

)
=

=
−|V th p1 | + |V th p2 | + V thn1 − V thn2

n Ut
+

− ln
(

Wp2Wn1

Wp1Wn2

L p1Ln2

L p2Ln1

)
(9)

Looking at Eq. 9 it is evident that, since in nominal conditions
transistors Mn1 and Mn2 and transistors Mp1 and Mp2 are
equal to each other, the current offset Iof f is equal to 0.
It has to be noted that, this condition is also guaranteed by
the matching of the |Vbsn,p1,2

| which being equal to each other
assure that:

1V thn(p) = V thn(p)2 − V thn(p)1 =

= V th0n(p)2
− V th0n(p)1

+ γn(p)(|V bsn(p)1 | − |V bsn(p)2 |) =

= V th0n(p)2
− V th0n(p)1

(10)
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where γn(p) denotes the body-effect coefficient of the threshold
voltage.

According to the above analysis, with the goal of mini-
mizing the systematic offset (thus maximizing the entropy of
the PUF cell), Mn,p1 and Mn,p2 have to be sized to obtain
Vdsn,p2

equal to VDD/2 for a bias current Ibias . Furthermore,
transistors Mn,p3 and Mn,p4 have been sized to center the
voltage transfer characteristic of the inverters at VDD/2. In this
way, the statistical performance of the bitcell are optimized
and the value of its output voltage is ideally only dependent
on mismatch variations.

B. Effects of Mismatch and Process Variations on the PUF
Output

Given the Eq. 9 it can be derived that the ratio of
Idn2
Idp2

will result in a current offset whose sign will determine the
value of the output of the PUF. Indeed, if the ratio

Idn2
Idp2

is
greater (lower) than 1, the sign of the current offset will be
minus (plus). The threshold voltages of NMOS and PMOS
transistors are affected by process variations and with respect
to that they follow a Normal distriubtion with mean value
µV th prc and standard deviation σV th prc :

V thn,pprc = N (µV thn,p prc
, σ 2

V thn,p prc
) (11)

In addition, the threshold voltages are also affected by mis-
match variations and follow a Normal distriubtion with mean
value µV thmm and standard deviation σV thmm :

V thn,pmm = N (µV thn,pmm , σ 2
V thn,pmm

) (12)

The generic threshold voltage can be thus written as:

V thn,p = V thn,pprc + V thn,pmm (13)

which clearly follows a multivariate Normal distribution. If a
single realization of the manufactoring process is considered,
V thn,pprc is a constant whose value is here on denoted as
νn,pprc

V thn,p = V thn,pmm + νn,pprc (14)

For what concerns the term ln
(

Wp2Wn1
Wp1Wn2

L p1 Ln2
L p2 Ln1

)
, it is also

affected by mismatch and process variations, since its argu-
ment is the ratio of the channel lengths and widths of
transistors that are affected by mismatch and process varia-
tions. In the following the argument of the above logarithmic
term is assumed to be a multivariate random variable, similarly
to the threshold voltages of NMOS and PMOS devices.

Since the ratio is given by nominally identical width and
length we can write this ratio as:

Wp2Wn1

Wp1Wn2

L p1Ln2

L p2Ln1
= 1 + R = 1 + Rprc + Rmm (15)

which for a given process realization results in

Wp2Wn1

Wp1Wn2

L p1Ln2

L p2Ln1
= 1 + R = 1 + r + Rmm (16)

where E
[
Rmm

]
= µρ and V ar

[
Rmm

]
= σ 2

ρ . With considering
a Taylor approximation of the first order [64] it follows that:

E
[

ln(1 + r + Rmm)
]

≈ ln(1 + r + µρ) −
σ 2

ρ

(1 + r + µρ)2

= amm

V ar
[

ln(1 + r + Rmm)
]

≈
σ 2

ρ

(1 + r + µρ)2 = σ 2
amm

(17)

Considering a process realization, by looking at Eq. 8 it
can be observed that there are two threshold voltage differ-
ences. The threshold voltage difference defined as 1Vthn,p =

Vthn,p2
−Vthn,p1

for a given process realization follow a normal
distribution:

1Vthn,p ∼ N
(
µV thmmn,p2

− µV thmmn,p1
,

σ 2
V thmmn,p2

+ σ 2
V thmmn,p1

)
= N (µ1V thmmn,p , σ 2

1V thmmn,p
) (18)

The Eq. 8 can be therefore written as:

ln
(

Idn2

Idp2

)
=

−1Vthn + 1Vth p − ln(1 + r + Rmm) nUt

nUt

(19)

Defining as 1Vth the difference 1Vth p −1Vthn , it derives that
1Vth follows a normal distribution whose mean value µ1V th
can be written as:

µ1V thmm =

−µV thmmn2
+ µV thmmn1

+ µV thmm p2
− µV thmm p1

σ 2
1V thmm

=

σ 2
V thmmn2

+ σ 2
V thmmn1

+ σ 2
V thmm p2

+ σ 2
V thmm p1

(20)

and thus:

ln
(

Idn2

Idp2

)
=

1Vth − ln(1 + r + Rmm) nUt

nUt
(21)

As a consequence, it can be derived the statistical property of
the ln

( Idn2
Idp2

)
:

E
[

ln
( Idn2

Idp2

)]
=

−µV thmmn2
+ µV thmmn1

+ µV thmm p2
−µV thmm p1

−nUt amm

nUt
(22)

and

V ar
[

ln
( Idn2

Idp2

)]
= σ 2

1V th/(nUt )
2
+ σ 2

amm
+

− 2Cov
[1V th

n Ut
, ln(1 + r + Rmm)

]
(23)

Normalizing the output voltage VA of the PUF cell to the
value of the supply voltage VDD , we obtain the logic value of
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the PUF output, which results a random variable and can be
expressed as follows:

X =

1 + sign
{

ln
( Idn2

Idp2

)}
2

(24)

its expected value can be derived as:

E
[
X

]
=

1
2

+
1
2

E
[

sign
{

ln
( Idn2

Idp2

)}]
(25)

The expected value of the sign of ln
( Idn2

Idp2

)
can be derived as:

E
[

sign
{

ln
( Idn2

Idp2

)}]
= 1 · P

(
sign

{
ln

( Idn2

Idp2

)}
> 0

)
− 1

· P
(

sign
{

ln
( Idn2

Idp2

)}
< 0

)
= 2 · P

(
sign

{
ln

( Idn2

Idp2

)}
> 0

)
− 1 (26)

where P(A) denotes the probability of event A.

The P
(

sign
{

ln
( Idn2

Idp2

)}
> 0

)
can be derived as:

P
(

sign
{

ln
( Idn2

Idp2

)}
> 0

)
= erf

(
µ1Vth /(nUt ) − amm√

2(σ 2
1V th/(nUt )2 + σ 2

amm
)

)
(27)

and finally the expected value of the PUF output can be derived
as:

E[X ] =
1
2

−
1
2

erf
(

µ1Vth /(nUt ) − amm√
2(σ 2

1V th/(nUt )2 + σ 2
amm

)

)
(28)

The above equation shows that, if 1Vth which is the difference
among 1Vthn − 1Vth p (and thus is the difference of the
difference of two random variables), is small enough and if the
sizing is properly chosen (so that amm = 0), the expected value
of the PUF output is equal to 0.5, and it can be associated to
an ideal entropy source.

C. Effect of Supply Voltage Variations on the PUF Response
Starting from Eq. 10, and considering the dependence of the

threshold voltage on the body-source voltage under mismatch
variations, the difference between the threshold voltages of
two nominally identical NMOS (PMOS) transistors, can be
written as:

1V thn(p) = V thn(p)2 − V thn(p)1 =

= V th0n(p)2
− V th0n(p)1

+ (γn(p)1 − γn(p)2)(|V bsn(p)|) (29)

Then, referring to Eq. 24, it can be observed that the output bit

is generated according to the sign of the term ln
(

Idn2
Idp2

)
. From

Eq. 21, considering that under mismatch γn(p) coefficients are

different between each other device-per-device, the following
relation can be derived:

ln
(

Idn2

Idp2

)
=

1Vth0p
− 1Vth0n

− ln(1 + r + Rmm) nUt

nUt
+

+
(γp2 − γp1)|V bsp| − (γn2 − γn1)|V bsn|

nUt
(30)

Therefore, for a given mismatch, the voltage at the internal
node VA and at the output of the PUF (node VOut ) are VDD
or G N D.

Starting from analyzing the case in which the VA is G N D
(output bit 0), from Eq. 30 the Vbs term related to the
PMOS can be simplified (because Vbsp = 0) and it follows

that the sign of ln
Idn2
Idp2

is -1, thus the following relation is
satisfied:

1Vth0p
− 1Vth0n

− ln(1 + r + Rmm) nUt

− (γn2 − γn1)VDD < 0 (31)

Denoting with 1VDD the variation of the supply voltage, the
bit value is flipped if and only if:

1Vth0p
− 1Vth0n

− ln(1 + r + Rmm) nUt+

− (γn2 − γn1)VDD − (γn2 − γn1)1VDD > 0 (32)

Referring to the above equation, two cases have to be consid-
ered. In the first case, 1VDD > 0, and the output bit flips only
if the condition: γn2 −γn1 < 0 is verified. In the second second
case, the 1VDD < 0, and the only possibility for which the
output will flip is that γn2 − γn1 > 0. Thus, each cell whose
nominal output is G N D can be flipped with a positive or
negative supply voltage variations depending on the sign of
the difference of the terms γn . The critical value of 1VDD
which results in a bit flipping can be expressed as:

1VDD

>
|1Vth0p

−1Vth0n
−ln(1+r +Rmm) nUt −(γn2 −γn1)VDD|

|γn2 −γn1 |

(33)

It has to be remarked that the denominator tends to 0 (Mp1,2
are sized nominally identical) and as a consequence very
large supply voltage variations have to occur to flip the
bits.

Similar considerations hold for the case in which the
nominal output is VDD . In that case the following relation
is satisfied:

1Vth0p
− 1Vth0n

− ln(1 + r + Rmm) nUt

+ (γp2 − γp1)VDD > 0 (34)

The output bit flips in this condition if and only if the following
relation is satisfied:

1Vth0p
− 1Vth0n

− ln(1 + r + Rmm) nUt+

+ (γp2 − γp1)VDD + (γp2 − γp1)1VDD < 0 (35)

The 1VDD sign which can satisfy the above equation is related
to the sign of γp2 − γp1 . Considering a positive(negative)
supply voltage variation 1VDD , the output bit can be flipped
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only for γp2 − γp1 < 0 (γp2 − γp1 > 0) for a quantity given
by the following relation:

1V

>
|1Vth0p

−1Vth0n
−ln(1+r +Rmm) nUt +(γp2 −γp1)VDD|

|γp2 −γp1 |

(36)

Also in that case, it can be observed that the denominator tends
to 0 (Mn1,2 are sized nominally identical) and as a consequence
very large supply voltage variations have to occur to flip the
bits.

Overall, the proposed architecture is effective to reject effect
of the supply voltage variations on the generated bit response,
guaranteeing an high reliability if transistors Mp1,2 and Mn1,2
are nominally identical between each other.

D. Effect of Temperature Variations on the PUF Response
In order to understand how the temperature affects the PUF

reliability, it can be taken into account that the threshold
voltage under temperature variations changes according to the
following relation:

V thn(p) = V th0n(p)
− κn(p)(T − T0) (37)

where κn(p) denotes the thermal coefficient of the threshold
voltage with respect to temperature variations. Considering
mismatch effects, Eq. 29 can be rewritten as:

1V thn(p)(T )

= V thn(p)2(T ) − V thn(p)1(T ) =

= V th0n(p)2
− V th0n(p)1

− (κn(p)2 − κn(p)1)(T − T0) (38)

Being the sign of the output bit given by relation Eq. 21, under
temperature variations it can be rewritten as:

ln
(

Idn2(T )

Idp2(T )

)
=

1Vth0p
− 1Vth0n

− ln(1 + r + Rmm) n kT/q

n kT/q
+

−
κp2 − κp1 − κn2 + κn1

n kT/q
(T − T0) (39)

where the thermal voltage term has been expanded as: nUt =

kT/q , where q is the elementary charge, T is the temperature
in Kelvin, and k is the Boltzman constant.

By looking at Eq. 39 it can be observed that in the nominal
condition (T = T0) the ratio has a sign which determines the
value of the PUF output bit. Now, considering as an example
that the output of the PUF cell is VDD (G N D), the sign of
Eq. 39 is positive (negative) and thus:

ln
(

Idn2(T0)

Idp2(T0)

)
=

1Vth0p
− 1Vth0n

− ln(1 + r + Rmm) n kT0/q

n kT0/q
≷ 0

(40)

However, under temperature variations it can happen that the
sign of Eq. 39 changes and so:

ln
(

Idn2(T )

Idp2(T )

)

Fig. 5. Block scheme of the proposed PUF architecture.

=
1Vth0p

− 1Vth0n
− ln(1 + r + Rmm) n kT/q

n kT/q
+

−
κp2 − κp1 − κn2 + κn1

n kT/q
(T − T0) ≶ 0 (41)

Thus, there is the possibility that the bit flips if a temperature
variations 1T greater than a given quantity occurs, according
to the following relation:

|1T | >
|1Vth0p

− 1Vth0n
− ln(1 + r + Rmm) n kT0/q|

| ln(1 + r + Rmm) n k/q + κp2 − κp1 − κn2 + κn1 |

(42)

For what concerns the sign of the 1T , it will be determined
by the sign of the denominator of Eq. 42, and by the outcome
of the mismatch on the specific PUF instance. For the case in
which the nominal output is VDD (G N D), the sign of the 1T
can be derived from Eq. 41, and is concordant (discordant) to
the sign of: ln(1 + r + Rmm) n k/q + κp2 − κp1 − κn2 + κn1 .
It is worth noting that larger threshold mismatches lead to
an increase in the numerator. Moreover, considering that the
thermal coefficient varies between devices in a second-order
approximation, the term |κp2 − κp1 − κn2 + κn1 | approaches
values close to zero. Consequently, this amplifies the minimum
temperature shift necessary to alter the bits.

E. Effect of the Body-Driven Feedbacks

A crucial requirement for ensuring the functionality of the
proposed PUF is the imperative need to completely saturate
the output voltage VB to either 0 or VDD . However, given
the very low supply voltage of only 0.3V, cascoded stages
are not allowed and, as a consequence, solutions based on
conventional RCCM-based PUFs such as the ones reported
in [26] and [55] are not feasible. To overcome this issue, the
proposed PUF exploits body-driven feedbacks to provide fully
unbalance of the output voltage VB to 0 or VDD , as will be
better detailed in the following.

The block scheme describing the feedback mechanism
exploited in the proposed PUF is depicted in Fig. 5, where
usual notation is adopted for small signal parameters of MOS
transistors. The two terms αp and αn are defined as follows:

αp =
gm p2

gm p1 + gdsp1

αn =
gmn2

gmn1 + gdsn1

(43)

and it can be thereafter defined:

gmbp1αp − gmbn1αn − gmbp2 − gmbn2 = −gmbeq (44)

which is a negative quantity.
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The voltage gain Av3 and the time constant τ3 of the inverter
made up of transistors Mn,p3 can be easily computed as:

Av3 =
gmn3 + gm p3

gdsp3 + gdsn3

τ3 =
CL3

gdsp3 + gdsn3

(45)

The variation of the voltage VB with respect to its initial value
assumed to be VDD/2 can be derived as follows:

VB(s) =
iof f

gmbeq
·

1
1 − sτ3gds2/(gmbeq Av3)

(46)

which can be further simplified as:

VB(s) =
iof f

gmbeq
·

1

1 − s gds2CL3
gmbeq (gmn3+gm p3)

(47)

which in the time domain results in:

vB(t) =
iof f

gmbeq
· et

gmbeq (gmn3+gm p3)

gds2CL3 (48)

Assuming that at t=0 the output voltage VA is nominally fully
balanced to VDD/2 (due to the design strategy) and as a
consequence also VB = VDD/2, it can be derived the time
required to fully unbalance VB by imposing a vB(tgen) =

VDD/2:

tgen =
gds2CL3

gmbeq(gmn3 + gm p3)
ln

(
gmbeq

iof f

VDD

2

)
(49)

In order to quantify the value of gmbeq we can consider that:
1 − αp ≈

gdsp1

gm p1
= 1/Avp1

1 − αn ≈
gdsn1

gmn1
= 1/Avn1

(50)

and thus, if we assume that Avp1 = Avn1 = Av =

gmn,p/gdsn,p which is the intrinsic gain of the generic MOS
device in the selected technology, we can further simplify
Eq. 46 as:

gmbeq =
gmbp2 + gmbn2

Av

(51)

Finally, Eq. 49 can be written as:

tgen =
Av

gmbp2 + gmbn2

gds2CL3

(gmn3 + gm p3)
·

· ln
(

gmbp2 + gmbn2

Av iof f

VDD

2

)
(52)

From Eq. 52 the role and the aim of feedbacks introduced by
body terminals are clear:

• they form a positive feedback which regenerates the
output offset current given by mismatch variations at the
node A, guaranteeing the right operation of the PUF;

• they allow to reduce the minimum supply voltage
required for the proposed PUF to be able to work;

• they ensure that nodes A and B remain completely
unbalanced, even in the presence of a slight current
offset, thereby ensuring the absence of static power
consumption;

• they reduce the time to generate the output bitstream,
minimizing the Energy/bit.

TABLE I
TRANSISTORS’ SIZING

IV. BODY-PUF IMPLEMENTATION

The PUF-bit cell topology reported in Fig.4 has been
designed in a commercial 130nm triple-well bulk CMOS
process, and deep n-well NMOS devices have been used in
the PUF bit cell to isolate the bulk terminals. The proposed
design targets a supply voltage VDD of 0.3V, and an ultra-low
power consumption set through a bias current Ire f of only
10 n A. It has to be pointed out that, being this architecture
designed for ULV and ULP applications, the possibility that
the pn junction between the source and the bulk of MOS
devices turns on is not a concern. However this possibility
prevents the usage of this PUF topology with supply voltages
higher than 0.6V. Dimensions of MOS devices are reported
in Tab. I, and have been chosen to obtain a gate-source bias
voltage and a drain-source bias voltage both equal to half the
supply voltage VDD/2.

In order to maximize the symmetry of the design, a floorplan
based on 4 PUF-bit cells has been designed, and the full-
custom, transistor level layout of a 4-bits macro has been
implemented. The layout of the 4-bits macro is reported in
Fig. 6b, where the layout of the single bit cell is contained
within the blue rectangle, with an area footprint of 10.825 ×

7.95 µm2. Starting from the 4-bits macro we performed an
automatic place and route flow as in [59], to obtain a 128-bits
PUF. Fig. 6c shows the microphotograph of the prototype chip,
in which the 128-bits PUF is contained in the green rectangle.
A detail of the layout of the 128-bits PUF is visible in the
upper right corner of the figure, and its area is 11,015 µm2.

A conventional SPI interface which allows to set the config-
uration registers of the prototype chip and to receive the output
bits of the PUF has been integrated for testing purposes.

V. SIMULATION AND MEASUREMENT RESULTS

A. Bias of the 128-Bits Keys
In the PUF context, the bias of the response is defined

as the mean value of the number of logic ’1’s expressed
as a percentage, and its ideal value is 50%. Transistor-level
mismatch Monte-Carlo simulations exploiting the accurate
statistical models provided by the IC manufacturer have been
carried out in order to evaluate the bias of the proposed PUF,
showing a bias ≈ 48.88 % for 1,000 Monte Carlo iterations.

All the 20 available packaged prototype chips have been
tested to evaluate the statistical performances of the 128-bit
key across several chip samples. The number of unstable bits
and the bias of 20 keys are reported in Fig. 7 and Fig. 8
respectively, whereas a graphical representation of the 128-bits
keys over the 20 chips is depicted in Fig. 9. It was found that,
in average, the mean value µ of the bias response is about
49.42% with a standard deviation σ around 3.69%. While the
maximum number of unstable cells found in typical conditions
is 3.125% and it was found on just 1 chip out of the 20, the
number of unstable cells in typical conditions extracted from
considering all the 20 chip samples has been found to have a
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Fig. 6. Proposed PUF architecture a), the 4 bits PUF macro b) and the micro-photograph view of the Layout of a 32 × 4-bit PUF macro on a 130nm
testchip: the overall area consumption is about 7836 µm2 c).

Fig. 7. Histogram of the number of unstable bits computed for the 128-bits
on all the 20 chip samples.

Fig. 8. Histogram of the bias for the 128-bits PUF keys on all the 20 chip
samples.

Fig. 9. Graphical representation of the 128-bits PUF keys on all the 20 chip
samples.

mean value of about µ≈1.094% and a standard deviation of
about σ≈1.001%.

B. Uniqueness and Reliability in Nominal Conditions
The intra Hamming Distance H Dintra and the inter Ham-

ming Distance H Dinter evaluate how many bits of the
response in percentage vary with respect to a nominal value
over different chip realizations, and are used to quantify
the Uniqueness and Reliability of PUFs [17]. Transistor-
level Monte-Carlo simulations accounting for both process
and mismatch variations have also been carried out. Results
of the 1,000 Monte Carlo iterations have shown an inter

Fig. 10. Histogram of the Reliability measured as H Dintra on all the 20 chip
samples.

Fig. 11. Histogram of the Uniqueness measured as H Dinter on all the
20 chip samples.

Hamming Distance H Dinter of ≈ 50.12%, thus confirming the
good Uniqueness achieved by the proposed PUF. Measurement
results of H Dintra and H Dinter on all the 20 chip samples
are reported in Fig. 10 and Fig. 11 respectively. The measured
H Dintra exhibits a mean value µ ≈ 0.517% and a standard
deviation σ ≈ 0.574%, whereas the H Dinter has a mean
value µ ≈ 50.177% and a standard deviation σ ≈ 4.691%.
Measured results on the proposed PUF provide Uniqueness
and Reliability performances in good agreement with the
simulated ones, and in line with the state of the art, despite
the extremely low supply voltage.

The autocorrelation function (ACF) has been computed over
all the measured PUF outputs as in [26], [49], and [55], and
the results are reported in Fig. 12, showing a mean value of
the ACF of 0.19 · 10−3, with a boundary of 95% confidence
level of 0.02548(−0.02587).

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination. 



10 IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—I: REGULAR PAPERS

Fig. 12. ACF of all the measured outputs of the proposed PUF. The red
lines are used to mark the boundary of the 95% confidence level.

C. Reliability Under Variations of Supply Voltage and
Temperature

The capacity of PUFs to consistently replicate the same key
under supply voltage and temperature fluctuations is a crucial
attribute. The fraction of cells that can consistently reproduce a
given value under different voltage and temperature conditions
is known as reliability. The reliability of a PUF is defined as
(1−B E R), where the H Dintra between a golden key extracted
under nominal conditions and a key extracted under differing
environmental conditions provides the BER, which is defined
as the Bit Error Rate. Since reproducing the same key under
various environmental conditions is one of PUFs primary crite-
ria, reliability is a crucial parameter that needs to be examined
and verified. Results of mismatch Monte Carlo simulations for
different values of supply voltage and temperature have shown
a good Reliability of the proposed PUF, resulting in a worst
case intra Hamming Distance (H Dintra) ≈ 2.4%. The number
of unstable cells, or cells that can’t consistently replicate the
same key, is another crucial PUF performance characteristic
that needs to be examined under different environmental
conditions. With respect to a nominal VDD value of 0.3V,
we have investigated the number of unstable cells and the
BER in percentage over a ±10% range of supply voltage
changes (from 270mV to 330mV). It should be noted that
the key’s reliance on voltage and temperature fluctuations is
usually assessed on a single chip [26], [55]. Being the focus
of these measurements the investigation of the average trend
of the performances of the proposed PUF, the behavior of
all the 20 available chips has been considered (20/20 of the
chips have been tested) and the average trend for the selected
samples has been extracted, as can be seen in Fig. 13. Based
on 500 repeated measurements, it was found that the average
BER under typical conditions is as low as 0.517 %. When we
take into account a ±10% of voltage variation with respect
to the nominal value, we can see that the worst case BER is
only 3.125%, while the average worst case BER is only 1.15%.
We examined a range of temperatures from 0 to 75 ◦C to test
the response’s reliability. We found that temperature changes
have no effect on Body PUF, resulting in an average BER that
is consistently less than 1.602%. In the worst case scenario,
on three of the 20 chip samples, it results in roughly 3.125%,
as can be seen in Fig. 14.

Over 500 extractions were conducted to determine the
number of unstable bits, and the results are shown in

Fig. 13. Number of unstable bits and percentage BER under voltage
variations across 20 chip samples, the average trend is highlighted in green
and red colors respectively.

Fig. 14. Number of unstable bits and percentage BER under temperature
variations over 5 chips, the average trend is highlighted in blue color.

TABLE II
RANDOMNESS ASSESSMENT THROUGH NIST TESTS

Figs. 13 and 14 versus temperature and supply voltage fluc-
tuations, respectively. It was found that, on average, there are
never more unstable bits than 1.17% for variations in VDD
and 1.09% for variations in temperature. In the worst case
conditions, 3.90% of unstable bits results from variations in
the supply voltage and 3.66% from variations in temperature.

D. Randomness Assessment
Since the sequences that are retrieved from PUFs have to

meet stringent requirements for unpredictability, the bitstream
quality must be assessed using an ad-hoc test suite. As in
other studies, [26], [28], [55], and [59], we used NIST tests
for this purpose. We took into consideration a cumulative key
of 2560 bits, of which 128 bits were taken from each of the
20 measured chip samples. We then extracted the p-value for
each test and reported it in Tab. II in order to assess the
randomness. The test is successfully passed and the bitstream
satisfies the test requirement if the p-value is higher than 0.01
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TABLE III
COMPARISON TABLE

(i.e., a 99% confidence level has been evaluated). The p-value
measures the bitstream performance with regard to a certain
test (such as the cumulative sum test). The p-value results for
each test are shown in Tab. II, indicating that the bistream
obtained for the proposed PUF passed the statistical tests.

VI. PUFS METRICS AND FOMS DEFINITION

We used the following F O MH D to compare various PUFs
implementations in terms of the tradeoff between H Dintra and
H Dinter :

F O MH D =
1√

H D2
intra +

(
0.5 − H Dinter

)2
(53)

As per the definition given above, a better trade-off between
H Dinter and H Dintra is attained when F O MH D is bigger.
It is crucial to consider the trade-off between energy con-
sumption per bit, uniqueness, and reliability because PUF
performance can be maximized by making the circuit more
complex. In order to assess this trade-off, we present the
subsequent FOM:

F O MH DE =
F O MH D

Energy/bit
(54)

Lastly, we assess the area-normalized ˆF O MH DE defined as
follows, because many solutions must cope with severe criteria

in terms of silicon Area on ASIC [26], [49], [56] or resources
usage on FPGA [17], [28], [65], [66]:

ˆF O MH DE =
F O MH DE

Areabit
· Areamin (55)

in which Areabit is the Area/bit of the PUF bit cell and
Areamin denotes the minimum Area size allowed by the
technology1 (e.g. for a 130nm technology, the Areamin ≈

0.0169µm2).
Furthermore, to evaluate the robustness of the bit-stream to

supply voltage (VDD) and temperature (T ) variations two BER
normalization metrics are used as follows:

ˆB E RV =
B E RwcV

VDDmax −VDDmin
VDDtyp

ˆB E RT =
B E RwcT
Tmax −Tmin

Tt yp

(56)

in which B E RwcV (T )
is the worst case B E R related to supply

voltage (temperature) variations and VDDmax −VDDmin (Tmax −

Tmin) is the VDD (T ) range with respect to the typical value
VDDt yp (Tt yp) considered for the computation of the PUF
B E R.

In a similar way the normalized FoM for the unstable bits
(UB), ˆU BV,T , can be defined as:

ˆU BV =
U BwcV

VDDmax −VDDmin
VDDtyp

ˆU BT =
U BwcT

Tmax −Tmin
Tt yp

(57)

1It is the minimum transistor size allowed from a given technology without
considering interconnections.
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in which U BwcV (T )
is the worst case U B related to supply

voltage (temperature) variations and VDDmax −VDDmin (Tmax −

Tmin) is the VDD (T ) range with respect to the typical value
VDDt yp (Tt yp) considered for the evaluation of U B.

To quantify the robustness of a PUF to both supply volt-
age and temperature variations two further FOMs defined as
follows have been introduced:

F O MB E R =
1√

B E R2
t yp + ˆB E RV

2
+ ˆB E RT

2
(58)

F O MU B =
1√

U B2
t yp + ˆU BV

2
+ ˆU BT

2
(59)

The above FoMs allow to quantify B E R and U B performance
in different operating conditions, while considering also the
typical values.

Finally, to quantify the overall performance tradeoff of
a PUF, a comprehensive FOM defined as folllows can be
exploited:

F O MT OT = F O MU B · F O MB E R · ˆF O MH DE (60)

Clearly, the higher is F O MT OT , the better is the trade-off
achieved by a PUF.

VII. COMPARISON WITH THE STATE-OF-THE-ART
LITERATURE

A comparison against state-of-the-art literature is depicted
in Table III. As it can be observed, there are several parameters
which have been taken into account in order to evaluate in
the fairest way the trade-offs which characterize PUF design.
The comparison table has been divided in three sections,
a nominal characterization, a PVT characterization to eval-
uate the resilience of the PUF and finally the FOM section,
in which trade-offs have been evaluated and compared. As it
can be observed, the PUF presented in this work is able to
operate with the minimum supply voltage ever reported in the
literature. As a consequence, it results also in the minimum
Energy/bit when compared with other works, which, in the
best case, uses three times the Energy/bit. The number of
unstable cells in typical condition is comparable to the state-of-
the-art literature and is second only to [59]. Given the design
choice and the bit-cell architecture, the proposed PUF is also
able to reach an high entropy, which results comparable to
the one of [67]. For what concerns the characterization under
voltage and temperature variations it is clear that [59] has the
best resiliency. This is confirmed also by the F O MU B and
F O MB E R of [59]. However, with respect to the F O MH DE
and ˆF O M H DE the proposed PUF reaches the best trade-off,
due to the very low energy consumption and good statistical
performance. Finally, considering the F O MT OT , which takes
into account all the performance of the PUF, it can be observed
how the proposed PUF achieves the best trade-off in the
literature. It has to be remarked that this is an outstanding
result, also if considering that no post-processing techniques
have been used during the PUF characterization.

VIII. CONCLUSION

In summary, this study has introduced an innovative method
for creating a mismatched current mirror with a fully unbal-
anced output, substantially reducing the minimum supply
voltage requirements compared to previous RCCM PUFs. The

integration of body-driven feedback mechanisms has enabled
the circuit to operate effectively with supply voltages as low
as 0.3V. Additionally, the incorporation of a reference bias
current has ensured a consistent power consumption profile,
even in the face of mismatch and process variations.

The outcome is a PUF that exhibits outstanding energy
efficiency, with an impressively low energy consumption of
0.3 fJ/bit, while maintaining robust statistical performance.
This yields a response bias of 49.42%, a reliability of 99.483%,
and a uniqueness of 50.176%, all achieved without the need
for post-processing techniques such as TMV or burn-in, or the
introduction of soft dark bits.

The efficacy of this novel approach has been rigorously vali-
dated through a combination of simulations and measurements
conducted on a 130nm CMOS test-chip. These assessments
encompassed challenging conditions, including nominal power
supply voltages of 0.3V, voltage variations within the range of
±10%, and temperatures spanning from 0◦C to 75◦C.

The comprehensive experimental verification, along with
an in-depth elucidation of the techniques employed, and the
meticulous measurements carried out on 20 available chip
samples, affirm the resilience and applicability of the Body-
PUF approach.

Furthermore, comparative analyses against state-of-the-art
literature have underscored the potential of this PUF, sur-
passing previous works in terms of figures of merit such as
F O MH DE , ˆF O M H DE , and F O MT OT . This positions the
Body-PUF as an ideal choice for real authentication scenarios,
offering an exceptional trade-off between performance and
practicality.
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