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Emerging Embedded and Cyber Physical
System Security Challenges and Innovations

Kim-Kwang Raymond Choo, Senior Member, IEEE, Mehran Mozaffari Kermani, Senior Member, IEEE,
Reza Azarderakhsh, and Manimaran Govindarasu, Fellow, IEEE

EEPLY-EMBEDDED systems (deployed in human body,

with computer programs sending and receiving sen-
sitive data and performing data mining for the decisions)
are increasingly popular, but the security and privacy
issues are not fully understood and studied. For example,
issues relating to the confidentiality/integrity/availabil-
ity /privacy of implantable and wearable medical devices,
secure and private big data analytics, acquisition, and
storage, privacy-preserving data mining, secure machine-
learning, cyber physical systems security, and security
of hardware and software systems used for databases
(with diverse societal contexts) are critical, and can be
challenging to address due to their unique constraints
and usage model. Existing systems for such computations
would need to be transparently integrated into sensitive
environments-the consequent size and energy constraints
imposed on any security solutions are demanding. Thus,
unique challenges arise due to the sensitivity of computa-
tion processing, need for security in implementations,
and assurance “gaps.”

This special issue is dedicated to the identification of
techniques designed for embedded systems and cyber-
physical systems, such as emerging cryptographic solutions
applicable to extremely-constrained, sensitive infrastruc-
tures. We received 35 submissions for this special issue, of
which 4 have been accepted (acceptance rate ~11.45 per-
cent). Each paper went through a rigorous peer review pro-
cess, in addition to multiple follow-up rounds with the
authors. A summary of the papers is provided below.

In “On Emerging Family of Elliptic Curves to Secure Internet
of Things: ECC Comes of Age”, a team of researchers from
Canada, China, Kingdom of Saudi Arabia, Singapore and
Luxembourg defined a family of lightweight elliptic curves
designed for resource-constrained devices, prior to present-
ing the design of a scalable, regular, and highly-optimized
ECC library for MICAz and Tmote Sky sensor nodes.
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In “Towards a Reliable Detection of Covert Timing Channels
over Real-Time Network Traffic”, the authors from University
of Nebraska-Lincoln presented a way of detecting covert
timing channels over real-time network traffic. Specifically,
the authors leveraged three different non-parametric statis-
tical tests to generate statistical test scores that differ
between overt and covert traffic inter-packet delays.

In “SMA: A System-Level Mutual Authentication for Protect-
ing Electronic Hardware and Firmware”, researchers from
Auburn University and University of Florida studied the
supply chain vulnerabilities for electronic systems. They pre-
sented a system-level mutual authentication approach that
allows the hardware to authenticate the firmware and the
firmware to verify the identity of the hardware, using two
secure protocols, TIDP and TIDS, proposed in the paper.

In “Don’t fool me!: Detection, Characterisation and Diagnosis
of Spoofed and Masked Events in Wireless Sensor Networks”, the
authors from Imperial College London presented a wavelet
transform-based approach designed to detect malicious
data injections in wireless sensor networks. The approach
allows one to distinguish malicious interference due to
faulty behaviours.

Despite the significant amount of efforts devoted to
addressing embedded and cyber physical system security,
there are a number of challenges that remain to be addressed.
Potential topics for future research would include:

e Advances in Health-care IT and cyber-physical med-
ical systems security and privacy

Green cryptography for deeply-embedded data
security

Smart building security and spatial/temporal pri-
vacy preservation

Privacy in cyber physical systems

Secure and trustable cyber-physical systems
Emerging cryptographic computing schemes for
embedded security

Novel anonymous sensitive data handling and
restricted computing methods in cyber physical

systems
e Novel deeply-embedded computing reliability
methods
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