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Abstract—Low-rate denial of service (LDoS) attacks send periodic pulse sequences with relative low rate to form aggregation flows at

the victim end. LDoS attack flows have the characteristics of low average rate and great concealment. It is hard to detect LDoS attack

flows from normal traffic due to low rate property. Network traffic measurement shows that aggregate network traffic is multifractal. In

order to characterize and analyze network traffic, researchers have developed concise mathematical models to explore complex

multifractal structure. Although the LDoS attack flows are very small, it will inevitably lead to the change of multifractal characteristics of

network traffic. This paper targets at exploiting and estimating the changes in multifractal characteristics of network traffic for detecting

LDoS attack flows. The algorithm of multifractal detrended fluctuation analysis (MF-DFA) is used to explore the change in terms of

multifractal characteristics over a small scale of network traffic due to LDoS attacks. Through wavelet analysis, the singularity and

bursty of network traffic under LDoS attacks are estimated by using H€older exponent. The difference values (D-value) of H€older

exponent of network traffic between normal and under LDoS attack situations are calculated. The D-value is used as the basis to

determine LDoS attacks. A detection threshold is set based on the statistical results. The presence of LDoS attacks can be confirmed

through comparing D-value with detection threshold. Experiments on detection performance have been performed in the test-bed

network and simulation platform. The extensive experimental results are congruent with the theoretical analysis.

Index Terms—Low-rate denial of service (LDoS), Multifractal detrended fluctuation analysis (MF-DFA), H€older exponent, singularity and

bursty, D-value
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1 INTRODUCTION

IT has been 15 years since the first distributed Denial of
service (DDoS) attacks were detected. So far, DDoS

attacks have not been addressed properly [1]. This situation
is even worse when the cloud computing is widely applied.
Low-rate Denial of Service (LDoS) attack is a new type of
DoS attack [2]. LDoS attacks exhibit a periodic pulse
sequence, which can be expressed in a triple of attack period
T , attack duration L, and attack rate R, i.e.. LDoSðT; L;RÞ.
Here, T is the interval between two successive attack pulses,
and T can be obtained by estimating the execution duration
of trusted source. The duration of the timer refers to RTO
(retransmission timeout). L is the width of attack pulse. R is
the intensity of attack pulse. R indicates the highest rate of
attack flows [3], [4]. The successful LDoS attacks usually
have the following characteristics: (i) T is the minimum
RTO value or the integer times of RTO value. (ii) R is large
enough to cause packet loss in legitimate TCP flows. (iii) L
is long enough to cause retransmission. The attack period T
can be adjusted by estimating the RTO value. But the attack
duration L and attack rate R cannot exceed a certain value
for the purpose of avoiding being found according to the
detect mechanism. Hence, the average rate of LDoS attacks
is R� L=T . LDoS attacks attempt to deny bandwidth to
TCP flows while sending at sufficiently low average rate to
elude detection by counter-DoS mechanisms. The LDoS

attacks may keep damaging the victim for a long time with-
out being detected [2].

Research result [5] shows that the network traffic exhibits
self-similarity over a large time scale while presenting mul-
tifractal characteristics over a small time scale. The parame-
ter a in multifractal characteristics is defined as Lipschitz-
H€older exponent (hereafter referred to as H€older exponent),
it is also known as the singularity exponent [6], which
presents the local singularity of a function. LDoS attacks
send attack packets periodically in a short time interval. The
network multifractal must be disrupted when LDoS attacks
are launched suddenly. Hence, the H€older exponent is
abnormal. According to the above analysis, the approach of
LDoS attacks detection based on network multifractal is
proposed in this paper. Based on the essential attributes
and features of network traffic, this approach calculates the
value of H€older exponent at all points, and the abnormal
difference between the values of H€older exponent is the
basis of the LDoS attack detection.

2 RELATED WORKS

LDoS attacks have the feature of concealing, which makes
LDoS attacks elude traditional DoS detection easily. DDoS-
oriented detection methods are no longer suitable for the
detection of LDoS attacks. At present, LDoS detection meth-
ods can be divided into two categories, in time domain and
in frequency domain.

Yu et al. [7] proposed a collaborative approach of defense
against periodic shrew DDoS attacks in the frequency
domain. This approach detected shrew DDoS attacks using
the frequency-domain characteristics from the autocorre-
lation sequence of Internet traffic streams. They used the
normalized cumulative amplitude spectrums (NCAS) to
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calculate the distance between distribution curves of TCP
and shrew traffic for the purpose of determining the exis-
tence of attacks. This approach achieved collaborative detec-
tion across multiple routers and required only a few
seconds for successful detection of shrew DDoS attacks. Bar-
ford et al. [8], and HE et al. [9] introduced the wavelet proc-
essing idea in detecting LDoS attacks by using the discrete
wavelet transform (DWT) technology. This method trans-
forms network traffic into high, middle, and low frequency
components for the purpose of finding the attack traffic.
Results showed that wavelet filters are quite effective in
exposing the details of both ambient and anomalous traffic.
Wu et al. [10] presented an LDoS attack detection method
using the technique of one step prediction Kalman filtering.
This method explored the characteristics of network traffic
observed at the victim end when the attack started. The
error between one step prediction and the optimal estima-
tion is used as the basis for detection.

Macia-Fernandez et al. [4] and Jingtang et al. [11] have
proposed a mathematical model for the LDoS attacks. This
model is helpful in evaluating the performance of LDoS
attacks in dynamics network. They have validated the
model by comparing the given performance values with
those obtained in a simulated environment. Yang et al. [12]
proposed information metric to quantify the differences of
network traffic with various probability distributions. Two
information metrics, generalized entropy metric and the
information distance metric, are used to detect low-rate
DDoS attacks by measuring the difference between legiti-
mate traffic and attack traffic. This method tracks IP address
of attackers by using information distance, which can track
the attack sources in time. Wu et al. [13] treated the LDoS
attack flows as a periodic small signal and presented an
LDoS attack detection method based on a small signal
model in 2012. In this method, averaging multiple sam-
plings based on missing sampling (MSABMS) is used to
record the packets arriving in 30 seconds (sampling time is
10ms, with a total of 3,000 sampling points), and the statisti-
cal result is compared with the characteristic judging value,
which is settled as a threshold to indicate the difference
between normal flow and attack flow. An eigenvalue esti-
mating matrix is established to estimate the attack period
after LDoS attacks being detected.

The known research methods have some defects, such as,
(i) the accuracy and the efficiency of entropy calculation will
be greatly reduced with the expansion of network scale and
the increase of network bandwidth. (ii) lower detection rate,
and higher false positive rate and higher false negative rate.
(iii) higher computational complexity.

At present, multifractal characteristics of network traffic
are used in internet traffic measurement. Many network
researchers studied the degree of long-range dependence
(LRD) in network traffic, which has been referred to as self-
similar, fractal, and multi-fractal behavior. Nogueira et al.
[14] researched on modeling network traffic with multi-
fractal behavior. They analyzed the complexity of multifrac-
tal structure of network traffic, and developed concise
mathematical model for the characterization and analysis of
network traffic. This model is used in studying the impli-
cations of LRD traffic on the quality of service (QoS) of net-
work infrastructure. Vieira and Lee [15] presented effective

bandwidth estimation and QoS aware bandwidth provi-
sioning for multifractal network traffic. They developed an
adaptive wavelet-based multifractal model (AWMM) by
using properties of the wavelet coefficients of multifractal
cascade processes, and derived an analytical expression for
the bandwidth estimation of AWMM traffic.

This paper applies the theory of network traffic measure-
ment [16] into detecting LDoS attacks. This study is based
on the fact that LDoS attacks can lead to abnormal flows
which will change the multifractal characteristics of the net-
work traffic. Hence, the difference in H€older exponents
between attack and non-attack situations is the basis of
detecting LDoS attacks [17].

This paper is organized as follows. Section 1 introduces
the research background which includes the analysis of
LDoS attacks. Section 2 reviews the world-wide academic
researches on LDoS attack detection by using signal proc-
essing technique and analyzes the existing problems.
Section 3 presents the proposed approach of LDoS attack
detection based on multifractal. MF-DFA algorithm is used
to analyze the multifractal of network traffic in this section.
This approach applies the wavelet to estimate the H€older
exponent. Section 4 describes the experiments in both NS2
simulation platform and test-bed network environment.
This section also highlights the verification of the network
traffic multifractal, the detection of LDoS attacks, and the
analysis of detection performance. Section 5 provides sum-
mary and discussion of detection performance as the con-
clusion of this paper.

3 MULTIFRACTAL-BASED LDOS ATTACKS

DETECTION

At present, more and more complex network traffic is
described by using a traffic model in network traffic mea-
surement. The discovery of self-similar feature of traffic
gives an impulse to perform further intensive research. But
researchers found that the self-similar model with its single
scaling parameter is not enough as a multiple scaling on
fine timescales. Therefore, multifractal model comes into
being to illustrate the complex features of network traffic in
detail. Available research result [18] reveals that the net-
work traffic presents self-similarity on a large time scale
and multifractal characteristic on a small time scale.

Network traffic measurement research [19] shows that
most of the network traffic uses the TCP protocol. The pri-
mary reason is that the growing number of Internet users,
the widespread availability of easy-to-use web browsers,
and the proliferation of web sites with rich multimedia con-
tent combine to contribute to the exponential growth of
Internet TCP traffic [15], while LDoS attack usually uses the
UDP protocol.

It is found that most of network services possess the
multifractal characteristic, such as TCP, IP and HTTP,
whereas UDP services have monofractal characteristic
[16]. When LDoS attacks have been launched, a large num-
ber of UDP attack packets will appear in the network. This
status will change the H€older exponent which is used to
measure local singularity of network traffic. A new
approach of detecting LDoS attacks is proposed by moni-
toring the abrupt change of H€older exponent through
wavelet analysis.
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3.1 Wavelet Analysis of Multifractal Characteristics

Given a function c tð Þ 2 L2 Rð Þ, C vð Þ is the Fourier trans-
form of c tð Þ. If the function c tð Þ satisfies the admissible con-
dition [20],

Cc ¼
Z
R

C vð Þj j2
v

dv < þ1: (1)

Then, c tð Þ is called a mother wavelet. fca;b tð Þ¼ 1ffiffi
a

p c t�b
a

� �
;

a > 0; b 2 Rg is the translation b and dilatation a of cðtÞ. A
signal fðtÞ can be decomposed by binary wavelet [20],

f ¼
X
j;k

dj;kcj;k; (2)

where, dj;k ¼ f;cj;k

� �
denotes the wavelet coefficients of

the signal at the point k and on the scale j, and cj;kðtÞ ¼
2�j=2cð2�jt� kÞ; j; k 2 Z.

The fractal characteristic of network traffic is verified by
multifractal detrended fluctuation analysis (MF-DFA) algo-
rithm [17] in this paper. The DFA algorithm is widely used
in verifying the scale characteristic of monofractal and in
detecting the long-range correlation of noisy nonstationary
sequences.

By using the MF-DFA algorithm [17], researchers can
achieve the multifractal spectrum easily and analyze the
multifractal characteristic of nonstationary sequences
effectively.

The procedures of calculating a time sequence x kð Þ;f k ¼
1; 2; . . .Ng by using MF-DFA algorithm are as follows [17].

Step 1: Computing the “profile”,

Y ið Þ ¼
Xi

k¼1

x kð Þ � �xð Þ; i ¼ 1; 2; . . .N; (3)

where, �x ¼ 1
N

PN
j¼1 xðjÞ.

Step 2: Dividing Y ðiÞ into non-overlapping segments Ns

of equal size s, with Ns being the integral of N/s, and repeat-
ing the divide procedure starting from the opposite end.
Thus, 2Ns segments will be obtained.

Step 3: Fitting local trend polynomial yvðiÞ by using least-
square method for each segment v; v ¼ 1; 2; � � � 2Ns,

yv ið Þ ¼ a0 þ a1iþ � � � þ an�1i
n�1 þ ani

ni ¼ 1; 2; . . . s;n

¼ 1; 2; . . . (4)

Determining the variance as,

F 2 v; sð Þ ¼ 1

s

Xs
i¼1

Y ðv� 1Þsþ i½ � � yv ið Þf g2v ¼ 1; 2; . . .Ns (5)

and

F 2 v; sð Þ ¼ 1

s

Xs
i¼1

Y N � ðv�NsÞsþ i½ � � yv ið Þf g2 v

¼ Ns þ 1; . . . 2Ns (6)

Step 4: Calculating the qth order fluctuation function by
averaging over all segments,

FqðsÞ ¼ 1

2Ns

X2Ns

v¼1

F 2 v; sð Þ� �q=2( )1=q

q 6¼ 0 (7)

Fq sð Þ ¼ exp
1

4Ns

X2Ns

v¼1

ln F 2 v; sð Þ� �( )
q ¼ 0; (8)

where, the index q can be any real value.
Step 5: Analyzing log-log plots Fq sð Þ versus s for each q.

If the sequence x kð Þ; k ¼ 1; 2; � � �Nf g is long-range power-
law correlated, Fq sð Þ increases, for large values of s, as a
power-law,

lnFq sð Þ ¼ h qð Þ ln sþ lnA: (9)

Step 6: If x kð Þ; k ¼ 1; 2; � � �Nf g is a stationary and normal-
ized sequence, the scaling exponent t qð Þ is qh qð Þ � 1. Using
the Legendre transformation, the multifractal spectrum
f að Þ and singularity exponent a can be expressed as,

f að Þ ¼ qa� t qð Þ and
dt qð Þ
dq

¼ a: (10)

The results obtained by MF-DFA algorithm to verify the
multifractal characteristic of network traffic will be pre-
sented in detail in Section 4.1.2 and 4.2.2.

3.2 H€older Exponent Estimation

H€older exponent, a fractal parameter of the network traffic,
is used to characterize the bursty of network traffic at a cer-
tain point. The smaller the H€older exponent a is, the
“burstier” the network traffic at the point is [14]. Hence,
when LDoS attacks have been launched, the multifractal
characteristics of network traffic are changed, which indi-
cates the bursty of network traffic. Through the estimation
of H€older exponent a, the bursty of network traffic is
measured. Therefore, the LDoS attacks can be detected by
H€older exponent.

Vieira et al. [15] have proved that local signals’ singularity
can be characterized by the wavelet transformation, and put
forward Lipschitz exponent of signals’ singularity, which
can be estimated by tracking the cross-scale change of wave-
let transformmodulusmaxima (WTMM) in the cone of influ-
ence (COI). But the algorithm has some drawbacks. It can
only be applied to isolated non-oscillating singularities, and
the robustness and the accuracy of the algorithm are greatly
reducedwhenWTMMcurve fluctuates.

Based on the analysis above, a robust approach of esti-
mating the pointwise H€older exponent is presented in this
paper, whether the point is an oscillating singularity or not.

Considering a positive process XðtÞ, the burst strength of
X at time t can be characterized by [14]

aðtÞ ¼ lim
kn2�n!t

an
kn
; (11)

where, an
kn

¼ � 1
n log 2 Xððkn þ 1Þ2�nÞ �Xðkn2�nÞj j and kn ¼

0; . . . ; 2n � 1.
aðtÞ is called the local H€older exponent [14], which indi-

cates the change in multifractal characteristics of network
traffic due to LDoS attacks. Hence, the estimation of aðtÞ is
the key step of LDoS attack detection.
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The network packets are modeled as a discrete time sig-
nal with samples of n ¼ 2m. The H€older exponent at the
point k0 is estimated by using the algorithm as follows [21].

Step 1: Plotting the parametric curve on the same graph,
for each j ( 0 < j � m ),

xjðkÞ ¼ log 2ð2�j þ jk� k0j=2mÞ ¼ xðj; kÞ (12)

yjðkÞ ¼ log 2 dj;k
		 		� �

: (13)

Step 2: Finding each straight line D : y ¼ axþ C such
that, D is an upper-bound for all the plotted points

xj kð Þ; yj kð Þ� �
, i.e.,

8j; 8k yj kð Þ � axj kð Þ þ C: (14)

There exists a sequence of pairs ji; kið Þ such that,

lim
i!1

yjiðkiÞ � axjiðkiÞ þ C
� � ¼ 0: (15)

Step 3: Finding the maximum of the slops amax over all
lines D satisfying both formulas (14) and (15). The slope
amax is the H€older exponent of the signal at the point k0.

4 EXPERIMENTS AND RESULTS ANALYSIS

For evaluating the performance of the proposed detection
algorithm, experiments are conducted in both NS2 simula-
tion platform and test-bed network environment.

LDoS attack generation tool exploits the Linux TCP-ker-
nel source code of Shrew attack [22]. By using UDP-based
software, the LDoS attack flows are generated in the follow-
ing experiments [22].

During the experiments, network packets are sampled.
Then, the multifractal characteristic of network traffic is ver-
ified by MF-DFA algorithm, and experimental results are
analyzed in detail.

4.1 Experiments in NS2 Simulation Platform

A simulation network is designed in NS2 simulation plat-
form for carrying out related experiments.

4.1.1 NS2 Experiment Environment

The topology of experiment network in NS-2 simulation
platform is shown in Fig. 1.

The simulated network has an asymmetrical dumb-bell
topology. It consists of Router R1 (Node R1), Router R2

(Node R2), five pairs of legitimate TCP senders (Node N1 to
N5) and TCP receivers (Node S1 to S5), and a UDP LDoS
attacker (Node A1). The links connecting router R1, senders,
and attacker are at rate of 100 Mbps, the same as the links
between router R2 and the receivers. Both routers are con-
nected through a bottleneck link of 10 Mbps with the ran-
dom early detection (RED) queue management. The
minRTO is set to be 1000 ms. The configuration of link delay
is shown in Fig. 1.

The simulation period is 1,000 seconds, and the attack
begins at 400th second and ends at 600th second. A triple
LDoS T; L;Rð Þ ¼ 1100 ms; 200 ms; 10 Mbpsð Þ is used to
describe the LDoS attacks.

4.1.2 Verification of Network Traffic Multifractal

Set the X1 represent the flow sequence without LDoS
attacks, and X2 express the flow sequence with LDoS
attacks. Two sequencesX1 andX2 are obtained by sampling
the packets arriving at router R2.

The relationship curves between Hurst exponent hðqÞ
and order q, scaling exponent tðqÞ and order q, and multi-
fractal spectrum fðaÞ and singularity exponent a are
obtained individually by using the MF-DFA algorithm
introduced in Section 3.2 for analyzing the sequence X1.
The results are shown in Figs. 2, 3, and 4.

Based on analysis of experimental results in NS2 simula-
tion, Fig. 2 shows that there is a strong nonlinear dependence
of hðqÞ upon q, indicating the multifractal characteristic of

Fig. 1. The simulation topology in NS-2.

Fig. 2. The relationship between Hurst exponent hðqÞ and order q.

Fig. 3. The relationship between scaling exponent tðqÞ and order q.
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network traffic. The same is true of the dependence of tðqÞ on
q in Fig. 3. In Fig. 4, the relationship between multifractal
spectrum fðaÞ and a exhibits the shape of one peak, which
also proves the multifractal characteristic of network traffic.
The wider the bell shape is, the stronger the intensity of
multifractal is.

4.1.3 Detection of LDoS Attacks

Fig. 5 shows the network packet sequence X2. The packet
number increases sharply at the start of LDoS attacks.

For the sequence, pointwise H€older exponents are esti-
mated by the algorithm introduced in Section 3.2. Results
are shown in Fig. 6.

The H€older exponent changes abnormally by time with
LDoS attacks. When the LDoS attacks start, the H€older
exponent falls quickly. When the LDoS attacks end, the
H€older exponent rises rapidly to the normal level. The
abnormal change of singularity value of network traffic
provides a new way to detect LDoS attacks.

The procedure of LDoS attack detection is put for-
ward, where the pointwise H€older exponents of the sam-
pled network packet sequence are estimated, and then
the difference value of H€older exponent DH€olderj j is cal-
culated as normalized.

In Fig. 7, there are two peaks in normalized DH€olderj j
that occurred when LDoS attacks begin and end. Threshold

s is set based on the statistical analysis. If normalized
DH€olderj j is larger than the detection threshold s, LDoS
attacks are considered to exist. Otherwise, there is no LDoS
attack in the network.

To further determine the beginning or the ending of
LDoS attacks, t hypothesis test [10] is used as follows,

H0 : m � m0 the end of LDoS attack
H1 : m < m0 the beginning of LDoS attack



; (16)

where, value m0 indicates the mathematical expectation of
H€older exponent without LDoS attacks.

The result of the inspection is either the beginning or the
ending of LDoS attacks. The test statistic is:

t ¼
�X � m0

s=
ffiffiffi
n

p ; (17)

where, �X indicates the average value of H€older exponent in
the hypothesis test. The critical region is taðn� 1Þ.

According to the t value of statistical result, the probabil-
ity P of hypothesis test is determined. If P is not larger
than a, hypothesis H1 is true, i.e., LDoS attacks have just
started, otherwise, H0 is true, i.e., LDoS attacks have ended.
The hypothesis test period and sample period are set to be
20 and 0.5 s individually.

Fig. 4. The relationship between multifractal spectrum fðaÞ and singular-
ity exponent a.

Fig. 5. Packet number in the NS2 link.

Fig. 6. H€older exponent.

Fig. 7. Normalized DH€olderj j.
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4.1.4 Analysis of Detection Performance

Indexes of the detection probability PD, false positive rate
PFP, and false negative rate PFN are critical indicators for
evaluating attack detection performance. The value PD is
the correct detection probability, which is the proportion of
all LDoS attacks correctly identified as attack traffic when
the LDoS attacks exist. Here, detection means a test result
that correctly indicates the presence of an LDoS attack. The
value PFP is error detection probability, which is the propor-
tion of all normal or interference traffic that is incorrectly
identified as LDoS attacks. Here, false positive means a test
result that wrongly indicates the presence of an LDoS
attack. In other words, false positive is mistaking the normal
or interference traffic as attack flows when LDoS attack does
not exist. The value PFN is missing detection probability,
which is the proportion of all LDoS attacks falsely identified
as normal or interference traffic. Here, false negative means
a test result showing no attacks when LDoS attacks actually
exist. In other words, false negative is an incorrect result
that falsely indicates the absence of an LDoS attack.

Therefore, it is necessary to find an optimal detection
threshold s that may achieve a high detection probability
with acceptable false negative/positive rate. One hundred
experiments have been conducted to test the performance
of the detection approach proposed in the paper. The PD,
PFN and PFP with different detection thresholds are shown
in Table 1.

For different thresholds, when the threshold s is set to be
0.4 or 0.5, the detection algorithm can achieve higher detec-
tion probability, but the false probability PFP is also higher.
Otherwise, the detection probability is lower if the threshold

s is set to be 0.8 or larger. The PD, PFN and PFP can reach the
best compromise when the detection threshold s is set to be
0.6. With LDoS attack detection based on multi-fractal, the
detection probability reaches 92 percent, with the false posi-
tive rate of 9 percent and the false negative rate of 8 percent.

4.2 Experiments in Test-Bed Network Environment

In order to better verify the detection performance of the
proposed approach, experiments in test-bed network envi-
ronment with five users are performed.

4.2.1 Test-Bed Experiment Environment

The test-bed network topology is shown in Fig. 8. It consists
of a 100 M switch, a Cisco2911 router, five users, an attacker
and a FTP server. The FTP server is configured as a victim.

Devices in the test-bed network are configured as shown
in Table 2.

The FTP throughput is tested in the test-bed network
(shown in Fig. 8) by using the UDP-based software. In the
test scenario, the victim provides FTP service, and the user
downloads a file from a FTP Server. Once the normal FTP
traffic is steady, the LDoS attack, with T of 1,100 ms, L of
200 ms, R of 10 Mbps starts.

As shown in Fig. 9, the Normal in Fig. 9 a represents the
client’s normal download traffic recorded in the user before
the attacks, and the Normal in Fig. 9b is the server’s upload
traffic recorded in FTP server. Both Normal traffic are
approximately equal. The Hybrid represents the combina-
tion of uploads and downloads in the client or server, and
the Abnormal is the download or upload traffic during
attacks.

During LDoS attacks, download and upload traffic are
lower than normal state and amplitude fluctuates strongly.

TABLE 1
Performance of Different Detection Threshold

Performance
Threshold

PD PFN PFP

s ¼ 0:4 95% 5% 16%
s ¼ 0:5 93% 7% 12%
s ¼ 0:6 92% 8% 9%
s ¼ 0:8 86% 14% 11%

TABLE 2
Devices Configuration

Device Configuration IP address

User One Windows 7 10.1.20.144
User Two Windows 7 10.1.20.143
User Three Windows 7 10.1.20.142
User Four Windows 7 10.1.20.141
User Five Windows 7 10.1.20.140
Attacker Red Hat Linux 5.5 10.1.20.111
FTP Server Windows Server 2003 10.1.10.11

Fig. 8. The topology of test-bed network. Fig. 9. Traffic with LDoS attacks.
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In Fig. 9b, the LDoS Attack denotes the attack traffic from
the attackers. The rate of LDoS attacks is even lower than
the attacked FTP traffic.

4.2.2 Verification of Network Traffic Multifractal

The packet number sequences Y1 and Y2 are respectively
sampled at the FTP Server on two occasions, namely with-
out and with LDoS attacks.

The multifractal characteristics of the network traffic in
the test-bed are also verified by using the MF-DFA algo-
rithm [17]. The results are shown in Figs. 10, 11, and 12.

As can be seen from figures mentioned above, the non-
linear dependence of hðqÞ upon q indicates multifractal
characteristic of network traffic in the test-bed. The same
information is included in the dependence of tðqÞ on q. The
relationship between multifractal spectrum fðaÞ and a indi-
cates the shape with one peak, which also proves the multi-
fractal characteristic of network traffic.

4.2.3 Detection of LDoS Attacks

Fig. 13 shows the packet number of real network sequence
Y2. As with the NS2 simulation results, the packet number
increases sharply when the LDoS attack starts.

For sequence Y2, pointwise H€older exponents are esti-
mated by the algorithm introduced in Section 3.2. Results
are shown in Fig. 14.

As can be seen from Fig. 14, the range of the pointwise
H€older exponent value is different from that in the NS2 sim-
ulation, because different topologies are used in two experi-
ment environments so that the multifractal intensity differs.
Nonetheless, the change trend of the pointwise H€older
exponent is the same as that of NS2 simulation. H€older
exponent aðtÞ > 1 indicates the real network traffic changes
relatively smoothly. Reversely, H€older exponent aðtÞ < 1
shows that network traffic has a higher degree of bursty in

Fig. 10. The relationship between Hurst exponent hðqÞ and order q.

Fig. 11. The relationship between scaling exponent tðqÞ and order q.

Fig. 12. The relationship between multifractal spectrum fðaÞ and singu-
larity exponent a.

Fig. 13. Packet number in the test-bed link.

Fig. 14. Pointwise H€older exponent.
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the vicinity of t at all scales [23]. The normalized difference
value of H€older exponent DH€olderj j is shown in Fig. 15.

A threshold s has to be set to detect LDoS attacks. If the
normalized DH€olderj j is smaller than the detection thresh-
old s, there is no LDoS attack. Otherwise, LDoS attack is
considered to exist.

4.2.4 Analysis of Detection Performance

Totally one hundred experiments are conducted in the test-
bed to test the performance of the detection approach. The
optimal detection threshold s is set to be 0.6, then, the detec-
tion probability of 91 percent, the false positive rate of 10 per-
cent and the false negative rate of 9 percent are obtained.

The detection performance in test-bed network environ-
ment is compared with that in NS2 simulation platform.
The comparative analysis result is shown in Table 3.

Because NS2 simulation offers an ideal environment,
which is different from the real test-bed influenced by com-
plicate factors, the detection probability of the method used
in the test-bed is lower than that of NS2 simulation.

The proposed approach in the paper is compared with
other detection methods upon the detection performance
and complexity. In order to make an objective and fair com-
parison analysis, two methods that have been tested in real
network are chosen in this comparison. The first one is
NCAS method, which was proposed by Chen et al. [7] in
frequency domain. NCAS method achieves detection proba-
bility of 88 percent, false positive rate of 16.7 percent and
false negative rate of 12 percent, with space complexity of

O nð Þ and time complexity of O n2ð Þ. The second method is
based on Kalman Filtering [10], with detection probability
of 89.6 percent, the false positive rate of 12.6 percent and the
false negative rate of 10.4 percent, space complexity of

O n2ð Þ and time complexity of O n2ð Þ. The comparison results
are shown in Table 4.

Table 4 indicates that LDoS attack detection based on
multifractal in test-bed network obtains the detection proba-
bility of 91 percent, which is higher than that detection of
NCAS in frequency [7] and the detection based on Kalman
Filtering [10]. Although the approach presented in the paper
has higher space complexity, it has lower time complexity.
In summary, LDoS attack detection based on multifractal
achieves good performance.

5 CONCLUSION

In this paper, a new approach of detecting LDoS attacks
based on multifractal is proposed. Experiments in NS2
simulation platform as well as test-bed network environ-
ment are conducted to test the detection performance.
It is proved that network traffic has the multifractal char-
acteristic by using MF-DFA algorithm. Then, pointwise
H€older exponents are estimated based on wavelet analy-
sis. And then, LDoS attacks are detected by comparing
the H€older exponent difference with the detection thresh-
old, and the beginning or the ending of LDoS attacks are
determined by t hypothesis test. The performance of the
approach in the NS2 simulation is compared with that in
test-bed network, and compared with other methods. The
NS2 results show that the approach can achieve the detec-
tion probability of 92 percent and false positive rate of
9 percent. The test-bed results show the approach applied
in the network of five or more users can reach the detec-
tion probability of 91 percent and false positive rate of
10 percent along with low complexity.
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